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technology and business-related strategy and consulting as they 

pursue innovation, look to minimize risk, reduce cost and 

increase public services.  Prior to his work in the Public Sector, 

Mr. Cruz was responsible for driving the shift to the public cloud 

for the Partners Business at Microsoft; helping move a critical, 

$36B revenue-generating application from on premise to the 

Microsoft Azure public cloud platform. Mr. Cruz has been at 

Microsoft for nearly 19 years and has serve in various technical 

and business roles. Prior to Microsoft, Mr. Cruz worked for the 

U.S. Army Corps of Engineers and the Boeing Company. 
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contract, breach of fiduciary duty, unfair and deceptive trade 

practices, securities fraud, business torts, and the Racketeer 

Influenced and Corrupt Organizations (RICO) Act. He also 
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The Costs of Litigation 
According to an UCLA Law Review study1, nearly 17% of a litigator’s time is spend on discovery and 

this is the second most time-consuming activity for him/her. That is why of the many reasons that 

companies give for selecting an eDiscovery platform, saving money is high on the list. As it should be. 

But companies may not realize just how much money can be saved in litigation costs or rather how much 

it can cost not to implement an eDiscovery solution. 

According to Gartner, in 2008 and 2009, companies without an active policy and strategy for eDiscovery 

content archiving solutions spend a third more on eDiscovery than those with content archiving 

solutions2. Manual review is usually the most expensive aspect of discovery in a litigation. With the cost 

for a junior-level associate at many law firms pulling in over $200 per hour, the cost to review a single 

gigabyte (1GB) of data can amount to over $30,000. Instead of 1GB, however, a company’s data can 

easily exceed a terabyte (1,024 gigabytes) of data. With this amount of data, the cost of manual review is 

almost always cost prohibitive. 

Another costly component of manually reviewing data involves irrelevant data searches. For instance, an 

internal study conducted by DuPont, in responding to discovery requests over a three-year period found 

that more than 50 percent of the documents reviewed were kept beyond the required retention period. The 

cost to review those documents: US$ 12 million. 

As if the costs associated with ineffectively searching and storing your data weren’t enough, many 

companies find themselves starting over each time, instead of implementing repeatable processes. 

Continuing to employ unstructured processes, that is, complex, non-routine processes, can cost companies 

a lot of money in lost productivity and lack of compliance, among others. 

Of course, if you find yourself among the many organizations, big and small, without an eDiscovery 

solution in place, it’s not too late and more importantly, there is no need to break the bank in the process. 

Electronic Discovery 
As you probably already know, Electronic discovery (or eDiscovery or eDiscovery) it refers to discovery 

in litigation or government investigations which deals with the exchange of information in electronic 

format (often referred to as electronically stored information or ESI). These data are subject to local rules 

and agreed-upon processes, and are often reviewed for privilege and relevance before being turned over to 

opposing counsel. 

FRCP Amendments: Breakdown of Newly Revised Rule 37(e) 
The Federal Rules of Civil Procedure (FRCP) govern civil procedure (i.e. for civil lawsuits) in United 

States district (federal) courts. The FRCP are promulgated by the United States Supreme Court pursuant 

to the Rules Enabling Act, and then the United States Congress has 7 months to veto the rules 

promulgated or they become part of the FRCP. The Court's modifications to the rules are usually based 

upon recommendations from the Judicial Conference of the United States, the federal judiciary's internal 

policy-making body. Although federal courts are required to apply the substantive law of the states as 

rules of decision in cases where state law is in question, the federal courts almost always use the FRCP as 

their rules of procedure. 

                                                           
1 http://users.polisci.wisc.edu/kritzer/research/CLRP/clrp.htm  
2 Source: Gartner, E-Discovery: Project Planning and Budgeting 2008-2011, February 2008. 

http://users.polisci.wisc.edu/kritzer/research/CLRP/clrp.htm
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The Federal Rules of Civil Procedure were amended in December of 2006 to both establish the legitimacy 

of so-called electronic discovery and address the challenges inherent in requesting the production of 

electronic data.  One amendment was Rule 37(e): 

Failure to Provide Electronically Stored Information. Absent 

exceptional circumstances, a court may not impose sanctions under these 

rules on a party for failing to provide electronically stored information 

lost as a result of the routine, good-faith operation of an electronic 

information system. 

Commentators sometimes referred to this as the Safe Harbor rule; however, as a practical matter, it saw 

little use and provided little safety when potentially responsive ESI was destroyed before or during 

litigation. A 2002 2nd Circuit case, Residential Funding Corp. v. DeGeorge Fin. Corp., held that when a 

party could not produce electronically stored information (ESI) (either it was lost or destroyed), ordinary 

negligence was sufficient grounds for an adverse inference instruction. This is in contrast to other circuits, 

which used a gross negligence or bad faith standard. Corporations have suggested that, as a consequence, 

they have pursued a policy of broad preservation (owing to the cross-jurisdictional nature of litigation) 

and such measures have resulted in excessive cost. The impetuous of revising Rule 37(e) was to create a 

national standard of culpability for determining sanctions in the event that requested ESI could not be 

produced. The Advisory Committee’s first draft of amendments to the rule received about 2,000 

responses, prompting an additional round of changes. Those changes were further amended on April 10th, 

2014 by the Committee and distributed on April 11th, 2014. They appear here: 

(e) FAILURE TO PRESERVE ELECTRONICALLY STORED INFORMATION.  If electronically 

stored information that should have been preserved in the anticipation or conduct of litigation is lost 

because a party failed to take reasonable steps to preserve the information, and the information cannot be 

restored or replaced through additional discovery, the court may:  

(1) Upon a finding of prejudice to another party from loss of the information, order measures no greater 

than necessary to cure the prejudice;  

(2) Only upon a finding that the party acted with the intent to deprive another party of the information's 

use in the litigation,  

(A) presume that the lost information was unfavorable to the party;  

(B) instruct the jury that it may or must presume the information was unfavorable to the party; or  

(C) dismiss the action or enter a default judgment.  

Noteworthy among the changes are the following: 

 No strict liability.  The “because a party failed to take reasonable steps” language of section (e) 

sets the foundation for culpability; there is no strict liability for inability to produce ESI. 

 Opportunity to search.  Using the “though additional discovery” language of section (e), the 

court can order the producing party to try to find duplicates of the requested ESI elsewhere, 

perhaps in backup tapes. This is similar to the “court may nonetheless order discovery from such 

sources" language of Rule 26(b)(2)(B). 

 Residential Funding rejection.  The “intent to deprive” language of section (e)(2) was designed 

to reject the negligence standard used in Residential Funding. 
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 ESI only.  This rule only applies to electronic evidence, rather than tangible evidence. As a 

consequence, it would not apply in a matter such as Silvestri v. General Motors Corp., where the 

matter was dismissed for spoliation when a key piece of evidence (an automobile airbag) was lost 

or destroyed. 

 Not mandatory.  Judges are not required to use this rule; they still have the ability to draw on the 

inherent power of the court to address issues of spoliation. 

Financial Implications 
As stated before, due in part to the cross-jurisdictional nature of litigation, and the posture of the courts 

concerning the preservation of ESI, many organizations have pursued a policy of broad preservation. As 

such, these measures have resulted in the creation of an unsustainable cost model, especially for small and 

medium size organizations. 

Whether you are part of a large corporate legal department or a single attorney office, you are faced with 

ever increasing pressures to reduce expenses associated with eDiscovery. Today’s IT reality is very 

challenging; where big data, cloud computing, and mobile devices are creating more data, stored in more 

locations, and on more devices. These trends are leading to exploding costs and risk. 

 

Electronic Discovery Reference Model 
During litigation or government investigations, data is identified as potentially relevant by attorneys and 

placed on legal hold. Evidence is then extracted and analyzed using digital forensic procedures, and is 

reviewed using a document review platform. A document review platform is useful for its ability to 

aggregate and search large quantities of ESI. This process is commonly known as the Electronic 

Discovery Reference Model (EDRM). However, many current eDiscovery and document review 

technologies and platforms have limited ability to meet the challenges imposed by the law and 

technology, especially at a price-point that makes it affordable to all organizations, particularly for small 

and medium-sized firms. 
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Electronic information is considered different from paper information because of its intangible form, 

volume, transience and persistence. Electronic information is usually accompanied by metadata that is not 

found in paper documents and that can play an important part as evidence (for example the date and time 

a document was written could be useful in a copyright case). The preservation of metadata from 

electronic documents creates special challenges to prevent spoliation. 

Trends Affecting eDiscovery 
Two powerful and unstoppable trends are radically changing eDiscovery today. First, corporations face a 

world where explosive data growth, which is fragmented in disparate locations and repositories, is the 

norm. Meanwhile in this chaotic and rapidly expanding data climate, corporate legal teams are also 

seeking better ways to manage their departments by setting goals, measuring outcomes, reducing risk, and 

saving on cost. Not surprising, eDiscovery is a prime target for trimming costs. 

In the 2015 study by Thompson Reuters, 94 percent of corporate counsel rated cost as a frustrating aspect 

of eDiscovery, with 57 percent of in-house counsel spending more than one million on eDiscovery per 

year. Their answer, in-source their eDiscovery processes for lower and more predictable costs. In fact, 

according to that same study, 79 percent reported redirecting work in-house.3 Unfortunately, as modern 

corporate legal teams try to manage the risk associated with this growing data universe, they are finding 

current solutions to eDiscovery challenges wanting. 

From the trenches, current solutions do not affordably and sustainably address the rapidly expanding data 

volumes that are challenging corporations’ discovery practices today. The limitation they are finding is 

that most eDiscovery software is designed with fixed processing capacity. In practice, this means as more 

data gets pushed through, eDiscovery tasks take increasingly longer to accomplish, and are increasingly 

more expensive to deal with. As legal teams are compelled to invest either in more on premise processing 

horsepower, or spend more on outsourcing eDiscovery processing to accommodate data growth. 

                                                           
3 A Look Inside, 2015 Thomson Reuters Legal Department In-Sourcing and Efficiency Report. 
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Another problem facing the in-house legal team is that current discovery solutions are not designed to 

collect the data that is stored in the cloud. This is increasingly problematic because more and more 

corporations are moving business data to the cloud. According to Gartner, “By 2018, at least 30 percent of 

the data reviewed in discovery will be stored in the cloud, up from 5 percent in 2015.”4 

The paper age 
During the paper age of discovery, corporations handling discovery optimized for managing paper 

evidence. Copiers were the primary “tool” involved in the discovery process. Costly service providers 

were the norm, discovery was slow and there were no real standards especially as the computer became 

commonplace. When email exploded as the primary means for business communications in corporate 

America, new solutions were needed. Data creation and storage inevitably shifted to electronic formats. 

The on premise age 
The on premise age of discovery management originally represented a new way for corporate counsel to 

bring more discovery functions in house. This was good news as complete reliance on outside counsel or 

specialty service providers to manage eDiscovery was no longer the only way. While the goal was more 

control over the process and more predictable costs, the on premise age is characterized by expensive 

infrastructure such as dedicated servers and private data centers that are complex and costly to maintain. 

Additionally, because of the complexity of the tools, there is still a heavy reliance on service providers or 

IT staff to run and maintain the solutions. Another challenging characteristic of this age is that with the 

inherently episodic nature of litigation, it’s tough to forecast capacity requirements to justify the capital 

expenditure, so costs remain unpredictable. 

Today, while there are many on premise tools with robust feature sets in use, legal practitioners are 

finding they are not designed to deliver the desired results of control, speed, and cost containment for 

managing the exploding universe of data in variable formats and locations. 

 

                                                           
4 Gartner, Inc., Critical Capabilities for EDiscovery Software, Jie Zhang, Garth Landers, 6 October 2015 
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Effects of the data explosion in corporate eDiscovery 

According to a 2014 IDC Digital Universe report, the volume of electronic data produced will grow by 

more than five times today’s volume by 2020—from 4.4 zettabytes in 2013 to 44 zettabytes by 2020.5 

This data explosion is exponentially greater than any previous data leap, driven by trends in 

communications that include the proliferation of mobile devices, the sharing of images via electronic 

methods, data tracking capabilities and more. Not only are more bits of information being created and 

shared, many of them work-related, but myriad new storage platforms have emerged, further 

disseminating the data and increasing the difficulty involved in preserving, collecting, and producing it 

for litigation purposes. 

Ironically, one major factor driving this tidal wave of new data is actually the cloud. Individuals and 

corporations have been moving swiftly to use cloud-based solutions to manage their communications 

channels and to store their data, where it is immediately accessible at anytime from anywhere. They no 

longer have to worry about how much data they can store on the corporate computer system, because the 

cloud offers unlimited storage capabilities. The result is more data being created and retained, in more 

places, and exploding discovery costs. While the migration of data creation and storage to the cloud has 

created a hybrid information world that complicates collection, processing and review, the cloud is, at the 

same time, the solution to the eDiscovery dilemma. 

Thus, this is where discovery is today, with clear needs for innovation and ripe for a new wave of 

eDiscovery software that is designed for more flexible, efficient, and cost-effective management of data 

regardless of whether it is created and stored on the cloud or on your local network. The emerging 

solutions represent a big paradigm shift from typical fixed capacity, installed software, to the cloud age of 

eDiscovery software applications. 

Before we explore the third wave, the cloud age of eDiscovery, we should note that not all cloud solutions 

are created equal. For example, a private cloud where you have a data center built and maintained by the 

provider, or if you take an on premise software and host it on the public cloud, neither offers the same 

benefits as a true Software-as-a-Service (SaaS) application. True SaaS, referred to hereafter as true cloud, 

has single-instance multi-tenant architecture. This means it was built to take full advantage of the 

                                                           
5 IDC Digital Universe, 2014 
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economies of scale, (shared resources), that the cloud offers. We’ll explore the benefits that a true cloud 

solution can offer corporate legal departments who are looking for a quantum leap in affordability, 

control, and computing capabilities. 

The cloud age 
True cloud software architecture gives corporate legal teams access to supercomputing power that allows 

them to drastically reduce the time required to process data. Instead of outsourcing data processing to a 

law firm or special eDiscovery service, where the turnaround time for data delivery can be a week or 

more, the cloud can deliver data in hours. The software can be operated directly by anyone on the in-

house team and thus the legal department is able to eliminate wasteful steps realizing near instant access 

to potentially responsive electronically stored information. 

Legal teams can collect the data they need when they need it from myriad new sources and can cull, 

dedupe, review and tag data more quickly which can significantly reduce data volumes and downstream 

costs. Instant access to discovery data gives corporate counsel the ability to “know now” and provides 

early insights about the case so they can more effectively forecast the scope of a discovery request, 

estimate its cost, or predict outcomes earlier in the process than had been previously possible. 

Now the legal department can have much greater control over the steps in the eDiscovery process, and 

can be less dependent upon IT. Further, corporate legal no longer needs to make substantial up-front 

capital investments in on premise solutions since cloud software is generally subscription-based. 

Additionally, true cloud software is easy to deploy, requires no infrastructure nor installation of software, 

so there is nothing to maintain. Its elastic nature means it can dynamically scale up and down to right-size 

computing power to discovery needs. Plus, the legal team can rest assured their software will always be 

up-to-date and secure knowing that the cloud provider manages frequent and regular upgrades of the 

software—seamlessly and without business disruption. 

True cloud software for managing eDiscovery makes sense from the perspective of the ongoing digital 

data explosion as well. Corporations have already moved much of their business critical data to the cloud, 

at both the department level (marketing, sales and human resources) and the communications level (email, 

voice mail, document management and invoicing). Corporate legal departments need solutions that are 

designed to effectively manage the data stored in cloud repositories like Office365, Box, and Dropbox. 

Organizations need to be able to collect, process and review this information, and doing so in the cloud 

with cloud software solutions requires less time and money. 

True cloud solutions are characterized by the following five attributes: 

1. Shared resources to reduce costs 

The economies of scale that are associated with single-instance multi-tenant software (true 

cloud), reduces costs. This is how true SaaS software companies can disrupt the status quo on 

pricing—offering the transparency of clear subscription pricing for processing and storage. 

Customers pay only for what they need using shared resources, and costs are far more 

predictable. 

2. Scalability and elasticity, means corporations can “right-size” capacity requirements to 

needs. 

Scalability provides organizations with a strategic advantage by allowing instant increases in 

processing power to accommodate anticipated (or unanticipated) increases in data volume 

without large upfront investments in infrastructure. Elasticity provides tactical advantage by 
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allowing dynamic expansion and contraction of available capacity to meet the variable spikes that 

often occur with caseloads. 

 

3. Easy to deploy and to use. 

Legal departments looking for greater control and independence through in-sourcing will need 

solutions that are quick to implement, that don’t require IT personnel to maintain, and are easy to 

use. True cloud solutions are designed with the consumer in mind and are maintained by the 

software vendor so there are no surprises during deployment, no ongoing maintenance, and no 

training. 

 

4. No-hassle upgrades. 

Use what you need today and be ready for tomorrow — that’s the essence of a true cloud 

approach. Legal teams should require continual, hassle-free upgrades from any e-discovery 

solution so they’re always ready to meet evolving demands. 

 

5. World-class data security. 

In an era of data breaches, inadequate security is becoming a deal-breaker for corporate counsel.6 

Security associated with the shared resource of the public cloud benefits customers with layers of 

world-class data security that is vastly superior to what organizations can implement on their 

own. 

True cloud software represents the future of e-discovery and it is the most sensible approach for legal 

departments to quickly and easily reduce data volumes, and get instant access and insights about 

discovery data —giving them the power to truly “know now” about the merits of a case—without having 

to wait. Instant access to discovery data allows corporate counsel to make better decisions about case 

strategy, increase efficiency, and gain control over the entire discovery process. With document review 

platforms like Microsoft’s Office 365 eDiscovery is democratized as people with any level of technical 

skill can fully leverage the power of the cloud to bring speed, flexibility, and affordability to the business 

challenge of managing exponentially growing volumes of variable and disparate data affordably and 

sustainably. 

Office 365 security and compliance 
Microsoft Office 365 is designed to help meet your organization’s needs for content security and data 

usage compliance with legal, regulatory, and technical standards. Setting up policies and enabling 

services that optimize these conditions is an important part of administering Office 365. To establish a 

secure and compliant Office 365 work environment that meets your organization’s requirements, you may 

want to learn more about the staples of security and compliance described in this topic. 

Office 365 Compliance Center 
The Office 365 Compliance Center contains the key compliance-related features for an Office 365 

administrator to manage compliance across Office 365, Exchange Online, and SharePoint Online. This 

new management interface represents Microsoft’s evolving compliance offering, which will eventually 

                                                           
6 A pair of recent reports by ALM Legal Intelligence found that only half of law firm professionals say their firm has 

a data protection team or committee in place, and third-party vendors are increasingly vetted according to their 

information security protocols. See “Cybersecurity and Law Firms: Ignorance is Risk,” and “Cybersecurity and 

Corporate Counsel,” ALM Legal Intelligence, 2015. 
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span all Office 365 compliance-related features and help you meet your legal, regulatory, and 

organizational compliance requirements. Consolidating compliance functionality across services into this 

single area makes compliance features easier to access and enhance your end-to-end task-based 

experience. 

Compliance Center features 
The functionality in the Compliance Center is grouped into feature areas, each of which is described in 

the following table. 

Feature  Description  

Archiving 

Use the Archiving page to enable or disable users’ archive mailboxes, which provide 

users with an alternate storage location for historical messaging data. When archive 

mailboxes are enabled, an archive policy will automatically move messages from a user’s 

primary mailbox to their archive mailbox after a specified period. The default archive 

policy that is assigned to mailboxes moves messages to the archive mailbox two years 

after the date a message is delivered to the mailbox. 

Data loss 

prevention 

Use the Data loss prevention page to create DLP polices that help you protect sensitive 

information and prevent its inadvertent disclosure. Examples of sensitive information 

that you might want to prevent from leaking outside your organization include financial 

data or personally identifiable information (PII) such as credit card numbers, social 

security numbers, or health records. With a data loss prevention (DLP) policy, you can 

identify, monitor, and automatically protect sensitive information across Office 365.  

Device 

management 

Use the Mobile device management page to manage and secure mobile devices that 

connect to your Office 365 organization. Mobile devices like smartphones and tablets let 

people access their work email, calendar, contacts, and documents anytime, from 

anywhere. To protect your organization’s information, you can use built-in Mobile 

Device Management for Office 365 to set device security policies and access rules, and 

to wipe mobile devices if they’re lost or stolen. 

eDiscovery 

Use the eDiscovery cases page to manage your organization’s eDiscovery cases, which 

you can use to identify, hold, search, and export content found in Exchange mailboxes 

and SharePoint sites. All eDiscovery cases for the selected eDiscovery Center are listed 

on the eDiscovery cases page. You can go to your organization’s eDiscovery Center in 

SharePoint Online or you can go to any eDiscovery case from this page. You can also 

create new cases from this page and delete cases you no longer need. 

Import 

Use the Import page to import PST files to Exchange Online mailboxes or import data 

files to your SharePoint Online organization. For both types of files, you can upload the 

files over the network or copy them to a hard drive and then ship the drive to a Microsoft 

datacenter, where the data will be imported to Office 365. 

Permissions 

Use the Permissions page to give users access to the compliance features that are 

available within the Compliance Center. Permissions in the Compliance Center are based 

on the same Role Based Access Control (RBAC) permissions model that is used in 

Exchange Online. However, the role group membership from Exchange Online isn’t 

shared with the Compliance Center. To access the Compliance Center, users need to be a 

member of one or more Compliance Center role groups that are listed on the 

Permissions page. 

Retention 

Use the Retention page to manage the lifecycle of email and documents by keeping the 

content you need and removing content after it’s no longer required. While your 

organization may be required to retain content for a period of time because of 
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compliance, legal, or other business requirements, keeping content longer than required 

might create unnecessary legal risk. These retention features let you manage how long 

your organization retains content. 

 Retention tags and policies   Use to manage the email lifecycle by archiving or 

deleting messages that are older than a specified period. In Exchange Online, a 

default retention policy is assigned to a mailbox when it’s created. 

 Document deletion policies   Use to delete documents located in SharePoint 

Online site collections after a specific period of time. You can enforce a single 

mandatory policy on all site collections created from the same site collection 

template or you can allow site owners to choose from several policies that you 

centrally create and manage. You can also allow site owners to opt out altogether 

if they decide a policy doesn’t apply to their content. 

 Preservation policies   Use to preserve content in mailboxes, public folders, and 

sites in your organization. You can set up preservation policies to preserve the 

content indefinitely, until you remove the policy, or for a specific period of time. 

You can also specify a date range and keywords to narrow down the content 

that’s preserved. Preserved content remains in-place, where it is currently 

located, so people can continue to work with the content. If the content is 

modified or deleted, a copy is saved to a secure location. 

Search 

Use the Search page to search mailboxes, SharePoint Online sites, and OneDrive for 

Business locations in your Office 365 organization. Compliance Search is a new 

eDiscovery search tool with new and improved scaling and performance capabilities. Use 

Compliance Search to run very large eDiscovery searches. You can search all mailboxes, 

all SharePoint Online sites, and OneDrive for Business locations in a single compliance 

search. There are no limits on the number of mailboxes and sites that you can search. 

There are also no limits on the number of searches that can run at the same time. After 

you run a compliance search, the number of content sources and an estimated number of 

search results are displayed in the details pane on the Compliance search page, where 

you can preview the results. 

 

Archiving in the Office 365 Compliance Center 
https://technet.microsoft.com/en-us/library/ms.o365.cc.archivinghelp.aspx 

Overview of data loss prevention policies 
https://technet.microsoft.com/en-us/library/ms.o365.cc.dlplandingpage.aspx 

Overview of Mobile Device Management for Office 365 
https://technet.microsoft.com/en-us/library/ms.o365.cc.devicepolicy.aspx 

eDiscovery in the Office 365 Compliance Center 
https://technet.microsoft.com/en-us/library/ms.o365.cc.ediscoveryhelp.aspx 

Importing files to Office 365 
https://technet.microsoft.com/en-us/library/ms.o365.cc.ingestionhelp.aspx 

Permissions in the Office 365 Compliance Center 
https://technet.microsoft.com/en-us/library/ms.o365.cc.adminrolegroups.aspx 

https://technet.microsoft.com/en-us/library/ms.o365.cc.archivinghelp.aspx
https://technet.microsoft.com/en-us/library/ms.o365.cc.dlplandingpage.aspx
https://technet.microsoft.com/en-us/library/ms.o365.cc.devicepolicy.aspx
https://technet.microsoft.com/en-us/library/ms.o365.cc.ediscoveryhelp.aspx
https://technet.microsoft.com/en-us/library/ms.o365.cc.ingestionhelp.aspx
https://technet.microsoft.com/en-us/library/ms.o365.cc.adminrolegroups.aspx
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https://technet.microsoft.com/en-us/library/ms.o365.cc.permissionshelp.aspx 

Retention in the Office 365 Compliance Center 
https://technet.microsoft.com/en-us/library/ms.o365.cc.archivingretention.aspx  

Compliance Search in the Office 365 Compliance Center 
https://technet.microsoft.com/en-us/library/ms.o365.cc.compliancesearch.aspx  

Built-in security in Office 365 
Office 365 is a security-hardened service, designed following the Microsoft Security Development 

Lifecycle. Microsoft brings together the best practices from two decades of building enterprise software 

and managing online services to give you an integrated software-as-a-service solution.  

At the service level, Office 365 uses the defense-in-depth approach to provide physical, logical, and data 

layers of security features and operational best practices. In addition, Office 365 gives you 

enterprise-grade user and administration controls to further secure your environment. 

Physical Security 

 24-hour monitoring of datacenters. 

 Multi-Factor authentication, including biometric scanning for datacenter access. 

 Internal datacenter network is segregated from the external network. 

 Role separation renders location of specific customer data unintelligible to the personnel that 

have physical access. 

 Faulty drives and hardware are demagnetized and destroyed. 

Logical Security 

 Lockbox7 processes for a strictly supervised escalation process greatly limit human access to your 

data. Learn how to activate Lockbox. 

 Servers run only processes that are whitelisted, minimizing risk from malicious code. 

 Dedicated threat management teams proactively anticipate, prevent, and mitigate malicious 

access. 

 Port scanning, perimeter vulnerability scanning, and intrusion detection prevent or detect any 

malicious access. 

Data Security 

 Encryption at rest protects your data on our servers. 

 Encryption in transit with SSL/TLS protects your data when it’s transmitted between you and 

Microsoft. 

 Threat management8, security monitoring, and file/data integrity prevent or detect any tampering 

of data. 

 Exchange Online Threat Protection provides advanced security and reliability against spam and 

malware to help protect your information and access to email. 

                                                           
7 Customer Lockbox for Office 365: https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-
365/ https://channel9.msdn.com/Shows/Mechanics/An-Overview-of-Customer-Lockbox-in-Office-365  
8 Exchange Online Advanced Threat Protection: https://products.office.com/en-us/exchange/online-email-threat-
protection  

https://technet.microsoft.com/en-us/library/ms.o365.cc.permissionshelp.aspx
https://technet.microsoft.com/en-us/library/ms.o365.cc.archivingretention.aspx
https://technet.microsoft.com/en-us/library/ms.o365.cc.compliancesearch.aspx
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://channel9.msdn.com/Shows/Mechanics/An-Overview-of-Customer-Lockbox-in-Office-365
https://products.office.com/en-us/exchange/online-email-threat-protection
https://products.office.com/en-us/exchange/online-email-threat-protection
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User Controls 

 Office 365 Message Encryption9 allows users to send encrypted email to anyone, whatever email 

service recipients may use. 

 Data loss prevention can be combined with Rights Management and Office 365 Message 

Encryption to give greater controls to your admins to apply appropriate policies to protect 

sensitive data.  

 S/MIME provides message security with certificate-based email access. 

 Azure Rights Management10 prevents file-level access without the right user credentials. 

Administration Controls 

 Multi-Factor authentication protects access to the service with a second factor such as phone. 

 Data loss prevention prevents sensitive data from leaking either inside or outside the organization 

while providing user education and empowerment. 

 Built-in mobile device management capabilities allow you to manage access to corporate data.  

 Mobile application management within Office mobile apps powered by Intune provides granular 

controls to secure data contained in these apps. 

 Built in antivirus and antispam protection along with advanced threat protection safeguard against 

external threats. 

Security Compliance in Office 365 
Office 365 is a global service and continuous compliance refers to Microsoft’s commitment to evolve the 

Office 365 controls to stay up to date with standards and regulations that apply to your industry and 

region. Regulations often share the same or similar controls, which makes it easier for Microsoft to meet 

the requirements of new regulations or those specific to your organization and industry. 

In addition, Office 365 provides administrative and user controls, including eDiscovery, legal hold, and 

data loss prevention, to help you meet internal compliance requirements. These require no additional on-

premises infrastructure to use. 

Independent Verification11 

 Microsoft’s Office 365 services are verified to meet the requirements specified in ISO 27001, 

27018, EU Model Clauses, EU Model Clauses, HIPAA BAA, FISMA/FedRAMP, PCI DSS 

Level One, SAS 70 / SSAE 16, and for U.S. government organizations it also includes IRS 1075, 

FERPA, and CJIS. 

 Microsoft’s data processing agreement details the privacy, security, and handling of customer 

data, which helps you comply with local regulations. 

Proactive Approach to Regulatory Compliance 

 Microsoft has built over 900 controls in the Office 365 compliance framework that enables 

Microsoft to stay up to date with the ever-evolving industry standards. 

 A specialist compliance team continuously tracks standards and regulations, developing common 

control sets for our product team to build into the service. 

                                                           
9 Office 365 Message Encryption: https://products.office.com/en-us/exchange/office-365-message-encryption  
10 Microsoft Azure Rights Management: https://products.office.com/en-us/business/microsoft-azure-rights-
management  
11 https://www.microsoft.com/online/legal/v2/?docid=27  

https://products.office.com/en-us/exchange/office-365-message-encryption
https://products.office.com/en-us/business/microsoft-azure-rights-management
https://products.office.com/en-us/business/microsoft-azure-rights-management
https://www.microsoft.com/online/legal/v2/?docid=27
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Customer Controls for Organizational Compliance 

 Legal hold and eDiscovery built into the service help you find, preserve, analyze, and package 

electronic content (often referred to as electronically stored information or ESI) for a legal request 

or investigation. Privacy controls allow you to configure who in your organization has access and 

what they can access. 

 Data loss prevention in Office 365 helps you identify, monitor, and protect sensitive information 

in your organization through deep content analysis. 

Privacy by Design 
When you entrust your data to Office 365, you remain the sole owner of that data: you retain the rights, 

title, and interest in the data you store in Office 365. It’s Microsoft’s policy to not mine your data for 

advertising purposes or use your data except for purposes consistent with providing you cloud 

productivity services. 

Data Ownership and What it Means 

 You are the owner of the data; Microsoft is the custodian or processor of your data. 

 It’s your data, so if you ever choose to leave the service, you can take your data with you12. 

 We do not mine your data for advertising purposes. 

Microsoft’s Role as Data Processor 

 Microsoft uses your data only13 for purposes consistent with providing you services you pay 

Microsoft. Microsoft Engineers do not have standing access to any service operation. Learn 

more14 about Customer Lockbox for Office 365. 

 Microsoft regularly discloses the number of law enforcement requests we receive through our 

transparency reports15. 

 If a government approaches Microsoft for access to customer data, Microsoft will redirect the 

inquiry to you, the customer, whenever possible. Microsoft has challenged and will challenge in 

court any invalid legal demand that prohibits disclosure of a government request for customer 

data. 

Privacy Controls 

 Privacy controls enable you to configure who in your organization has access and what they can 

access. 

 Design elements prevent mingling of your data with that of other organizations using Office 365. 

 Extensive auditing and supervision prevent administrators from getting unauthorized access to 

your data. 

Transparent Operations 
Moving to a cloud service shouldn’t mean losing the ability to know what’s going on. With Office 365, it 

doesn’t. Microsoft aims to be transparent in their operations so you can monitor the state of your service, 

track issues, and have a historical view of availability. 

                                                           
12 https://products.office.com/en-us/business/office-365-online-data-portability  
13 http://go.microsoft.com/fwlink/p/?LinkId=401254  
14 https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/  
15 http://go.microsoft.com/fwlink/p/?LinkId=401258  

https://products.office.com/en-us/business/office-365-online-data-portability
http://go.microsoft.com/fwlink/p/?LinkId=401254
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
http://go.microsoft.com/fwlink/p/?LinkId=401258
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Data Location and Access 

 Microsoft maintains multiple copies of your data, across datacenters, for redundancy, and 

Microsoft shares with you where your data is located16 and will provide one-month advance 

notice if we expand the region where your data is stored into a new country. 

 Microsoft will tell you who has access to your data17 and under what circumstances. 

Support with a Human face 

 You have 24/7 phone support for critical issues. 

 Microsoft has DevOps processes, which means 24/7 escalation to the actual development team to 

resolve issues that cannot be resolved by operations alone. 

Microsoft is Accountable to you 

 Microsoft conducts a thorough review of all service incidents, regardless of the magnitude of the 

impact and we share the analysis if your organization is affected. 

 Microsoft commits to delivering at least 99.9% uptime with a financially backed guarantee. 

Recent worldwide uptimes: 

 

 

                                                           
16 http://o365datacentermap.azurewebsites.net/  
17 https://www.microsoft.com/online/legal/v2/?docid=24&langid=en-us  

http://go.microsoft.com/fwlink/p/?LinkId=512252
http://o365datacentermap.azurewebsites.net/
https://www.microsoft.com/online/legal/v2/?docid=24&langid=en-us

