Title: The State of Cybersecurity Report:

An In-House

Perspective

Date: March 17, 2016
Time: 11:00 AM to 12:15 PM
Moderator
Jinna Pastrana Bulava
Associate General Counsel and Director of Large Law Programs
Association of Corporate Counsel
Washington, DC
Panelists:
Tammy Brandt
Chief M&A and Alliance Counsel
CSC
Arlington, VA
German Lara
Legal Counsel
Wärtsilä North America, Inc.
Houston, TX

Tab 1 – Biographies or CVs

Tammy Brandt | LinkedIn

1 of 6

https://www.linkedin.com/in/tammybrandt

Looking For MBA Degree? - JHU Business School Has An Accelerated 20-Month MBA Program&No GMAT Needed! | Read More »

2/14/2016 9:50 AM

Tammy Brandt | LinkedIn

2 of 6

https://www.linkedin.com/in/tammybrandt


January 2007

Advanced

¿

September 2010 (3 years 9 months) | Torrance, California

2/14/2016 9:50 AM

Tammy Brandt | LinkedIn

3 of 6

https://www.linkedin.com/in/tammybrandt



Advanced

¿

2/14/2016 9:50 AM

Tammy Brandt | LinkedIn

4 of 6

https://www.linkedin.com/in/tammybrandt



Advanced

¿

2/14/2016 9:50 AM

Tammy Brandt | LinkedIn

5 of 6

https://www.linkedin.com/in/tammybrandt



Advanced

¿

2/14/2016 9:50 AM

Tammy Brandt | LinkedIn

6 of 6

https://www.linkedin.com/in/tammybrandt



Help Center

About

Careers

LinkedIn Corporation © 2016

Advertising

User Agreement

¿

Advanced

Talent Solutions
Privacy Policy

Sales Solutions
Ad Choices

Small Business

Community Guidelines

Mobile

Language

Cookie Policy

Upgrade Your Account

Copyright Policy

Send Feedback

2/14/2016 9:50 AM

Jinna Pastrana Bulava, Esq. (prev. Jinna Pastrana) is a corporate lawyer,
with more than 10 years of experience in the US and international jurisdictions. She
currently serves as Associate General Counsel and Director of Large Law Programs at the
Association of Corporate Counsel (ACC). Ms. Bulava provides legal advice on contracts
and presents and facilitates compliance & ethics programs on ACC’s areas of expertise.
She also works closely with Large Law Department members on identifying specific
needs and challenges they face and ensures that ACC provides these members with
relevant and effective resources and materials to address those issues.
Jinna also serves on the Board of Directors of With My Brothers (WMB), a 501(c)(3)
Virginia-based organization, where she supports WMB’s project called Redeeming
Grounds (RG), which is focused on developing coffee farming in conflict zones around the
world. Jinna has also provided pro-bono legal advice to RG regarding contracts,
regulatory and compliance matters and has incorporated non-profit and for-profit
organizations in non-US jurisdictions. She also serves as the primary liaison with non-US
employees and provides strategic oversight of organizational management.
Prior to her current position at ACC, Ms. Bulava served as Latin America Consultant for
the Legal Resources Department of ACC, as well as legal consultant for the Trust of the
Americas/Organization of American States and the law firm Perry, Krumsiek & Jack, LLP, in
Washington, DC. Ms. Bulava was also engaged as Senior Counsel within the legal
department of Telmex Colombia S.A., a subsidiary of Telmex International S.A.B. de C.V.,
where she provided legal advice on compliance, data privacy, contracts, securities
regulations, corporate, consumer and antitrust matters.
Prior to joining Telmex Colombia S.A., Ms. Bulava served as outside counsel at Lloreda
Camacho & Co., one of the leading law firms in Colombia, where she was engaged as an
advisor for business transactions involving transnational mergers and acquisitions,
contracts, and corporate governance for several multinational corporations. She also
served on several Board of Directors of Colombian-affiliates of multinational companies,
including Maersk and Telmex International.
Ms. Bulava is licensed to practice law in New York and Colombia. She is a graduate of the
Georgetown University Law Center in Washington, D.C., where she obtained an LL.M.
(Master of Laws) degree. She obtained her law degree (J.D.) from the Universidad Sergio
Arboleda, as well as a Business Law specialization diploma from the Universidad
Externado in Bogota DC, Colombia.
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The State of Cybersecurity Report: An In- House Perspective
The State of Cybersecurity Report is a special study published by the Association of Corporate Counsel (ACC)
Foundation. Panelists will discuss the findings from an in- house perspective and steps companies can take to
protect their assets and how to effectively address government inquiries.

OUTLINE
1. Introduction (Jinna Bulava 3 min)
The ACC Foundation: The State of Cybersecurity Report includes insights from more than 1,000
in-house counsel at 887 organizations in 30 countries. It is the largest-ever study of in-house
counsel on the subject of cybersecurity. More than three-quarters (77 percent) of respondents
are chief legal officers (CLOs) or general counsel (GCs). The survey was conducted between
August 31, 2015 and October 10, 2015. The survey was underwritten by Ballard Spahr LLP.
2. Top concerns related to data breaches (5min)
a. Damage to reputation
b. Loss of proprietary information
c. Economic damage…
3. The in-house counsel role in cybersecurity (10 min)
a. Law department responsibilities regarding cybersecurity
i. More than half (56 percent) of in-house counsel report that their companies are
increasing spending on cybersecurity. Among CLOs and GCs, 50 percent want to
increase their role and responsibility regarding cybersecurity.
ii. Among CLOs and GCs, 50 percent want to increase their role and responsibility
regarding cybersecurity
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iii. Meanwhile, a larger percentage, 57 percent, expect that the law department’s role in
cybersecurity will increase in the coming year.
 Because in-house counsel work at the intersection of business challenges and
legal counsel, cybersecurity is a growing area of importance for the in-house
community.
 The in-house role includes cybersecurity strategy, risk assessment and
prevention.
b. Is law department spend increasing as a result of company approach to cybersecurity?
i. More than half (56 percent) of in-house counsel report that their companies are
increasing spending on cybersecurity.
ii. 25 percent reported law department spend increased as a result of company approach
to cybersecurity
c. Has a member of the legal department been on a data breach team?
4. How are systems breached? (5 min)
a. The most common reason for a breach, according to the survey respondents, is employee
error (24 percent).
i. This constitutes any accidental negligence on the part of an employee. For example, the
employee could mean to send an email to his or her boss, John Smith, but accidentally
send to someone outside of the company, John L. Smith.
b. Inside job, the second most common answer, is willfully sharing or accessing the information.
The employee has to have ill intent. This was the case in 15 percent of breaches.
c. Phishing, the third most common error (tie), is an example of employee error but is instigated by
a third party. Phishing was the cause of 12 percent of system breaches.
i. Access through a third party tied with phishing, at 12 percent.
5. Looking ahead: key trends identified by the report (10 min)
a. After a breach, what do companies do differently?
i. Among companies that had a breach, 74 percent of respondents said that they made
minimal, moderate or significant changes.
 Only 15 percent said that no changes were made.
ii. Companies that have had a breach, as well as those taking strides to prevent breaches,
constantly turn to industry standards to incorporate cybersecurity best practices.
 In the United States, in-house counsel reported following standards from the
National Institute of Standards and Technology (NIST) and Statement on
Standards for Attestation Engagements (SSAE) most often.
 In Canada, EMEA and Asia Pacific, in-house lawyers are most likely to follow
International Standardization Organization (ISO) guidelines.
b. Companies may also more closely scrutinize their cybersecurity insurance policies, as only 19
percent of those who experienced a breach said that their insurance policy fully covered
damages.
c. In the coming months, in-house counsel will continue to hone their focus on ensuring
cybersecurity protections with their third-party affiliates and vendors.
 Less than two-thirds of GCs/CLOs say that their third parties are required to
notify them if a breach occurs.
 Currently, only 7 percent of in-house counsel said they have the highest degree
of confidence that their third-parties protect them from cybersecurity risks.
 However, 60 percent are “somewhat confident.”
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d. The area of employee training is also ripe for renewed focus, as fewer than half of in-house
counsel stated that their companies offer mandatory training.
 Even fewer track or test employee knowledge.
e. Companies may also look to build closer relationships with outside counsel to help should a
cyber breach occur.
 At present time, only one-third of GCs and CLOs say they have this in place.
6. Hypothetical (Interactive - 45 min)
a. Description (2 min)
i. FBI discovers personally identifiable information (PII) of your company’s employees
(including those in the UK) as well as 300,000 customers that has been posted on
Pastebin
ii. FBI formally notifies your company and requests an on-site visit to further discuss the
apparent breach
iii. On the same day the corporate anonymous hotline receives allegations of an insider
possibly facilitating a data breach that may be linked to the FBI notification
b. Discussion (panel and audience)
i. Before the breach - What should the company do to prepare for this type of
incident? (20 min)
• Policy and protocol
 Establish a response team
 Identify data breach regulations and notification obligations
 Perform risk assessment
 Establish risk management strategy
 Establish protection policy
 Establish a response plan
• Training
• Cyber exercises
• Insurance
ii. During and after the breach - What are some of the key managerial decisions
guided by in-house counsel? (20 min)
 Who should be involved within the organization (i.e., response team)?
 Notifications
o The government (regulatory authorities and law enforcement) and
individuals whose PII is compromised
 United States:
 States & territories have laws except AL, SD, & NM
 Federal: depends on industry and regulatory
guidance
 International:
 Some nation-states have a comprehensive approach
 Others nation-states have sectoral approach for
specific industries
 Data protection authority guidance
 Implied by notice/consent requirements of privacy
laws
 Still awaiting: Harmonized Data Privacy Regulations
from EU Commission
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o The media
Prepare for claims against the company
o FTC, federal and state regulators, attorney generals and class
actions
Document lessons learned and review security-related policies and
processes
ACC RESOURCES

Cybersecurity: Emerging Trends and Regulatory Guidance (April, 2015)
http://www.accdocket.com/articles/cybersecurity-trends.cfm
Cybersecurity and Data Breaches: How In-House Counsel Can Engage the Board (January, 2016)
http://www.accdocket.com/articles/how-in-house-counsel-can-engage-the-board.cfm
Cybersecurity: A Problem that Evolved from Only IT to Company-Wide (March, 2016)
http://webcasts.acc.com/detail.php?id=807421
The Global Impact of FTC v. Wyndham: Another Reason Your Company Should Review Its Privacy and
Cybersecurity Programs Right Now (January, 2016)
http://www.acc.com/legalresources/resource.cfm?show=1421810
Developments in Data Privacy and Cybersecurity Laws in Asia and the U.S.?What You Need to Know Now
(December, 2015)
http://www.acc.com/search/index.cfm?term=Cybersecurity&source=ACC+Resource+Library&find=all&where=a
ny&sortby=date&startYear=1985&endYear=2016&resultCount=10&displayTagged=No&searchedFrom=Resour
ce+Library&start=10
About the ACC Foundation: The ACC Foundation – a 501(c)(3) non-profit organization – supports the efforts
of the Association of Corporate Counsel, serving the needs of the in-house bar through the dissemination of
research and surveys, leadership and professional development opportunities, and support of diversity and probono initiatives. The ACC Foundation partners with corporations, law firms, legal service providers and bar
associations to assist in the furtherance of these goals. For more information, visit www.acc.com/foundation.
About ACC: The Association of Corporate Counsel (ACC) is a global legal association that promotes the
common professional and business interests of in-house counsel who work for corporations, associations and
other private-sector organizations through information, education, networking opportunities and advocacy
initiatives. With more than 40,000 members in 85 countries employed by over 10,000 organizations, ACC
connects its members to the people and resources necessary for both personal and professional growth. By inhouse counsel, for in-house counsel.® For more information, visit www.acc.com and follow ACC on Twitter:
@ACCinhouse.
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INTRODUCTION

T

he State of Cybersecurity Report is a special study published by the Association of Corporate Counsel (ACC) Foundation. The ACC Foundation — a 501(c)(3) nonprofit organization — supports the efforts of the
Association of Corporate Counsel, serving the needs of the more than 40,000 corporate lawyers employed by over 10,000 organizations in 85 countries. Through
the dissemination of cutting-edge research and surveys, the ACC Foundation
developed an unprecedented study of the state of cybersecurity in the corporate
sector. Considering the increasingly active role general counsel play in cybersecurity strategy, risk assessment, and prevention, this report provides insight from
more than 1,000 corporate lawyers. The largest study of its kind, the report aims
to serve as a resource for corporations, lawyers, board of directors, and members
of the public affected by one of the greatest challenges organizations face today —
cybersecurity.
In an environment where data breaches are largely an inevitability, assiduous
preparation is key. Threats to an organization’s information security are as varied
as they are dangerous. Preventing, preparing, and responding to data breaches in
real time is a chief concern for today’s general counsel (GC) and chief legal officers
(CLOs), who are increasingly called on to guide their organizations and aid with
thwarting such attacks. Knowing common practices, what works, and what your
peers are doing is key in benchmarking and planning to protect your company
from risk. Straddling business, IT, and legal, today’s GC/CLOs are uniquely positioned to engage the multiple stakeholders that a robust data protection regime
requires. Execution of incident response plans, protection of privilege, and compliance and notification requirements arising from a breach — these are just some
of the unique functions that legal is charged with to manage when data is compromised or lost. And with one in four CLOs/GC reporting a breach in the last
two years1, the damage and repercussions of major cybersecurity incidents will
heighten the legal department’s role in strategic planning and risk management as
well as in responding to cybersecurity-related incidents.

50%
of GC/CLOs
want to increase
their role and
responsibilities
when it comes
to cybersecurity

Consumer exposure and privacy concerns have begun to weigh on government
agencies and regulators as well. European regulators struck down the longstanding international Safe Harbor agreement, which had enabled American companies
working in the European Union to transfer data painlessly. Various data protection bills are working their way through the US Congress, including the Cybersecurity Information Sharing Act recently passed by the Senate. And at a time of
tension between the world’s largest economies over cybersecurity in general, the
United States and China held a cybersecurity summit in September 2015, pledging to ease off the burgeoning Internet arms race. Dealing with the dual threats of
breach preparedness and compliance with cybersecurity laws is not trivial—it’s no
wonder that data security is one of the leading issues that keep in-house counsel
up at night.
1

ACC 2015 CLO Survey, executive summary, page 3. www.acc.com/legalresources/resource.cfm?show=1389460
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The 2015 ACC Global Census of more than 5,000 in-house counsel in 73 countries found that in-house counsel
considered cybersecurity one of the greatest challenges in complying with laws inside their jurisdiction, just behind
privacy concerns, which ranked number one among all concerns.2 In short, data security is top of mind for inhouse counsel. And rightly so — data theft is a growing risk. No single metric can capture the immense cost of data
breaches, but by any measure they represent a large and growing threat to virtually any company doing business
today. The Center for Strategic and International Studies estimates that “the likely annual cost to the global economy from cybercrime is more than US $400 billion.”3
Additionally, the average cost incurred per stolen record increased in 2015. The Ponemon Institute in its Cost of
Data Breach Study: Global Analysis found that the average consolidated total cost of a data breach has risen 23 percent since 2013, clocking in at US $3.8 million.4 And the average cost for each stolen record has risen as well. Costs
per stolen record have risen due to mounting financial consequences of losing customers due to security incidents
— likely due to high-profile news reports and consumers’ increasing concern over the vulnerability of their data.
Expenditures related to class-action lawsuits, compliance, damages, crisis management, and the necessity of forensic activities related to malicious data breaches have contributed to this rise in cost per compromised record as well.
No form of data is safe. Cybercriminals have come to value data that might otherwise seem difficult to monetize,
such as personally identifiable information (PII), as it can be sold to third parties who specialize in exploiting such
records. Data thieves have come to value data useful for long-term, insidious identity theft schemes over the “smash
and grab” credit-card plots of yesteryear. Once compromised, it can take individuals years to recover and secure
their information — or even to notice that it has been stolen in the first place. As such, safeguarding PII is a vital
practice in maintaining the trust of the general public and regulators.
As more and more business data storage moves into cloud data storage servers, hackers have an ever-expanding
trove of enterprise data to plunder. The theft of intellectual property has especially pernicious effects for industries that depend on intellectual property (IP) protection. It disproportionately affects market leaders that invest in
research and development, and it discourages innovation. Corporations must now contend with increasingly sophisticated and well-resourced actors—targeting organizations rich in IP for strategic purposes or for competitors
seeking to close the gap in proprietary manufacturing processes.
In keeping with the ACC Foundation’s goal of generating the most comprehensive reports of its kind, and capturing as large a segment of the in-house counsel population as possible, we have surveyed mainly GC and CLOs5
— hailing from 887 organizations in 30 countries — to chronicle information about cyber-related events that are
not normally available to the public. The State of Cybersecurity Report therefore captures the thoughts of an
unprecedented record number of in-house counsel. This survey also reveals best practices for preparation, crisis
management, and breach response. Read on to find out what worked and what didn’t, why breaches happen, how
to prepare, and how to react.

2

2015 ACC Global Census, page 8. www.acc.com/legalresources/resource.cfm?show=1411926

3

Net Losses: Estimating the Global Cost of Cybercrime, June 2014. Center for Strategic and International Studies
2015 Cost of Data Breach Study: Global Analysis. IBM and Ponemon Institute. https://securityintelligence.com/cost-of-a-data-breach-2015/
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GC and CLOs constituted 77 percent of the total set of respondents for a total of 776 GC/CLOs

5

4

ACC Foundation: The State of Cybersecurity Report, underwritten by Ballard Spahr LLP

2016 ACC Foundation, All rights reserved.

©

KEY
FINDINGS

www.acc-foundation.com

ACC Foundation: The State of Cybersecurity Report, underwritten by Ballard Spahr LLP 5

KEY
FINDINGS

Employee error is the number-one cited
cause of breaches
Employee error is the most common reason for a breach. And
while nearly half of all in-house counsel say that mandatory training exists, few have a policy of testing knowledge or tracking attendance at these trainings. Lawyers in Canada are least likely to
say their company has mandatory employee training (29 percent)
compared with those in the US, which has the highest percentage
reporting so (48 percent). Overall, 17 percent of in-house counsel
say the data accessed during a breach was encrypted.
Thirty-six percent of all respondents reported employee error as
the cause of a system breach when an audit was conducted by an
outside auditor compared with 26 percent of respondents when an
audit was conducted by internal staff.

Reputation: the top concern worldwide
when it comes to cybersecurity
Top concerns cited by in-house counsel include damage to reputation, loss of proprietary information, and economic damage. In
Europe, the Middle East and Africa (EMEA), and Asia Pacific regions, government and regulatory action made the top three most
cited primary concerns.

Data breaches are a reality for many
Nearly one in three in-house counsel have experienced a data
breach at their company. Nineteen percent say their current company has experienced a data breach, while 10 percent say their former employer did. Nearly half (47 percent) have recent experience,
reporting the breach took place in 2014 or 2015. Forty-five percent
of in-house counsel in companies with 5,000 or more employees
say they either work or have worked at a company that experienced
such a breach.

Company and legal department budgets
are growing when it comes to
cybersecurity
Despite an overall trend toward insourcing, cybersecurity spend
seems to be the exception for most law departments. Fifty-six percent of GC and CLOs say their company is allocating more money
to cybersecurity than one year ago, and 23 percent say their legal
department spend has increased as a result of company focus on
cybersecurity. Among GC/CLOs who report an increase in de-
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partmental spend, 53 percent say this is mainly outside spend, and
24 percent report spend as equally split between inside and outside. Notably, just 8 percent of GC/CLOs have a portion of their
departmental budget explicitly dedicated to cybersecurity-related
issues despite the growing role of the legal department.

The expanding role of legal in the
cyber arena
Fifty percent of all GC and CLOs want to increase their role and
responsibilities when it comes to cybersecurity. Though oversight
of cyber-risk continues to sit firmly in the IT department, the legal
role is also expanding, with 57 percent of GC and CLOs expecting
their department’s role to increase in the coming year.

Cybersecurity insurance is becoming
more common, and amount of coverage
is rising
Half of all GC and CLOs surveyed say their company has cybersecurity insurance, and for companies that have this insurance,
68 percent have coverage valued at US $1 million or more. One
in four say they expect their company to increase coverage in the
coming year, while 58 percent expect it to remain the same. Barely 1 percent expect a decrease in cybersecurity coverage amounts.
Among those who have experienced a breach, just 19 percent say
the insurance policy fully covered the related damages.

Managing outside risk plays a significant
role in preparing and preventing
With only 61 percent of GC/CLOs confirming that third parties
are required to notify them should a breach occur, it appears outside support and risk are high for many companies. Just one in
four report that their company has retained a forensic company,
and one in three have retained outside counsel to help should a
cybersecurity event occur. This leaves companies searching for
outside support in many instances where data has been compromised. And just 7 percent of all in-house counsel surveyed are very
confident that their third-party vendors and affiliates are protecting the company from cybersecurity risks. Twenty-two percent are
very confident their outside service providers are managing the
security of client data.

2016 ACC Foundation, All rights reserved.
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DATA BREACHES BY INDUSTRY *

Healthcare/Social
Assistance

56%

36%

Insurance

Manufacturing

Retail Trade

IT/ Software/ InternetRelated Services

33%

32%

“I wish we had done a better job at
educating employees on cybersecurity
issues, how to recognize and what to do
and to become more informed on various
ways that data breaches occur and
proactive ways that could eliminate
or reduce exposure.”

31%
*Industries with highest percentage shown

Industry trends

Benchmarking the state of cybersecurity

The healthcare industry continues to see the highest percentage of
in-house counsel reporting they have experienced a data breach.
Over half in the healthcare and social assistance industry say they
have experienced a breach at their current or former employer
compared with 31 percent of corporate counsel on average across
all industries. In-house lawyers in the healthcare industry (75
percent) are most likely to report that their company has cybersecurity insurance. In-house counsel in the healthcare industry are
also most likely to say their vendors and third-party agents are required to notify them of a breach (88 percent). Corporate lawyers
in the retail industry have the highest percentage reporting that
they proactively collaborate with law enforcement or other government agencies to address cybersecurity risks (45 percent).

Key variables in prevention, preparedness, and response cross
organizational boundaries and functional areas. However, several items related to the legal department, both directly and indirectly, are excellent benchmarks for evaluating preparedness. The
checklist in this section provides a summary of these items. Inside
the report, benchmarks from more than 800 organizations can be
Cybersecurity Checklist
found along with this checklist for comparison purposes. These
items are commonly recommended as foundational best
practices Prevention a
Organizational
for the prevention or preparation of a data breach. While few have
conductsyour
a cybersecurity
audit
of the entire organi
66%
all of the items listed, it isOrganization
useful to examine
practices in
comparison and take steps toA plan
for data
60%
member
of thesecurity.
legal department is on the company’s data brea

Waiting to change until after the breach
can be costly

See full report for complete
benchmarking
checklist.
34%
Organization
tests employee preparedness/knowledge
of cybersa

We are clearly observing a dramatic increase in budget allocation
toward cybersecurity issues across companies and legal departments. A major reason may be due to the lack of prevention strategies implemented. Among those who have experienced a data
breach, 74 percent say that their company is making at least some
changes to their security policies as a result of the breach, and 58
percent report making moderate to significant changes.

www.acc-foundation.com

55%

Organization has cybersecurity insurance

44%
mandatory
training on cybersecurity for all emp
Sample cybersecurityOrganization
checklist has
with
benchmarks.
32%

Organization retained outside counsel to assist you should a bre

27%

Company collaborates proactively with law enforcement or other

24%

Organization retains a forensic company to assist should a breac
Organizational Policies

80%

Password policy

73%

Social media policy

71%

Document retention policy

66%

Website privacy policy

66%

Employee manual acceptance policy

63%

Internet privacy policy

55%

Identity and access management

41%

BYOD policy

17%

Data map

Organizational S
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46%

Chief Infromation Officer (CIO)

24%

Privacy/Security Manager

KEY
FINDINGS

Cybersecurity Checklist
Self-Assessment Tool

ü

Organizational Prevention and Preparedness
Organization conducts a cybersecurity audit of the entire organization at least annually
A member of the legal department is on the company’s data breach response team
Organization has cybersecurity insurance
Organization has mandatory training on cybersecurity for all employees
Organization tests employee preparedness/knowledge of cybersafety practices/data polices at least annually
Organization retained outside counsel to assist you should a breach occur
Company collaborates proactively with law enforcement or other governmental agencies to address cybersecurity risks
Organization retains a forensic company to assist should a breach occur
Organizational Policies

ü

Organizational Staffing

ü

Organizational Preparedness Evaluation

ü

Password policy
Social media policy
Document retention policy
Website privacy policy
Employee manual acceptance policy
Internet privacy policy
Identity and access management
BYOD policy
Data map

Chief Infromation Officer (CIO)
Privacy/Security Manager
Chief Information Security Officer (CISO)
Chief Risk Officer (CRO)
Chief Privacy Officer (CPO)
Chief Security Officer (CSO)

Conduct cybersecurity audit of entire organization at least annually
Use a standard (e.g., SSAE, NIST, ISO) to prepare for, manage, and reduce cybersecurity risk
Track mandatory training requirement and attendance for all employees
Test employees’ knowledge of mandatory training
Conduct mock security event
Conduct tabletop exercises
Review disciplinary actions for violations
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PROJECT OVERVIEW &
INTERPRETING THE DATASE

Project Overview
This survey opened on August 31, 2015, and closed October 10, 2015. An email invitation to participate in the survey was delivered to 15,176 chief legal officers, general counsel, and assistant general
counsel. Those holding the title of group general counsel and head of legal are included in the GC/
CLO sample. The population includes members of ACC and nonmembers. A total of 1,015 responses were received; 760 were from ACC members, and 255 were from nonmembers. This represents
an overall response rate of 7 percent. Seventy-seven percent identified as GC/CLO, and 14 percent
are assistant general counsel. The remainder hold other titles not included in the GC/CLO group.
Those not in the GC/CLO or AGC role may have been invited to complete the survey by their GC,
CLO, or AGC on behalf of their organization. Participants represent 887 unique organizations as
determined by their email address and/or pre-identified employer.

Interpreting the Data
The full report contains an introduction, key findings, executive report, and overall results. Although many pertinent topics are covered in the key findings, other thought-provoking findings
are exhibited in the overall survey results. Overall results touch upon all survey questions, and
responses from all respondents are stratified by a number of relevant segments such as region/country; industry; company revenue; number of employees in the company; department size; GC/CLOs
and those with other titles; ever worked where a cybersecurity breach has occurred; and company
domestic only or global. By analyzing responses in this way, we are able to decrease the influence of
overrepresentation across audience segments. Cross-tabulations were conducted in order to assess
the influence of these segments of the survey population, and t-tests were used when appropriate to
determine whether differences between groups or between time points were statistically significant
at the .05 α level.
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