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Vianny M. Pichardo

Attorney
New York
212-278-1259
vpichardo@andersonkill.com

Vianny M. Pichardo is an attorney in Anderson Kill's New York office. Mrs. Pichardo's practice concentrates in insurance recovery,
exclusively on behalf of policyholders, in corporate and commercial litigation and environmental law. She is also a member of Anderson
Kill's Cyber Insurance Recovery Practice Group as well as the firm's Women's Initiative Group and the Diversity Committee.
In 2015, Mrs. Pichardo was recognized by Super Lawyers as a New York Metro Rising Star for Insurance Coverage.
Prior to joining the firm, Mrs. Pichardo was an associate in the corporate group of a large international law firm where her practice
focused on large corporate transactions and litigation matters.
While attending Fordham University School of Law, Mrs. Pichardo was a member of the Fordham Urban Law Journal (ADR staff
member); participated in the Housing Rights Clinic and the Social Justice Clinic; and was a member of the Minority Mentorship Program
and the Academic Enrichment Program. Mrs. Pichardo also received the Archibald R. Murray Public Service Award.
Mrs. Pichardo was also a Judicial Intern to the Honorable Sallie Manzanet-Daniels in the Bronx Supreme Court.

PUBLICATIONS
"Insurance Recovery: When Amenities or Services are Unavailable to Guests," Focus (Industry News) (April 22, 2014)
"Stop And Read Your Slowdown Insurance Policy," Law360 (April 16, 2014)
"Insurance Recovery for Business Interruption & Slowdown," Hospitality Lawyer's Converge (April 14, 2014)
"Insurance Recovery for Business Interruption - and Slowdown ," Hospitality Alert (April 3, 2014)
"The Newest Game in Town:Rescinding Your D&O Liability Insurance - What Can You Do About It," Executive Insurance Advisor (July
1, 2003)

SPEAKING ENGAGEMENTS
"Data Breach Insurance: What to Seek from D&O and Cyber Insurance Policies," HNBA 2016 Corporate Counsel Conference & Moot
Court Competition , Las Vegas, NV (March 17, 2016)
"Strategies for Mitigating Risk Management and Data Breach Losses Arising Out of Social Media Activity," RIMS Upstate New York
Chapter, Rochester, NY (March 8, 2016)
"Insurance Recovery for Business Interruption: What to Know If You Suffer A “Slowdown” in Operations," HB Litigation Conferences
LLC, Live Webinar, New York, NY (July 17, 2014)

PRESS
"Thirteen Anderson Kill Attorneys Selected as 2015 Super Lawyers, Seven Rising Stars," (October 1, 2015)
"Anderson Kill Forms Cyber Insurance Recovery Group ," (September 3, 2014)

HONORS & AWARDS

Vianny M. Pichardo

MEMBERSHIPS
Professional Memberships
New York Bar Association; New York City Bar Association; Hispanic National Bar Association; Dominican Bar Association; Cafecito
Network for Latina Lawyers
Board Memberships
President-Elect and Director, Dominican Bar Association Board of Directors (2015-2017); Director-at-Large, NYU College of Arts and
Science Alumni Association Board (2015-2017).
Past board memberships: Treasurer and Director, Dominican Bar Association Board of Directors (2015-2016); Associate Director, NYU
College of Arts and Science Alumni Association Board (2014-2015).

BAR ADMISSIONS
New York
New Jersey

EDUCATION
Fordham University School of Law, J.D.
New York University, B.A., cum laude

Attorney Advertising. Prior results do not guarantee a similar outcome.

Carolina A. Fornos | Partner
carolina.fornos@pillsburylaw.com
New York
1540 Broadway
New York, NY 10036-4039
Ph.+1.212.858.1558
Fax +1.212.858.1500

Practice Areas/Industries








Litigation
 Corporate Investigations & White Collar Defense
 Financial Services Litigation
Consumer & Retail
 Anti-Money Laundering
International Trade
 Economic Sanctions & Embargoes
 Foreign Corrupt Practices Act & Global Anti-Corruption
Latin America

Carolina Fornos is a partner in the firm’s Litigation practice and is located in the New York office. She
focuses on Corporate Investigations & White Collar Defense, having spent almost nine years in the Civil
and Criminal divisions of the U.S. Attorney’s Office for the Southern District of New York. During her
time as an Assistant United States Attorney in the Criminal Division, Ms. Fornos was responsible for
investigating and prosecuting federal crimes ranging from money laundering and violations of the Bank
Secrecy Act, to bank fraud, tax fraud, bribery, health care fraud, and narcotics trafficking. During her time
as an Assistant United States Attorney in the Civil Division, Ms. Fornos handled a wide range of federal
investigations and litigation matters from inception through appeal, defending the interests of the United
States in employment matters, tort cases, challenges to interpretations of federal statutes and
regulations, constitutional tort cases, and cases brought under the Freedom of Information Act. Ms.
Fornos also investigated and prosecuted health care fraud, drug diversion, and cases arising under the
False Claims Act, Fair Housing Act, and Americans with Disabilities Act.
As a federal prosecutor, Ms. Fornos handled more than one hundred criminal and civil cases in the
Southern District of New York and numerous appeals before the Second Circuit Court of Appeals.
Ms. Fornos worked in the Office of the White House Counsel from November 2010 to April 2011, where
she helped vet potential candidates for presidential appointments.
Ms. Fornos was an associate at Pillsbury until 2006 when she left to work at the U.S. Attorney’s Office in
the Civil Division.
Education
J.D., Loyola University School of Law, New Orleans, 2000, Member of Loyola Law Review and
National Moot Court Team
M.A., Louisiana State University, 1996
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B.A., Louisiana State University, 1994
Admissions
State of New York
Courts
U.S. District Courts for the Southern and Eastern District of New York, Second Circuit Court of Appeals
and the U.S. Supreme Court
Affiliations
New York City Bar Association, The Federal Bar Council Inn of Court, The Cafecitos Network, Hispanic
National Bar Association
Presentations and Speaking Engagements
Pillsbury Winthrop Shaw Pittman and Engel & Völkers, New York, New York, February 18, 2016, “AntiMoney Laundering Enforcement: Developments Affecting the Real Estate Industry”
Pillsbury Winthrop Shaw Pittman, New York, New York, October 22, 2015, “Brazil and the United
States: Anti-Bribery and Anti-Money Laundering Enforcement Developments”
Association of Corporate Counsel, New York, New York, September 17, 2015, "AML Compliance:
Keep the Bulls-Eye Off Your Industry"
Hispanic National Bar Association Annual Convention, Boston, Massachusetts, September 3, 2015,
"Effective Trial Techniques: Telling Your Client’s Story Through Cross-Examination"
Languages
Spanish
External Publications
Using Criminal and Civil Forfeiture to Combat Terrorism and Terrorist Financing, U.S. Attorneys’
Bulletin, Authors: Carolina A. Fornos, Sharon Cohen Levin, September 2014
A Delicate Balance: Copyright Protection Versus Public Access, Copyright World, Authors: Cydney A.
Tune, Carolina A. Fornos, 5/1/2005
Explaining Voter Turnout in Latin America, 1980-2000, COMPARATIVE POLITICAL STUDIES, 909-40,
Authors: Carolina A. Fornos, Timothy Power, James C. Garland, October 2004
Firm Publications
FinCEN Targets “All Cash” Real Estate Deals in Manhattan and Miami, Authors: Carolina A. Fornos,
Maria T. Galeno, Caroline A. Harcourt, Mark R. Hellerer, Christine A. Scheuneman, Amanda Senske,
1/15/2016
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DOJ’s New White-Collar Policy Directs Prosecutors to Focus on Individual Accountability, Authors:
William M. Sullivan, Jr., Thomas C. Hill, Mark R. Hellerer, Maria T. Galeno, Carolina A. Fornos, Marc H.
Axelbaum, Aaron S. Dyer, Fabio Leonardi, 9/18/2015
Bulletin 03-03, The Madrid Protocol Approved by the U.S., Authors: Carolina A. Fornos, Susan J.
Kohlmann, 4/2/2003
Inspiring the Audience to Kill: Should the Entertainment Industry be Held Liable for International Acts
of Violence Committed by Viewers, Listeners or Readers?, Authors: Carolina A. Fornos, May 2000
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Cassandra E. Hooks
Counsel
Cassandra Hooks is counsel in the Litigation & Trial Practice Group, with
an emphasis on corporate and business litigation. Her diverse background
includes litigating federal and state cases in the areas of product liability,
labor and employment, complex contractual disputes, insurance coverage,
real estate and intellectual property. Cassandra has acted as lead counsel
and co-counsel in multiple trials and arbitrations, and has significant
experience with multidistrict litigation, class actions, taking and defending
depositions and arguing dispositive motions.
Cassandra E. Hooks
Alston & Bird LLP
333 South Hope Street
16th Floor
Los Angeles, CA 90071
213-576-1061
cassandra.hooks@alston.com
Services
Litigation
Commercial Litigation
Labor & Employment
Class Action
Education
Loyola Law School Los Angeles
(J.D., 2006)
Duke University
(B.A., 2001)

Cassandra received her J.D. from Loyola Law School in Los Angeles, where
she was an editor of the Loyola of Los Angeles International and
Comparative Law Review and a member of the Scott Moot Court Honors
Board. During law school, she served as a legal extern for the Honorable
Kim McLane Wardlaw of the Ninth Circuit Court of Appeals. Cassandra
received her undergraduate degree from Duke University in 2001.
Representative Experience


Trial counsel in an employment class action based on purported
misclassification of taxi drivers as independent contractors; full
defense verdict obtained at trial.



Lead arbitration counsel in a patent license agreement dispute
involving over $8 million in damages.



Counsel for an international automobile manufacturer in a largescale automotive products liability and consumer class action MDL
and state court consolidated proceedings involving over 200
nationwide class actions.



Counsel for a multinational appliance manufacturer in a highprofile products liability matter involving the death of a four-yearold child.



Core member of the national products liability trial team for a
moving equipment and storage rental company.



Successfully represented a solar panel manufacturer
multimillion-dollar Commercial Code dispute.



Trial counsel for a Fortune 50 company in an insurance coverage
dispute arising from an elaborate investment Ponzi scheme.



Counsel for a health care system composed of six medical facilities
in a class action alleging violations of California’s Unfair
Competition Law and Consumer Legal Remedies Act.

Admitted to Practice
California

in

a



Counsel for a national retailer in a class action alleging violations
of the California Labor Code and Unfair Competition Law.



Received the Religious Liberty Award from the ACLU Foundation of
Southern California, together with partners Jon Gordon and Leib
Lerner, for representation of a religious Sikh in the civil rights case
Basra v. Cate, resulting in the successful change of California state
law to permit prisoners to grow uncut beards.

Publications


“California Foreclosure Intervention: The Good, the Bad and the
Ugly,” California Foreclosure: What You Need to Know Now,
Thomson Reuters, 2009.

Sergio F. Oehninger
Counsel

PRACTICES

Business Litigation
Insurance Coverage
Counseling and Litigation
Reinsurance
Cyber Insurance
Securities Litigation and SEC
Enforcement
Latin America
Rocket Docket Practice (US
District Court for the Eastern
District of Virginia)

CONTACT

soehninger@hunton.com
McLean
p 703.714.7552
f 703.918.4043
Washington, DC
p 202.955.1854

EDUCATION

JD, The George Washington
University Law School, 2002
BA, The College of William &
Mary, cum laude, 1999

BAR ADMISSIONS
Virginia
District of Columbia
New York

LANGUAGES
Spanish

BLOGS

Hunton Insurance Recovery &
Reinsurance Blog

Hunton & Williams LLP

Sergio’s practice focuses on insurance coverage,
complex civil litigation, and arbitration. A member of
the firm’s Latin America practice, he also advises
clients on cross-border insurance issues.
Sergio counsels multinational corporations in a broad range of industries
– including energy, real estate, retail and financial services – on risk
management and insurance recovery. He advises clients on insurance
coverage for: cyber liability, data breach, and other emerging risks;
commercial general liability (CGL); directors and officers liability (D&O);
professional liability/errors and omissions (E&O); employment practices
liability (EPL); property and casualty losses; business interruption; excess
exposures; cross-border risks; and other insured and reinsured risks
under occurrence-based or claims-made policies.
Sergio frequently represents policyholders in insurance coverage litigation
and arbitration seeking to maximize insurance recoveries and, where
appropriate, extra-contractual damages for insurers' bad faith conduct.
His experience includes insurance coverage matters cumulatively
exceeding one billion dollars in losses or exposures. He has extensive
experience representing clients in business disputes before federal and
state courts throughout the US and ADR tribunals, including AAA, JAMS,
ARIAS-US and the Society of Maritime Arbitrators. He is admitted to
practice before the Supreme Court of the United States, as well as US
District Courts for the District of Columbia, Eastern and Western Districts
of Virginia, and District of Colorado.
Sergio is a native Spanish speaker and frequently advises Spanishspeaking corporate clients on cross-border insurance issues that arise in
the context of cross-border transactions or foreign operations.
A strong advocate of public service, Sergio has served on the Board of
Directors of the Hispanic Bar Association of DC and its Endorsements
Committee. He serves as a 2015 Fellow in the Leadership Council on
Legal Diversity (LCLD); on the Board of Directors of The George
Washington University Law School and Latino Law Alumni Associations;
and on the Board of Advisors for The Esperanza Education Fund. His pro
bono work includes advice to a 501(c)(3) charity dedicated to combating
gang violence and raising funds benefitting children living in poverty.
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Hunton & Williams LLP

Litigated multimillion dollar claims by multinational chemical company
for declaratory relief, breach of contract and bad faith regarding
defense and indemnity insurance coverage under occurrence-based
policies for environmental class action and dozens of suits alleging
bodily injury from exposure to contaminated air and groundwater.
Arbitrated multimillion dollar dispute in New York concerning global
insurance and reinsurance pool manager’s breach of contractual and
fiduciary obligations and failure to properly manage portfolio of risks,
set loss reserves and comply with applicable accounting principles.
Litigated billion dollar dispute under professional liability/E&O policy
arising from allegations of insurer bad faith failure to settle class action
brought under Telephone Consumer Protection Act.

Advised major electric utility regarding insurance coverage under
claims-made-and-reported policies for class actions asserting
environmental claims.
Advised global manufacturer on “personal and advertising injury”
coverage for claims by competitor alleging disparagement of goods.
Represented policyholder in multimillion dollar dispute concerning
additional insured coverage for claims arising out of major construction
site accident.
Counseled manufacturers on coverage for class actions alleging
property damage from facility emissions.
Advised policyholder concerning rules applicable to determining
defense obligations under legal professional errors and omissions
insurance policy.
Counseled policyholder concerning rules applicable to determining
defense obligations under legal professional errors and omissions
insurance policy.
Advised joint venture participant on coverage under directors and
officers and professional liability policies for claims of aiding and
abetting breach of fiduciary duty, defamation and other claims.
Analyzed coverage for losses arising out of undetected theft of
University funds under entity’s crime and dishonesty insurance policy
and auditor’s professional liability policy.
Arbitrated and litigated multimillion dollar claims for breach of contract
and fiduciary duties relating to management of long-tail environmental,
mass tort and asbestos claims under marine and casualty occurrencebased umbrella and high excess liability risks for Fortune 500
policyholders, as well as reinsurance collections and commutations.
Counseled real estate developer on coverage for property damage
and business income loss resulting from explosion during construction.
Litigated and appraised multimillion dollar first-party insurance dispute
arising from fire damage concerning property and extra expense
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Hunton & Williams LLP

Litigated claims against Lloyds of London entities for coverage under
event cancellation insurance policy for multimillion dollar business
income losses associated with US government shutdown.
Counseled multinational consumer goods manufacturer on insurance
coverage for environmental class actions brought in United Kingdom,
the United States and its territories.
Advised multinational bank on insurance coverage issues in
connection with corporate transaction.
Confirmed commercial arbitration award in New York state court in
multimillion dollar dispute between insurers and pool manager.
Counseled global retailer concerning recovery of insurance proceeds
for class action covered under fiduciary liability policy.
Litigated claims of specialty chemicals manufacturer for insurance
coverage for bodily injury claims arising out of asbestos exposure and
for remediation of industrial sites.
Litigated coverage dispute over multimillion dollar business
interruption loss arising out of terrorist attack on World Trade Center.
Counseled global retailer on recovery of insurance proceeds as
additional insured for wrongful death and product liability claims.
Advised contractor on coverage under cyber risk and liability policies
for claims arising out of event on US Government property.
Counseled creditor’s committee on coverage under debtor’s directors
and officers insurance for claims against European-based parent and
its directors and officers arising out of operations in Asia.
Advised Spanish-based commercial vehicle technology company on
cross-border insurance coverage for its US subsidiary.
Advised reinsurer on coverage under professional liability policy for
claims for claims of bad faith denial of coverage and refusal to approve
settlement within policy limits.
Litigated and arbitrated bet-the-company litigation and arbitration
between government contractors involving allegations of trade secret
theft, civil conspiracy, corporate raiding, tortious interference with
Department of Defense contracts and other business torts.
Litigated multimillion dollar dispute involving claims of fraud in sale of
real estate securities and negligence in design and construction of
luxury residential property in New York City.
Protected rights of ceding company in dispute with reinsurer regarding
payment of balances and securities for reserves under applicable
reinsurance treaties and facultative certificates.
Provided counsel to interstate compact entity concerning indemnity
issues under its bylaws.
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Advised policyholder on common interest doctrine.
Counseled financial services policyholders on insurance coverage
issues.
Represented multinational corporation against mass toxic torts
putative class action by citizens of Ecuador in US federal court.
Represented global investor in international arbitration alleging
Argentina’s breach of bilateral investment treaty with US and analyzed
contracts and court opinions written in Spanish.
Advised South American real estate holdings company on
authentication of foreign public documents pursuant to The Hague
(Apostille) Convention for use in transaction with affiliate of US-based
apparel company.
Coordinated legal advice to global private equity fund, including
drafting and negotiation of commercial leases and construction
agreements and insurance provisions for same.
Drafted insurance provisions for subcontract between international
professional services firm and service providers in connection with US
government efforts to shelter and care for unaccompanied children
crossing US border from Central America.
Drafted provisions concerning cybersecurity and insurance for
agreement between global investment and advisory firm and
compliance software service provider.
Served as local counsel to financial guaranty insurer in case against
federal savings bank under FDIC receivership arising out of
disallowance of proof of claim for breach of indemnity contract in
connection with securitization of home equity mortgage loan assetbacked notes and mortgage pass-through certificates.
Represented executives in high-stakes compensation disputes with
software companies.
Participated in internal investigation of allegations against county
school board in employment dispute by conducting confidential
interviews of Spanish-speaking employee witnesses.
Tried and obtained favorable jury verdict in case involving claims of
negligence and gross misconduct.
Prepared or argued hundreds of dispositive, discovery, in limine or
other motions in disputes before state and federal courts or arbitration
tribunals; conducted dozens of fact and expert depositions, including
of directors and officers of publicly and privately held companies.

Memberships
•

Hunton & Williams LLP

Hispanic Bar Association of DC, 2002-Present; Board of Directors,
2011; Vice President, 2009; Endorsements Committee, 2008-Present
(co-chair 2008, 2013 & 2014); Task Force on Advancing Latino
Attorneys, 2012-Present; Elections Committee, 2012-2013; Equal
Justice Awards Steering Committee, 2009, 2011, 2012 & 2013;

Website Committee, 2009
•

•

•

•

•

•

DC Bar Board of Governors Nominations Committee Member, 20142015; Board of Governors Candidate, 2014
The George Washington University Law School Alumni Board of
Directors, 2012-Present; Latino Law Alumni Association, Board of
Directors, 2012-Present, and Vice Chair of Steering Committee, 20102012; Alumni Association Class Reunion Committee, 2007, 2012
The Esperanza Education Fund, Board of Advisors, Development and
Scholarship Committees, 2009-Present
Hispanic National Bar Association, 2002-Present; Annual Convention
Keynote Speaker Committee, 2011; Midyear Corporate Counsel
Conference Panelist, 2013, 2015; Annual Convention Panelist, 2014
Leadership Council on Legal Diversity, 2012-Present; LCLD Fellow,
2015; Law School Mentoring Program Mentor, 2012-2014
Member, World Services Group

Publications
•

•
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Hunton & Williams LLP

Co-author, Tapping Corporate Predecessors’ Liability Insurance
Policies Just Became Easier Following Fluor Ruling, Westlaw Journal
Insurance Coverage, volume 26, issue 2, October 15, 2015
Author, Retaining Insurance Coverage in the Face of Late Notice and
Misconduct Exclusions, Risk Management, August 24, 2015
Co-author, Policyholder obtains coverage for $80 million settlement
reached without insurer’s consent, Inside Counsel, August 14, 2015
Co-author, Fact Questions May Save Duty To Indemnify Claims In
Mass., Law360, July 15, 2015

Co-author, Practice notes: Insurance coverage for FIFA-related
kickback investigations, FCPABlog.com, July 7, 2015
Co-author, The Risk of Insuring Supply Chains From Cyber Risk,
Law360, June 29, 2015
Co-author, Pa. High Court Clarifies Employer Liability Exclusions,
Law360, June 11, 2015
Co-author, Duty To Defend In Florida Extends To Excluded Claims,
Law360, June 9, 2015
Co-author, Cos. In FIFA-Related Investigations Should Check
Insurance, Law360, June 5, 2015
Author, Setback For Pa. Insurers In Product Liability Cases, Law360,
November 10, 2014
Co-author, Interim Security: A Powerful Tool for Protecting the Integrity
of Reinsurance Arbitrations, Reinsurance Encounters, Reinsurance
Interest Group, CPCU Society, October 2013
Co-author, Interim Security: A Powerful Tool for Protecting the Integrity

of Reinsurance Arbitrations, ARIAS•U.S. Quarterly, June 2013
•

•

•

Author, Facultative Reinsured Fails To Compel Arbitration, Clearwater
Insurance Company v. The Superior Court of Los Angeles County,
2008 WL 256786 (Cal. Ct. App. Jan. 31, 2008) (unpublished opinion),
Hunton & Williams Reinsurance Reporter, February 2008
Author, Seventh Circuit Strictly Enforces 30-Day Deadline To Appoint
Arbitrator, Certain Underwriters at Lloyd’s London v. Argonaut
Insurance Company, No. 06-3395, 2007 WL 2433139 (7th Cir. Aug.
29, 2007), Hunton & Williams Reinsurance Reporter, October 2007
Author, Court Unseals Reinsurance Arbitration Documents,
Nationwide Mutual Insurance Company v. Randall & Quilter
Reinsurance Company, No. 2:07-cv-0120 (S.D. Ohio Aug. 10, 2007),
Hunton & Williams Reinsurance Reporter, October 2007
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Hunton & Williams LLP

Panelist, Data Breach Insurance: What to Seek from Cyber and D&O
Insurance Policies, HNBA Corporate Counsel Conference, Continuing
Legal Education Seminar, March 17, 2016
Panelist, Update On Cross Border Insurance Coverage Issues for
Policyholders, February 17, 2016
Panelist, Focus On Cross Border Insurance Coverage Issues for
Policyholders, October 29, 2015
Presenter, “Insurance: Best Practices for Obtaining Coverage for Your
Litigation Costs, Settlement and Indemnity Payments,” Litigation
Strategies, Tactics, and Skills, October 5, 2015

Speaker, Focus on Latin America Webinar - Cross Border Insurance
Issues for Policyholders Doing Business in Latin America and US, May
14, 2015
Panelist, Insurance Coverage for Complex Claims, HNBA Corporate
Counsel Conference, Continuing Legal Education Seminar, San
Antonio, Texas, March 19, 2015
Panelist, DC Bar Leadership and Pro Bono Program, Washington, DC,
November 7, 2014
Moderator, From Stuxnet to Heartbleed: Why Cybersecurity and
Cyberinsurance Are Important to You and Your Clients, Continuing
Legal Education Seminar, HNBA Annual Convention, Washington,
DC, September 12, 2014
Presenter, Insurance and M&A Transactions, Hunton & Williams,
Richmond, VA, August 14, 2014
Panelist, Cybersecurity and Insurance Coverage for Cyber Risks,
Continuing Legal Education, Dulles, VA, March 27, 2014
Presenter, Litigation Skills Training: The Ten Things A Litigator Should
Know About Insurance, Washington, DC, March 5, 2014
Panelist, Using Self-Insured Retentions, Other Insurance and

Deductibles To Insure Emerging Risks, Lorman Continuing Education
Seminar, McLean, VA, January 14, 2014
•

•

•

•

•

•

•

•

Hunton & Williams LLP

Panelist, Cybersecurity and Insurance Coverage for Cyber Risks,
Continuing Legal Education, Dallas, TX, December 3, 2013
Panelist, Outside the Daily Grind: Community and Civic Involvement,
Minority Attorney Retreat, November 15-16, 2013
Panelist, Alternate Dispute Resolution: The Pros and Cons of
Mediation and Arbitration, Continuing Legal Education Seminar,
Hispanic National Bar Association’s 2013 Corporate Counsel
Conference, Atlanta, GA, March 15, 2013
Presenter, Litigation Skills Training: The First 90 Days of Litigation
from the Perspective of Plaintiff and Defendant, Continuing Legal
Education Seminar, Washington, DC, February 21, 2013
Panelist, Career Development Lessons for Today's Legal Climate,
Baker Botts, Washington, DC, November 29, 2012
Panelist, Involvement In Bar and Industry/Trade Related
Organizations: From Membership to Leadership, Minority Attorneys
Retreat, Dallas, TX, October 28-29, 2011
Speaker, Introduction of Congressman Pierluisi (D-PR), The George
Washington University Latino Law Alumni Association, Alumni
Weekend, September 17, 2011
Panelist, Dialogue on Bar Associations, Baker & McKenzie,
Washington, DC, July 9, 2009

Mario Paez, RPLU, CIPP/US
Vice President, National Practice Advisor
Professional Risk Practice
Wells Fargo Insurance
M

Mario Paez is a vice president in the Wells Fargo Insurance Professional Risk Practice
located in Minneapolis, Minnesota. He specializes in management and professional
liability insurance with a focus on technology errors & omissions, professional liability
and network security & privacy liability insurance coverages. In this role, he provides
consultative services, market negotiation, policy analysis and placement, contract
review, policy administration, and claims advocacy services on behalf of clients. He
assists clients with analyzing professional liability and network security risks and
provides risk management consulting for a variety of industries focusing on risk
transfer and breach response solutions.
Mario has more than 14 years of experience in the insurance industry, the last 10 as a
broker in the Professional Risk Practice. Prior to joining Wells Fargo Insurance, Mario
was an underwriter at Chubb Group of Insurance Companies in the Executive
Protection Practice (Minneapolis, MN).
He speaks on various panels relating to the topics of professional liability and network
security & privacy liability for all industry classes. He also conducts seminars on behalf
of our local and regional offices.
Mario received his certification as a Certified Information Privacy Professional
(CIPP/US) from the International Association of Privacy Professionals (IAPP). Mario
also received his Registered Professional Liability Underwriter (RPLU) designation
from the Professional Liability Underwriting Society (PLUS). He has also served for a
number of years as a steering committee member of the local PLUS chapter.
Mario earned his B.A. in Economics with an emphasis in Finance from St. Olaf College
in Northfield, MN (cum laude) and his M.A. in Politics, Economics and Business (MBA
equivalent) from Claremont Graduate University/Drucker School of Management in
Claremont, CA (summa cum laude).

400 Highway 169, Suite 800
St. Louis Park, MN 55426
Tel: 952-242-3006
Mario.Paez@wellsfargo.com
wfis.wellsfargo.com
Products and services are offered through Wells Fargo Insurance Services USA, Inc., a nonbank insurance agency affiliate of Wells Fargo & Company.
Products and services are underwritten by unaffiliated insurance companies, except crop and flood insurance which may be underwritten by their affiliate, Rural Community
Insurance Company. Some services may require additional fees and may be offered directly through third party providers. Banking and insurance decisions are made
independently and do not influence each other.
© 2015 Wells Fargo Insurance Services USA, Inc. All rights reserved.
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Cyberinsurance: Buyer Beware
10 tips for upping recovery odds from cyber and D&O policies
BY David Wood & Joshua Gold / Anderson Kill

W

hile the risks posed
by data breaches
are by now widely
recognized, effective management of
the risk is lagging. Statistics indicate that
concern about data breaches is up, yet half
of all businesses have no plans to dedicate
more resources to avert these perils.
The purchase of dedicated cyberinsurance products appears to be on the rise, but
many in the insurance brokerage community indicate that the marketplace is not
yet as robust as one would expect given the
staggering scope of recent data breaches
and the ensuing headlines.  
Figuring out what kind of insurance
is needed to respond effectively to cyberclaims is challenging. Recent history
teaches that the losses occasioned by cybersecurity breaches are not always predictable. The Sony Pictures breach is a prime
example, as it imperiled or implicated in
one fell swoop proprietary and intellectual
property, employee personal information,
sensitive management communications,
reputation/goodwill, extortion, threats of
bodily injury and business income. Now
that hackers are extending the playing
field of targeted data beyond the familiar
categories of customer credit card numbers, addresses and health-related data,
risk managers need to re-prioritize certain

protections (including insurance protection) that used to be lower down on the
shopping list.
Further widening the scope of cyberclaims, D&O insurance came into the
picture last year after data breaches spurred
derivative lawsuits against company officers and directors. While cyberinsurance
products are finally registering on the radar
of senior corporate executives, D&O insurance policies remain nearest and dearest to
directors’ and officers’ hearts. It is therefore
essential that D&O insurance respond
to suits targeting company managers and
directors that have their genesis in data
breaches.
Purchasing adequate insurance coverage
for technology-related insurance claims is
challenging, as products lack uniformity
and the claims history is thin. Following
the tips below will improve the chances of
recovery from stand-alone cyber and D&O
insurance policies.

1

Pursue Clarity: Buy an insurance policy
that you can actually understand. Unfortunately, many stand-alone cyberinsurance
policies are virtually incomprehensible.
Since there is not a lot of uniformity of
product right now in the marketplace,
many policies are confusing and densely
written, making it hard to determine the
scope of actual protection provided. Comparison shop with a good insurance broker
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D&O insurance

must address suits arising
from data breaches.

at your side to help you find the best forms.
Once you have a good, comprehensible
form to work with, the insurance company
will often endorse it to provide protection
that is better tailored to your needs if you
know what to ask for.

2

Cover the Evolving Risk: Continuously
monitor trends in computer hacks
and data breaches. Remember that data
breaches can still occur the old-fashioned
way, through theft of sensitive hard-copy
documents, as well as in cutting-edge ways
not currently imagined. Your insurance
policy needs to match the underlying
exposure.

3

Cover Time-Element Losses: Business
income coverage and reputational damage coverage take on added importance in
the wake of recent hacking events. While
a slew of insurance companies have offered
cybercoverage for business income losses
and reputational damage for several years,
that coverage was not nearly as coveted
as class action privacy litigation coverage,
breach notification costs or regulatory
proceedings coverage. Now, the reality that
a breach can imperil the very core of the
policyholder’s ability to continue business
operations takes on much greater import
for risk management objectives. As such,
consider insurance coverage that pays
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time-element claims resulting from reputational damage and business interruptions,
including ones that partially interfere with
business income.

4

Seek Retroactive Dates: Push for retroactive coverage whenever possible. Many
insurance companies want to provide insurance protection only from the date that
the first policy they sold you incepts. The
problem is that some cyberthreats occur
well before the policyholder actually learns
of them. Computer forensic specialists will
tell you that computer hackers can intrude
into a computer system weeks, months and
even years before the policyholder becomes
aware of the threat.
If you purchase insurance coverage with
a retroactive date that pre-dates the policy
period, your cyberinsurance company may
ask you to provide a warranty letter. If
you provide one, make sure it is carefully
written and ensure that you do your due
diligence in reaching out to other departments and employees within the company
to ensure that your representations are fair.

5

Avoid Breach of Contract and Warranty
Exclusions: Resist efforts to include
breach of contract exclusions in your coverage. These provisions should be obsolete in
an era in which so many policyholders do
business pursuant to a contract (whether
with customers, credit card companies, financial institutions, etc.). These exclusions
are used all the time by some insurance
companies to challenge insurance claims.
While some recent court decisions have
curtailed this use, it is best not to have the
fight in the first place.

6

Avoid Cybersecurity Reasonableness
Clauses: Resist insurance company

efforts to include exclusions, warranties,
representations or “conditions” in insurance policies concerning the soundness or
reasonableness of the policyholder’s data
security efforts/protocol. These clauses
are a recipe for disputes on potentially
every security incident. Given the pace
of technological innovation, almost every
security step can be second-guessed with
the benefit of 20-20 hindsight. Is it safe to
log onto a secure network from your luxury
hotel room using the hotel’s wifi? The
answer depends upon many factors that are
difficult to pinpoint, including the exact
point in time in which attitudes collectively
begin to change. Such a question is bound
to end in dispute if the cyberclaim is big
enough.

7

Preserve D&O Insurance Coverage
for Cyberclaims: Keep your directors
and officers (D&O) insurance program
(primary, excess, Side A, etc.) clean from
any cyber-related exclusions or sublimits.
Management will be highly concerned
with any argued “gap” in coverage should
a cyberevent ensue and D&O coverage be
contested on the basis of an exclusion or
limitation for suits where cyber may be the
underlying cause or context of the claim.

8

Be Thorough When Filling Out Cyberinsurance Policy and D&O Policy Applications: Complete insurance applications
carefully and gather information from
other business units where necessary when
answering questions. Even if an insurance
company must pay a claim under the plain
terms of the insurance policy, coverage may still be contested, under certain
circumstances, on grounds that application
questions were not correctly answered.

Do not give the insurance company this
opportunity.

9

Remember That Cyberbreaches Happen
Off-line Too: Make sure your cyberspecific coverage protects losses involving
mobile devices, home offices, data that is
off-line at the time security is breached and
devices that may not be owned by the policyholder. A lost flash drive containing gigabytes of information can lead to a breach
and possibly an expensive one. Make sure
your insurance coverage is available for
such a scenario – even where the device is
not actively connected to a network when
the data breach occurs.

10

Cover Cloud and Third-Party Vendors:
Make sure that your cyber-specific
coverage protects against losses where others manage, transmit or host data for your
company. Insurance coverage is available
for cloud computing and instances where
data is handled, managed or outsourced to
a third party. Going back to point number one above, however, not all insurance
policies are created equal, and there are
cyberinsurance forms that on their face appear not to provide express protection for
cloud-like scenarios. Most of these policies
can be modified to extend such protection
– if requested.
A static assessment of data security
risk management will not work in most
instances, given the rapid pace of change
in this area. Be vigilant and adaptable in
managing the security risk. Work with
your colleagues in other departments to
reduce risk where you can – and secure the
best insurance your company can afford
to protect against losses stemming from
cyber-related perils.
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Cyber Insurance for Hospitality
and Gaming Companies

W

By Joshua Gold and Darin J. McMullen

ith almost every passing day, it seems that a new variety of
cyber peril fills our collective risk management consciousness.
The hospitality industry has already experienced more than its
fair share of cyber problems. Stolen guest data, regulatory actions, and
litigation aimed at senior management are just a few of the cyber perils
faced by the industry.
This reality underscores the need for reliable cyber insurance protection.
But just how reliable is the cyber insurance currently being sold?
Most cyber insurance policy forms are confusing and untested. There are
dozens of different insurance policies to choose from. Few are clear about
what they actually cover.
Disputes between policyholders and their insurance companies are
starting to emerge. In the hospitality realm, a prime example is a recent
lawsuit involving a cyber insurance company that is attempting to limit its
payment for a computer hack suffered by a hotel policyholder. The dispute is
not only over the amount of insurance coverage, but also whether the insurance company can compel arbitration.
Given the lack of uniformity of product in the cyber insurance marketplace, comparison shopping is important — and difficult. Below are issues
to keep an eye on and strategies to employ.

Keep up with the Risks

The pace of technological change is dizzying — and the benefits created by
virtually every new development also generate new risks. Remote computer
access can also mean access for unauthorized users; higher capacity thumb
drives mean more files compromised should the device be lost or stolen.
The so-called “Internet of things” — appliances, vehicles, buildings and
other objects sending and receiving data -- is fertile ground for new cyber
risks. Hotels are potentially exposed by the network connectivity of elevators,
escalators, in-room smart televisions, HVAC systems, coffee makers, alarm
and entertainment systems, among other things.
Issues of bodily injury, property damage and invasion of privacy are
implicated by introducing computer connectivity and chip reliance into
such devices. When this exposure is matched up with insurance coverage,
the picture gets complicated. Many policyholders look to their CGL insurance policies to protect against claims alleging bodily injury, property
damage and invasion of privacy claims. But increasingly, policyholders
are finding exclusions for cyber-related claims included in their CGL
policy purchases and renewals, apparently with the underwriting intent
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to bounce such claims over to cyber-specific insurance products. But
some cyber polices have exclusions for bodily injury and property
damage claims.
Thus, without careful planning, some policyholders face a potential
whipsaw and, at a minimum, a complicated and expensive insurance
coverage litigation to secure their insurance protection. Other insurance
problems abound.

Attention Needed in Purchase and Renewal

Often the most critical decisions impacting coverage for cyber-related
losses will be made long before a claim or loss ever arises. Thorough
analysis and consideration of the right insurance policy or policies must
be undertaken before renewal or purchase. Whether newly purchasing
or renewing specialty cyber insurance policies, policyholders should
work with a very good and experienced broker. With no uniform insurance policy presently in the cyber insurance marketplace, key policy
terms and language can vary greatly between policies and, in some
cases, are open for negotiation. An experienced broker can help even
the most sophisticated policyholders assess their needs and purchase
the most appropriate coverage.
Policyholders must pay increased attention when completing insurance applications. All too often an insurance application response is
later used against policyholders to contest insurance claims -- and
the uncharted waters of cyber-related coverage jurisprudence make it
increasingly likely that insurance companies will continue to do so in
this area.

Avoid Vague Terms and Conditions

It is critical for policyholders to avoid cyber insurance policy
terms that condition coverage on the policyholder having employed
“reasonable” data security measures. These types of clauses and policy
language are so vague and subjective that they are bound to lead to
coverage disputes. Examples of such lawsuits already exist.
For example, in the 2015 case Columbia Casualty Co. v. Cottage
Health System, the insurance company filed a lawsuit in California
federal court against its policyholder, Cottage Health System, after
the policyholder had suffered a breach of patient data that gave
rise to a third-party lawsuit. Although the underlying suit against
the policyholder ended with a settlement, the insurance company
sought to deny coverage. Relying on policy language about the
manner in which the policyholder protected its data, the insurance
company sought to disclaim coverage due to the policyholder’s
alleged lax computer security, which the insurance company said
violated the cyber insurance policy conditions.
Although the California trial court dismissed the insurance company’s action for failing to engage in a contractually mandated alternative
dispute resolution process, the dismissal was made without prejudice,
and the dispute may make its way back to a trial. Regardless, this
litigation demonstrates that where coverage is “conditioned” on the
robustness of computer security measures, disputes are likely to ensue.
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Mind Your D’s & O’s

Given the proliferation in cyber-related risks, and an expected
increase in shareholder suits arising out of data breaches against
directors and officers, D&O underwriters will likely be focusing
more and more on computer and data risks. Consequently, additional
attention must go into reviewing all D&O insurance policy terms
and endorsements at inception and renewal. This includes terms
and endorsements contained in the primary, excess layers, and Side
A insurance policy forms.
Some insurance companies may ultimately attempt to insert
exclusions into D&O policies as they do into other insurance
policies. Many of these terms are vague and destined to lead to
disagreements over their effect on the scope of insurance coverage
for a cyber-related claim.

Provide Notice to All Insurance Companies Potentially
Providing Insurance Coverage

Finally, provide notice to your insurance companies quickly
after a breach in order to avoid disruptive, unnecessary arguments
regarding the timeliness of notice. Every minute counts following
a breach, and never has the phrase “time is money” rung more
true, as you undoubtedly will incur costs quickly for computer
forensics, attorneys and other consultants. Providing proper
notices and advising promptly of costs incurred to respond to the
incident can increase the odds of recovering these costs from your
insurance companies.
In the area of cyber, it is more important than ever to be a smart
purchaser of these specialty insurance products. The underlying risks
of cyber security are real and the insurance marketplace is in tremendous flux. With this context in mind, protect yourself with solid insurance coverage and preserve those rights smartly in the event you need
to call on your insurance to respond to losses and claims.
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Don’t Wait Until It’s Too Late: Top 10
Recommendations for Negotiating Your
Cyber Insurance Policy
By James P. Bobotek

As more and more companies of all sizes ranging across a wide spectrum of
industries have been exposed to network and data security breaches in recent
years, the market for insurance products dedicated to cover cyber risks has
grown just as fast. With policies sold under names like “cyberinsurance,”
“privacy breach insurance,” “media liability insurance” and “network
security insurance,” the market for this coverage often seems chaotic, with
premiums and terms varying dramatically from one insurer to the next.
Unlike more traditional insurance policies that contain very similar terms, conditions and exclusions no
matter which insurer issues them, cyber insurance policies are far from uniform. Prior to placing or
renewing a cyber policy, it is therefore crucial to understand not only what you are being offered, but also
how to negotiate coverage for the risks inherent in your business. Every policy’s coverage is different.
Before you buy or renew a cyber policy, be sure to review and understand the following guidelines.
1. Buy Only What You Need
Many cyber policies provide an “à la carte” arrangement that includes the option to purchase seven basic
coverages. Three of those coverages involve third-party losses: (i) Privacy Notification and Crisis
Management Expense; (ii) Regulatory Defense and Penalties; and (iii) Information Security and Privacy
Liability. Two involve first-party losses through what are commonly referred to as “time element”
coverages: (i) Business Interruption and (ii) Extra Expense. The other two, also first-party related, provide
“theft of property” coverages: (i) Data Assets and (ii) Cyber Extortion.
With all the bells and whistles now offered by some insurers, consider the specific risks against which you
wish to insure, and whether you really need all of the coverages being offered. Always include notification
and crisis management expense coverage, as well as regulatory defense coverage. Time element
coverage is also important, especially for small businesses, as lack of income for even a short period may
be disastrous.
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If an insurer is unwilling to remove an objectionable exclusion or limitation from its policy, then ask your
broker to get bids from other insurers. The cyber insurance market is highly competitive, with many
insurers currently focused on building market share. This means that one might be willing to provide
coverage or terms that another will not.
2. Carefully Vet the Limits of Liability
One of the most important issues in negotiating cyber coverage is determining the appropriate limits of
liability. The costs of responding to a data breach can be substantial. In 2014, the average organizational
cost of a data breach was approximately $5.8 million. Response costs for breaches involving the loss or
theft of personal data were as much as $950 per electronic record. To put that number in context, a data
breach involving just 25,000 records—a below-average total—would exhaust a $5 million policy. And if
plaintiffs in a class-action suit obtained a judgment under a state statute that imposes $1,000 in damages
for each claimant, the judgment alone could consume $25 million of insurance policy limits. Because cyber
insurance is relatively inexpensive, you should choose limits of liability in line with your total potential
liability exposure in the event of a breach. Your broker should be able to assist you in determining
appropriate limits by utilizing its benchmarking databases.
Most cyber policies impose sublimits on some coverages, such as for crisis management expenses,
notification costs or regulatory investigations. These sublimits are not always obvious, and they are often
inadequate. They should be scrutinized carefully and set realistically. Also make sure that the policy’s
aggregate limit applicable to all coverages is not less than the total of all sublimits.
3. Obtain Retroactive Coverage
Many cyber policies limit coverage to breaches that occur after a specified “retroactive date.” In some, this
date is the same as the policy’s inception date. This means there may be no coverage provided for claims
made due to breaches that occurred before the policy period, even if the insured did not know about the
breach when it bought the policy.
Because breaches may go undiscovered for some time before claims are made, insureds should always
ask for a retroactive date that is earlier than the inception date. This will ensure that the coverage includes
unknown breaches that first occur prior to the policy’s inception, but do not manifest themselves until after
that date. Insurers do not always offer retroactive coverage unless asked, but it is commonly available for
periods of one, two, five or ten years. Some offer unlimited retroactive coverage.
4. Beware of Broadly Worded Exclusions
It is not uncommon to find cyber insurance provisions that contradict the insured’s basic purpose in buying
the coverage. Sometimes these provisions have been cut from other insurance policy forms and pasted
into cyber insurance forms where they do not belong. For example, some policies broadly exclude
coverage for any liability arising from a breach of contract. Many insureds collect and store confidential
information from customers, patients or business partners pursuant to contracts that require them to
maintain the confidentiality of the information. They buy cyber insurance precisely to protect them in case a
privacy breach gives rise to damages claims under such confidentiality agreements.
Many insurers, if asked, are willing to modify exclusions to make it clear that they will not bar coverage for
claims that go to the core of an insured’s business. This is just one of many examples of broadly worded
exclusions that need to be reviewed carefully and narrowed to make sure that they will not defeat the
reasonable expectations of the insured in buying cyber insurance.
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5. Beware of Panel and Consent Provisions
Many cyber policies require that any investigators, consultants or attorneys used by the insured to respond
to a claim or potential claim be drawn from a list of professionals that have been pre-approved by the
insurer. If you would like your preferred consultants and attorneys to be involved in the event of a loss
because they already know your business operations, it is a good idea to ask to add these professionals to
the insurer’s pre-approved list during the underwriting process.
Cyber policies also often contain consent provisions stating that the insured must obtain the insurer’s
consent before incurring any expenses to notify customers or patients of a data breach, conduct forensic
investigations or defend against third-party claims. Such prior consent provisions are sometimes invoked
by insurers to deny coverage when emergency costs have been incurred without the insurer’s consent,
even if the costs are entirely reasonable and necessary. If prior consent provisions are included in the
policy and cannot simply be removed, you should, at a minimum, change them to provide that the insurer’s
consent “shall not be unreasonably withheld.”
It is also a good idea to keep your insurer on speed dial when a breach happens so that it cannot assert
that it has been kept in the dark about any emergency-response costs you incurred.
6. Allocation of Defense Costs
Where both covered and non-covered claims are asserted in the same lawsuit against the insured, an
issue often arises regarding the proper allocation of defense costs: what portion of the insured’s defense
costs must the insurer pay? There are a number of ways that insurance policies can respond in this
situation, with some policy provisions being more advantageous to the insured than others.
For example, some policies provide that the insurer will pay 100% of defense costs if the lawsuit alleges
any claim that is potentially covered. Others say that the insurer will only pay the portion of defense costs it
unilaterally believes to be covered until a different allocation is negotiated, arbitrated or judicially
determined.
These issues are less likely to arise in a “duty to defend” policy (where the insurer must assume the
insured’s defense of any third-party claims), which typically covers 100% of defense costs so long as any
of the claims against the insured is potentially “covered.” However, under a “duty to reimburse” policy
(where the insurer agrees to reimburse the insured for its defense costs or pay them on its behalf),
allocation is more likely to be disputed. It is important to understand the allocation method contained in the
policy. Try to negotiate one up front that is favorable to you.
7. Obtain Coverage for Vendor Acts and Omissions
Chances are that at least a portion of your organization’s data processing and storage is outsourced to a
third-party vendor. Therefore, it is crucial that your cyber policy covers claims against you that result from
breaches caused by your data management vendors.
Most cyber policies provide coverage for such vicarious liability, but not all do. It is widely understood in the
insurance industry that policyholders expect coverage for claims that arise out of the acts and omissions of
their vendors, consultants and subcontractors. If such coverage is not initially offered, or is at all
ambiguous, you should demand that it is clearly included in the policy.
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8. Dovetail Cyber Insurance with Indemnity Agreements
You should also ensure that your cyber policy and vendor indemnity agreements complement each other
so you can maximize your recovery from both sources. Some cyber policies state, for example, that the
policy’s deductible or self-insured retention “shall be borne by the insured [and remain] uninsured at its
own risk.” Some insurers may interpret this language as requiring the insured to pay the deductible or
retention out of its own pocket, and take the position that if the insured gets reimbursed for this amount
from the vendor that caused the breach, then it has failed to satisfy this precondition to coverage.
This kind of clause can present you with a Hobson’s Choice: either pursue indemnity from your vendor and
give up your insurance, or collect from your insurance company and let the responsible vendor off the
hook. This unfair outcome is not in the interest of either insurer or insured. As a result, insurers are often
willing to modify these provisions to clarify that the insured can collect its self-insured retention from a third
party without compromising its insurance coverage.
9. Align Cyber insurance with Other Insurance
Some cyber policies also cover claims made against you for losses caused by data breaches suffered
while the data is in your third-party vendor’s custody. There may be business reasons for wanting vendors
to be insured under your policy in a particular case. But it is generally better to contractually require your
vendors to obtain their own cyber insurance to act as the primary coverage for claims, and to also require
that they name you as an additional insured under that policy. Then, arrange for your policy to state that it
will only apply to claims against you arising out of your vendor’s data breach in excess of that vendor’s
insurance. This structure can reduce the odds that your insurance policy limits will be depleted by claims
for which your vendors are primarily responsible.
10. Get a Partial Subrogation Waiver
If your insurer pays a loss, it may become “subrogated” to your claims against any third parties that were
responsible for causing the breach. This means that the insurer can try to recoup its payment to you by
pursuing your claims against the responsible parties. Many cyber policies contain a provision stating that
you cannot take any action to impair the insurer’s subrogation rights.
One problem with such provisions in the cyber context is that contracts with data management vendors
commonly include limitation of liability provisions. These provisions can give rise to disputes about whether
you have breached your insurance contract by impairing or limiting your insurer’s recourse against the
culpable vendor.
A possible fix is to insist that a partial “waiver of subrogation” provision be added to your cyber policy. Such
provisions, which are quite common in other lines of coverage, simply provide that the insurer will not
assert that its subrogation rights have been impaired by any contract into which you entered before a loss
occurs. Some insurers are willing to agree to such provisions in the cyber context, but others may not be. If
your insurer is not willing to give a partial subrogation waiver, you should consider shopping elsewhere.
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If you have any questions about the content of this alert, please contact the Pillsbury attorney with whom
you regularly work, or the author below.
James P. Bobotek (bio)
Washington, DC
+1.202.663.8930
james.bobotek@pillsburylaw.com
About Pillsbury Winthrop Shaw Pittman LLP
Pillsbury is a full-service law firm with an industry focus on energy & natural resources, financial services
including financial institutions, real estate & construction, and technology. Based in the world's major
financial, technology and energy centers, Pillsbury counsels clients on global business, regulatory and
litigation matters. We work in multidisciplinary teams that allow us to understand our clients’ objectives,
anticipate trends, and bring a 360-degree perspective to complex business and legal issues—helping
clients to take greater advantage of new opportunities, meet and exceed their objectives, and better
mitigate risk. This collaborative work style helps produce the results our clients seek.

This publication is issued periodically to keep Pillsbury Winthrop Shaw Pittman LLP clients and other interested parties
informed of current legal developments that may affect or otherwise be of interest to them. The comments contained herein
do not constitute legal opinion and should not be regarded as a substitute for legal advice.
© 2015 Pillsbury Winthrop Shaw Pittman LLP. All Rights Reserved.
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Pillsbury, the SAFETY Act and You
As technology has made the world smaller, it’s
also increased the reach and risk posed by terror
and cyber attacks. Among its many strategies and
tactics for identifying, avoiding and mitigating
such risks, Pillsbury’s Global Security team brings
significant experience to bear concerning one
particularly effective means of protection: the
Support Anti-Terrorism by Fostering Effective
Technologies Act of 2002 (the SAFETY Act).

Created to “facilitate and promote the development and
deployment of anti-terrorism technologies that will save
lives,” the SAFETY Act provides companies with a unique
way to limit or eliminate liability in the event of an “act of
terrorism” (physical or cyber). An owner or seller of “anti-terror
technology,” which can be either a product or a service, may
apply for significant liability protections from the Department
of Homeland Security (DHS). If a product or service receives
SAFETY Act “Certification,” then it is presumably entitled to
immunity from tort claims arising from an act of terrorism.
Under SAFETY Act “Designation,” the tort liability is limited
to the amount of insurance required to be maintained (as
determined by the DHS), and under both circumstances, cases
may be brought only in federal court.
Why Should I Worry about Liability from Terrorist or
Cyber Attacks?
Since 2001, numerous courts have held that a terrorist attack
is a “reasonably foreseeable” event, the possibility of which a
company must take reasonable measures to mitigate or avoid.
Such rulings have translated into millions of dollars in damages
to victims. At the same time, the number of cyber attacks has
skyrocketed across all sectors of the U.S. economy, yielding an
all-too-familiar string of news reports involving data breaches
and the compromise of intellectual property. As the frequency
and intensity of such attacks have increased, so has the
litigation resulting from them. As new rules and new standards
of care come into play, it’s easy to anticipate that, just as with
acts of terrorism, courts may deem cyber attacks are also
“reasonably foreseeable.” Yet with both physical and virtual
attacks, there exists no consistent, single definition of what
exactly constitutes a “reasonable” anti-terror measure. As a
result, companies who have people (employees or customers),
properties, products or services that are involved in or affected
by a terrorist or cyber attack can face potentially ruinous
liability concerns in the aftermath.
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How Can the SAFETY Act Protect Me or My Company?

The Pillsbury Path to Obtaining SAFETY Act Protections

Any company or property owner that makes, sells or
otherwise deploys a product or service that can be used to
combat terrorism can and should seek SAFETY Act protections.
Examples of products and services that could qualify for
SAFETY Act protections include physical security services
(including risk assessments, contract security services and
internal emergency planning), explosives detection devices,
engineering services (including the design and construction of
facilities), and cyber security products. As long as the product
or service has some use against terrorism, it is eligible for
SAFETY Act protections.

Members of the Global Security team are extremely
well-versed in the SAFETY Act, having prepared well over 100
applications for a wide variety of services and products. Firm
attorneys regularly speak and write on the SAFETY Act, and
have even testified before the House Committee on Homeland
Security and SAFETY Act implementation.

In the case of cyber security, the SAFETY Act is a particularly
efficient means of minimizing or eliminating a company’s
liability exposure before a cyber attack even occurs.
Companies can apply for SAFETY Act protections and can
market them knowing that their liability exposure is limited.
Buyers of cyber security tools and services can also benefit.
Under the SAFETY Act, they are not exposed to liability for
claims arising out of or related to the use of the SAFETY
Act-approved products or services. So long as the products or
services have some use against cyber attacks, they are eligible
for SAFETY Act protections.

Representative Experience
• Major League Baseball
• Honeywell International
• L-3 Communications
• Brookfield Office Partners
• MSA Security

What is Eligible for SAFETY Act Protections?
A wide variety of products and services are eligible for
protections under the SAFETY Act. Examples of products and
services that have received SAFETY Act protections include
intelligent video systems, engineering services, risk and
vulnerability assessment services, security guard services,
explosives detection equipment, and building security plans.
Given the prevalent need for cyber security tools and their
widespread use by terrorists and criminals, nearly all cyber
security products are eligible for SAFETY Act protections.
This includes anti-virus programs, firewalls, mobile security
systems, mobile applications, information-sharing policies and
procedures, and network monitoring services.
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The Risk of Insuring Supply Chains From Cyber Risk
by Lon A. Berk and Sergio F. Oehninger
Published in Law360
As the Internet of Things expands so too do supply chain-related cyber risks.
Embedded software is incorporated into IoT products at different tiers of the
supply chain and ordinary functionality testing may not disclose cybersecurity
flaws. As one commentator observes:
[M]any networks have been compromised by components with security flaws built
into embedded software code. These flaws can be difficult to detect since they
are usually masked by the proper functioning of the device.
The risk to manufacturers and distributors of IoT produces is nonetheless real.
IoT device manage a huge quantity of information; they are capillary distributed in every industry
and, unfortunately, their current level of security is still low.
Imagine the manufacturer of a “smart thermostat” connected to a home network. Perhaps it is designed to
lower the temperature of a heating system when occupants are not detected in the home for a period of
time. The chips supporting this functionality may have been supplied by one tier of the manufacturer’s
supply chain and may incorporate firmware designed by other parties as well. Questions about control of
and access to this code thus become critical parts of the manufacturer’s risk. Is the code available for
analysis by hackers searching for flaws? Who has evaluated the firmware for flaws? Can a hacker access
information through the thermostat to determine when a burglary of the home might succeed? Can a
hacker control or access other devices on the network through a software flaw in the thermostat?
These questions are not merely theoretical. There have been reports of malware targeting IoT devices,
including TV set-top boxes and of a botnet made up of IoT devices (called a “thingbot”) being used by
cybercriminals. It is not hard to imagine circumstances where victims of these cybercriminals blame
manufacturers for security flaws in IoT products and seek compensation for resulting losses.
Manufacturers might try to transfer this exposure to different tiers of their supply chain through a series of
indemnification and insurance agreements. For example, contracts with suppliers might require that the
supplier indemnify the manufacturer for software as well as other flaws in components supplied. A natural
corollary of this approach is to use cyberinsurance to bolster the manufacturer’s protection, requiring
suppliers to procure cyberinsurance and name the manufacturer as an additional insured.
A similar approach is used in the construction and other industries. Construction contracts commonly
require subcontractors to procure insurance naming the general contractor as an additional insured, with
similar requirements for sub-subcontractors. Through such mechanisms, the costs of errors in a
This article presents the views of the authors and do not necessarily reflect those of Hunton & Williams LLP or its clients. The
information presented is for general information and education purposes. No legal advice is intended to be conveyed; readers
should consult with legal counsel with respect to any legal advice they require related to the subject matter of the article.
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subcontractors’ work are borne by the subcontractor and its insurers even if claims therefor are made
against the general contractor. Such risk transfer mechanisms work in part because insurers have
developed products sufficiently standardized to enable contractors and subs to reach agreement on what
insurance to procure. Unfortunately, cyberinsurance has not yet been sufficiently standardized to function
similarly and careful specification is needed if it is to function as a risk transfer device in supply chains.
There are (at least) two reasons a manufacturer might desire its suppliers to procure cyberinsurance.
First, the manufacturer might desire the insurance as a hedge against the suppliers insolvency so that, in
the event the manufacturer must look to the supplier for indemnification relating to a cyberevent, sufficient
assets will be available and collectable. Second, the manufacturer might seek the insurance to protect
itself from claimants as well. The first purpose is served by requiring the supplier to procure insurance
covering indemnification claims by the manufacturer. To realize this purpose, any contractual liability
exclusion must contain an exception for indemnification agreements such as that running from the
supplier to the manufacturer. The second purpose is served by requiring the supplier to procure insurance
identifying the manufacturer as an additional insured. However, both purposes cannot be simultaneously
realized unless the cyberinsurance is structured correctly. In particular, for a supplier’s cyberinsurance to
function both as a hedge against the supplier’s insolvency and as direct protection of the manufacturer,
the insurance forms need to be carefully reviewed and, perhaps, revised.
Many cyberinsurance forms include cross-liability — or insured v. insured — exclusions, barring coverage
for claims brought by one insured against another. If such an exclusion is present in a cyberinsurance
policy, the policy cannot be used to simultaneously protect against supplier insolvency while
independently providing coverage to the manufacturer. For example, one widely used cyberinsurance
form contains an exclusion barring coverage of any claim:
... brought by or on behalf of: ... any other insured except, this [exclusion] shall not apply to a
claim brought by an employee ...
If manufacturers were named as additional insureds under policies containing such an exclusion, their
claims against suppliers might not be covered. In one case, for example, the general contractor on a
construction project was indemnified by a subcontractor. When the general sued the subcontractor for
negligence, the sub’s insurer denied coverage contending that the general was an additional insured. The
court agreed with the insurer, finding that the cross-liability exclusion barred coverage. If such precedents
were applied, manufacturers named as additional insureds might not be able to use the insurance as
protection against supplier insolvency as the manufacturer’s claim against the supplier might be barred by
the cross-liability exclusion. Where the supplier’s assets are minimal or otherwise unreachable, the
manufacturer could find itself financially responsible for the supplier’s missteps.
Not all cyberinsurance forms contain such cross-liability exclusions. Some specifically except
circumstances where suppliers are required to name manufacturers as additional insureds under
contractual agreements. For instance, another widely used cyberinsurance form contains an insured v.
insured exclusion that bars coverage for claims brought by or on behalf of:
... any insured ... provided, however this exclusion shall not apply to ... an insured [which the
named insured is “required by contract to add as an insured ...”]
Such an exclusion should not bar coverage for claims by manufacturers against suppliers or others in the
supply chain if the manufacturer was contractually required to be added as an additional insured. If
cyberinsurance is to be used by the manufacturer to transfer supply chain risk, the insurance
specifications in the agreement with suppliers need to be clear as to the nature of any cross-liability
exclusions in the policy.
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Of course, if a manufacturer finds an insurer contending that coverage is barred by a cross-liability
exclusion contained in a supplier’s policy, all is not necessarily lost. The purpose of these exclusions is to
bar coverage for collusive litigation. In the directors’ and officers’ context, where the extent of these
exclusions is often litigated, some courts have found that suits brought by a trustee on behalf of a
corporation against its directors are not barred by the cross-liability exclusion because the suit is not
collusive. For instance, where the U.S. Federal Deposit Insurance Corp. takes over a savings and loan
institution and pursues claims on behalf of that institution against officers and directors, it has been found
that a cross-liability exclusion does not bar coverage due to the absence of collusion.
It is clear beyond doubt, and without requiring [the insurer] to engage in any close scrutiny, that
[the FDIC’s] involvement in the underlying actions is not collusive. The “insured v. insured”
exclusion therefore does not excuse [the insurer] from coverage ...
Where a claim is brought by a manufacturer against a supplier arising out of a breach caused by a
cybersecurity failure, the claim would not seem to be collusive and, arguably, should not be subject to a
cross-liability exclusion. Nonetheless, this principle is by no means settled and manufacturers would be
well advised to use it only as a last resort when seeking to shift financial responsibility for cyber risk
arising out of their supply chain.
To sum up, as the IoT expands, so too do cyber risks created by the supply chain. Manufacturers looking
to control that risk may seek indemnification and insurance protection from their suppliers. However, that
strategy contains hidden risks. There are no settled cyberinsurance forms. Some may contain provisions
undermining their use as supply chain protection. In this case, as in others, care must be taken to secure
the correct form of insurance.
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Cos. In FIFA-Related Investigations Should Check Insurance
by Walter J. Andrews, Sergio F. Oehninger and Patrick M. McDermott
Published in Law360
Bribes of $40,000 stuffed in envelopes, a flight to Europe solely to
retrieve a briefcase full of cash, and a $10 million payoff to secure votes
for choosing the World Cup host country are among the allegations in
the recent indictment against FIFA representatives and related business
associates. The indictment contains charges of racketeering, wire fraud
and money laundering arising out of alleged kickbacks and bribes that
the defendants gave or received. The charging document includes
allegations about the involvement, whether knowingly or unknowingly, of
a variety of businesses, including athletic clothing companies, sports-marketing companies, banks and
other financial companies. Likewise, a variety of corporate sponsors that collectively pay tens of millions
of dollars to FIFA have issued statements regarding the allegations in the charges. Some of these
companies are sure to be, if they have not already been, subject to informal and formal investigations and
inquiries related to the indictment.
In fact, Reuters reported that the U.S. attorney for the Eastern District of New York said that “part of our
investigation will look at the conduct of the financial institutions to see whether they were cognizant of the
1
fact they were helping launder these bribe payments.” And, according to a Wall Street Journal report,
2
Nike Inc. stated that it had been “cooperating, and will continue to cooperate, with the authorities.”
Undoubtedly, these companies will incur costs in responding to the government’s informal and formal
inquiries.
Costs for responding to governmental inquiries can be substantial. The response and related internal
investigation can involve collecting, reviewing and providing large amounts of documents. It can involve
gathering necessary facts from employees and third parties. And it can involve legal fees incurred in
those endeavors. For example, one company incurred $273 million in 2013 and 2014 in costs in
connection with “inquiries and investigations,” including with respect to U.S. Department of Justice and
U.S. Securities and Exchange Commission investigations into potential Foreign Corrupt Practices Act
3
violations.
Given the potentially staggering costs associated with such investigations, businesses should carefully
examine their insurance policies to identify potentially applicable coverage, including coverage under
directors and officers policies, fiduciary liability policies and similar coverages. Even if costs associated
with a particular government investigation were not specifically contemplated by a company when
purchasing insurance, coverage may nevertheless be available.
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For instance, in 2011 and 2012, Syracuse University received six state and federal subpoenas in
connection with investigations into allegations of misconduct by a Syracuse assistant basketball coach.
4
Syracuse successfully obtained insurance coverage for the costs for responding to those subpoenas.
The disputed issue between Syracuse and its insurance company, National Union, was whether the
subpoenas constituted a “claim” within the relevant policy. The policy defined “claim” as, among other
things, “a written demand for monetary, non-monetary, or injunctive relief.” The court found that the
subpoenas constituted a written demand for non-monetary relief and therefore qualified as a claim under
the policy.
5

MBIA Inc., a Connecticut bond insurer, obtained coverage in similar circumstances. Faced with
investigations from the SEC and the New York attorney general, MBIA recovered costs associated with
responding to subpoenas and MBIA’s voluntary compliance with the SEC’s requests for documents. The
court found that MBIA incurred those costs as a result of investigations commenced by a “formal or
informal investigative order or similar document,” which qualified as a “securities claim” as defined in
MBIA’s D&O insurance policy.
As these decisions highlight, coverage for investigative costs can turn on specific policy provisions like a
6
7
policy’s definition of the word “claim.” Coverage may also depend on whether any exclusions apply.
Therefore, as always, policyholders should scrutinize their policies when identifying potential sources of
insurance recoveries.
Coverage may also depend on other factors such as the policyholder providing timely notice of the claim
to the insurance company. Accordingly, companies should quickly identify potentially applicable policies
so that they can notify the appropriate insurers about the relevant investigations or other claims. Likewise,
policyholders should carefully document all costs incurred in responding to government inquiries and
investigations so that they may later support any recoveries under the applicable policies.
Another significant issue to consider is how the cross-border nature of the government investigations will
impact insurance coverage. The FIFA allegations involve actions and actors throughout North America,
South America, Europe, Asia and Africa. Accordingly, whether coverage applies may very well depend on
policy provisions regarding the “coverage territory” and related determinations of where the “damages,”
“injury” or “wrongful act” occurred, as well as other issues such as who is an “insured” or “insured person”
under the policy, and choice of law. With regulators increasingly targeting businesses engaged in crossborder transactions in corruption probes, companies with foreign operations or subsidiaries will want to
consider whether costs for responding to such investigations are covered under both locally or globally
issued policies.
In sum, businesses that find themselves facing government inquiries and investigations, including those
associated with criminal indictments like the one against FIFA representatives, should carefully examine
their insurance policies. Doing so allows policyholders to determine whether coverage may be available
for their costs in responding to those inquiries and investigations and provides policyholders with the
opportunity to take appropriate steps to secure that coverage.
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Douwe Miedema & Karen Freifeld, Questions arise about banks’ role in FIFA bribery case, (May 28,
2015), http://reuters.com/article/idUSL1N0YI2JU20150528?irpc=932.

2

Sara Germano, Nike: Cooperating With Authorities on FIFA Allegations, (May 27, 2015),
http://www.wsj.com/articles/nike-cooperating-with-authorities-on-fifa-allegations-1432752855
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Wal-Mart’s 2014 Annual Report, available at
http://www.sec.gov/Archives/edgar/data/104169/000010416914000019/wmtform10-kx13114.htm.
4

See Syracuse Univ. v. Nat’l Union Fire Ins. Co., 975 N.Y.S.2d 370 (Sup. Ct. Mar. 7, 2013), aff’d 112
A.D.3d 1379 (N.Y. App. Div. 2013).

5

See MBIA Inc. v. Fed. Ins. Co., 652 F. 3d 152 (2d Cir. 2011).

6

For an example of a decision finding that costs incurred in response to a government inquiry did not fall
within an insurance policy’s definition of “claim,” see Office Depot, INc. v. Nat’l Union Fire Ins. Co. of
Pittsburgh, Pa., 453 F. App’x 871 (11th Cir. 2011). There, Office Depot incurred expenses in response to
an inquiry from the SEC. Office Depot’s policy defined “Securities Claim” as “a claim, other than an
administrative or regulatory proceeding against, or investigation of an Organization, made against any
Insured . . . .” The court found that the SEC inquiry constituted an “investigation” and therefore was not a
“Securities Claim” under the policy since “Security Claim” specifically did not include investigations. Thus,
the court concluded that the policy did not cover the costs incurred in response to the SEC inquiry.
7

For an example of whether an exclusion applies, see PSI Strategies, Inc. v. Starr Indem. & Liab. Co.,
No. 1:13-cv-763, 2014 WL 1655370 (Apr. 23, 2014 E.D. Va.), aff’d No. 14-1972, 2015 WL 3396812 (4th
Cir. May 27, 2015). In PSI, the court had found that the policy covered PSI’s costs incurred in responding
to a subpoena and related search warrant. PSI Strategies, Inc. v. Starr Indem. & Liab. Co., No. 1:13-cv763 (Sept. 10, 2013 E.D. Va.). However, after PSI officers later pled guilty to fraud and bribery charges,
the court found that the policy ultimately did not provide coverage for those costs. An exclusion barred
coverage for claims arising out of “any deliberate fraudulent act or any willful violation of law by an
Insured if a final judgment or adjudication establishes that such act or violation occurred.” The court found
that the PSI officers’ guilty plea triggered this fraud exclusion, rendering coverage unavailable for PSI’s
costs incurred in connection with the subpoena and warrant. The court thus required PSI to reimburse the
insurer’s payments for PSI’s costs in responding to the subpoena and warrant. If the PSI officers had not
pled guilty, presumably the insurance analysis would have been different.
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Employee-caused data breaches:
Out of the office, but not off the grid
By Mario Paez and Kathleen Curley, Wells Fargo Insurance Professional Risk Practice
October 2015

Many companies agree that good employees are their
most important asset. To be successful with employee
retention, companies must remain aware of the top
concerns of their workforce — which extend beyond
competitive salaries and benefits.
For most employees, privacy is a paramount concern. The
human resources department retains a wealth of personal
and sensitive information about employees. Therefore,
a data breach involving employee data can be the most
damaging type of breach. To protect their networks and
information, companies today are making extensive
investments in information technology (IT). According
to a Ponemon research report on 703 U.S. IT security
practitioners involved in endpoint security, “Forty-five
percent of respondents say their organization’s IT security
budget will significantly increase (12%) or increase (33%).”¹

Employees are the #1 cause of securityrelated incidents
While breaches have many causes, employees themselves
continue to be the #1 cause of security-related incidents.
According to a 2015 Data Breach Industry Forecast by
Experian, 59% of security incidents in the last year could
be attributed to employees — human error and malicious
insiders.² Malicious hacking remains the most expensive
type, according to the 2015 Ponemon Cost of Data Breach
Study.³ In addition, another Ponemon study⁴ found that:

the world. As every aspect of the technology chain opens
up the possibility of a breach, the exposure multiplies.
In this paper, we explore the recent trends in employeerelated data breaches and measures to protect employee
data, as well best practices and where insurance can assist.

Emerging trends for employees and data
Breaches have the potential to expose sensitive
information, such as human resource, financial, and
salary-related information, as well as medical history,
personal emails, budgets, and trade secrets. The effects
of such an event can lead to customer loss, reputational
damage, and more.
Several emerging trends involving employees and
data include:
• Impostor fraud (also called fraudulent inducement or
social engineering fraud). Hackers use targeted email
phishing and spear-phishing attacks to trick employees
into clicking on malicious links (example: installing
malware). Hackers gain access to computer systems,
explore the data, and identify information that they
want to steal, utilize, or potentially destroy.
·· Hackers send emails posing as certain individuals
and request wire transfers.

• Nearly three-quarters (71%) of the employees surveyed
said they had too much access to confidential
company data.

·· According to the 2015 Verizon Data Breach
Investigations Report (DBIR), “This year, 23% of
recipients [are] now opening phishing messages
and 11% [are] clicking on attachments.”⁵

• Fifty-four percent of the employees said their access to
confidential data was frequent.

• Human activity. Employees act negligently or perform
malicious acts.

• Less than half (47%) of the employees said they believed
their companies acted appropriately to protect the
company data that employees access.

• Unauthorized access. Employees access unauthorized
parts of a company’s network or facility.

Due to advances in technology, we are more connected
today than ever before. Today, employees are capable
of accessing corporate networks and information from
anywhere, anytime. They have the ability to connect
through their personal or company devices via remote
login (fobs and VPNs) over the internet, from anywhere in

·· According to the Verizon DBIR, 55% of insider
incidents involved privilege abuse.
–– Employees often plan to sell stolen data or to
directly compete with a former employer.
• Remote access. Bring Your Own Device (BYOD)
environments, use of non-secure Wi-Fi connections,
and employees sharing devices with others can all
create exposures for possible breaches.
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Recent breaches illustrate far-reaching
impacts
The cases below, which made recent headlines, highlight
the concerns and potential damages associated with a
data breach.
U.S. Government’s Office of Personnel Management
(April and June 2015)⁶
The personal data, including information such as names,
dates of birth, addresses, and Social Security numbers,
of 4.2 million current and former federal government
employees were stolen. Affected individuals were
notified. While investigating the April incident, it was
discovered that additional background investigation
records (including Social Security numbers, usernames,
and passwords) of 21.5 million current and former federal
government employees were stolen, with cyber espionage
being the suspected cause. Notifications for the second
incident are expected.
Rady Children’s Hospital, San Diego (June 2014)⁷
In two incidents over two years, an employee erroneously
emailed the protected health information (names, dates
of birth, medical diagnoses, medical record numbers,
insurance carriers, and claims information) of more than
20,000 patients to job applicants. The employee, who
had authorized access to the data, actually intended to
send a training file to evaluate the applicants. Affected
individuals were sent notification letters, and the hospital
worked with an outside security forensics firm to ensure
deletion of the data.

Best practices to help prevent a breach or
mitigate its impact

• Institute need-to-know policies, restricting access
to sensitive information and databases solely to
employees who need that information.
• Institute record retention policies, limiting the time
during which employees have access to certain
sensitive information.
• Evaluate your mobile device management, procedures,
and requirements (BYOD considerations) and employ
multi-level verification to ensure that only authorized
people have access to data and systems.
• Employ interactive software that prevents or warns
the sender when he or she is sending confidential
information outside of the organization.
Additional best practices include:
• Encouraging the C-suite to treat network security and
privacy as top priorities and make them part of the
corporate culture.
• Providing thorough training to employees on their
responsibilities with regard to information — a crucial
step. The insurance marketplace has also become more
proactive in offering loss-mitigation services, such as
anti-phishing training for employees.
• Ensuring that employees understand the various
sensitivity levels of information, and also how they
should access information, in order to protect and use it
in their daily tasks.
• Ensuring that employees are knowledgeable about the
company’s guidelines and have a general understanding
about what to do and whom to contact internally in the
event of a suspected data breach incident.

To prevent a potential breach, or reduce the impact of
a breach, best practices and preventive measures can
go a long way. Some practical measures with respect to
employees include:
• Perform background checks on employees, especially
on individuals who handle sensitive information.
• Institute “clean desk” policies for employees, ensuring
secure physical locations for devices both during and
outside of standard work hours.
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Risk transfer solutions can help protect your
business
Comprehensive risk transfer programs typically include
protection for:
• Network security and privacy liability
• Network extortion

How can we help?
As experienced brokers, Wells Fargo Insurance's
Technology, Privacy and Network Security team can discuss
your potential exposures and work with vendors to help
you set up an incident response plan, provide a network
assessment, and obtain the right insurance coverage.

• Electronic media liability

For more information regarding this topic, please contact
your Wells Fargo Insurance sales executive, or:

• First-party business income loss and electronic data
restoration expenses

Mario Paez
952-242-3006 | mario.paez@wellsfargo.com

• Regulatory defense, fines, and penalties

Kathleen Curley
917-368-6888 | kathleen.curley@wellsfargo.com

• Payment card industry (PCI) penalties, fines, and
assessments
• Consumer redress funds
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Cyber Insurance: How Do I Determine My
Coverage Needs?
By William C. Wagner on April 16, 2015
Posted in Breach Detection, Cyber Insurance, Cyber Security, Data Breach, Identity theft

*This is the fourth post in a five-part series on cyber insurance, culminating in a webinar entitled
“Insurance Coverage for Privacy and Data Breaches, Hot Topics and Critical Issues” on Wednesday,
April 22, 2015, at 12:00-1:00 p.m. Eastern.
Common questions we often hear from CEOs, CFOs, and Directors of businesses and public and private
institutions are “How do we determine our cyber insurance coverage needs? In other words, how do we
know that we have enough insurance to protect our organization in the event of a data breach or cyberattack, and not so much that we are wasting money? Should we just benchmark what others in our
industry are doing?”
What makes answering these questions difficult is that the CEOs, CFOs, and Directors often don’t have a
firm grasp on what information and information systems they have in their organization, and the
magnitude of what they stand to lose in the event of a data breach or cyber-attack. Below is some
practical advice from two very experienced insurance brokers, followed by some additional questions to
help you analyze your needs, followed by a brief examination of three studies that provide a cost per
record loss analysis from the Ponemon Institute, Net Diligence, and Verizon.
What do brokers recommend? Brokers are often asked about benchmarking coverage limits based
on what others in the industry are doing.
Spencer Timmel of Hylant offered this advice:
“Many rely on benchmarking, but you must understand its limitations. Benchmarking is populated
with historical purchasing data and the cyber market is relatively young. Minimal amounts of quality
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data in a dynamic area of risk can lead to buying unsuitable limits, which means a false sense of
security or a waste of money. At Hylant, we feel a more effective way is to quantify a business’s
specific risk. The first step is to identify the exposure by inventorying the systems. This process
includes understanding what type of information is at risk, how the information is stored, who has
access to it, and how it is segregated from other systems. With this information, we can formulate
what a realistic data breach would look like and quantify the risk with real data breach cost statistics.
This process is a more effective way to limits adequacy and will give the buyer more confidence in
their investment in cyber insurance.”
Mario Paez of Wells Fargo offered this advice:
“When considering appropriate limits of insurance, it is important to be reminded that insurance
solutions are one piece of a larger risk transfer program within individual organizations. There are
many privacy and security risk mitigation/transfer strategies (such as data classification, data
retention, employee training, tightened indemnification with relevant third party vendors, updated
and tested incident response plans, etc.) that significantly contribute to a particular organization’s risk
profile. These risk mitigation/transfer strategies must also be considered when evaluating limits of
insurance along with analyzing recent claim trends from industry, carrier and internal broker
databases. Industry data breach calculators based on historical claims data are helpful in determining
limit adequacy, however the specific risk profile and security posture of an individual organization is a
necessary component to forecast potential breach scenarios and determine more appropriate limits of
liability, defense, regulatory and breach response expense insurance coverage for example.”
What do you stand to lose?
From a practical standpoint, it seems as though the first step to determine your coverage needs is to
determine what you stand to lose in the event of a data breach or cyber-attack. This involves an
inventory of the types of information and information systems you have, and an assessment of the
magnitude of harm expected to result from having that information compromised. (This is like
determining what it would cost to replace your home if it was destroyed by a fire, rather than an
assessment of the risk that your home would be destroyed by a fire.)
Your organization likely has more valuable records than you might expect. You likely have employee
records, including possibly medical records if you have a self-funded healthcare plan and retirement
plan records; customer information; vendor payment records; or other confidential information,
financial records, proprietary records, and trade secrets.
You have to assess the level of impact to your organization if each of those records were compromised.
You might do this by assessing the potential level of impact as low, moderate (resulting in serious
adverse effects), and high (resulting in severe or catastrophic adverse effects on organizational
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operations, assets, and to individuals). You then have to determine which assets to insure, e.g., just highvalued assets, or moderate and high-valued assets. An officer or director of an organization, who must
exercise his or her duties as a fiduciary, is likely to be more risk averse and insure to the likely amount of
a catastrophic loss rather than gambling on a lower risk or chance of loss occurring.
An added benefit of doing an inventory and assessment of your information and information systems is
that you can adjust your record retention policies to keep what is important to your organization for only
as long as the information is needed, which will reduce your record retention costs. This may also reduce
your litigation related electronic discovery costs as you will likely have fewer records that will need to be
reviewed and produced in response to a lawsuit.
What about costs per record? Once you determine what information you have, you have to determine
what it would cost if that information was compromised in a data breach or cyber-attack. There are
several publications that address this, and you will want to involve your insurance broker in this
analysis.
•

Ponemon Institute’s Cost of Data Breach Study: United States:

United States indicated that the total average cost to an organization for a data breach
resulting from the loss of 100,000 or less records was $5.9 million, with an average cost per
record of $201. If you dug into the data, the study indicated that this cost included $3.2 million
in lost business, which is often not insurable. If you dug even further, the study indicated on a
percentage basis that the total average cost included 38% for lost customer business, 8% for
customer acquisition cost, and 2% for free or discounted services, most of which is typically
uninsurable. The remaining 52% of the total average cost included services for investigations
and forensics (13%); audit and consulting services (7%); outbound and inbound contact costs
(10%); public relations and communications (1%); legal services (defense and compliance, 19%
combined); and identity protection services (2%). So the total amount of insurable costs may
be closer to $100 or less per record.
•

Net Diligence’s 2014 Cyber Claims Study looked at a sampling of 117 data breach insurance

claims. Net Diligence reported that the average claim payout was $733,109, with the average
claim payout for a large company being $2.9 million, and with the average payout in the
healthcare sector being $1.3 million. Net Diligence reported that the median per-record cost
was $19.84, with the average per record cost being $956.21. Significantly, Net Diligence
reported that the average cost for Crisis Services (forensics, notification, legal guidance, and
miscellaneous other expenses) was about $366,500, the average cost for legal defense was
about $700,000, and the average cost for legal settlement was about $560,000. The key factor
in Net Diligence’s study that you need to keep in mind is that these figures represent “payouts”
covered by the insurance policies, and not necessarily the total amount of loss claimed by the
policyholders.
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•

Verizon’s 2015 Data Breach Investigations Report concluded that trying to determine what

your loss may be based on a cost per record estimate is a very poor method in which to predict
your actual costs from a data breach. Verizon looked at the Ponemon Institute and Net
Diligence studies, data breaches involving more than 100,000 records, and other information
and concluded that the average cost per record was $0.58. One of the most important points
from the Verizon report was that “there’s lots of stuff contributing to the cost of breaches
besides the number of records lost.” And, having a robust incident-response plan, keeping
lawyers on retainer, and having pre-negotiated contracts for customer notification and credit
monitoring helps keep control costs.
So trying to come up with what you stand to lose based on a cost per record seems like only half the
puzzle because you have to factor in other significant costs, like what will it cost my organization to
defend several class action lawsuits and regulatory investigations if there is a breach? These additional
costs will be further explored during the upcoming webinar.
What about sub-limits?
Another thing to keep in mind when deciding how much insurance you need is to consider your
coverage sub-limits. For example, you may think you have a $10 million policy, but if it only has
$500,000 of coverage for defense costs, you may find yourself underinsured (using Net Diligence’s
HIPAA example of an average defense cost of $700,000 per incident) and having to pay for certain
costs, like underinsured defense costs, out of pocket.
Whether you have enough cyber insurance depends on what information and information systems you
have, how much that information is worth to your organization, and the damages that could reasonably
result if the information is compromised.
Look for our next post: “Cyber Insurance: What Terms and Conditions Should I Consider When
Buying?
The author, Bill Wagner, JD, CPCU, CIPP/US, is a member of the Sedona Conference Working Groups
on Data Security and Privacy Liability, and Electronic Document Retention and Production. He also
serves as a Steering Committee Member to DRI’s Government Enforcement and Corporate Compliance
Committee.
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Core Terms
coverage, Insured, district court, plaintiffs’, proximate cause,
customer, fidelity bond, theft, computer fraud, Confidential,
computer system, customer information, Processing, courts,
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property, trade secret, direct loss, cases, terms, defendant
argues, bad faith, fraudulent, ambiguous, fidelity, forgery,
losses, financial institution, ordinary meaning

Overview
The insurer denied coverage under a computer fraud rider to
a blanket crime policy for losses resulting from a computer
hacking scheme that compromised customer information.
The court of appeals held that the district court did not err
in interpreting Ohio law to apply a proximate cause standard
to the policy’s requirement of a loss resulting directly from
the theft of insured property by computer fraud. The phrase
″resulting directly from″ did not unambiguously limit
coverage to loss resulting solely or immediately from the
theft itself. An exclusion for losses of proprietary
information, trade secrets, confidential processing methods,
or other confidential information of any kind did not apply.
The stolen customer credit card and checking account
information was not ″proprietary″ information, as it was not
solely owned or held by the insureds. Under the principle of
ejusdem generis, the term ″confidential″ information was
limited to the insureds’ secret information involving the
manner in which their business was operated. The bad faith
claim failed; the insurer was not required to believe that its
interpretation was the only reasonable one before it could
deny a claim.
Outcome

Case Summary

The district court’s judgment was affirmed.

Procedural Posture

LexisNexis® Headnotes

Plaintiff insureds sued defendant insurer in the United
States District Court for the Southern District of Ohio at
Columbus for declaratory judgment, breach of contract, and
breach of the duty of good faith and fair dealing. The insurer
counterclaimed for declaratory judgment. The district court
granted summary judgment for the insureds as to their
coverage claim and rejected the bad faith claim. The parties
appealed.

Civil Procedure > ... > Summary Judgment > Entitlement as
Matter of Law > General Overview

HN1 Summary judgment is appropriate when, viewing the
factual inferences and all reasonable inferences in favor of
the nonmoving party, there are no genuine issues of material
fact in dispute and the moving party is entitled to judgment
as a matter of law. Fed. R. Civ. P. 56(a).
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Civil Procedure > Appeals > Summary Judgment Review >
Standards of Review
Civil Procedure > ... > Summary Judgment > Motions for
Summary Judgment > Cross Motions
Civil Procedure > Appeals > Standards of Review > De Novo
Review

HN2 A court of appeals’ review of a district court’s decision
granting summary judgment is de novo. The court of
appeals applies the same standard in reviewing decisions on
cross-motions for summary judgment, evaluating each
motion on its own merits.

standardized and between parties of unequal bargaining
power, an ambiguity in the writing will be interpreted
strictly against the drafter and in favor of the nondrafting
party. In the insurance context, as the insurer customarily
drafts the contract, an ambiguity in an insurance contract is
ordinarily interpreted against the insurer and in favor of the
insured. Nonetheless, this rule will not be applied so as to
provide an unreasonable interpretation of the words of the
policy.
Civil Procedure > Preliminary Considerations > Federal &
State Interrelationships > Erie Doctrine
Governments > Courts > Judicial Precedent

Civil Procedure > Preliminary Considerations > Federal &
State Interrelationships > Erie Doctrine
Civil Procedure > Trials > Jury Trials > Province of Court &
Jury
Contracts Law > Contract Interpretation > General Overview

HN3 In a diversity action governed by Ohio law, contract
interpretation is a question of law for the court.
Contracts Law > Contract Interpretation > Intent

Insurance Law > Claim, Contract & Practice Issues > Policy
Interpretation > General Overview

HN6 A federal court in a diversity case must determine how
state courts would interpret an insurance policy by looking
first to state law as determined by the state supreme court,
and then to all other sources.
Administrative Law > Agency Adjudication > General Overview
Administrative Law > Agency Investigations > General
Overview

Insurance Law > ... > Policy Interpretation > Ambiguous
Terms > Unambiguous Terms

Antitrust & Trade Law > Public Enforcement > US Federal
Trade Commission Actions > General Overview

Insurance Law > Claim, Contract & Practice Issues > Policy
Interpretation > Entire Contract

Antitrust & Trade Law > ... > US Federal Trade Commission
Actions > Investigations > General Overview

Insurance Law > Claim, Contract & Practice Issues > Policy
Interpretation > Ordinary & Usual Meanings
Insurance Law > ... > Policy Interpretation > Parol Evidence >
General Overview

HN4 In interpreting an insurance contract, a court is to give
effect to the intent of the parties to the agreement. Ohio
courts shall give insurance contract terms their plain and
ordinary meaning unless another meaning is clearly apparent
from the contents of the policy. Further, a court must give
meaning to every paragraph, clause, phrase, and word.
When the language of a written contract is clear, a court
may look no further than the writing itself to find the intent
of the parties. As a matter of law, a contract is unambiguous
if it can be given a definite legal meaning.
Contracts Law > Contract Interpretation > Ambiguities &
Contra Proferentem > General Overview
Insurance Law > ... > Policy Interpretation > Ambiguous
Terms > Construction Against Insurers

HN5 A term is ambiguous if it is reasonably susceptible of
more than one meaning. Where a written contract is

HN7 Federal Trade Commission regulations distinguish
″inquiries″ and ″investigations″ from ″formal adjudicative
proceedings.″
Insurance Law > Claim, Contract & Practice Issues > Policy
Interpretation > Exclusions

HN8 An exclusion in an insurance policy will be interpreted
to apply only to that which is clearly intended to be
excluded.
Insurance Law > Claim, Contract & Practice Issues > Policy
Interpretation > General Overview

HN9 The label given to an insurance policy is not
determinative of coverage. It is the type of coverage
provided, not the label affixed by the insurer, that determines
the type of policy.
Insurance Law > ... > Policy Interpretation > Ambiguous
Terms > Construction Against Insurers
Insurance Law > Claim, Contract & Practice Issues > Policy
Interpretation > Ordinary & Usual Meanings
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HN10 A court’s task is to determine the intention of the
parties to an insurance policy from the plain and ordinary
meaning of the specific language used. A policy prepared by
an insurer must be construed liberally in favor of the insured
and strictly against the insurer if the language used is
doubtful, uncertain or ambiguous.
Insurance Law > ... > Policy Interpretation > Ambiguous
Terms > Coverage Favored
Insurance Law > Claim, Contract & Practice Issues > Policy
Interpretation > Exclusions

HN11 There is a general presumption under Ohio law that
what is not clearly excluded from coverage under an
insurance policy is included. That is, an exclusion from
liability must be clear and exact in order to be given effect.
If an exclusion is ambiguous, it is construed in favor of
affording coverage to the insured.
Evidence > Burdens of Proof > Allocation
Insurance Law > Claim, Contract & Practice Issues > Policy
Interpretation > Exclusions

HN12 An insurer bears the burden of proving the
applicability of an exclusion in its policy.
Insurance Law > ... > Policy Interpretation > Ambiguous
Terms > General Overview

HN13 The existence of more than one dictionary definition
does not make an insurance policy term ambiguous.
Contracts Law > Contract Interpretation > General Overview
Insurance Law > Claim, Contract & Practice Issues > Policy
Interpretation > General Overview

HN14 Under the principle of ejusdem generis, a general
term must take its meaning from the specific terms with
which it appears. The Ohio courts have used the doctrine of
ejusdem generis in interpreting insurance and other contracts.
Insurance Law > Liability & Performance Standards > Bad
Faith & Extracontractual Liability > Elements of Bad Faith
Insurance Law > Liability & Performance Standards > Bad
Faith & Extracontractual Liability > Payment Delays & Denials

HN15 An insurer fails to exercise good faith when it refuses
to pay a claim without ″reasonable justification.″ Actual
intent is not an element of the tort of bad faith. Denial of a
claim may be reasonably justified when the claim was fairly
*

debatable and the refusal was premised on either the status
of the law at the time of the denial or the facts that gave rise
to the claim.
Insurance Law > Liability & Performance Standards > Bad
Faith & Extracontractual Liability > Elements of Bad Faith
Insurance Law > Liability & Performance Standards > Bad
Faith & Extracontractual Liability > Payment Delays & Denials
Insurance Law > Liability & Performance Standards > Bad
Faith & Extracontractual Liability > Refusals to Defend

HN16 Regarding whether Ohio’s default-ambiguity rule of
construction means that an insurer can deny coverage in
good faith only if it had reason to believe that its
interpretation was the only reasonable one, there is no
support for this proposition in Ohio law, which recognizes
distinct standards for determining breach of contract and
breach of the duty of good faith. Mere refusal to pay
insurance is not, in itself, conclusive of bad faith. The
argument has been rejected that breach of the duty to defend
also establishes bad faith. To incorporate the
default-ambiguity cannon into a bad faith claim would
conflate the two claims and equate bad faith with breach of
contract.
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Opinion
[*824] [***2] RALPH B. GUY, JR., Circuit Judge.
Defendant National Union Fire Insurance Company of

The Honorable Denise Page Hood, United States District Judge for the Eastern District of Michigan, sitting by designation.
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Pittsburgh, PA, a subsidiary of AIG, Inc., appeals from the
final judgment entered in favor of plaintiffs Retail Ventures,
Inc., DSW Inc., and DSW Shoe Warehouse, Inc., for more
than $6.8 million in stipulated losses and prejudgment
interest. Plaintiffs prevailed on [**2] cross-motions for
summary judgment with respect to the claim for coverage
under a computer fraud rider to a ″Blanket Crime Policy″
for losses resulting from a computer hacking scheme that
compromised customer credit card and checking account
information. Defendant claims the district court erred: (1) in
finding that plaintiffs suffered a loss ″resulting directly
from″ the ″theft of any Insured property by Computer
Fraud″; and (2) in rejecting application of the exclusion of
″any loss of proprietary information, Trade Secrets,
Confidential Processing Methods or other confidential
information of any kind.″ Plaintiffs’ cross-appeal challenges
the district court’s rejection of the tort claim for breach of
the duty of good faith and fair dealing. After review of the
record and consideration of the arguments presented on
appeal, the judgment of the district court is affirmed.
I.
The circumstances surrounding the hacking incident are not
at issue on appeal, although it is now known that it was part
of a larger scheme led by convicted computer hacker Albert
Gonzalez. Briefly, between February 1 and February 14,
2005, hackers used the local wireless network at one DSW
store to make unauthorized [**3] access to plaintiffs’ main
computer system and download credit card and checking
account information pertaining to more than 1.4 million
customers of 108 stores.1 Fraudulent transactions followed
using the stolen customer payment information, to which
plaintiffs [***3] were first alerted by one of the affected
credit card companies on March 2, 2005. Plaintiffs launched
an investigation that quickly revealed the data breach;
National Union was notified of the insurance claim at issue;
and, in April 2005, National Union, through its affiliate AIG
Technical Services, Inc., advised plaintiffs that an
investigation would be carried out ″under a full reservation
of all rights and defenses at law, in equity, and under the
terms and conditions of the bond.″
In the wake of the data breach, plaintiffs incurred expenses
for customer communications, public relations, customer
claims and lawsuits, and attorney fees in connection with
investigations by seven state Attorney Generals and the
Federal Trade [**4] Commission (FTC). The FTC’s inquiry
was resolved administratively with a consent decree
1

requiring, inter alia, that plaintiffs establish and maintain a
comprehensive information security program designed to
protect the security, confidentiality, and integrity of personal
information collected from or about consumers. In the
Matter of DSW, Inc., No. C-4157, 2006 WL 752215 (FTC
Mar. 7, 2006). The largest share of the losses—more than $4
million—arose from the compromised credit card
information: namely, costs associated with charge backs,
card reissuance, account monitoring, and fines imposed by
VISA/MasterCard. That amount was determined by the
settlement of plaintiffs’ contractual obligations with credit
card processor, National Processing Company, [*825] LLC
(a/k/a BA Merchant Services, LLC).
Plaintiffs submitted an initial partial proof of loss and
supporting information in September 2005. Defendant sent
that partial claim to outside counsel for analysis of the
coverage question—first to John Petro, Esq., and then to
Thomas Hanlon, Esq.—before denying coverage for the
reasons stated in a letter dated January 30, 2006. Petro
initially opined that there was coverage under the computer
fraud [**5] rider, but he later backtracked and agreed with
Hanlon’s assessment that the loss was excluded. Asserting
that defendant’s investigation was so inadequate or
″one-sided″ as to establish bad faith, plaintiffs point to
defendant’s pursuit of the second opinion from an attorney
whose firm regularly provided services to AIG and Petro’s
explanation of how he ″missed″ the exclusion pointed out
by Hanlon.
[***4] The January 2006 denial letter questioned the
″location″ of the loss; stated that the loss appeared to be
excluded because it related to the theft of confidential
customer information excluded by Paragraph 9 of the
computer fraud rider; and added in a footnote that the policy
did not cover ″indirect loss″ in light of Exclusion 2(m).
Plaintiffs
responded
by
disclosing
additional
information—including the forensic analysis of the computer
breach prepared a year earlier—to defendant on April 24,
2006; submitting a supplemental partial proof of loss on
May 8, 2006; and commencing this lawsuit on May 9, 2006.
Defendant subsequently clarified its position, but continued
to deny coverage in a letter dated May 12, 2006. That letter
explained that coverage would still be excluded because the
claims [**6] arose from ″third party theft of proprietary
confidential customer credit card information.″ A final proof
of loss was not submitted by plaintiffs until June 29, 2007.

Plaintiffs’ claims for declaratory judgment, breach of
contract, and breach of the duty of good faith and fair

Information from the magnetic stripe on the back of customer credit cards and customer bank account and driver’s license information
was received and stored electronically on plaintiffs’ computer system.
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dealing were answered by defendant’s counterclaim seeking
declaratory judgment in its favor. Defendant alleged that
plaintiffs had not sustained loss ″resulting directly from″ the
theft of customer information; that general exclusions in
Paragraph 2(k), (m) and (n) applied; and that coverage was
specifically excluded under Paragraph 9 of Endorsement 17.
After discovery, cross-motions for summary judgment were
filed in two waves. The district court resolved the coverage
and exclusion issues in plaintiffs’ favor in the opinion and
order issued March 30, 2009, and rejected plaintiffs’ claims
of bad faith in a separate opinion and order issued September
28, 2010. Then, to resolve the issues that remained for trial
without waiving the right to appeal, the parties stipulated to
a summary of losses incurred by plaintiffs (minus the
self-insured retention) totaling more than $5.3 million and
the calculation of associated [**7] prejudgment interest in
excess of $1.49 million. Judgment was entered accordingly.
Defendant appealed, and plaintiffs have cross-appealed.2
[***5] II.

HN1 Summary judgment is appropriate when, viewing the
factual inferences and all reasonable inferences in favor of
the nonmoving party, there are no genuine issues of material
fact in dispute and the moving party is entitled to judgment
as a [*826] matter of law. See FED. R.CIV. P. 56(a). HN2 Our
review of the district court’s decision granting summary
judgment is de novo. La Quinta Corp. v. Heartland Props.
LLC, 603 F.3d 327, 335 (6th Cir. 2010). We apply the same
standard in reviewing decisions on cross-motions for
summary judgment, evaluating each motion on its own
merits. Id.
A. Defendant’s Appeal
HN3 In this diversity action governed by Ohio law, contract
interpretation [**8] is a question of law for the court. Leber
v. Smith, 70 Ohio St. 3d 548, 1994 Ohio 361, 639 N.E.2d
1159, 1163 (Ohio 1994). The district court correctly
summarized the general principles of contract interpretation
as follows:

contract terms their plain and ordinary meaning unless
another meaning is clearly apparent from the contents
of the policy. Alexander v. Buckeye Pipe Line Co., 53
Ohio St. 2d 241, 374 N.E.2d 146 (1978) (syllabus ¶ 2).
Further, a court must give meaning to every paragraph,
clause, phrase, and word. Affiliated FM Ins. Co. v.
Owens-Corning Fiberglas Corp., 16 F.3d 684, 686 (6th
Cir. 1994). When the language of a written contract is
clear, a court may look no further than the writing itself
to find the intent of the parties. Id. As a matter of law,
a contract is unambiguous if it can be given a definite
legal meaning. Westfield Ins. Co. v. Galatis, 100 Ohio
St. 3d 216, 219, 2003 Ohio 5849, 797 N.E.2d 1256
(2003), citing Gulf Ins. Co. v. Burns Motors, Inc., 22
S.W.3d 417, 423 (Tex. 2000).
HN5 A [**9] term is ambiguous if it is reasonably
susceptible of more than one meaning. St. Mary’s
Foundry, Inc. v. Employers Ins. of Wausau, 332 F.3d
989, 992 (6th Cir. 2003) (citations omitted). Where the
written contract is standardized and between parties of
unequal bargaining power, an ambiguity in the writing
will be interpreted strictly against the drafter and in
favor of the nondrafting party. Cent. Realty Co. v.
Clutter, 62 Ohio St. 2d 411, 413, 406 N.E.2d 515
(1980). In the insurance context, as the insurer [***6]
customarily drafts the contract, an ambiguity in an
insurance contract is ordinarily interpreted against the
insurer and in favor of the insured. King v. Nationwide
Ins. Co., 35 Ohio St. 3d 208, 519 N.E.2d 1380 (1988)
(syllabus). Nonetheless, this rule ″will not be applied so
as to provide an unreasonable interpretation of the
words of the policy.″ Morfoot v. Stake, 174 Ohio St.
506, 190 N.E.2d 573 (1963) (syllabus ¶ 1).
HN6 We must determine how the Ohio courts would
interpret the policy by looking first to Ohio law as determined
by the Ohio Supreme Court, and then to all other sources.
Bovee v. Coopers & Lybrand CPA, 272 F.3d 356, 361 (6th
Cir. 2001).
1. Coverage

HN4 In interpreting an insurance contract, the court is
to give effect to the intent of the parties to the
agreement. Hamilton Ins. Servs., Inc. v. Nationwide Ins.
Cos., 86 Ohio St. 3d 270, 273 (1999), citing Employers’
Liab. Assur. Corp. v. Roehm, 99 Ohio St. 343, 124 N.E.
223 (1919) (syllabus). Ohio courts shall give insurance
2

The only coverage provisions at issue are found in
Endorsement 17’s ″Insuring [**10] Agreement XVIII,″
entitled ″Computer & Funds Transfer Fraud Coverage.″
Specifically, defendant agreed in pertinent part to pay the
insured for:

Defendant filed a motion to strike a large part of plaintiffs’ fourth brief on the grounds that it improperly addressed the coverage and
exclusion issues that were raised in defendant’s appeal. Because plaintiffs’ fourth brief permissibly addressed the related issues of its
cross-appeal challenging the finding that defendant was reasonably justified in denying coverage, the motion to strike is DENIED.
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XVIII. Loss which the Insured shall sustain resulting
directly from:
A. The theft of any Insured property by Computer
Fraud; . . . .
Endorsement 17 defines ″Computer Fraud″ to mean ″the
wrongful conversion of assets under the direct or indirect
control [*827] of a Computer System by means of: (1) The
fraudulent accessing of such Computer System; (2) The
insertion of fraudulent data or instructions into such
Computer System; or (3) The fraudulent alteration of data,
programs, or routines in such Computer System.″ As for
″Insured property,″ the policy generally defines the property
interests covered as follows:
Section 5. The Insured property may be owned by the
Insured, or held by the Insured in any capacity whether
or not the Insured is liable for the loss thereof, or may
be property as respects which the Insured is legally
liable; provided, Insuring Agreements II, III and IV
apply only to the interest of the Insured in such
property, . . . .
Endorsement 17 adds that coverage applied ″only with
respect to . . . Money or Securities or Property located on
[**11] the premises of the Insured.″
[***7] Three general exclusions, which Endorsement 17

made applicable to Insuring Agreement XVIII, are relied
upon by defendant to support the contention that only first
party coverage was intended. Those exclusions, found in
Section 2(k), (m), and (n) provide that the policy ″does not
apply″:
(k) to the defense of any legal proceeding brought
against the Insured, or to fees, costs or expenses
incurred or paid by the Insured in prosecuting or
defending any legal proceeding whether or not such
proceeding results or would result in a loss to the
Insured covered by this Policy, except as may be
specifically stated to the contrary in this Policy;
....
3

(m) to damages of any type for which the Insured is
legally liable, except direct compensatory damages
arising from a loss covered under this Policy;
(n) to costs, fees and other expenses incurred by the
Insured in establishing the existence of or amount of
loss covered under this Policy.
Except for (m), these exclusions represent limits placed on
coverage for an insured’s own damages and do not speak to
third party losses.3
Defendant does not dispute that the unauthorized access and
copying of customer information stored on plaintiffs’
computer system involved the ″theft of any Insured property
by Computer Fraud,″ (although there is no indication
whether it was property owned by plaintiffs, held in some
capacity by plaintiffs, or was property for which plaintiffs
were legally liable). What is disputed, [**13] however, is
whether the district court was correct in concluding in this
case of first impression that the loss plaintiffs sustained was
loss resulting directly from the theft of insured property by
computer fraud. The [***8] district court predicted that the
Ohio Supreme Court would follow those cases that interpret
″resulting directly from″ as imposing a traditional proximate
cause standard in this context. [*828] Accordingly, the
district court concluded that ″there is a sufficient link
between the computer hacker’s infiltration of Plaintiffs’
computer system and Plaintiffs’ financial loss to require
coverage under Endorsement 17.″ Defendant argues that it
was error to apply a proximate cause standard for several
reasons.
a. Fidelity Bond
Defendant argues first that the commercial crime policy is a
″fidelity bond″ and therefore must be interpreted to provide
only first party coverage. The district court found that the
policy was ″not a fidelity bond, in toto, as it provided more
than fidelity coverage.″ Further, the district court explained
that Endorsement 17 ″is not a fidelity bond as there is no
mention of employee dishonesty″ and that ″the terms of
Endorsement 17 indicate coverage for losses [**14] to
third-party assets.″ While it is true that ″fidelity bonds,″ or

Defendant contends that the district court erred in rejecting its claim that attorney fees and [**12] costs incurred in responding to
the FTC inquiry were specifically excluded by Section 2(k). Plaintiffs respond that its general liability insurer covered its defense costs
for all ″legal proceedings,″ and that the claim in this case was limited to the attorney fees associated with the security breach itself and
the FTC’s ″nonpublic inquiry.″ The term ″legal proceeding″ is not defined by the policy, but HN7 FTC regulations distinguish ″inquiries″
and ″investigations″ from ″formal adjudicative proceedings.″ Compare 16 C.F.R. §§ 2.1, 2.4 and 2.8, with 16 C.F.R. §§ 3.1 and 3.2. HN8
An exclusion in an insurance policy will be interpreted to apply only to that which is clearly intended to be excluded. Hybud Equip. Corp.
v. Sphere Drake Ins. Co., 64 Ohio St. 3d 657, 597 N.E.2d 1096, 1102 (Ohio 1992). The district court did not err in this regard.
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″financial institution bonds,″ typically provide more than
just fidelity coverage (i.e., fidelity, forgery, on-premises and
off-premises coverage), defendant overstates the significance
of the analogy to the fidelity bond cases and the Standard
Form 24, Standard Financial Institution Bond. See First
State Bank of Monticello v. Ohio Cas. Ins. Co., 555 F.3d
564, 568 (7th Cir. 2009) (Ill. law) (discussing fidelity
bonds).
Nonetheless, to the extent that the district court may have
erroneously (or inconsistently) disregarded some fidelity
bond cases on that basis, it is clear that HN9 the label given
to a policy is not determinative of coverage. See Hillyer v.
State Farm Fire & Cas. Co., 97 Ohio St. 3d 411, 2002 Ohio
6662, 780 N.E.2d 262, 265 (Ohio 2002) (holding that ″it is
the type of coverage provided, not the label affixed by the
insurer, that determines the type of policy″). Moreover, even
in the context of fidelity or dishonest employee coverage,
there is no universal agreement among the courts concerning
the meaning of the phrase ″resulting directly from.″ See
Universal Mortg. Corp. v. Wurttembergische Versicherung
AG, 651 F.3d 759, 762 (7th Cir. 2011) [**15] (describing
two competing ″interpretive camps″); The [***9] Question
of Causation in Loan Loss Cases, 11 FIDELITY L. ASS’N J. 97,
98 (2005) (noting ″split″ of authority).
i. Direct-Means-Direct Approach
Defendant urges this court to interpret the ″resulting directly
from″ language as unambiguously requiring that the theft of
property by computer fraud be the ″sole″ and ″immediate″
cause of the insured’s loss. See, e.g., RBC Mortg. Co. v.
Nat’l Union Fire Ins. Co. of Pittsburgh, 349 Ill. App. 3d 706,
812 N.E.2d 728, 285 Ill. Dec. 908 (Ill. App. 2004) (Ill. law)
(adopting a direct-means-direct standard). Under this
approach, loss ″resulting directly from″ employee
misconduct refers only to the insured’s own loss from
employee misconduct and not the insured’s vicarious liability
to third parties. See Vons Cos. v. Fed. Ins. Co., 212 F.3d 489,
492-93 (9th Cir. 2000) (direct means no vicarious liability);
Aetna Cas. & Sur. Co. v. Kidder, Peabody & Co., 246
A.D.2d 202, 209-10, 676 N.Y.S.2d 559 (N.Y. App. 1998)
(finding no coverage for third-party claims arising out of
misconduct of employee who disclosed confidential
4

information to others that resulted in massive insider trading
losses). The Seventh Circuit describes this line of authority
as holding that [**16] ″when an insured incurs liability to a
third party—whether in contract or tort—as a result of
employee misconduct, financial loss resulting from that
liability is not ’directly’ caused by the employee misconduct
and therefore is not covered by fidelity bonds containing
direct-loss language.″ Universal Mortg., 651 F.3d at 762
(discussing RBC (Ill. law) and Tri City Nat’l Bank v. Fed.
Ins. Co., 2004 WI App 12, 268 Wis. 2d 785, 674 N.W.2d 617,
622-24 (Wis. App. 2003) (Wis. law)).
[*829] Courts that have adopted the direct-means-direct
approach generally emphasize the historical context of
fidelity bonds, which typically bundle indemnity coverage
for specific risks, as well as the specific modification to
Standard Form 24, Financial Institution Bond, that adopted
the loss ″resulting directly from″ language with the purported
intention of narrowing coverage. See id. at 761-62; Monticello, 555 F.3d at 570 (discussing revisions to standard
form). These decisions also reason that ″resulting directly
from″ suggests stricter causation than proximate cause
because ″directly″ implies an immediacy to the fraud. See
RBC, 812 N.E.2d at 736-37 (rejecting proximate cause as
″too broad to capture accurately the intent behind the phrase
’loss [**17] resulting [***10] directly from’″). In Universal
Mortgage, the Seventh Circuit also relied on the fact that the
state courts in Wisconsin had already adopted the
direct-means-direct approach in Universal Mortg. Corp.
651 F.3d at 762; see also Direct Mortg. Corp. v. Nat’l Union
Fire Ins. Co. of Pittsburgh, 625 F. Supp. 2d 1171, 1176 (D.
Utah 2008) (concluding that the Utah Supreme Court would
most likely adopt the direct-means-direct approach as better
reasoned and more consistent with the traditional nature of
fidelity bonds and the specific language at issue).4

ii. Flagstar Bank
Defendant argues next that this court has already adopted a
″heightened″ standard for demonstrating ″loss resulting
directly from″ forgery under a fidelity bond. Flagstar Bank,
FSB v. Fed. Ins. Co., 260 F. App’x 820 (6th Cir. 2008)
(Mich. law) (unpublished); see also Merchants Bank &
Trust v. Cincinnati Ins. Co., No. 06-cv-561, 2008 U.S. Dist.

Even these cases, however, recognize that ″there are instances when third party losses may be covered under fidelity bonds.″ Tri City,
674 N.W.2d at 626, n.9. A direct loss may be caused by an ″employee’s theft of property for which it is legally liable, the typical case
being where the insured is a bailee or trustee of property.″ Vons, 212 F.3d at 491; see also First Defiance Fin. Corp. v. Progressive Cas.
Ins. Co., 688 F. Supp. 2d 703, 707 (N.D. Ohio 2010) (holding that employer incurred direct loss resulting from the theft of customer
funds held in trust by the employer under fidelity bond), aff’d in part, 688 F.3d 265, 2012 U.S. App. LEXIS 15852, 2012 WL 3104517
(6th Cir. Aug. 1, 2012). [**18] We do not reach plaintiffs’ alternative argument that even under a direct-means-direct approach the losses
would not be excluded because this case involves ″theft″ of insured property from plaintiffs’ computer system.
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LEXIS 20151, 2008 WL 728332, at *4 (S.D. Ohio Mar. 14,
2008) (unpublished). However, this argument overstates
both the holding in Flagstar and its application to this case.
First, there was no issue of liability to third parties in
Flagstar as the insured was seeking coverage for its own
losses incurred when a mortgage broker defaulted on a $20
million line of credit obtained using fraudulent mortgage
documents that were premised on fictitious collateral. Flagstar, 260 F. App’x at 821. This court held that because the
forged promissory notes ″would not have held value even if
they had authentic signatures,″ Flagstar’s loss did not result
directly [**19] from the forgery. Id. at 822-23. We explained
that: ″The district court correctly followed the logic of cases
holding that financial institution bonds, which cover losses
resulting either directly or indirectly from forgery, do not
cover losses arising from the extension of loans based on
fictitious [***11] collateral.″ Id. at 823 (citations omitted);
see also Beach Comm. Bank v. St. Paul Mercury Ins. Co.,
635 F.3d 1190, 1196 (11th Cir. 2011). This was also the basis
for distinguishing this court’s prior decision in Union
Planters Bank, which involved forged signatures on duplicate
mortgages. See Union Planters Bank, NA v. Cont’l Cas. Co.,
478 F.3d 759 (6th Cir. 2007).
[*830] Further, Flagstar’s reference to a ″heightened″
causation standard arose in distinguishing First National
Bank of Manitowoc v. Cincinnati Insurance Co., 485 F.3d
971, 979 (7th Cir. 2007), which held that loss involving
fictitious collateral could be covered as loss ″by reason of″
the forgery under Insuring Agreement E (even if it would
not be covered as a loss ″resulting directly from″ forgery
under Insuring Agreement D). This court also distinguished
dicta from Manitowoc that criticized a decision of the
Georgia Court of Appeals [**20] for failing to address the
separate language of Insuring Agreements D and E. Flagstar, 260 F. App’x at 824 n.1. Despite this court’s implicit
acceptance of the distinction drawn in Manitowoc, it
overstates the case to say Flagstar adopted a heightened
causation standard for the phrase ″resulting directly from″
in a financial institution bond or commercial crime policy.
Cf. Union Planters, 478 F.3d at 764 (applying Tennessee’s
proximate cause standard to determine whether loss ″resulted
directly from″ loans extended on the basis of forged
collateral).

iii. Proximate Cause
Plaintiffs maintain that the district court correctly concluded
that the Ohio Supreme Court would follow those courts that
have adopted proximate cause as the standard for
determining ″direct loss″ in the fidelity coverage context.

See, e.g., Auto Lenders Acceptance Corp. v. Gentilini Ford,
Inc., 181 N.J. 245, 854 A.2d 378, 385-86 (N.J. 2004) (N.J.
law); Frontline Processing Corp. v. Am. Econ. Ins. Co.,
2006 MT 344, 335 Mont. 192, 149 P.3d 906, 909-11 (Mont.
2006); Scirex Corp. v. Fed. Ins. Co., 313 F.3d 841, 850 (3d
Cir. 2002) (Pa. law); FDIC v. Nat’l Union Fire Ins. Co. of
Pittsburgh, 205 F.3d 66, 76 (2d Cir. 2000) (N.J. law);
Resolution Trust Corp. v. Fid. & Deposit Co. of Md., 205
F.3d 615, 655 (3d Cir. 2000) [**21] (N.J. law); Jefferson
Bank v. Progressive Cas. Ins. Co., 965 F.2d 1274, 1281-82
(3d Cir. 1992) (Pa. law).
[***12] In Auto Lenders, the most prominently cited of
these cases, the insurer argued that losses incurred by the
insured in repurchasing fraudulent installment loan contracts
were not covered because there was no ″direct loss of or
damage to″ property, money, or securities as a result of
employee dishonesty. Rejecting this contention, the New
Jersey Supreme Court adopted ″the conventional proximate
cause test as the correct standard to apply when determining
whether a loss resulted from the dishonest acts of an
employee.″ Auto Lenders, 854 A.2d at 387. The Court
explained (1) that although the New Jersey courts had not
decided the issue in the context of fidelity or dishonest
employee coverage, proximate cause had been applied in
determining direct loss under other kinds of insurance; (2)
that federal courts, including the Second and Third Circuits
in Scirex, FDIC, and Resolution Trust, had adopted a
proximate cause standard for determining ″direct loss″ as a
result of employee dishonesty; and (3) that this standard was
consistent with the general principle of New Jersey law that
coverage [**22] provisions are to be interpreted broadly.

Similarly, the Montana Supreme Court held that ″the term
’direct loss’ when used in the context of employee dishonesty
coverage afforded under a business owner’s liability policy,
applies to consequential damages incurred by the insured
that were proximately caused by the alleged dishonesty.″
Frontline Processing, 149 P.3d at 911. After its CFO
embezzled funds and failed to pay its payroll and income
taxes, Frontline sought coverage for costs it incurred to
investigate its employee’s misconduct, address the financial
condition of the company, and pay costs, fees, penalties and
interest assessed by the IRS. The [*831] Court distinguished
Tri City, RBC, and Vons because they involved third party
claims; concluded that—as in Jefferson, Scirex, and Auto
Lenders—″a proximate cause analysis [was] appropriate in
determining whether a loss is ’direct’ under a fidelity
insurance policy″; and added that this comported with the
general application of proximate cause to losses under other
kinds of insurance policies under state law. Id. at 911.
[***13] b. Analysis
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Without ignoring that this is a commercial crime policy
directed at the insured’s loss and not a commercial
[**23] liability policy, HN10 our task is to determine the
intention of the parties from the plain and ordinary meaning
of the specific language used. A policy prepared by an
insurer ″must be construed liberally in favor of the insured
and strictly against the insurer if the language used is
doubtful, uncertain or ambiguous.″ Am. Fin. Corp. v.
Fireman’s Fund Ins. Co., 15 Ohio St. 2d 171, 239 N.E.2d
33, 35 (Ohio 1968). Despite defendant’s arguments to the
contrary, we find that the phrase ″resulting directly from″
does not unambiguously limit coverage to loss resulting
″solely″ or ″immediately″ from the theft itself. In fact,
Endorsement 17 provided coverage for loss that the insured
sustained ″resulting directly from″ the ″theft of any Insured
property by Computer Fraud,″ which includes the ″wrongful
conversion of assets under the direct or indirect control of a
Computer System by means of . . . fraudulent accessing of
such Computer System.″ Nor are we persuaded that the
general exclusions in Section 2(k), (m), and (n) clarify the
scope of the computer fraud coverage under Endorsement
17. When the exclusionary language is taken with the
computer fraud coverage provisions in Endorsement 17, the
meaning of the phrase [**24] ″resulting directly from″ is
still ambiguous.
The Ohio courts have not decided whether to apply
proximate cause in the context of a fidelity bond or
commercial crime policy. Despite plaintiffs’ suggestion
otherwise, no implicit holding on the issue of causation can
be read into the one Ohio court decision that involved a
claim for loss ″resulting directly from″ forgery under a
financial institution bond. See Bank One, Steubenville, NA v.
Buckeye Union Ins. Co., 114 Ohio App. 3d 248, 683 N.E.2d
50 (Ohio App. 1996) (holding that use of a signature stamp
without authorization constituted forgery), appeal not
allowed, 77 Ohio St. 3d 1548, 674 N.E.2d 1186 (Ohio Jan.
29, 1997). Nonetheless, plaintiffs have identified a few Ohio
court decisions in which the court applied a proximate cause
standard to determine whether there was a ″direct loss″
under other kinds of first party coverage. See, e.g., Amstutz
Hatcheries of Celina, Inc. v. Grain Dealers Mut. Ins. Co.,
No. 4-77-4, 1978 Ohio App. LEXIS 9593, 1978 WL 215799,
at *1-2 (Ohio App. Mar. 15, 1978) (finding coverage against
loss of chickens ″directly and [***14] immediately resulting
from″ lightning included suffocation when lightning knocked
out power to ventilation system); Yunker v. RepublicFranklin Ins. Co., 2 Ohio App. 3d 339, 2 Ohio B. 384, 442
N.E.2d 108, 113-14 (Ohio App. 1982) [**25] (applying
proximate cause standard to determine ″direct loss″ under
windstorm policy). Defendant argues that these cases are
distinguishable, but has not identified any Ohio decisions

that decline to apply a proximate cause standard in
determining ″direct″ loss. Although not relied upon by the
district court, these cases support the conclusion that the
Ohio courts would apply a proximate cause standard to
determine whether the loss was covered in this case.
Consistent with general principles of insurance contract
interpretation under Ohio law, we agree with the district
court’s determination that the Ohio Supreme Court would
apply a proximate cause standard to determine whether
plaintiffs sustained loss [*832] ″resulting directly from″ the
″theft of Insured property by Computer Fraud.″
2. Exclusion 9
HN11 There is a general presumption under Ohio law that
what is not clearly excluded from coverage is included.
Moorman v. Prudential Ins. Co. of Am., 4 Ohio St. 3d 20, 4
Ohio B. 17, 445 N.E.2d 1122, 1124 (Ohio 1983). That is, ″an
exclusion from liability must be clear and exact in order to
be given effect.″ Lane v. Grange Mut. Cos., 45 Ohio St. 3d
63, 543 N.E.2d 488, 490 (Ohio 1989). If an exclusion is
ambiguous, it is construed in favor of affording
[**26] coverage to the insured. St. Marys Foundry, Inc. v.
Emplrs. Ins. of Wausau, 332 F.3d 989, 993 (6th Cir. 2003)
(Ohio law). HN12 The insurer bears the burden of proving
the applicability of an exclusion in its policy. Cont’l Ins. Co.
v. Louis Marx Co., 64 Ohio St. 2d 399, 415 N.E.2d 315, 317
(Ohio 1980).
Apart from the question of coverage, defendant relied on the
following specific exclusion in Paragraph 9 of Endorsement
17:
9. Coverage does not apply to any loss of proprietary
information, Trade Secrets, Confidential Processing
Methods, or other confidential information of any kind.
Defendant argues that the district court erred in finding that
this exclusion did not bar coverage in this case.
[***15] Relying on dictionary definitions for the word
″loss,″ the district court found that ″loss of″ was ambiguous
because it could reasonably mean either ″destruction of″ or
″deprivation/losing possession of″ the specified items.
However, as defendant argues, HN13 the existence of more
than one dictionary definition does not make a term
ambiguous. See AGK Holdings, Inc. v. Essex Ins. Co., 142
F. App’x 889, 892 (6th Cir. 2005) (unpublished). By
excluding coverage for any loss, Paragraph 9 plainly
excludes coverage for both loss by [**27] destruction and
loss of possession of the specified items. Plaintiffs also
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argue that ″any loss″ should not be read to include fraudulent
accessing and copying of information without removing,
interfering with access, or destroying the data on plaintiffs’
computer system. However, the plain and ordinary meaning
of ″any loss″ encompasses the ″theft″ of such data even if it
is not destroyed or rendered inaccessible in the process.
Finally, the district court found that the exclusion did not
clearly include financial loss because ″any loss of″ an item
is not the same as financial loss attributed to the loss of an
item. However, if there were no coverage for the loss of the
information itself, there would also be no coverage for
damages resulting from the loss of the information.
Nonetheless, the district court also concluded that even if
the copying of customer information was a ″loss″ it was not
a loss of ″proprietary information . . . or other confidential
information of any kind.″ Defendant has not shown that this
was error. Defendant argues first that plaintiffs should be
bound to an interpretation consistent with the assertions
made by counsel in five short cover letters to the FTC
[**28] stating that plaintiffs considered ″the enclosed
documents to be highly confidential, as the documents
address security measures used by DSW to maintain the
confidentiality of its trade secret and proprietary information
(which includes customer information).″ On the contrary,
the parenthetical reference to ″customer information″ cannot
be considered an admission regarding the applicability of
the Exclusion in paragraph 9. Moreover, plaintiffs respond
that the documents which were disclosed under these cover
letters did not actually include the downloaded customer
payment information in question.
[***16] Examining the exclusion for its plain and ordinary
meaning, the district court [*833] concluded that loss of
proprietary information would mean the loss of information
″to which Plaintiffs own or hold single or sole right.″ In fact,
as the district court found, the stolen customer information
was not ″proprietary information″ at all, since the information
is owned or held by many, including the customer, the
financial institution, and the merchants to whom the
information is provided in the ordinary stream of commerce.
The district court did not err in finding that the stored data
consisting of customer [**29] credit card and checking
account information would not come within the plain and
ordinary meaning of ″proprietary information.″5

Defendant made no claim that the customer information
constituted ″Trade Secrets″ or ″Confidential Processing
5

Methods,″ but argued that the customer information came
within the broad ″catch-all″ clause excluding coverage for
″loss of . . . confidential information of any kind.″ As
defendant argued, the evidence shows that plaintiffs
recognized in contracts with credit card companies, under
standards applicable to the processing of credit card
payments, and [**30] in internal policies and procedures,
that the confidentiality of customer credit card and checking
account information would and should be protected from
unauthorized access or disclosure. However, to interpret
″other confidential information of any kind″ as defendant
urges—to mean any information belonging to anyone that is
expected
to
be
protected
from
unauthorized
disclosure—would swallow not only the other terms in this
exclusion but also the coverage for computer fraud.
The district court rejected the broad interpretation of
″confidential information″ urged by defendant because,
HN14 under the principle of ejusdem generis, the general
term must take its meaning from the specific terms with
which it appears. See Allinder v. Inter-City Prods. Corp.,
152 F.3d 544, 549 (6th Cir. 1998). Although defendant
argues [***17] that this rule of statutory construction does
not apply to insurance contracts, the Ohio courts have used
the doctrine of ejusdem generis in interpreting insurance
and other contracts. See, e.g., Sherwin-Williams Co. v.
Travelers Cas. & Sur. Co., 2003 Ohio 6039, 2003 WL
22671621, at *4 (Ohio App. 2003) (applying doctrine to
limit ″invasion of right to private occupancy″ to preceding
[**31] terms ″wrongful entry″ and ″eviction″); Direct
Carpet Mills Outlet v. Amalg. Realty Co., No. 87AP-101,
1988 Ohio App. LEXIS 3349, 1988 WL 84405, at *3 (Ohio
App. Aug. 11, 1988) (finding ″accident of any kind″ in
exclusion must be read to refer to accidents similar in kind
to the terms ″fire, explosion, and wind″ that preceded it).
Moreover, defendant’s contention that the doctrine does not
apply because the exclusion does not list specific terms
followed by a general term is without merit. The terms
″Trade Secrets″ and ″Confidential Processing Methods″
were capitalized, suggesting a specific meaning, although
they were not defined in the policy.
Looking to the common law definition of ″trade secrets,″
and dictionary definitions for ″confidential″ ″processing″
and ″method,″ the district court reasonably concluded that
the term ″Trade Secrets″ means ″Plaintiffs’ information

Defendant cites to a partially reversed decision that described extensive and detailed customer profiles (including personal
information, preferences, and travel histories) kept by the Four Seasons Hotels as proprietary in a case alleging misappropriation of trade
secrets and violation of federal statutes. See Four Seasons Hotels & Resorts BV v. Consorcio Barr, SA., 267 F. Supp. 2d 1268, 1276-78
(S.D. Fla. 2003), rv’d in part without opinion, 138 Fed. Appx. 297 (11th Cir. 2005). There is no indication that plaintiffs’ centrally stored
file of customer payment data contained similarly proprietary information.
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which is used in [*834] Plaintiffs’ business, and which
gives Plaintiff an opportunity to obtain advantage over
competitors who do not know or use the information.″
Similarly, ″Confidential Processing Methods″ means
plaintiffs’ secret process or technique for doing something,
″which in the context of the Exclusion, relates to Plaintiff[s’]
business [**32] operation.″ The district court did not err in
finding that ″proprietary information,″ ″Trade Secrets,″ and
″Confidential Processing Methods,″ are specific terms that
all pertain to secret information of plaintiffs involving the
manner in which the business is operated. The last item,
″other confidential information of any kind,″ is most certainly
general and should be interpreted as part of the sequence to
refer to ″other secret information of Plaintiffs which involves
the manner in which the business is operated.″ The ″stolen″
customer information was not plaintiffs’ confidential
information, but was obtained from customers in order to
receive payment, and did not involve the manner in which
the business is operated. The district court did not err in
finding that the loss in this case was not clearly excluded by
Paragraph 9 of Endorsement 17.
[***18] B. Plaintiffs’ Cross-Appeal

Plaintiffs appeal the decision granting summary judgment to
defendant on the tort claim for breach of the duty of good
faith and fair dealing under Ohio law. See Hoskins v. Aetna
Life Ins. Co., 6 Ohio St. 3d 272, 6 Ohio B. 337, 452 N.E.2d
1315, 1316 (Ohio 1983). HN15 An insurer fails to exercise
good faith when it refuses to pay a claim without ″reasonable
[**33] justification.″ Zoppo v. Homestead Ins. Co., 71 Ohio
St. 3d 552, 1994 Ohio 461, 644 N.E.2d 397, 399-400 (Ohio
1994) (holding that actual intent is not an element of the tort
of bad faith); see also Corbo Props., Ltd. v. Seneca Ins. Co.,
771 F. Supp. 2d 877, 880 (N.D. Ohio 2011). Denial of a
claim may be reasonably justified when ″the claim was
fairly debatable and the refusal was premised on either the
status of the law at the time of the denial or the facts that
gave rise to the claim.″ Tokles & Son, Inc. v. Midwestern
Indem. Co., 65 Ohio St. 3d 621, 605 N.E.2d 936, 943 (Ohio
1992).
First, arguing that the district court applied the wrong legal
standard, HN16 plaintiffs contend that Ohio’s
default-ambiguity rule of construction means that an insurer
can deny coverage in good faith only if it had reason to
believe that its interpretation was the only reasonable one.

6

There is no support for this proposition in Ohio law, which
recognizes distinct standards for determining breach of
contract and breach of the duty of good faith. In fact, the
Ohio Supreme Court has stated that ″[m]ere refusal to pay
insurance is not, in itself, conclusive of bad faith.″ Hoskins,
452 N.E.2d at 1320; see Schuetz v. State Farm Fire & Cas.
Co., 2007 Ohio 7267, 890 N.E.2d 374, 393-94 (Ohio Ct.
Com. Pl. 2007) [**34] (rejecting argument that breach of the
duty to defend also establishes bad faith). To incorporate the
default-ambiguity cannon into a bad faith claim as plaintiffs
suggest would conflate the two claims and equate bad faith
with breach of contract.6
Next, plaintiffs challenge the district court’s conclusion that
the coverage question was ″fairly debatable″ on the grounds
that the defendant did not, in fact, rely on the ″direct loss″
issue in denying coverage. Although the denial letters did
not specifically reference the ″resulting directly from″
language, there was mention of the fact that the policy did
not cover ″indirect losses″ such as fines, penalties and
interest. [***19] Further, as the district court concluded, the
failure to reference [*835] the ″resulting directly from″
language in the claim file itself does not demonstrate bad
faith on the part of the insurer.
Moreover, the district court also concluded that defendant
had reasonable justification for the refusal to pay because its
interpretation of the Exclusion in paragraph [**35] 9 was
incorrect but not unreasonable. Plaintiffs disagree and again
argue that defendant did not have an objectively reasonable
basis to believe that its interpretation of the exclusion was
the only reasonable one. On the contrary, as the district court
found, defendant’s claim that the consumer information fell
within the plain and ordinary meaning of ″other confidential
information of any kind″ was factually and legally reasonable
in light of the confidential nature of the customer information
and the claim that esjudem generis did not apply.
Nor is there a question about the adequacy or reasonableness
of defendant’s investigation of the claim. In truth, plaintiffs’
complaint is not really that the investigation was inadequate,
but rather that defendant was not satisfied with the first legal
opinion it received. We cannot conclude, however, that
requesting a second opinion under the circumstances made
the investigation so one-sided as to constitute bad faith.
AFFIRMED.

Plaintiffs’ reliance on the Tenth Circuit’s decision to the contrary in Wolf v. Prudential Insurance Co. of America, 50 F.3d 793, 800
(10th Cir. 1995), is misplaced.
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14, which is a motion by the defendants, Sony Corporation
of America, SCA and Sony Computer Entertainment
America, SCEA for partial summary judgment on its first
cross claim and first counter claim for a declaration that the
defendant, Mitsui Sumitomo Insurance Company of America
and Zurich are obligated to the defendant in the underlying
lawsuits arising out of a data breach suffered by The Play
Station network, Sony On-Line Entertainment Network, in
April of 2011.
I also have within motion sequence number 14, Zurich [*2]
and Mitsui’s cross motion pursuant to CPLR 3212 for
declarations that I have no duty to the defendant, SCEA and
SCA, respectively.
Appearances for the record. For the plaintiff.

Opinion
[*1] Mtn for summary judgment denied. Mtns for summary

judgment granted. The reasons for the decision & order are
set forth on the 2/21/14 record and are incorporated herein
for all purposes.
Zurich directed to order the transcript & submit it to the
Court to be so ordered.
TRANSCIPT

MR. COUGHLIN: Good morning, your Honor. Kevin
Coughlin on behalf of Zurich American.
THE COURT: For the defendants.
MR. FORESTA: Good morning, your Honor. Stephen
Foresta from Orrick, Harrington and Sutcliffe on behalf of
the Sony defendants. With me is Richard De Natale and Peri
Mahaley, also from Orrick , Herrington and Sutcliffe.
THE COURT: And for Mitsui.

COURT CLERK: Index Number 651982/2011.
In the matter of ZURICH AMERICAN INSURANCE
COMPANY versus SONY CORPORATION OF AMERICA,
etal.
THE COURT: Okay. The Court has before it the matters of
Zurich American Insurance Company versus Sony
Corporation of America, et al. Index number 651982 of
2011.
I have before me motion sequence number four, which is a
motion by -- Fourteen. I am sorry, motion sequence number

MR. MARSHALL: Robert Marshall on behalf of the
defendant and cross complaint, Mitsui Sumitomo Insurance
Company of America.
I also have with me Amy Klie.
THE COURT: Okay. And you, sir?
MR. KELLY: Robert Kelly for Zurich, as well.
THE COURT: Okay. Thank you.
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Since you’re in the well you might as well tell me what your
appearances are.

exclusion that kicks in and gets rid of all of that. So, I want
to do the exclusion first.

MR. VOSES: Marc Voses from the firm of Nelson Levine
de Luca & Hamilton on behalf of National Union Fire
Insurance Company, Pittsburg P.A., in opposition to the
motion.

But, the first thing I want to talk about is Mitsui’s argument
with respect to SCA is not named in the amended class
action complaint.
Is that your argument?

MR. CORBETT: William Corbett on behalf of Ace America
Insurance Company.

MR. MARSHALL: That’s correct, your Honor.

MS. THEISEN: Paula Weseman Theisen on behalf of St.
Paul Fire Insurance Company in opposition to the motion.

THE COURT: Did you take a look at the policy endorsement
of your insurance contract?

[*3]

MR. MARSHALL: Which endorsement, your Honor?
THE COURT: I know I have other motions pending.
Since this one was keyed up first I think the resolution of
this motion may take care of the other motions that are sort
of percolating out there.

THE COURT: The one that I have here which listed Sony
Network Entertainment Incorporated International LLC as
well as Sony Online Entertainment LLC.
MR. MARSHALL: Yes, they are still the defendants.

The way I look at it, after we have done this today I would
suggest that we let the dust settle on how this plays out. And
then for you folks we will give you a control date. Then, at
that point we will figure out what we should do next in
terms of how we go about taking care of this case.

That is subject to a separate motion for summary judgment
we filed which has not been briefed yet.
THE COURT: But, they are named. Right.

So, having said that , okay, we all know what the underlying
facts are in this case.

So, your argument in here about how there is an issue about
whether or not there is coverage at all because they are not
a policyholder, did I misread that argument?

There was a data breach of large scale proportions which
was eclipsed now by the Target data breach, I think.

MR. MARSHALL: No.

But, suffice it to say there is the lawsuit that is in California
that is going forward.

Our argument is that the underlying litigation does not
trigger the defense.

There was an amended consolidated complaint. It was
dismissed.

And we are responding to, they brought the motion only on
behalf of SCA, not on behalf of Sony Online or Sony
Network [*5] Entertainment.

But, then the plaintiffs, the class action filed another
complaint.
The Federal Court dismissed certain of those claims. But,
suffice it to say, it is still alive and percolating out there in
California, right, the underlying complaint?
MR. COUGHLIN: Barely so, but alive.
THE COURT: Why don’t you do this first. Let’s talk about
the exclusion.

So, our argument is that the underlying litigation does not
trigger the personal advertising injury offense.
If that is true, then the other motion becomes a mere
formality because it is the same underlying litigation.
MR. De NATALE: Your Honor, we think that the underlying
case does clearly cover the privacy coverage that triggered
that duty to defend.
THE COURT: You represent all of the Sony entities, right?

Because, the way I look at it why [*4] talk about coverage
if at the end of the day if I do find coverage there is an

MR. De NATALE: That’s correct.

Page 3 of 26
2014 N.Y. Misc. LEXIS 5141, *5
THE COURT: So, it doesn’t matter if you pick and choose
who you prep. The issue is still, my guy has a policy. The
fact that I went with one of my clients as opposed to the
other affiliate client, it doesn’t matter.

THE COURT: That is important.
So, [*7] tell me why in terms of the internet type business?
And that would be falling under the B coverage. B1, J,1, 2
and 3.

I mean, the bottom line is we have got coverage or at least
we are arguing that we have coverage. And everybody that
is supposed to be on these policies is there.

MR. COUGHLIN: Your Honor, would you mind if I took
the podium?

MR. De NATALE: That’s correct.

THE COURT: Whatever is convenient for you.

THE COURT: That’s the bottom line.

MR. COUGHLIN: It is necessary for my eyesight.

MR. De NATALE: If there has been any claim it is a duty
to end the entire case. We would have later proceedings
about how much they have to pay for allocation. Proceedings
But, that is not before The Court today.

THE COURT: Mine, too.

THE COURT: The sense I get is that the vehicle is probably
the wrong vehicle. But, nonetheless, [*6] it is still one of the
vehicles in my lot that I’m pursuing.

MR. COUGHLIN: Your Honor, let me start, if I may, with
the issue of the exclusion which obviously follows, as it
must, the issues with respect to the insurer’s view that there
is a total absence of publication here and coverage B doesn’t
apply.
THE COURT: Putting that aside for the minute.

And at the end of the day, Judge, the bottom line is that we
are going to argue there is coverage. It doesn’t matter who
pushes the argument, either the parent corporation or the
subsidiary. But, we are all covered at the end of the day.

MR. COUGHLIN: Yes. The issue with the exclusion is
wrapped up, your Honor, with other issues that have brought
us here today that cannot be ignored.

MR. De NATALE: That is our argument, your Honor.

And that is, the Zurich policy as well as the Mitsui policy
was never intended to cover cyber losses.

THE COURT: So, that’s for the argument later on with
respect to the coverage. I just wanted to get that out of the
way in terms of exclusions now.
We have one thing where Zurich is saying there is an
internet type business exclusion that applies.
Before we get started, I just want to get for the record,
Zurich’s insurance policy and the Mitsui are identical? I
looked through both of them.
MR. COUGHLIN: No. There are differences to that. They
were issued separately to different entities.
THE COURT: That’s okay. I’m talking about the policy
language that is at issue.

THE COURT: You know, whatever your intent is, the
bottom line is that I’m restricted to what the policy terms
are.
So, you can say intent. We only get to intent if I find there
is an ambiguity.
If there is no ambiguity I don’t have to go to the intent
aspect of what you insurance companies thought you were
providing and what the policyholders thought they were
getting.
So, the [*8] bottom line is I just have to look at what we
have here.
MR. COUGHLIN: I agree, your Honor.

MR. COUGHLIN: There is a lot of overlap on the standard
wording, the insurance grants, that sort of thing. You’re
correct in that way.
THE COURT: The particularities that you’re disputing or at
least arguing about today are identical?
MR. COUGHLIN: Correct.

THE COURT: So, hearing for the record what the exclusion
says, personal and advertising injury, this is excluded.
Personal and advertising injuries committed by an insured
whose business is.
One and two are out. It is three, which says an internet
search access content or service provider. Now, the question
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then becomes is Sony or any of the Sony defendants here
falling into that category.

can do a lot of things. I’m not restricted to just the pleadings
like a 3211 motion. I can search the record.

MR. COUGHLIN: The answer for today, your Honor --

And I cannot stick my head in the sand and ignore
something when it is jumping out at me.

THE COURT: For today?
MR. COUGHLIN: Is that SCEA is an entity that fits within
3. Because, Sony decided to only move against my client on
that entity.
That was a decision they made. So, it is not in front of your
Honor today.
And what is interesting -THE COURT: You know what, that is interesting that you
say that, but for today.
I don’t know how you folks want to do it, but I just want to
be done with this. There is no today, tomorrow or yesterday.
I mean, I’ve got the Sony defendants all here. I have all of
the insurance carriers here.
So, it is not going to change anything from today or
tomorrow if I don’t talk about whether or not the defendants,
the Sony defendants, [*9] fall within the category of
paragraph 3 altogether.

MR. COUGHLIN: Your Honor, I’m happy to address our
view of that.
Sony has taken positions that seem to focus exclusively on
SCEA and to the omission of the other entities factually.
But, I’m happy to deal with section 3. Because, your Honor,
we don’t think there is any question that Sony, and I will use
Sony Corp., SCA, SCEA, fits squarely [*10] into section 3
of that exclusion.
And what is interesting, your Honor, it wasn’t until the
summary judgment briefs that we see that the SCEA entities
are now alleging it is not to them, technically. And we are
really not an entertainment company, we are something else.
But, what is striking here is the public pronouncements by
SCEA and Sony after the cyber breach where they were
inundated with their concern about the ultimate risk here
which thankfully has been de-risked substantially.
But, in those first months they issued press release after
press release about who they are, what they do.

MR. De NATALE: Your Honor -MR. COUGHLIN: The problem -THE COURT: Hang on.
MR. COUGHLIN: The problem that Sony has put on your
Honor’s desk this morning -THE COURT: Well, I think you’re all guilty of that.
MR. COUGHLIN: Well, your Honor, respectfully, no.
They chose to move on only two entities. The SCA, parent
against Mitsui and SCA against Zurich.
We were, frankly, somewhat mystified that they did it, too.
But, they did it.

They were terribly concerned because members of Congress
were crying out for an investigation. And the chairman of
SCEA put a submission to them in the form of a letter
describing who they are.
THE COURT: So, what you are saying then is because the
defendant, SCEA, is moving for summary judgment and not
the other Sony defendants, we are talking about SCEA,
SCA. So that you are saying that there may be opportunities
of, if I would rule, if you were not to prevail in that
argument here that it is included under paragraph 3, you are
saying that later on you may have an opportunity again
because of the way [*11] this is teed up to argue that the
other Sony defendants if they move that they may fall under
paragraph 3.
MR. COUGHLIN: Well, your Honor, it is this way.

THE COURT: This is a summary judgment motion, so that
I can search the record.
So that as long as they are named, as long as they are a
named defendant in this case when you move under 3212 I

It is because the Sony entities have taken a view in the
briefing that SCEA didn’t have specific responsibility for
the servers, for the Play Station network business, etc.. It is
in their briefs that way. So, they tried to carve that out.
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The other problem confronting us this morning is we
believe all of their public statements, their pronouncements
where they are trying to get a handle on this problem from
a public relations point of view, an over all legal view was
it is SCEA. We are an internet content provider. We provide
all sorts of access, Hulu, Netflix, all of these other things
through the Play Station network to our subscribers.
And it is absolutely clear in those pronouncements.
THE COURT: Let me ask you in response to that question
then, that that is sort of like a 3rd party service that they are
doing. So, you’re arguing that they fall under this paragraph
3 exclusionary language.
But, that’s not the only thing they do.
They also do, according to The Federal Court’s decision,
which is at 996 F. Supp. 2d 942, 2014 Westlaw 223677, that
they also do in addition to [*12] what you just said, which
is a 3rd party services provider.
MR. COUGHLIN: By the way, respectfully, I did not agree
with that. I did not say it was a 3rd party service, your
Honor.
THE COURT: I’m just using that. I’m using that analogy
from what The Federal Court said here. This is how The
Federal Court describes what Sony does.
Sony develops and markets the Play Station portable
hand-held devices, PSP and the Play Station 3 console PSP,
collectively, consoles and all consoles.
Both consoles allow users to play games, connect to the
internet and access, Qriocity -- Q-R-I-O-C-I-T-Y.V
MR. COUGHLIN: Qriocity.
THE COURT: Qriocity. Sony Online Entertainment Services
and the Play Station network PVS and collectively through
the PSN, which is offered to consumers free of charge.
Users can engage in multiple on-line games. And for
additional one time fees the PS allows users to purchase
video games, add on content defined as Mapsters, demos
movies and movies selectively down-loaded. Users can also
access various prepaid 3rd party services by connecting to
Sony Online Services via their consoles or computers
including Netflix, MLV, Dot TV and NSHL game center,
collectively, 3rd party services.
Then, [*13] this goes on to say, before establishing a PSN
Qriocity and/or SOE account plaintiffs and other consumers

are required to enter into terms of identifying users with
Sony and agree to Sony’s privacy policy as part of this
registration process.
Plaintiffs and their consumers were required to advise Sony
with personal identification information including their
names, mailing addresses, e-mail address, birth dates, credit
and debit card information, card numbers, expiration dates
and security code and log-in credentials, collectively, with
personal information.
Now, I’m looking at that description of what Sony does.
This is now in a decision. So, factually, I’m just looking at
that for some guidance.
It sounds like they do more than being an internet search, or
access, or content or service provider. They are sort of a
hybrid. They do a lot of things.
MR. COUGHLIN: They certainly do, your Honor.
THE COURT: This policy doesn’t say -It’s very clear as to what it says. It doesn’t go on and say,
and any other hybrid type of situation.
It’s very clear. It lists 3 or 4 instances of internet search,
which clearly this description doesn’t fall into an internet
search. Internet access, okay, internet [*14] access.
But, for internet access they do a lot of things, not just pure
access.
For example as to Google or some other Internet Explorer,
it is not content based in the sense that it is not just there for
static information. And it is not a service provider in the
sense that, oh, yes, it does service provide, but it allows
people who pay up to play games on their Play Stations. So
that it is sort of a hybrid.
It doesn’t fall into any of these categories here at all.
MR. COUGHLIN: Well, respectfully, Judge, I think it is a
content provider. It is a service provider.
THE COURT: In what way?
MR. COUGHLIN: And the case law says it doesn’t have to
be the only business. It has to be a principal business.
THE COURT: That’s not what this says. That is not what
your policy said.
MR. COUGHLIN: Your Honor --
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THE COURT: Where is it in this, your policy, in that
paragraph that you say it is principally what you do?

They have come up with games. They have all on-line
products. A whole menu.

MR. COUGHLIN: It is not there, Judge.

And your Honor, that is --

THE COURT: Okay.

THE COURT: But, again, you don’t have the word
principally, principally designing or determining. It is doing
a lot of things on this platform that they have.

MR. COUGHLIN: But -THE COURT: And we know what the exclusionary language
is.
The Court looked at that very carefully. Because,
exclusionary language in a policy is strictly construed.
And if there is an ambiguity with respect to an exclusionary
[*15] language the ambiguity is resolved in favor of the
policyholder. That is pretty clear.
So that when you talk about that I would like you to point
out in paragraph 3 where you get that principal language.
I looked at that policy. I didn’t see it.
There was a lot of reading last night. Magnifying glass
work.
MR. COUGHLIN: Judge, the problem, Judge, and let me
stay just inside of the policy and let me stay with what Sony
has said outside of their briefs.
Our exhibit 16 to our motion, my affidavit, Sony describes
the SCEA entity.
And they describe it, and it’s on page two, that they operate
the Play Station network, which is the access point.

MR. COUGHLIN: That’s correct. This on-line platform,
Judge.
So, that on-line platform, which is without doubt from their
own witnesses a significant part of their business. Not the
exclusive. We have never said that.
But, to say that unless it is the only part of their business the
exclusion should not apply, I think misreads the intent of the
words.
THE COURT: No. That’s not misreading the intent of the
words. That is just reading it on face value what the words
say.
Because, there are issues in terms of these policies here.
And what you’re asking me to do is you’re asking me to
read this, these straight forward words, unambiguous words.
You’re asking me to read this your way of saying that, well,
it doesn’t mean that’s exclusively what they have to do, but
principally what they have to do.
There is no such wording in here that says, either [*17]
principally or exclusively.
But, you’re asking me to read this that way.

THE COURT: Right.
MR. COUGHLIN: And it is a computer entertainment
system and its on-line and network services, The Play
Station network.
What I’m coming back to there in this problem, your Honor,
for the reason that their on-line product and service, which
is a significant component to their business, which if you
look at the words of our policy -- and I don’t, respectfully,
believe it is just three. I think it is also paragraph two,
sub-paragraph two.

MR. COUGHLIN: Correct.
THE COURT: And I cannot read this that way. That’s not
what it says.
MR. COUGHLIN: Your Honor, what Zurich is asking is
that that exclusion be applied to the stated business of
SCEA. That is our position, your Honor.
THE COURT: Okay.
MR. COUGHLIN: Not their’s, our’s.

THE COURT: Sub-paragraph two provides, designing or
determining content of web sites for others.

THE COURT: Your response?

MR. COUGHLIN: [*16] Yes. For their subscribers. Therein
designing the Hulu and the Netflix, those are components.

MR. De NATALE: Your Honor, this is an exclusion we are
talking about. So, it has to be written out.
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Zurich has a burden of proof to put in facts.

MR. MARSHALL: That’s not --

What they have done, they have pulled some statement out
of a letter taken out of context and using it as some kind of
admission.

MR. De NATALE: Counsel, give me the courtesy, please.

We put facts in the record about what SCEA Sony Computer
does. They make the Play Station.

I give everybody an equal opportunity to be heard.

The first Play Station that came out wasn’t even connected
to the internet.
THE COURT: I know.
MR. De NATALE: Most people still use it as a stand-alone
product.
It does have wi fi access. But, we showed in our papers, in
fact, 90 percent of the company’s revenues have nothing to
do with the internet or its profits have nothing to do with the
internet.
The exclusion has to be applied on a company by company
basis.
THE COURT: Yes.

THE COURT: You’ve had too much coffee. Relax.

MR. De NATALE: Our motion seeks to establish the
underlying cases allege a publication of private material.
THE COURT: I don’t want to get into that now.
MR. De NATALE: That would apply to everyone.
But, on the exclusion we only moved on behalf [*19] of the
two companies who under no conceivable way fall within
the exclusion.
Later in the case they can try to show that the other two
Sony defendants fall within the exclusion.
I think they will fail. But, that would be an open issue later
in the case.
MR. MARSHALL: I think he clarified it.

What about their argument? He [*18] is saying that you’re
moving under this summary judgment, but SCA and SCEA
and not the other Sony defendants.

Procedurally, Sony filed its motion for partial summary
judgment on behalf of two entities, only. They weren’t
seeking coverage from all Sony entities.

So, for today only we are only going to be talking about this
exclusionary language.

They did so because they thought they had the best chance
to avoid the exclusion on those two entities.

MR. De NATALE: I will be candid about that.

THE COURT: Okay.

We brought this motion on behalf of two companies that we
thought under no possible conception should be within the
internet business exclusion.

MR. MARSHALL: After they filed that motion The Court
allowed us to conduct discovery with respect to application
of the exclusion.

We thought we would get a quick hearing. We were hoping
to avoid any discovery.

So, that’s why this is being briefed in two stages. Meaning,
SCA, SCEA first. And then later we filed a motion for a
summary judgment with respect to the on-line company and
the network company. Because, there was discovery ongoing.
And that’s why it’s separate.

The insurers insisted on taking all of this discovery and
went through all of our files to try to prove the internet
business exclusion.
They weren’t able to come up with anything.
MR. MARSHALL: Your Honor --

So, that hearing should not decide coverage with respect to
the on-line entity.
THE COURT: So far the issue that I have in front of me
with respect to the exclusion is limited to SCA and SCEA.

THE COURT: Easy there, counsel. Relax.
MR. De NATALE: But, our motion seeks to establish
coverage for all of the entities.

And any ruling I make at this point on going forward even
[*20] with respect to coverage, even with respect to-- I
mean, when we get into the arguments with the coverage
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issue it’s only as to, as Mr. Coughlin indicated being
pressed, is only involving SCA and SCEA; correct?

And it gives me the sense that this is a hybrid situation
where it does a lot of things, SCEA. It is not just limited to
what is going on here in this exclusionary language.

MR. MARSHALL: Okay. I’m fine with that, your Honor.
THE COURT: This is evolving into a situation where, okay,
if I have it for another day it will be teed up for another
argument. It will be teed up for another argument.
MR. De NATALE: One last application.
SCA, Sony Corporation of America, there is no argument
with respect to the exclusion. For SCA, Sony Corporation of
America, the exclusion is irrelevant.
THE COURT: SCA. But, SCEA is in the mix. That’s where
Zurich is making the argument.
MR. MARSHALL: SCA had nothing to do with the
network issues, so we don’t make any arguments.
THE COURT: You know, I’ve heard the arguments here.
I’m not convinced at this point that paragraph three that is
involved here or paragraph two that is involved here with
respect to -- I mean, paragraph two.

So that when you don’t have the qualifying language of
exclusively or principally, [*22] although Mr. Coughlin,
counsel is arguing that that’s what is at play here, I’m not
going to read in a term here that doesn’t belong.
So, under those circumstances I don’t find that SCA is not
involved or implicated in this issue here.
But, I don’t find SCEA falls within the exclusionary
language that is set forth in this policy that I have in front of
me.
As I said earlier, the case law is very clear. When you come
to the exclusionary language it is read very strictly. It is
construed strictly. There is no, I do not find any ambiguity
here.
Under those circumstances, I don’t find the exclusion of J2
or J3 applicable to the defendant SCEA.
So, that’s my decision with respect to that first issue.

Let me just say this right here. It says, right here, I am sorry
to repeat it for the record.

Let’s turn to the second issue, recording and distribution of
material or information in violation of the law of exclusion.

J, the heading for J is insurance in media and internet type
businesses. Personal and advertising injury committed [*21]
by an insured whose business is, and paragraph two, is
being put in play, designing or determining content of web
sites for others. Or three, and internet search access content
or service provider.

That is your argument. That is Mitsui’s argument, isn’t it?

I’ve heard the arguments here. And when you read this there
is no qualifying language in this exclusionary clause here. It
doesn’t say principally. It doesn’t say exclusively. It just
lays out the words here in front of me. And it’s very clear.

MR. MARSHALL: That’s not the basis for our summary
judgment motion.

Under the facts that I have for SCEA, the defendant SCEA,
it is clear. It is not just this.
Paragraph two and paragraph three does not come into mind
at this point.
Because, I’m looking at The Federal Court’s decision in
terms of the description. Because, The Federal Court in The
Judge’s decision, Judge Battaglia’s decision, a very
thoughtful decision, he defines or at least he sort of
describes what SCEA does. Because, he names SCEA right
in the beginning of describing who the defendants are in this
case.

MR. MARSHALL: No.
THE COURT: I thought you wrote that in your demand for
denial for coverage? No?

THE COURT: That was in your denial letter. But, that’s not
being pressed here?
MR. MARSHALL: That is not part of our motion for
summary judgment.
THE COURT: Then, [*23] the next one is the criminal acts.
Same thing?
MR. MARSHALL: Not part of the issue.
THE COURT: That’s not part of it, either? I just wanted to
get that out there.
MR. MARSHALL: I can probably kind of cut to the chase,
your Honor.
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The only basis upon which Mitsui moves for partial
summary judgment is the fact that the publication of the
personal advertising injury offense is not satisfied by the
allegations of the underlying litigation.
THE COURT: All right. We are going to get to that in a
minute. That’s how we are going to get to the heart of it.
I have taken care of all of the exclusion stuff. Now, we are
going to get to the coverage stuff here.

We go to paragraph 14. And I will state for the record what
paragraph 14 says.
Paragraph 14. (Reading). Personal and advertising injury
means injury including consequential bodily injury arising
out of one or more of the following offenses which
provides, which there is coverage for.
A, false arrest, detention or imprisonment.
B, malicious prosecution.

And I will turn to the Sony defendants to start that argument
as to why they think there is coverage under this policy for
what we have here.
MR. De NATALE: Thank you, your Honor.
For more than 20 years insurance companies in The United
States have sold general liability policies just like the ones
your Honor has before it that include coverage for privacy
claims.
The clauses there are written broadly. It’s intended to cover
many types, a wide variety of privacy torts.
The clause has no limitations or restrictions that depend
upon who makes the disclosure, [*24] how the material is
disclosed or to how many people the material is disclosed.

C, the wrongful eviction from wrongful injury into or
invasion of [*25] the right of private occupancy of a room,
dwelling or premises that a person occupies committed by
or on behalf of its owner, landlord or lessor.
D, oral or written publication in any manner of material that
slanders or libels a person or organization or disparages a
person’s or organization’s goods, products or services.
E, oral or written publication in any manner of the material
that violates a person’s right of privacy.
And F, the use of another’s advertising idea in your
advertisement.
G, infringing upon another’s copyright, trade, dress or
slogan in your advertisement.

And under New York law, since it is part of an insurance
clause it must be issued broadly.

And that is it. Right? That is it.

That’s what the courts have done. The courts have applied
that clause to that wide variety of situations where there is
a disclosure of private information or unauthorized access to
private information.

So, the focus now is, the dispute that we have here is the
definition or is focused on E, which is oral or written
publication in any manner of material that violates a
person’s right or privacy.

In the year 2000 the language of this clause was expanded
to make clear that it covered the internet. And that’s the
nature of insurance.

The case law out there is clearly, or at least not clearly, but
having to do with pollution cases.

The world changes. New torts are being alleged all of the
time. And old policies have to be adopted to cover new
situations.

I haven’t seen any data breach case of this magnitude
involving this kind of policy.
And the courts haven’t addressed this yet. It seems like this
is the first one that has come up.

THE COURT: All right.
The provision here that is in dispute is in the definition
section.

MR. De NATALE: Your Honor, there have been cases
addressing all kinds of similar issues, unauthorized access.

MR. De NATALE: Yes.

THE COURT: [*26] Not like this nature where you had a
hacking into the system.

THE COURT: That’s in the definition section 5.

MR. De NATALE: I agree.
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THE COURT: But, a lot of the other cases that we have seen
have talked about environmental impact, pollution cases.

right of privacy. There are five other cases that say the same
thing.

They all basically say it is not the 3rd party act that gets you
coverage, but it has to be the policyholder/insurer’s acts for
you to get coverage, for coverage to apply.

The NBL (phonetics) case, when it was all consolidated in
a multi-district proceeding says that Sony breached the duty
of care to protect personal information from being disclosed
to unauthorized parties and placed sensitive information in
the hands of cyber hackers.

MR. De NATALE: So, your Honor, the pollution cases that
you’re talking about are under section C, the wrongful
injury prong. And nothing to do with the privacy prong.
If you see under section C, your Honor, there are additional
words in that provision that say committed by or on behalf
of owner, landlord or lessor. That is usually the policyholder.
In section C they added words saying the offense has to be
committed by the policyholder.
THE COURT: But, aren’t there cases out there that said - I
looked at some, I don’t remember what they are - but they
kind of grouped A through E together and said this all has to
be done by a policyholder. It cannot be affording coverage
when this happens when a third party intervenes or does
something.
MR. De NATALE: Your Honor, only under The County of
Columbia case. The cases don’t say that [*27] under the
privacy prong.

The amended NBL complaint, the most recent one, [*28] in
four different places says the class members have suffered a
loss of privacy.
These are the allegations, your Honor.
THE COURT: But, you’re looking at those allegations in a
vacuum. Because, the totality is that the hackers, that your
security features weren’t sufficient to prevent hackers from
coming in and getting access.
While the plaintiffs have to say that you guys breached the
duty to them, I mean, they are not going to sue the hackers
because they cannot find the hackers. They can find the guy
that had all of the information. That’s you.
So, they are coming in and they hacked into your security
system.
So, Sony is the victim here.

I think each one has to be considered separately.
MR. De NATALE: We are the victim, but being sued.
This is a duty to the defendant motion.
THE COURT: You’re being sued by others.
And your Honor is well aware that the duty to defendant is
exclusively broad in New York. Coverages are read broadly
and the complaints are read broadly, here’s what we have
been sued for. In the underlying cases there are many, many
examples.

But, the question is, does this policy prevent, does this
policy provide you coverage for you being the victim rather
than being the perpetrator.
MR. De NATALE: Right.

The chief complaint says that Sony disclosed private
information to unauthorized parties and invaded plaintiff’s
privacy.
The Deiter (phonetics) case says the same thing.
The complaint says that millions of customers had their
financial data compromised and had their privacy rights
violated.
There are five other complaints that say the same thing.
The John’s (phonetics) complaint says this action is brought
to address the defendant, Sony’s, violations of consumers

So, we are being sued on this allegation that we collected
people’s private information, implemented security factors
that they claimed was inadequate that resulted in that
disclosure of millions of people.
THE COURT: But, you didn’t disclose. It wasn’t your act of
disclosure. Someone broke into your -- [*29]
Who used the analogy of a bank robber going into a bank
and taking money as being an unauthorized ATM
withdrawal?
I mean, that is not your fault.
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MR. De NATALE: And the policy grants coverage for
publication in any manner of material that violates the right
of privacy.
It doesn’t say it has to be publication by the policyholder. It
says in any manner.
And I think that is inconsistent with -- If they wanted to
write a clause that says publication committed by the
policyholder they could have done that. That’s what they
did in section C.
But, what they wrote in a clause that says publication in any
manner, I think that’s inconsistent with reading an implied
requirement here that it has to be by the policyholder.
New York law doesn’t allow implied exclusions.
THE COURT: F and G is also new, too. Because, I think,
virtually all of the cases that I looked at dealt with A through
E. No one talked about F and G.
I think F and G is a new insert in the CGL that hasn’t been
discussed yet.
MR. De NATALE: There used to be a separate, a separation
of advertising injury and personal injury. They were
combined together and F and G got added.
THE COURT: But, the interplay, I was curious to see what
the interplay [*30] was or how courts review having F and
G. How that would impact any of the A through E type of
discussions that we have.
MR. De NATALE: Your Honor, may I point you to another
provision?
I have a hand-out here, if that would be helpful to The
Court, that blows up the language.
MR. COUGHLIN: I want to see the exhibit.
MR. De NATALE: It is section 1B of the policy.
THE COURT: 1B in the front?
MR. De NATALE: Yes, in the personal and advertising.
(Handed)
THE COURT: Hang on a second.
(Peruses)
THE COURT: Yes, I’ve got it.

MR. De NATALE: The reason this is important, your
Honor, is that I want to be clear.
There are expressed requirements contained in this coverage
part A. They are here in paragraph 1B.
It says the insurance applies to personal and advertising
injuries caused by an event or arising out of a business.
That is one requirement. It has to arise out of a business.
But, only if the offense was committed in the coverage
territory. In the coverage territory, which is defined to be for
internet offenses any part of the world.
And third, it has to be during the policy period. That’s the
third requirement.
It doesn’t say by the policyholder. It doesn’t say it has to be
intentional and not negligent. [*31]
If the insurers wanted to write express requirements this is
the place to put them.
They put three in here. We have met all three.
And now they are trying to re-imply restrictions in
requirements which are just not in the text.
New York law doesn’t let you do that.
THE COURT: But, you know, the problem with that
argument is that when you say this insurance applies to,
quote, ″personal and advertising injury,″ unquote, what is
that defined as?
You go here and look at paragraph 14 and that defines it. So,
everything in paragraph 14 gets thrown in.
MR. De NATALE: Absolutely.
But, no where in 1B or 14 does it say it has to be by the
policyholder. It just doesn’t say that.
And you know, we use an example -THE COURT: This doesn’t say that. But this is a CGL
policy that you’ve already said it’s an insurance policy that
insures the policyholder against its acts or acts of its
employees or affiliates. You know, this covers all of those
for their acts.
So that you’re telling me now that that’s not what it is? It
actually embraces actions from 3rd parties in a hacker
situation?
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MR. De NATALE: The coverage for your acts, your Honor.
But, it covers you for acts of negligence.
CGL policies traditionally covers [*32] you for acts of
negligence.
If someone falls on your premises you haven’t pushed them
over.
THE COURT: By that argument, doesn’t that expand the
liability of the insurance company?
That’s not what they bargained for. They are bargaining
with the policyholder.

If you look at Nisarrels (phonetics), we cite in our brief
synonyms for publication are to disclose or simple disclosure.
Black Law dictionary.
THE COURT: The term publication is very broad. I think
the term disclosure is more narrow.
Disclosure is something where I think the person that has
the information does something to disclose. I means, that’s
something.
Publication, I think, contemplates a situation where anybody
and everybody can sort of get something out there, like the
defamatory statements.

Insurance typically covers your negligence. When someone
slips and falls because your sidewalk is wet or when you
build improperly and something falls down, that is
negligence. And you’re covered for your negligence.

You have a publication. It is not necessarily the person that
is actually doing the defaming that publicizes. Somebody
else can pick it up and publicize it. Then, that person who
actually wrote the piece can be sued for defamation. [*34]
But, they didn’t publish it. Somebody else published it and
they got it out there. That’s how you link up in terms of
publication.

THE COURT: That’s why if you have those kinds of
situations -- Let’s go to construction contracts, for example.

In my mind it’s more broad. It doesn’t necessarily mean that
it is restricted to the actual wrong doer or tort feasor.

You know, a contractor takes out an insurance. The insurance
policy is not going to cover the sub. The sub has to name the
contractor in their policy.

But, disclosure is a little bit different, a little more narrow.

MR. De NATALE: Your Honor, absolutely, it’s what they
bargained for. It turns insurance on its head.

MR. De NATALE: But, the contractor can sue for the sub’s
negligence. The contractor is covered, it is. That’s section 8
of property damage.
But, under section B, absent some express language that
bars coverage for negligence, and there isn’t any, it should
be covered, your Honor.
And all of the other restrictions that they just want to, they
turn the insurance on its [*33] head by reading this
narrowly.
Let’s talk about the word publication, which has been a big
focus in that case.
The insurers say publication means only one thing, wide
spread disclosure to the general public in the sense of a
public announcement or a publication of a book or magazine.
Those are meanings of the word.
But, there are other meanings of the word that are narrower
and simple and have the straight forward meaning of a
disclosure, a statement or a disclosure.

MR. De NATALE: I think you can have a negative
publication and you certainly can in a defamation context.
That’s the immediately previous paragraph that your Honor
saw the same phrase, publication in any manner is used in
a defamation clause and also used in the proxy clause. This
must mean more or less the same thing.
And the restatement of defamation, your Honor, under the
very interesting example of a cartoonist who wrote a
defamatory cartoon and leaves it on his desk where
co-workers go by and see it. And they see this person is
defamed. That’s a negligent publication of defamatory
material, because the person allowed access to that
defamatory material to others. And the victim was then
defamed.
THE COURT: You know, the Butts case, the West Virginia
case, it is not so bad what this says.
I mean, I know, you didn’t -MR. De NATALE: We don’t like this.
THE COURT: You know, you [*35] should not be so quick
to not like this. Because, what this did here is very
interesting.
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They talked about D and E in their decision.
The standard for D, the publication was not done by the
defendant company. The publication was done by the doctor
and an employee. More specifically, the doctor who
examined the injured plaintiff. And he put a report out there
that the plaintiff said was defamatory.
So, with respect to D, and clearly that is not a situation
where the insured, the policyholder made the publication,
but it was the doctor. They said that was fine. They said that
there is coverage or the duty to defend in that situation.
Before, for E they said that for E they needed somebody.
They needed the actual person to do it. The policyholder had
to do it for E.
So, I looked at that and I said, okay, they split this, D and E.
They split it, saying that on the one hand they’re saying you
don’t have to have the policyholder for D. But, on E they are
saying you do have to have the policyholder act, to do the
act.
I examined D and E very carefully. I looked at the D and E
here. There is a big difference there.
D and E in my case here has ″in any manner.″ It’s very
expansive.
MR. De NATALE: That’s [*36] not in the Butts case; that’s
correct. That is not in the Butts case.
THE COURT: Not such a bad case.
MR. De NATALE: And it is not in The County of Columbia
case either.
That’s the case they rely on for that notion that all of the
courts require purposeful conduct and insurance only covers
purposeful conduct.
The County of Columbia case, that case is focused on
pollution. And this does make a statement about all of these
clauses. But, it is really about the wrongful injury clause.
And that case was decided before this coverage was even
part of the standard policy with endorsement and before the
words ″in any manner″ came in.

The ″in any manner″ is pretty broad don’t you think? This
is not the typical kind of language that I have seen in all of
the other cases,
MR. MARSHALL: I just have to clarify one thing. We are
getting ahead of ourselves.
THE COURT: I’m not getting ahead of myself.
MR. MARSHALL: When we are talking about the insured
published anything, we are assuming that the underlying
complaints are alleging that the hackers published something.
But, it doesn’t allege that.
THE COURT: I didn’t assume that.
MR. MARSHALL: The [*37] plaintiffs are only alleging
that they have a fear that the hackers may do so.
But, there is no allegation that the hackers themselves
published anything.
THE COURT: That is getting into real subtleties.
Because, I look at it as a Pandora’s box. Once it is opened
it doesn’t matter who does what with it. It is out there. It is
out there in the world, that information.
And whether or not it’s actually used later on to get any
benefit by the hackers, that in my mind is not the issue. The
issue is that it was in their vault.
Let’s just say to visualize this, the information was in
Sony’s vault. Somebody opened it up. It is now, this comes
out of the vault. But, whether or not it’s actually used that
is something, that’s separate.
On the one hand it is locked down and sealed. But, now you
have opened it up.
You cannot ignore the fact that it’s opened for everyone to
look at.
So, that in the sense, that is why I had the discussion with
counsel about publication versus disclosure. Publication is
just getting it out there. Whether or not if this were in the
box, still there is no publication.
When you open up the box, it’s The Pandora’s box.
Everything comes out.

THE COURT: I have got it. Have a seat.

MR. MARSHALL: But, the information was [*38] stolen.

Your response, Mr. Coughlin?

THE COURT: I know the information was stolen,
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But, the way I look at it the information was stolen, so that
in itself is something that is out of the box. It is no longer
in the box.

One is using that system to transmit. The other, in my case
here, is breaking into a system to get information.
This is not a getting information. This is giving information.

MR. MARSHALL: There is a New York case that tells you
what publication is.
THE COURT: With a data breach situation?

MR. MARSHALL: Well, if anything is publication it would
have been hacking in hand, then transmitting information
out to the public, which is Prodigy. Right?

MR. MARSHALL: Very similar. A hacking situation.

That’s more close to publication than stealing information.

THE COURT: What is the case?

THE COURT: No. That I would tend to agree The Court
seeing that may not be a -- you’re hacking into a system to
get information out. That’s less likely.

MR. MARSHALL: It was in our brief, Lunney versus
Broad Prodigy Services Company.
THE COURT: Hold on a second. I think I might have it.
MR. De NATALE: Do you have a copy, counsel?
MR. MARSHALL: It is in our brief.
THE COURT: Hold on a second.
(Peruses)
THE COURT: You have got to like the decision when it
starts out by saying, some infantile practical joker. You have
got to like that.
(Peruses)
THE COURT: It says right here, the plaintiff now seeks
monetary damages as compensation for the emotional
distress which I consequently suffered not from the originator
of this low brow practical joke, but instead from The
Prodigy Services Company, hereinafter, Prodigy. The
company which in effect furnished the medium through
which the offensive message was sent.

That’s very different from my situation where, you know,
I’ve got something locked down in a box and sealed, at least
I believe it is, for no one to get into. And all of a sudden
someone pops it out and this just gets out.
Those are apples and oranges types of facts here. I’m not so
sure I’m agreeing with that argument.
But, I think Mr. Coughlin wants [*40] to respond now.
MR. COUGHLIN: I’ve been waiting patiently.
Your Honor, I want to start with a comment that my
adversary made when he was arguing about the clause in
this definition. And he called it an exclusion.
It is not an exclusion.
THE COURT: No, it is not.
MR. COUGHLIN: It is what I would characterize as a gate
keeper issue.
It is part of the insurance grant which Sony has the burden
to satisfy.

That’s not the case here. That is not a hacking case.
THE COURT: It’s a coverage portion.
MR. MARSHALL: Someone [*39] broke into Prodigy’s
system, created a fictional e-mail account and then
transmitted obscene e-mails and put them on the bulletin
board.

MR. COUGHLIN: It is the insuring grant. You’re absolutely
right.
THE COURT: I’m not disputing that.

It’s very similar.
MR. COUGHLIN: Let’s look at the history of this.
THE COURT: That’s breaking into or that’s hacking into a
system to send a message.

In their opening brief Sony says there was a publication.

This is different. This is hacking into a system and getting
information out.

And I refer you to a couple of words and a couple of the 50
odd class actions which have that word.
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But, at the same time they were arguing in the consolidated
class action that we didn’t do anything wrong. We didn’t
disclose anything. We didn’t publish anything. We did
nothing. We are a victim, as your Honor has characterized
this.
And they cited for The Court a number of cases which have
dealt with that clause and the oral or written publication
issue.
Every one of those cases that they cited to you included a
finding by The Court that there was a necessary and [*41]
affirmative act by the insured.
And the reason that’s important, Judge, and I want to get -THE COURT: That’s all of the pollution cases.
MR. COUGHLIN: No, Judge. That has nothing to do with
this point right here.
My adversary talked about slips and falls, and bodily injury
and all of the rest of that.

Sony would like you to believe that that is all they did.
But, The Court, and I refer you to page 628. And they are
talking about D.
THE COURT: Page 628? Hold on a second.
Got it.
MR. COUGHLIN: It is the last page of the decision, your
Honor.
THE COURT: Yes.
MR. COUGHLIN: Evidence that only purposeful acts
acting were to fall within the purview of the personal injury
endorsement is provided in part by examining the types of
torts, plural, enumerated in the endorsement in addition to
wrongful entry/eviction and invasion.
And then they go on to say, false arrest, detention,
imprisonment, malicious prosecution, defamation and
invasion of privacy by publication.

Third party liability is addressed in part A of a general
liability policy. And it protects an insured for 3rd party
negligence and injury.

Read, and I’m quoting, ″Read in the context of these other
enumerated torts the provision here could not have been
intended to cover the kind of indirect and incremental harm
that results from property injury from pollution.″

However, the personal injury section has specific enumerated
torts which all have intention as part of their requirements.

The importance of that clause, Judge, to this case is
significant.

And although Sony would like to ignore The County of
Columbia case, The Court of Appeals in that decision said
you have to have intentional affirmative conduct by the
insured here.

And Judge, the other part that I think is very important is the
total shift --

THE COURT: I know in that Columbia County case it has
to do with a pollution case.

THE COURT: Yes. Give me a second. I’m just looking at
something. [*43]

MR. COUGHLIN: But, The Court went on, Judge, though.
The facts of that case dealt with seepage of pollution.

(Peruses)

But, in that opinion The Court made it clear in their
discussion of the personal injury section of the policy the
view, which is the national view, that there must be
affirmative conduct, action by the policyholder for that to
kick in.
THE COURT: There we are talking about [*42]
correct?

Would you like me to wait, Judge?

THE COURT: Here’s the question I have for you on that
Columbia case.
It says here, we agree with The Appellate Division that
coverage under the personal injury endorsement provision
in question was intended to reach only purposeful actions
undertaken by the insured or its agents.

14C;

MR. COUGHLIN: No, Judge. With all due respect, they
went beyond that.

Then, this goes on to say, evidence that only purposeful acts
were to fall within the purview of the personal injury
endorsement provided, in fact, by examining the types of
torts enumerated in the endorsement in addition to wrongful
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injury, eviction, invasion, false arrest, detention, and
malicious prosecution, defamation and invasion of privacy
by publication.
In the context of these other enumerated torts the provisions
could not be intended to cover the kind of indirect nor
incremental harm that results from property injury from
pollution.

A, notices in a publication include material placed on the
internet or similar electronic means for communication.
And B, regarding the web sites, only that part of the web site
that is about your goods, products or services for the
purposes of attracting customers or supporters is considered
an advertisement.

I looked at that. And that’s what I said earlier. I mentioned
this to counsel earlier.

When I looked at that definition of advertisement, that
doesn’t say anywhere that it says by the policyholder. That
says, generally speaking.

There is case law that lumps A through E together. Right?
It’s a policyholder.

I mean, not even generally speaking. It says, advertisement.
It doesn’t say that you, the policyholder.

The only way you’re going to get coverage or the only way
this is coverage, the policyholder has to commit these acts
under A through E.

MR. COUGHLIN: You have got to go back to the start. The
personal injury section talks about the insured’s business.

MR. COUGHLIN: Respectfully, they don’t lump them
together, Judge. [*44]
This is such a unique grant of coverage. They separated out.
THE COURT: But, they ultimately say, it’s the policyholder
that has to do it; right?
MR. COUGHLIN: There is no question. The Court of
Appeals is in a main stream on that.
THE COURT: Here’s the question I have for you.
Looking at that, F and G, that we have here now, they didn’t
talk about. But, we have that F and G here now.
Counsel is saying that at some point there was some shifting
of the policy, some sort of changing. But, in any case, F and
G is in here in this definition section. Okay.
All right. So, F says ″The use of another’s advertising idea
in your advertisement.″ That’s in quotes. Or G, ″Infringing
upon another’s copyright, trade, dress or slogan in your
advertisement.″ And that’s in quotes.
So, I thought, okay. What does advertisement mean?
So, you go back to the beginning of advertisement. And
where it says in advertisement, it’s very interesting what it
says in section 5, 1. Advertisement, in quotes, ″Means a
notice that is broadcast or published to the general public or
specific market segment about your goods, products or
services for the purpose of attracting customers or supporters
for the purpose of this definition.″ [*45]

This has nothing to do with this case, Judge, nothing.
THE COURT: That has a lot to do with the case. Because,
I’m trying to figure out whether or not E, that is at issue
here, requires that it has to be committed by the policyholder
or it can be read the way it is written to include not only the
policy holder’s acts but other people’s acts.
MR. COUGHLIN: With all due respect, it is not written that
way.
And The Court of Appeals, which is governing law,
recognized that it has to be an affirmative act.
THE COURT: understand that. But, [*46] The Court of
Appeals did not have F and G in front of it.
MR. COUGHLIN: Judge, you don’t have F and G in front
of you.
It is not, respectfully, it is not an issue in that case.
THE COURT: You know, when I make this an issue this
becomes an issue.
That’s what have in front of me.
Look, it is not Orwellian where I can say it doesn’t exist,
and I’m not going to look at it and I’m just going to limit
myself to what you put in front of me.
I’m an educated fellow, I can read everything.
I cannot look at these policy provisions in a vacuum and say
his is what it is, I don’t care what the other clause says. That
is not how you read policies.
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MR. COUGHLIN: Judge, Sony is invoking coverage through
the oral or written publication clause.
THE COURT: Right. And the fight between you two now is
that you are saying that E means it has to be conduct by, has
to be perpetrated or performed by a policyholder.
They are arguing saying, no, that is not how it is read. It can
include not just us but other actions or acts by other people.
That’s what the fight is.
MR. COUGHLIN: Well, truthful y, Judge, they are arguing
both.
In their opening brief they argue they satisfied the publication
requirement. Because, they pulled [*47] a couple of words
out and they cited a whole bunch of cases to you.
All of them require, however, purposeful conduct.
THE COURT: I’m not so sure I agree with them saying that
they are the publication. That they published it. Okay. That
is one aspect.
MR. COUGHLIN: That is part one.
In the reply they shifted gears completely.
To satisfy their burden they are now saying, ignore the oral
or written publication issue. Replace the word publication
with disclosure of personal information.
And your Honor brought up the ″in any manner.″
In any manner is a clause that affects the publication issue.
It is not disclosure of personal information in any manner. It
doesn’t modify that phrase. It modifies the prior one just on
sentence construction.
But, the idea, and this goes back to some comments your
Honor made on the exclusion section, the idea that you can
ignore words in a contract and say we are going to ignore
the oral or written phrase, we’re going to white it out. We
don’t like the idea of publication. So, we are going to call it
disclosure now. And we are going to read just disclosure of
personal information, which could be by anybody anywhere,
that is not what this coverage provides.

THE COURT: The thing I look at in terms of the County of
Columbia case, they don’t use the wording in any manner
anywhere in their description. So, I don’t know if they had
that issue in front of them with the phrase, in any manner.
That’s number one.
Number two, with respect to the coverage provision in A,
under A for bodily injury and property injury, there is no
personal and advertising injury in there. Right?
MR. COUGHLIN: Judge that’s not a part of the case. They
acknowledge.
THE COURT: I know. But, you brought it to my attention.
MR. COUGHLIN: I didn’t. They did.
THE COURT: Okay. Whoever brought it to my attention, it
is not there.
So, I’m only focusing on the coverage B.
MR. COUGHLIN: Correct.
THE COURT: I’m not so sure that in any manner can be just
read the way you’re reading this.
Why would you put in any manner? If you wanted to keep
it simple and not even make this more complicated than it
is? You could have just left it alone and done what the West
Virginia court did and just have it like that without using ″in
any manner.″
Why all of [*49]
manner?

a sudden? How can I ignore in any

MR. COUGHLIN: You don’t need to ignore this, Judge.
You put this where it belongs.
THE COURT: Wait a minute. When you say where it
belongs, I’m not putting this anywhere. I’m just reading it
the way it is here
It says oral or written publication in any manner of material
that violates a person’s right of privacy.
MR. COUGHLIN: Correct. Oral or written publication in
any manner.

And the [*48] words negligent disclosure, that is not on this
part of the policy, your Honor.

THE COURT: So, what does that mean to you?

But, everybody knows there is no coverage under part A of
the policy.

MR. COUGHLIN: This means that there are many ways to
publicize it. An oral or written publication in any way.

Page 18 of 26
2014 N.Y. Misc. LEXIS 5141, *49
It doesn’t mean you can replace the word publication with
disclosure. And it doesn’t mean

MR. MARSHALL: Yes, your Honor.
We are going to pull out the whole case.

THE COURT: I agree with you. That’s fine.
THE COURT: A [*51] piece meal of it. Okay.
MR. COUGHLIN: Well, they cannot get beyond that issue,
your Honor.
But, also, you don’t apply it the way the sentence structure
is drafted to the disclosure of personal information. It does
not apply there. It applies to the prior clause.
And I think it’s clear there. It applies to the
And there are cases, Judge, around the country. And there
are a handful of them. Every one of those cases recognized
they had to find a publication that was caused by the
policyholder. And there are like 7 or 8.
In their [*50] opening brief they cite a bunch. We cite many
of them for the same proposition.
THE COURT: Those publications had to do with defamation,
though, right?

MR. MARSHALL: Yes. Cited in our brief, your
(Handed)
THE COURT: I am not sure I understand what they are
trying to say.
″We likewise reject the ETL argument that the phrase in any
manner expands the definition of publication to include the
provision of a written receipt.″
And then they go on to say, The District Court noted the
phrase ″in my manner″ merely expands the categories of
publications such as e-mails, handwritten letters and perhaps
blast factors covered by the policy. But, the phrase cannot
change the plain meaning of the underlying terms of
publication.
So, why isn’t a written receipt a publication?

MR. COUGHLIN: No. These are data disclosure cases,
Judge. All of them, every one of them is data disclosure
case.

I mean, it looks like an inconsistency there.

Judge, can I just point out a case that I think answers your
question from The Federal Circuit, The 11th Circuit?

MR. COUGHLIN: No. Because, they took the written
receipt as being a disclosure from the, I believe it was that
cash register backed out into the public to the person who
gave the credit card.

THE COURT: These are all cases outside of state, though.
Therefore, not guidance in the sense that I can look at to see
where I want to go with them.

THE COURT: Okay.

MR. COUGHLIN: Correct, Judge. But, I was answering
your direct question.
In our brief we point out that in the Creative Hospitality
Ventures case The Court ruled the phrase, in any manner,
merely expands the category of publications such as e-mails,
handwritten letters and perhaps blast factors covered by the
policy.
THE COURT: What is the cite of the case? What is the
name of the case?
MR. COUGHLIN: I am sorry. It’s Creative Hospitality
Ventures versus US Liability Insurance Company. Honor.
THE COURT: Do you have a copy? I don’t have that.
MR. COUGHLIN: I don’t have it with me, your Honor.

An argument is, the way this is set up, an oral or written
publication in any manner is the medium in terms of how
that’s being transmitted.
MR. COUGHLIN: Yes. We view that’s how that has to be
read.
The problem, Judge, is the theory that Sony is urging you to
adopt requires you to take out the oral or written publication
[*52] part of the enumerated defense and just put in the
word disclosure in any manner of personal information.
Which is, by the way, in that case, absolutely applies to the
hackers.
And that is not what this coverage was intended to do.
And The Court of Appeals, know they don’t like the case,
but The Court of Appeals made it clear what their version of
the personal injury protection or coverage grant is,
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And it is so special, Judge. Because, it is so different than
the 3rd party liability cases.

But, that policy is not at issue here. [*54] The policy at issue
says oral or written publication.

Your Honor brought up the construction defect cases, which
as we all know New York County is a unique animal in that
litigation in the country.

And I need to pose a rhetorical question. That is, what is the
oral or written publication?
MR. De NATALE: May I respond, your Honor?

But, those cases, Judge, and the AI issues between the subs
and the generals and the owners, etc, they all stay in part A.
And they have absolutely no applicability to this problem.

THE COURT: I’ll give you a minute.

This is a limited grant of coverage by definition, which is
what The Court in County of Columbia was saying.

MR. MARSHALL: I pose that rhetorical question because
the argument has been the language or the phrase, ″in any
manner,″ somehow expands it to the notion of the theft of
information or inadequate security.

And your Honor, it is consistent with the cases nationally,
the cases on the data breach issue and the violation issues
that are springing up around the country, every one of them.
And I’m saying 100 percent of them have required an
affirmative act by the policyholder and a publication. [*53]
Every one of them.
That’s why, Judge, Sony flipped in their reply and said, we
are getting away from the publication issue. Forget it. We
said that, no, we are going to go only at the disclosure of
personal information issue.
And the way, Judge, they don’t cite one case in support of
that issue, because there isn’t one out there.
This is a gate keeper issue. This is one that they cannot get
into the coverage without satisfying.
And as The Court of Appeals said over and over again, in
insurance contracts you have to apply all the terms.
The only way they get here is to replace the terms.
THE COURT: Okay. Let me ask Mitsui one question.

But, the only court in the country that squarely addresses the
″in any manner″ language is The 11th Circuit in the Creative
Hospitality case. That is the only case in the country.
And they say, and quite clearly and I think quite logically,
that the ″in any manner″ language is meant to go to like you
said, the media of the publication. It doesn’t weed out the
publication.
Furthermore, your Honor mentioned the advertising injury
cases as support for the proposition that, hey, there may be
situations here where it doesn’t require conduct by the
policyholder. Well, the case law does not say that.
And in our brief on page 24 we direct your Honor to case
law addressing that. Micon Sales Incorporated versus
Diamond State Insurance Company, which cited to the
reported California [*55] decision.
This involved the lawsuit against the insured for
manufacturing clothing wrongfully bearing the plaintiff’s
trademark and against a retailer for advertising and selling
the infringed clothing.

MR. MARSHALL: We would never have expected to even
be in this litigation.

The insured argued that the claim implicated advertising
coverage on the basis that it reasonably could have expected
coverage to the extent of advertising activities of others
even though there was no allegation that the insured
engaged in advertising activity.

I mean, to equate publication with the theft of information
is such an extraordinary expansion of the policy that one
would never even contemplate that we would be in this
battle.

The Court rejected that. The Court said that construing
provisions to the acts of the 3rd party who was not privy to
the contract cannot be considered an obviously reasonable
expectation.

There was no, it didn’t alter the premium. We didn’t pull
any coverage. There was no carve-out in the exclusion. It
was simply meant to clarify the intent of the policy.

And in denying coverage The Court found the liability
insurance purchase to protect against actions of the insured,
not remote 3rd parties.

Why did you add data breach exclusion after the fact if you
believed this wasn’t covered in this language?
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So, also, in the advertising injury context the courts have
ruled this requires affirmative conduct by the insured, which
we do not have here.

It says publication in any manner. To me that says whether
this be by the policy holder or whether the policy holder’s
negligence allows someone else to make the publication.

Moreover, every case that SCA cites in support of their
position, every case they cite in support of their provision
that has to do with the invasion of privacy involved the
affirmative purposeful transmittal of material by the party
against whom liability is asserted. [*56]

THE COURT: That’s interesting that you make that point.

THE COURT: You know -MR. MARSHALL: Affirmative purposeful transmittal of
information.
THE COURT: You know, the oral and written publication in
any manner phrase, I understand what the defense counsel -I mean, plaintiff’s counsel is arguing.

That First Department case where they make this distinction
in that construction case where it had to do with acts and
omission versus negligent acts and omission, they did not,
The First Department held they didn’t use the word negligent
acting and omissions. Therefore, it is only merely acts and
omissions that count that determines whether or not there is
coverage.
That drops it down to a lower threshold. Because, when you
talk about negligent acting and omissions you would have to
go through all of the breach of duty and proximate cause.

Well, before I say anything, why don’t you tell me your
response.

If you just drop it down to just merely acts and omission
that’s a simpler thing to get over. Whether there was an act
or omission that the trier of facts has to find to trigger
coverage.

MR. De NATALE: If I may, your Honor. I’m glad your
Honor mentioned the exclusion in the next Mitsui policy,
the 2012 policy.

That’s interesting. This doesn’t say negligent or intentional.
It just says in any manner.

It shows that insurers knew how to exclude risk when they
want to. When they want to exclude things they do. And that
is what they did after the data breach.
What I hear here is that we are struggling mightily to put
words in the policy that just aren’t there.

MR. De NATALE: The County of Columbia case, I think
the insurers [*58] are putting too much weight on that case.
THE COURT: But, the problem with that is that this entire
policy it talks about, it’s very policyholder oriented.

The policy doesn’t say it has to be by the policyholder.

Everything talks about the policyholder has to do this, the
insured has to do that; this, that.

THE COURT: The point that I’m hearing very clearly is that
oral written publication in any manner, it talks about the
medium in getting the case that discusses that.

Now, we get down to this one area here where you are
saying, no, that does not mean insured only. It means
anybody.

MR. De NATALE: I see that case and that’s not what it says.

So that you’re asking me in that sense now to carve-out this
little island for you saying, well, in this one particular -never mind what you read throughout this entire policy
which just says insured, insured, insured, here. And there
are also provisions later on talking about third party acts.

Your Honor says correctly that would create a pollution in
saying that it is saying that in any manner means in any
media.
They could have written that. They could have said oral or
written publication in any media.
It says, in any manner. [*57]
When I read in any manner this sounds to me whether this
be negligent or intentional.

But, when you get to this anything provision here, and I was
pointing out F and G and how there was a dichotomy there
and there might be a problem. When you point to E you say
that has to be treated differently, like the tail wagging the
dog.
MR. De NATALE: We are not.
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These policies cover a policy hold. When you buy insurance
it’s the claim made against you. If you are sued for these
kinds of offenses you’re covered.

Is that what you’re arguing?

And you can be sued as a principal, as a respondent. You can
be sued because you allowed someone else to do something.

We know now, Judge, that this case has been seriously
de-risked.

If [*59] the claim against you is for defamation, or for
privacy or for copyright infringement, you can negligently
infringe on somebody’s copyright.

That’s not an issue. It is not relevant to the coverage issue.
It’s not relevant at all, respectfully. The disclosure --

It’s the claim against you that is covered, not necessarily
your own conduct.
You can be liable for a claim, you’re entitled to a defense.
THE COURT: Mr. Coughlin, isn’t the medium to be
arguably the hackers themselves or the medium that
transmitted or publicized all of this information?
MR. COUGHLIN: No. Because, it is the manner in which
the policyholder and its affirmative act published the
information. That is the difference here, Judge.
The hackers, the criminals have no tie to Sony.
So, no. It cannot fit within that shoehorn.
THE COURT: Where does it say it has to be tied to Sony?
Where does it say that the publication -MR. COUGHLIN: The oral or written publication by every
interpretation deals with the specific affirmative act by the
policyholder.
Every one, every court in the country that has dealt with it,
your Honor, has found that.
MR. De NATALE: That is not true.

MR. COUGHLIN: Absolutely.

And by the way, Sony knows they have a real problem with
the oral or written publication issue. Because, in their
opening brief to you that was all over their brief.
And their justification was to pull out the word publication
from a couple of the complaints and ignore New York law
that says you look to the gravamen of the problem.
But, then they see our reply, our responsive brief where we
even point out that every case they cited to you in support
of their publication issue actually supports insurers.
So, in the reply, their response, they flipped. Completely put
aside publication. We are not arguing that. We are now
substituting disclosure, the word, and [*61] taking out oral
or written publication. And they only want that phrase to
read, disclosure of personal information.
MR. MARSHALL: I have an answer for your Honor to your
question.
THE COURT: What is that?
MR. MARSHALL: That is, The Court has addressed a data
breach of this magnitude.
THE COURT: Yes?

THE COURT: Hold on. You guys didn’t hear what I said.
You will get your opportunity.

MR. MARSHALL: It’s an unpublished decision from
Connecticut. It is called, Recall Total Information Management versus Fed Insurance Company, 2012 Conn. Super.
LEXIS 227, 2012 Westlaw 469988.

MR. COUGHLIN: Your Honor, the oral or written
publication [*60] goes to an enumerated tort under the
personal injury coverage.

And in that case a cart containing electronic media fell out
of a transport van near a highway. So, it was under the
control of the insured that it fell out of the van.

Every court that has looked at it says that the oral or written
publication has to be by the policyholder. Every one of
them. There is no exception.

The cart and, approximately, 130 computer data tapes
containing personal information for more than 500,000 IBM
employees were then removed by an unknown person and
never recovered.

MR. COUGHLIN: Excuse me. May I have the floor?

THE COURT: But, those courts on a large scale data breach
as this would say the same thing?

The insured was then sued for that negligence.

Page 22 of 26
2014 N.Y. Misc. LEXIS 5141, *61
And in that case The Court found that there was no
publication.
So, that is a data breach of the magnitude we are dealing
with here.
And I think it’s very important to understand that every case
cited by Sony in support of the proposition that negligent
security can be equated with publication, again, involved
affirmative conduct by the insured. Every one of their cases.
And if this Court were to hold that these underlying data
breach [*62] claims implicate the oral or written publication
offense you would, essentially, weed out the first phrase of
that offense. It would become meaningless.
Because, if that is covered then somebody that breaks into
this courthouse and steals the confidential pleadings filed in
this case, if that occurred then this court would be deemed
to have published the information.
That is what we are dealing with here. We are dealing with
the theft of information.
Moreover, the hackers themselves aren’t alleged to have
published. There is no oral or written publication.
MR. De NATALE: Your Honor, if I may?

In the NWN case from Oklahoma, the company had baby
monitors installed in confidential counseling sessions. And
the court found that the fact that that could be overheard by
other people in the waiting room accessed, being overheard,
that kind of passive access amounted to a publication.
THE COURT: The publication, you know, the issue I don’t
think it’s that difficult here.
But, the question that I have, the hard question that counsel
keeps driving home you cannot get around.
His argument is, if I were to find that E allows for coverage
for 3rd party acts, the hackers, I would be essentially
rewriting this contract, the insurance contract. And expanding
liabilities that they said that the coverage, expanding
coverage when it was never contemplated.
MR. De NATALE: With all due respect, I think the after the
fact argument -The Lens Crafter’s case from California, the matter
personally involved, one of the issues in the Lens Crafter’s
case was when you went into Lens Crafter’s [*64] and had
your eyes examined.
THE COURT: Hold on a second.
(Short pause)

Counsel keeps saying things that are just not right.

THE COURT: Go ahead.

You have to address them. There are cases from around the
country that have found that in situations of passive access
to information or inadvertent access to information can be a
publication within the meaning of that policy case.

MR. De NATALE: One of the issues in the Lens Crafter’s
case was when you went into Lens Crafter’s and gave your
eye exam to your optometrist there was another person
sitting in the room who was not authorized to be there. That
person didn’t do anything but listen. That person heard you
disclose your confidential information and had unauthorized
access to that confidential information.

The Barrier (phonetics) case from West Virginia, a hotel
installed surveillance cameras to a certain part of the hotel
that could be accessed from the manager’s office.
THE COURT: That was all of the policyholders.
MR. De NATALE: But, hear me out.
The Court said, installing the cameras was a violation. But,
also the fact that [*63] there were people who could
inadvertently see those clients and see the recordings, that
was a publication.

That was deemed to be a publication within the meaning of
the privacy law.
It’s a situation where passive access is not an affirmative
act. The only person speaking is the patient.
But, the passive access by the unauthorized person gave rise
to a claim that it was covered under the privacy clause.
THE COURT: The Court said there was coverage.

THE COURT: The primary actor in the case was the policy
holder?
MR. De NATALE: I think we are parsing this too fine.

That’s a situation where they were inside Lens Crafter’s and
Lens Crafter’s themselves let someone unauthorized sit in
that room.
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You know, we are getting really far away from the actual
facts in the case that I have versus the facts in your case.
I mean, that is not a situation where you got the information,
the patient’s information and then someone on the outside is
hacking into the [*65] Lens Crafter’s computer system and
taking all of that information.
MR. De NATALE: I’m saying, these are cases of passive
access not purposeful by the policyholder.
There is no case on point either way. There is not a single
case that says a massive data breach.
If I could make one other point.
In a duty to defend case, this isn’t ultimate coverage.
Your Honor is well aware of how broad the duty to defend
is.
I hear a struggling mightily to read words into the policy
that aren’t there.
Committed by the policyholder, section C says that. Section
G does not say that.
And we are looking at the underlying complaints and they
are saying, yes, it says publication.
We have been sued in underlying cases for invasion of
privacy, violation of privacy rights, disclosing confidential
information. And I don’t think we have to work that hard to
establish that we are entitled to a defense absent some clear
language.
THE COURT: But, it is your burden when you have to
decide coverage.
MR. De NATALE: But, the policy has to be read broadly.
That’s their burden.

The publication was the hacking, taking and copying and
potentially putting on the cyber black market the information
of millions and millions of customers.
They are taking that from Sony. That’s a release of
information, disclosure of information, an inadvertent
publication of private information of millions of customers.
The policy says publication in any manner. And when
someone else gets into your system and releases information
into the internet, that’s a publication.
And in the absence of clear language in the policy that
excludes that kind of act we have coverage. And we have a
defense.
MR. MARSHALL: With all due respect, your Honor, we
are not trying to read into the policy exclusions that don’t
exist. We are asking -THE COURT: We are trying to figure out coverage.
Let’s get the terms correct here. The terms are not
interchangeable.
This is all strictly a coverage issue here that I have to figure
out whether or not I’m going to agree with the plaintiff
Zurich or the [*67] defendant Sony with respect to this
coverage issue.
MR. MARSHALL: Yes.
THE COURT: That is the bottom line.
MR. MARSHALL: And the bottom line is that we are
asking The Court to preserve the language as written.
We are asking The Court to not gloss over the oral or written
publication language.

THE COURT: Mitsui made a good point. What is the oral
written aspect of this publication?

This would be a very different case, and I would admit this
would be a very different case had Sony negligently posted
personal information on line which was then accessible to
third parties. It would be a totally different case.

MR. De NATALE: The publication here is that the
information was reviewed [*66] due to Sony’s alleged
negligence.

But, that’s not what happened here.
What happened here was information was stolen.

THE COURT: What was oral or written about this?
MR. De NATALE: Oral or written includes electronics.
That’s absolutely clear.

And to equate publication with the theft of information is to
essentially say, I’m going to ignore the word publication.
Because, no definition of publication includes theft.

The insurer cannot contest that. And their policy says that.

THE COURT: Okay. Mr. Coughlin, your response?
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MR. COUGHLIN: I have nothing further, your Honor.

of the information was, in my mind my finding is that that
is publication. It’s done.

Thank you for your time.
THE COURT: All right. I have heard the argument. I’m
giving you a decision and order right now. Because, I think
it’s important enough that it needs to seek Appellate review
as quickly as possible.
You know, there is that struggle here with respect to
paragraph E here, 14E, oral or written publication in any
[*68] manner of material that violates a person’s right of
privacy.
It is clear that the courts have passed on portions of this type
of coverage here and required that the coverage, for
coverage to actually get triggered it would have to be, the
acts have to be conducted or perpetrated by the policyholder.
What I’m being asked now, and the cases are clear about
that, the policyholder has to act. And it’s very limited
circumstances.
The West Virginia court is one of them.
The Butts case has limited the instance where it says it
would be a 3rd party with respect to the dissemination or
publication of slanderous material. That’s the case where
they took a little bit of a twist there.

The question now becomes, was that a publication that was
perpetrated by Sony or was that done by the hackers.
There is no way I can find that Sony did that.
As Mitsui’s counsel said, this would have been a totally
different case if Sony negligently opened the box and let all
of that information out. I don’t think we would be here
today if that were the case.
This is a case where Sony tried or continued to maintain
security for this information. It was to no avail. Hackers got
in, criminally got in. They opened it up and they took the
information.
So, the question then becomes is that something of the kind
that is an oral or written publication [*70] in any manner.
You know, I heard the arguments going back and forth.
I am not convinced that that is oral or written publication in
any manner done by Sony.
That is an oral or written publication that was perpetrated by
the hackers.

But, at the bottom here, the bottom line is the question of
whether or not paragraph E requires, or at least coverage is
only available when it is performed or done, undertaken by
the policyholder or the policyholder’s affiliates and
employees and so forth.

In any manner, as Zurich’s counsel pointed out, means oral
or written publication in any manner. It is the medium. It is
the kind of way it is being publicized. It’s either by fax, it
is either by e-mail, either by so forth. But, it doesn’t define
who actually sends that kind of publication.

In this case here I have a situation where we have a hacking,
an illegal intrusion into the defendant Sony’s secured sites
where they had all of the information.

And in this case it is without doubt in my mind, my finding
is the hackers did this.

That information is there. It’s supposed to be safeguarded.
That is the agreement that they had with the [*69]
consumers that partake or participated in that system.

The 3rd party hackers took it. They breached the security.
They have gotten through all of the security levels and they
were able to get access to this.
That is not the same as saying Sony did this.

So that in the box it is safe and it is secured. Once it is
opened, it comes out.

But, when I read E, E can only be in my mind read that it
requires the policyholder to perpetrate or commit the act.

And this is where I believe that’s where the publication
comes in. It’s been opened. It comes out. It doesn’t matter
if it has to be oral or written.

It does not expand. It cannot be expanded to include 3rd
party acts.

We are talking about the internet now. We are talking about
the electronic age that we live in. So that in itself, by just
merely opening up that safeguard or that safe box where all

As we are going back and forth, back and forth, the policy
could be read this way and that way, the bottom line is it is
written the way it is written.
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And my finding is when you read oral or written publication
in [*71] my manner, that talks about the kind of way that it
is sent out there and disseminated in the world.
It doesn’t talk about who is actually doing that dissemination
for that sort of a publication.
In my mind that does not alter the policy language here that
covers an insured policyholder for their acts or for their
negligence and so forth.
I cannot help but think that if you look at the entire policy,
when I focus on this area here, paragraph E, that that has to
take a different approach. That now, all of a sudden, the
policy in general takes a different approach and includes
acts by 3rd parties.
That’s not what this says. It is just not what this says. And
I cannot read it to say that.
And if I were to read it to include that, that would run into
what we had discussed or argued earlier. That would be
expanding coverage beyond what the insurance carriers
were entering into or knowingly entering into.
That’s not an expansion of coverage that I’m willing to
permit under the language, of the clear language that we
have here.

And the declaration is under paragraph E of this policy that
I have in front of me today.
Paragraph E requires an act by or some kind of act or
conduct by the policyholder in order for coverage to be
present.
In this case my finding is that there was no act or conduct
perpetrated by Sony, but it was done by 3rd party hackers
illegally breaking into that security system. And that alone
does not fall under paragraph E’s coverage provision.
That’s my decision and order.
So, I guess to finish that up there is no duty to defend by
following that through.
Since [*73] this is something that is of a declaration, I am
sufficient to have it the way it is set out here.
If you want to memorialize it and put it in a clearer language
or order for me to sign, I’m happy to do that.
MR. COUGHLIN: Do you have a preference?
THE COURT: Why don’t we leave it like this. Because, I
think it is going to require immediate Appellate authority.
So, you’re Sony.
MR. COUGHLIN: I prevail. I will do the order.

They had to go back and forth. But, I cannot read this in any
other way than that this requires the policy holders to act.
Okay.

THE COURT: You order the transcript. I will so order it.
You will have it for your records.

So, under these circumstances my finding, [*72] as I said
earlier, is that paragraph E that is at issue in that case
requires coverage or provides coverage only in that situation
where the defendants, Sony, SCA or SCEA, commits or
perpetrates the act of publicizing the information.

I will put on the gray sheets that it is decided. I will put
down that the motion is denied. Cross motion is granted. So,
you will have an appealable order if you need to seek
Appellate review right away. So, you don’t have to wait for
the transcript.

In this case, they didn’t do that. This was done by hackers,
as I said.

MR. MARSHALL: While we are on the record, may I ask
Sony a question?

And that is my decision and order.

That is, given The Court’s ruling and the fact that Mitsui
moved on the same basis with respect to SOE and SNEI,
does Sony wish to continue with this litigation and continue
briefing that similar motion?

The declaration is that there is no coverage under this policy
for SCA or SCEA as a result of the hacking that was done
with respect to the data breach in the underlying action.

THE COURT: I’ll answer for them.
So, that is, the motion, the motion for summary judgment by
SCA, SCEA is denied.
The cross motion by Zurich and Mitsui is granted.

I think that that is something that you guys have to talk
about outside of the courtroom. I won’t put that on the
record.
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The dust will [*74] settle. You guys will have your work cut
out for you in the next few weeks.
I’ll let the dust settle on this.
Check with my part clerk to give you a control date as to
where we are going to go with this. Okay?

***
Certified to be a true and accurate transcription of said
stenographic notes.
/s/ Delores Hilliard
Official Court Reporter

Thank you. Have a good weekend.

