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Senior Counsel / Empresas Fonalledas, Inc.
Freddy Saavedra
Attorney / Alex & Associates
Shawn Kennedy
CEO / eDepoze, LLC

Tab 1 – Biographies or CVs

André De La Cruz
Associate
650 Town Center Drive
Fourth Floor
Costa Mesa, CA 92626

Practices
Intellectual Property
False Advertising,
Lanham Act and Unfair
Competition
International Trade
Commission (ITC)
IP Licensing,
Technology and
Commercial
Transactions
Patent Litigation
Patent Prosecution and
Counseling
Trade Secrets
Trademark Applications
and Prosecution
Trademarks and Trade
Dress
Litigation

Industries
Digital Media
Entertainment
Retail

T: 714.424.8216
F: 714.428.5973
adelacruz@sheppardmullin.com

André De La Cruz is an associate in the Intellectual Property
Practice Group in the firm's Orange County office.
Areas of Practice
Mr. De La Cruz, a registered patent attorney, primarily focuses on
intellectual property litigation, patent and trademark prosecution,
counseling, and licensing. His practice also includes experience with
trade secrets, general litigation, and the representation of clients
before the International Trade Commission in Section 337
investigations. Mr. De La Cruz also manages large-scale electronic
discovery teams, leveraging his background in Computer Science
and engineering to the fullest extent.
Mr. De La Cruz’s legal experience covers a broad range of
technologies and industries, including medical devices, computer
chip manufacturing, consumer electronics, wireless
communications, mobile gaming platforms, plasma display panels,
nanotechnology, e-commerce, software, and retail goods.
Prior to entering the legal field, Mr. De La Cruz worked as a network
and telecommunications engineer, primarily responsible for the
development and deployment of varying information technologies in
SMB and the enterprise, including backend server systems, core
network infrastructure, and computer-based telephony. Additionally,
he is a veteran of the U.S. Navy.
Admissions

Social Media and Games

California

Education
J.D., Loyola Law School,
2006, Loyola of Los
Angeles Entertainment Law
Review, Dean's Honor List
B.S., University of La Verne,
2002, with honors

Central District of California
Northern District of California
Southern District of California

Languages

U.S. Court of Appeals for the Federal Circuit

Spanish

U.S. Court of Appeals for the Ninth Circuit
U.S. Patent and Trademark Office
Honors
CALI Excellence for the Future Award in Contracts
Experience
●

●

●

●

●

●

●

●

●

Represented manufacturer of angioplasty balloon catheters in
its patent infringement suit in the Northern District of
California.
Represented medical device company in the Southern District
of California in a patent infringement suit involving spinal
implants. Successfully argued motion for summary judgment
invalidating the asserted patent claims.
Synthes (USA) et al. v. Spinal Kinetics, Inc. (N.D. Cal.):
successfully represented Spinal Kinetics in a patent
infringement case involving spinal implants.
Clear with Computers, LLC v. Belkin, et al.; Clear with
Computers, LLC v. Bergdorf Goodman, Inc. et al. (E.D. Tex.):
represented several retailer defendants in patent infringement
cases involving website design and e-commerce functionality.
Financial Systems Technology (Intellectual Property) PTY.
LTD. v. Oracle Corp. (E.D. Tex.): represented Oracle in
defending a patent infringement suit relating to its core
product.
Mattel, Inc. v. MGA Entertainment, Inc. (C.D. Cal.): member of
trial team that represented MGA on its trade secret claims
against Mattel, resulting in a judgment of $309 million in
MGA’s favor.
Realtime Data, LLC v. Packeteer, Inc. (E.D. Tex.): represented
a worldwide shipper in defending a patent infringement suit
relating to data compression technologies.
Custom Comfort Mattress Company, Inc. v. Trudell Bros.
Mattress (C.D. Cal.): represented Trademark owner in
infringement suit; successfully obtained permanent injunction
against defendants.
In re Certain Semiconductor Chips with Minimized Package
Size & Products Containing the Same (ITC Inv. No. 337TA-630): member of litigation team that successfully defended
several respondents in patent litigation before the ITC—
achieving a finding of “no violation” on all asserted patent
claims.

●

Samsung SDI Co. Ltd. et al. v. Matsushita Electric Industrial Co. Ltd. et al. (C.D. Cal. and W.D.
Pa.): represented MEI in a patent infringement suit involving 19 patents relating to plasma
display panel technology.

Articles
The Revised Federal Rules of Civil Procedure: Proportionality is King
California Minority Counsel Program: eNewsletter, Winter 2015
Memberships
Hispanic Bar Association – Orange County (Board of Directors)
Orange County Bar Association (Member)
Hispanic National Bar Association (Member)
Markey Intellectual Property Inn of Court (Member)
Diversity and Inclusion Committee of Sheppard Mullin (Member)
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Tracy A. Gallegos
Associate
Las Vegas, NV
Tel: 702.699.5908
Fax: 702.597.5503
tgallegos@foxrothschild.com

Tracy has a multifaceted practice that touches upon corporate, real estate, sports, and entertainment law for clients
ranging from start-up companies to established businesses. Tracy’s clients include, but are not limited to, community
association management companies, homeowners’ associations, medical marijuana dispensaries, and individuals and
companies involved in the promotions and management aspects of the nightlife industry.
Her corporate services include assistance with entity formation and restructuring; preparation of business plans;
procurement of business licenses, building permits, and special use permits; drafting of documentation necessary to
obtain licensing for medical marijuana dispensaries; and preparation of forms required by the California Department of
Alcoholic Beverage Control. Furthermore, Tracy routinely reviews, revises, and drafts various corporate documents;
including bylaws, operating agreements, and articles of dissolution; and negotiates and drafts business agreements
such as escrow instructions, foreign exchange trading, joint venture, consulting, stock purchase, unit transfer, and
subscription agreements.
In the realm of real estate law, Tracy represents both commercial and residential developers. She drafts and reviews
purchase and sale agreements, promissory notes, public offering statements, disclosure statements, commercial
leases, easement and maintenance agreements, deeds of trust and assignment of rents agreements. She provides
representation to ensure her clients’ compliance with the Subdivided Lands and Subdivision Map Act. In addition, she
manages all aspects of land use applications for mixed-use and commercial projects, including preparation of
documents necessary to obtain building permits, special use permits, and zoning changes. Tracy handles transactions
involving the acquisition and disposition of multimillion-dollar commercial properties, residential properties, and vacant
parcels of real property. She also handles landlord-tenant disputes for commercial properties.
Tracy’s real estate practice also includes serving as general counsel for community association management
companies and homeowners’ associations, advising clients on real estate issues pertaining to common-interest
communities. She provides guidance and counseling pertaining to governing documents, foreclosure issues arising
from non-payment of assessments, easements, restrictive covenants, delinquent assessment liens, and compliance
with the California Davis-Stirling and Nevada Uniform Common-Interest Ownership Acts. Tracy drafts all the necessary
documents required by homeowners’ associations, including amendments to governing documents, bid processes, and
materials required for board and annual meetings. Tracy also drafts and reviews management agreements, conflict
waivers, indemnifications, and nondisclosure and non-compete agreements. In addition, Tracy has represented many
clients with disputes pending before the Nevada Real Estate Division.
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In the entertainment law arena, Tracy has counseled clients on various issues including merchandising, licensing,
nondisclosure and non-compete agreements, music service agreements, artist performance agreements, and various
other types of contracts relevant to the entertainment industry.

Before Fox Rothschild
Tracy served as Corporate Counsel and Director of Operations for a community association management company with
offices in Nevada and California. She has also practiced real estate, sports, entertainment, and corporate law at firms in
California and Nevada.
During law school, Tracy was a student attorney for the school’s legal clinic, where she provided legal services to
indigent clients involved in civil matters. She also served as president of the school’s Asian Pacific American Law
Student Association and vice-president of the Sports and Entertainment Law Society.

Honors & Awards
•
•
•
•
•

Named to MyVegas Magazine's list of "Top 100 Lawyers in LasVegas" (2015)
Selected for inclusionin “Women Leaders in the Law” by ALM (2015)
Named to Nevada Business Magazine’s “Legal Elite” (2014)
Named to VEGAS INC. list of “40 Under 40” (2014)
Named to SuperLawyers list of "Rising Stars" (2013 and 2014)

Practice Areas
•
•
•

Corporate
Real Estate
Entertainment

Bar Admissions
•
•

Nevada
California

Court Admissions
•
•

U.S. District Court, District of Nevada
U.S. Court of Appeals, Ninth Circuit

Education
•
•

Drake University Law School (J.D., 2004)
University of California, Davis (A.B., 1999)

Memberships
•
•
•
•
•
•

Clark County Bar Association
American Bar Association (Business and Entertainment Law Forums)
Nevada State Bar Entertainment Law Section, Chair of Business Development-Los Angeles
Nevada State Bar Entertainment Law Section, Vice Chair of CLE Music
Rising Stars PTA, Vice President
Clark County Theatre Center, Advisory Board Member

Languages
•
•

Tagalog
French
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Publications
May 5, 2015
Increasing the State Business License Fee: Nevada’s “Simple” Answer to Its Failing Education System?
Corporate Alert

Ricardo Aponte-Parsi, Esq., LLM, LPEC
Counsel at Empresas Fonalledas, Inc.

Experience
Senior Counsel at Empresas Fonalledas, Inc. VIA Aponte Parsi Law Offices
February 2002 - Present (14 years 1 month)
Advises company on various legal matters. Participates in strategic planning and due diligence for
negotiations and acquisitions. Assists GC in managing corporate affairs and governance, litigation,
compliance and securities, public affairs, permits, policy development, and crisis management in issues
related to corporate image. • Performed services including litigation and negotiations with local government
on land expropriation issues. Represented the Company on contracts, contract drafting and transactional
matters. Drafted and reviewed complex confidential personnel and consultant contracts, and litigation.
Conducted legal research and drafted legal opinion letters, pleadings and motions and attended court
appearances. • Developed, recommended and drafted corporate governance and compliance policies
including internet usage policy, public policy, and government relations policy. • Advocated for the interests
of Company before legislative, policymaking and rulemaking bodies.
Attorney at Law at Aponte Parsi Law Offices
January 2002 - Present (14 years 2 months)
Civil Law, Contracts, Corporate Law, Corporate Compliance, Wills, Non Profits, Eminent Domain issues and
Notary work.
President at Puerto Rico Council of Education
July 2010 - June 2014 (4 years)
Served as President of the Board of the Puerto Rico Education Council, a government agency entrusted
with the licensing and accreditation of educational institutions in the U.S. Territory of Puerto Rico, from
preschool to higher education. It is also responsible for formulating public policy about education.
Region XIX President at Hispanic National Bar Association
August 2011 - June 2013 (1 year 11 months)
Executive Director at Energy Committee of Puerto Rico (EcoPR)
March 2009 - June 2012 (3 years 4 months)
Coordinate events, represent and develop public policy positions on behalf of Committee members,
composed of gasoline and derivative fuels wholesalers, prepare testimony for Legislative Committees
and Regulatory Agencies, draft proposed legislation. The Energy Committee groups the wholesalers of
energy and the hydrocarbon industry in Puerto Rico. Its objective is to establish and maintain an open forum
through which producers, refiners, processors, manufacturers and marketers of energy and/or hydrocarbon
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products unite into a strong and effective committee to deal with issues that have a material effect on the
industry.
Senior Associate at Amelia Consulting Group
January 2008 - December 2011 (4 years)
Consultant at Caribbean Advisory Services
January 1999 - January 2002 (3 years 1 month)
Provide business consulting services to Puerto Rican firms interested in establisihing operations in Florida
and other points in the mainland.

Summary
Ricardo Aponte-Parsi is an attorney with extensive experience and a proven track record who provides
services as Counsel for Empresas Fonalledas, Inc. a private family owned company in Puerto Rico, as well as
maintaining a private office in Washington DC. He obtained a B.A. from Syracuse University (1991) with a
major in International Relations and his J.D. from the Inter American University School of Law of Puerto Rico
(2000), an ABA accredited law school. He served for 2 years as Assistant for Federal Affairs to the President of
the State Senate of Puerto Rico (1997-1999). In May 2014 he completed an LL.M. degree from Northwestern
University School of Law and a Certificate in Business Administration from IE Business School in Madrid,
Spain. He served two terms as Vice President of Sections and Committees for the Hispanic National Bar
Association (HNBA). From 2002 to 2008 served as the HNBA Regional President for Puerto Rico and the
USVI and was the Co-Chair of the 2007 HNBA Convention Committee. He is the Immediate Past President of
the Interamerican Association of Businesspeople (AIHE for its Spanish acronym). He served as Secretary of
the Board and Chair of the Federal Affairs Committee of the Chamber of Commerce of PR during 2012-13.
In 2010 he was appointed to serve for a six year term as President of the Governing Board of the PR Education
Council, the government regulatory agency. Since 2012 he is a member of the Puerto Rico Harbor Pilotage
Commission, the entity that licenses, fixes rates and oversees the rendering of pilotage services in all ports
around the Island. In addition, he is a member of a number of other professional and civic organizations such
as the American Bar Association (ABA). He and his wife Waleska Rodriguez (LND/MHSN/PMP) are the
proud parents of a daughter named Monica. Specialties: His areas of practice include in Civil Law, Contracts,
Compliance, Corporate Law, Antitrust, Securities, Government Affairs and Real Estate.

Volunteer Experience
Secretary of the Board at Chamber of Commerce of Puerto Rico
June 2012 - June 2013 (1 year 1 month)

Page2

Organizations
Chamber of Commerce of Puerto Rico ("Cámara de Comercio")
Secretary of the Board of Directors
August 2012 to July 2013
Member of the Board of Directors of the Chamber of Commerce of Puerto Rico for a two year term and
appointed to the position of Secretary until July of 2013 by Architect Pablo Figueroa.
Hispanic National Bar Association (HNBA)
VP for Regions
2010 to 2011

Languages
Fully Bilingual in English and Spanish

Skills & Expertise
Fully Bilingual
Computer Literate
Multitasker
Non-profits
Wills
Corporate Law
Real Estate
Legal Research
Litigation
Civil Litigation
Public Policy
Legal Writing
Community Outreach
Administrative Law
Government
Fundraising
Licensing
Politics
Legislative Relations
International Relations
Policy Analysis
Spanish
Nonprofits
Political Campaigns
Multilingual
Personal Injury
Public Affairs
International Law
Policy
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Legal Advice
Immigration Law
Legislation
Corporate Governance
Grants
Coalitions
Governmental Affairs
Courts
Public Relations
Strategic Planning
Research
Public Speaking
Leadership
Contract Negotiation

Education
Georgetown University Law Center
Master of Laws (LL.M.), Securities and Financial Regulation, 2015 - 2016
IE Business School
Master of Laws (LL.M.), Law, 2013 - 2014
Northwestern University School of Law
Master of Laws (LL.M.), Law, 2013 - 2014
Activities and Societies: s in the field of law. Faculty members from both institutions hood the new
graduates during the ceremony. In addition to their LLM degree, students receive IE’s Certificate in Business
Administration.
Inter American University School of Law
Juris Doctor, Law, 1995 - 2000
Activities and Societies: Hispanic National Bar Law Student Division
Syracuse University
B.A., International Relations, 1987 - 1991
Activities and Societies: Kappa Sigma Fraternity, Student Government Association (SGA), University Senate,
Board of Directors Campus Conveniences, Inc., La Casa Lationamericana
Notre Dame High School
High School, 1984 - 1987

Certifications
Legal Professional in Ethics and Compliance (LPEC)
Ethics and Compliance Officers Association of America (ECOA)

February 2015 to February 2017
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Ricardo Aponte-Parsi, Esq., LLM, LPEC
Counsel at Empresas Fonalledas, Inc.

4 people have recommended Ricardo
"I’ve had the pleasure of working with Ricardo on several public policy projects over the years. The
first word I think of when I think of Ricardo is “trust.” He was able to quickly establish the kind of trust
with policy makers that you need to advance your public policy goals. The next word I would think of is
“intelligence.” Ricardo is incredibly smart, and every public policy maker we dealt with could see that in
our every interaction. Which leads me to the third and fourth words: “relational” and “social.” Quite simply,
people like Ricardo. They trust him, and want to work with him. As someone who deals with public policy
matters with literally hundreds of corporate, NGO, legal, and government people on a regular basis, I’d be
happy to walk into any room with Ricardo at my side. "
— Ken L., Senior Vice President/Chief Operating Officer, Fontheim Partners, was a consultant or contractor
to Ricardo at Empresas Fonalledas, Inc. VIA Aponte Parsi Law Offices
"I met Ricardo in 1999 while providing services to a mutual client -- a large, family held company in Puerto
Rico. We worked on several legal, regulatory and public policy issues on behalf of the client. During the
years we worked together he demonstrated an ability to work in teams, build coalitions and analyze/solve
problems. Ricardo was able to research issues important to the organization and stay informed of and add
value on legislative issues impacting the business. He always maintained an excellent working relationship
with the client, co-counsel and other stakeholders."
— Gary H., Senior Counsel, Public Law and Policy, Akin Gump Strauss Hauer & Feld LLP, worked directly
with Ricardo at Empresas Fonalledas, Inc. VIA Aponte Parsi Law Offices
"I had the honor and privilege to work with Ricardo during my tenure at the Hispanic National Bar
Association and I highly recommend him. Ricardo did an excellent job leading the efforts of his region
and serving as co-chair to the 2007 HNBA Convention that was held in Puerto Rico. The 2007 HNBA
Convention was the most successful, well attended and profitable Convention ever held by the HNBA and
it was mostly a result of his efforts. He is very detail and task oriented, results driven and a very competent
individual."
— Antonio "Tony" Arocho, Esq., worked directly with Ricardo at Empresas Fonalledas, Inc. VIA Aponte
Parsi Law Offices
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"Ricardo is a driven and exceptionally prepared professional who inspires younger generations as myself to
step up and achieve great things. Ricardo has proven to be a team player ultimately making those around him
better and delivering results. He is without a doubt one of the premier success stories of his generation and an
invaluable asset in his field. I recommend him without reserve."
— Phillip A., worked with Ricardo at Aponte Parsi Law Offices
Contact Ricardo on LinkedIn
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Attorney Freddy Saavedra
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(http://alexandassociates.com/)
(602) 971-1775

ATTORNEY FREDDY SAAVEDRA

info@alexandassociates.com (mailto:info@alexandassociates.com)

ATTORNEY
FREDDY
SAAVEDRA
¬



ã

(https://twitter.com/Alex_Associates)
(https://www.facebook.com/AlexAndAssociates/)
(https://www.linkedin.com/in/freddysaavedra)

Phoenix Attorney Freddy Saavedra practices in the area of
Personal Injury, Wrongful Death, Construction Accidents, and
Social Security Disability Law. His experience includes:
• Representing Personal Injury Plaintiffs in Superior Court.
• Representing Claimants in over 75 Federal Administrative
Hearings.
• Representing Social Security Disability Claimants in: Phoenix,
North Phoenix, Apache Junction, Globe, Yuma, and Tucson,
Arizona; Needles, San Bernardino, and San Diego, California;
and Austin, Texas.
• Working on over 1000 Social Security Disability cases.
Prior to entering law school, Freddy served 11 years in the U.S.
Army working in telecommunications. He was stationed in
Germany and Fort Bragg, North Carolina. He was deployed to
Bosnia-Herzegovina and Iraq.
While in law school, Freddy was a Judicial Intern for Judge
Garcia of Maricopa County Superior Court. He also was a legal
intern at the Veteran’s Administration Office of General Counsel
in Phoenix, Arizona.

Practice Areas
• Personal Injury
• Construction Accidents
• Wrongful Death

http://alexandassociates.com/team/freddy-saavedra/
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Attorney Freddy Saavedra

Page 2 of 3

• Social Security Disability

Education
• Sandra Day O’Connor College of Law at Arizona University
(J.D. 2013)

(http://alexandassociates.com/)

◦ National Order of Barristers
◦ Student Bar Association, Student Delegate
◦ 1st Place Recipient in the Client Counseling Competition

(602) 971-1775

◦ Chicano/Latino Law Student Association

• Arizona State University
B.A.S. in Computer Networking,
info@alexandassociates.com
(mailto:info@alexandassociates.com)

magna cum laude, 2009

◦ Dean’s List
• Cisco Certified Network Analyst (2001)

Awards
• Justice for All Award, ASU Sandra Day O’Connor College of

Law, 2015
• Top 40 Under 40, American Society of Legal Advocates,

2016
• Top 10 Attorney Award, National Academy of Personal Injury

Attorneys 2016

Bar Admission
• Arizona, 2013

Federal Court Admissions
U.S. District Court, District of Arizona, 2014

Professional and Civic Activities
• Hispanic National Bar Association (http://www.hnba.com/)
Region XIV President (Arizona and Nevada)
• Disabled American Veterans (http://www.dav.org/) (Lifetime
Member)
• Valle Del Sol’s (http://www.valledelsol.com/) Hispanic
Leadership Institute Class of 2014
• Leading for Change
(http://www.arizonaleadingforchange.org/) 2014 Fellow
• Medical Legal Partnership (Pro Bono Attorney)
• Los Abogados Hispanic Bar Association
(http://losabogados.org/) ( Board Member)
• Maricopa County Bar Association
(http://www.maricopabar.org/default.asp?) (Member)
• Arizona State Bar (http://www.azbar.org/)(Member)
• Collaborative Bar Leadership Academy, 2015 Graduate

10.0
Superb

Top Attorney
Personal Injury

http://alexandassociates.com/team/freddy-saavedra/
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Shawn Kennedy | LinkedIn

Shawn Kennedy

1st

ChapmanU FullTime MBA
Personal Brand Development.
Ongoing Career Management.
Learn More Today!

CEO at eDepoze, LLC
Sacramento, California Area

Legal Services

Previous

Morgan, Lewis & Bockius LLP, Howrey LLP

Education

Duke University School of Law

›

Attorney Needed ASAP
Crucial need for local attorney in
your area. View new cases
today.

500+

Send a message

connections



https://www.linkedin.com/in/smklaw

Ads You May Be Interested In

Contact Info

GI Bill Approved Certs
Upgrade your skillset with a
certificate from eCornell. Apply
Today!

People Also Viewed
Relationship
Thadd Hale
Note

Reminder

Chief Operating Officer of eDepoze

Tag

Connected

3 years ago

2/22/2013

Jason Wade
eDepoze...

Jeremy Lindahl
Channel Manager at eDepoze

Posts

1,177

Published by Shawn
See more

followers

Rick Russell
Director of Development at eDepoze

Kevin Krusiewicz
Helping small businesses and non
profits tell their stories and train their
people

Gerard Barboni
Regional Account Manager at
eDepoze

That Deposition Notice
Seeking Signal: 10
Could Get You Punched In... Questions Clients Should
December 21, 2015
Ask...

Don't Be a PartTime
Collaborator
May 7, 2015

Jason Lindahl
Practice Support at Legistics, Inc

October 7, 2015

Thad Warren
EVP Business Development at
Advanced Discovery

Background



Summary

Award Winning Outside Sales
Professional ✭ Hunter ✭ Closer

Rhett Richardson

Shawn is the founder and CEO of eDepoze, LLC.
Prior to founding eDepoze, Shawn spent twelve years as a litigator at two Am Law 100 firms, most
recently with Morgan, Lewis & Bockius LLP. He specialized in complex business disputes, including
securities litigation and enforcement proceedings, professional liability actions, consumer class actions,
antitrust disputes, and white collar criminal actions.



Jason McLendon

Product Specialist at eDepoze

In Common with Shawn

Experience

CEO
eDepoze, LLC

https://www.linkedin.com/in/smklaw?authType=name&authToken=Si3q
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Shawn Kennedy | LinkedIn

January 2013 – Present (3 years 2 months) | Orange County, California Area
eDepoze, LLC is a technology company whose litigation software system is used by law firms across
the country to mark, distribute and present exhibits electronically during depositions, arbitrations,
witness prep sessions, trials, hearings, and mediations. By eliminating the need to print, copy and ship
boxes of paper exhibits and witness binders, the platform brings new efficiencies to the disordered and
paperintensive phase of litigation following eDiscovery.
Between events, case teams can collaborate together and prepare for upcoming events, with all case
exhibits organized in a single place. With full mobile support, eDepoze's system allows participants to
attend depositions and other events remotely as well.

1
Group

8
Skills & Expertise

Attorney
Morgan, Lewis & Bockius LLP
January 2011 – January 2013 (2 years 1 month) | Orange County, California Area

1
Location

1 honor or award

Attorney
Howrey LLP
September 2001 – January 2011 (9 years 5 months)
1 honor or award
1 recommendation
Ben Davidson
Attorney at Davidson Law Group
Shawn is one of the most talented associates I have ever worked with. I had the pleasure of working with
him on a securities class action case and I found his analysis and work product excellent. View



Honors & Awards

Southern California Super Lawyer  Rising Star
2013
Selected as a Southern California Super Lawyer  Rising Star.

Attorney of the Year
Public Law Center
2004
Named Attorney of the Year by the Public Law Center, Orange County's pro bono law firm.



Skills

Top Skills
53

Civil Litigation

48

Litigation

34

Depositions

33

Commercial Litigation

25

Securities Litigation

12

Legal Assistance

11

Trials

8

Dispute

7

Mobile Applications

https://www.linkedin.com/in/smklaw?authType=name&authToken=Si3q
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Shawn Kennedy | LinkedIn
Patents

Shawn also knows about...
6

Cloud Computing

4

Intellectual Property

4

Litigation Management

3

Torts

2

Competition Law

3

Criminal Law

5

Securities Regulation

4
3

Securities

Privacy Law
2

Licensing

4

2

4

Business Litigation

Class Actions

3

Legal Software

Employment Law

White Collar Criminal...

2

See 14+



Education

Duke University School of Law
Doctor of Law (J.D.)
1998 – 2001

California Polytechnic State UniversitySan Luis Obispo
BA, Political Science
1992 – 1997

Recommendations

Received (1)

Given (1)

Andre, would you like to recommend Shawn?
Recommend Shawn

Attorney
Howrey LLP
Ben Davidson
Attorney at Davidson Law Group

“

Shawn is one of the most talented associates I have ever worked with. I had the
pleasure of working with him on a securities class action case and I found his analysis and
work product excellent.
March 31, 2010, Ben managed Shawn at Howrey LLP

Connections

All (500+)

Shared (8)

New (3)

Denise Zack 2nd

Jill Micheli 2nd

Attorney at VLP Law Group LLP
Connect •
2

Account Manager / Accessibility Strateg…
Connect •
1

Ken Friedman 2nd

Ellis Ishaya 2nd

Vice President, Legal and Government …
Connect •
3

Vice President of Services at IBM (ILG …
Connect •
1

Gregory Ayres 2nd

Ellen Grauer 2nd

COO at Aurora Control Technologies
Connect •
1

President / CEO at Ellen Grauer Court …
Connect •
2

https://www.linkedin.com/in/smklaw?authType=name&authToken=Si3q
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Shawn Kennedy | LinkedIn
Amir Sarhangi 2nd

Patrick Ryan 2nd

Product Management at Google
Connect •
1

Commercial & IP Trial Lawyer  Princip…
Connect •
2

Roger W. Thomas 2nd

Faraz Zubairi 2nd

Customer Success Executive
Connect •
1

Chief Executive Officer at Treehouse H…
Connect •
1

Next

Groups

Legal Association Ne…
10,247 members
Join

The Lawyer Whisperer
3,148 members
Join



eLEGAL Support: Pa…
35,775 members
Join

Legal Innovation and …
3,573 members
Join

Search for people, jobs, companies, and more...
Home
Profile

Advanced

My Network

Jobs



Interests

2





People Similar to Shawn
eDiscovery Exchange
5,576 members
Join

eDiscovery
6,740 members
Join

Court Reporting & C…
4,040 members
Join

See 15 more

Qin SHI 2nd
Managing Principal at EDGETECH LAW LLP

Following

Connect

News
Ads You May Be Interested In

112 New CA Clients
112 new legal clients seeking a
CA attorney. View their cases
today.
Pulse
491,591 followers
Following

Cloud NAS for Docker
On AWS. Easy setup. Amazing
support. Highavailability. 30 day
Free trial!

Companies

ChapmanU Professional MBA
Engage With Top Executives.
Attend National Conferences.
Learn More Today!

Association of Corpo…
Legal Services
Follow

eDepoze
Legal Services
Follow

Apple
Consumer Electronics
Follow

SARTA
Nonprofit Organization
Management
Follow

Firebark Media
Computer Software
Follow

Morgan, Lewis & Boc…
Law Practice
Follow

›

›

›

D+H
Information Technology
and Services
Follow

Schools

https://www.linkedin.com/in/smklaw?authType=name&authToken=Si3q
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Why Are So Many Law Firms Trapped in 1995?  The Atlantic

Why Are So Many Law Firms Trapped in 1995?
Most still keep hard copies of old case files and have their lawyers manually
track their hours in six-minute increments. Changes are arriving—slowly.

Vincent Kessler / Reuters

LEIGH MCMULLAN ABRAMSON
OCT 1, 2015

|

BUSINESS

TEXT SIZE





After I graduated from law school, my first assignment at a large New York
law firm was to assist in the discovery phase of a securities case. For 12 hours
a day, I sat in a conference room jammed with bankers’ boxes full of
documents, reviewing them one page at a time. I’d code them on SAT-like
bubble-filled sheets that were then stapled to each document and placed on
one of two dozen piles scattered across the table.
http://www.theatlantic.com/business/archive/2015/10/whyaresomanylawfirmstrappedin1995/408319/
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This archaic scene didn’t take place during the Johnson presidency, or even
Reagan’s, but about 10 years ago. Since then, nearly all document review has
been transferred online, but other changes have been slower to take hold:
Lawyers, for instance, still manually keep track of their time in six-minute
increments, and many firms hold onto voluminous hard copies of old case
files.
Even though many firms remain behind the times, they soon may not be.
New technologies and increased competition are forcing the legal industry to
slowly remake itself.
“The billable hour is the culprit of everything,” explains Ralph Baxter, the
former chairman and CEO of Orrick, Herrington & Sutcliffe. Implementing
innovations that render billable hours obsolete can be like tugging on a
thread that threatens to unravel the basic concept of a law firm. For example,
the start-up Lex Machina can speedily mine and analyze litigation data that
would take an army of associates months to go through. Suddenly, several
associates aren’t billing. And if they aren’t billing, the firm could do without
them. And if they could do without those associates, then they could do
without the office space they occupy. There goes the business model.
While traditional law firms have been slow to adapt, it is these more overt
inefficiencies that a new crop of start-ups and law firms are aiming to exploit.
Todd Smithline jettisoned billable hours entirely and operates his San
Francisco-based, tech-focused firm, Smithline PC, under a subscription
model. Clients pay monthly fees ranging from $8,000 to $25,000, which
buys them as much service as they need. He says many were skeptical at first,
but he has found that “clients value predictability.” Jason Boehmig, the cofounder and CEO of Ironclad, a legal-software company, agrees that clients
are eager for change in the legal industry. “Clients have the incentive to take
advantage of technology because they are the ones really feeling the pain of
http://www.theatlantic.com/business/archive/2015/10/whyaresomanylawfirmstrappedin1995/408319/
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the billable hour,” he says.
The disconnect between what traditional legal services offer and what clients
want has been a boon to legal entrepreneurs. After Chad Burton, a former
“Big Law” attorney, built a firm for himself with, as he puts it, “low
overhead, but sophisticated work,” he met so many other attorneys looking
to do the same that he founded Curo Legal, a consulting and staffing
business that helps lawyers strike out on their own. He now teaches a course
at Dayton Law School about how to build a firm from scratch.
And Nikhil Nirmel, a former Yelp employee, saw that people were seeking
out lawyers based on geography, much like they would look for a laundromat
or a dentist—even though they didn’t have to. So he started Lawdingo, which
takes location out of the equation and pairs clients with lawyers online.
Lawyers are a risk-averse bunch, but for those willing to step off the
traditional path for new ventures, there are rewards. “You have to be scrappy
to be an entrepreneur but there is now tremendous opportunity in the
industry,” says Nicole Bradick, who founded a firm called Custom Counsel
when she saw a chance to match understaffed law firms with the idle talent
pool of women who’d left law after having children.
Using new technologies to create a more efficient legal system “should (and
does) make innovative lawyers very rich,” says Joe Borstein, who left Big Law
to become the global director of the legal-outsourcing firm Pangea 3. But
there are non-monetary benefits, too. “These attorneys improve access to
rights and justice for millions of people,” says Borstein. And the chance to
improve the lives of unhappy attorneys has been incentive enough.
“Changing this profession for lawyers who are categorically miserable is my
calling,” says Christopher Marston, the founder of the law and financialservices firm Exemplar.
http://www.theatlantic.com/business/archive/2015/10/whyaresomanylawfirmstrappedin1995/408319/
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Whatever legal entrepreneurs’ motivations may be, the industry at large is
aware of the changes they’re bringing about. The American Bar Association’s
magazine devotes an issue each year to honoring “legal rebels”—creative
attorneys changing the practice of law. And there are now trade shows with
hundreds of exhibitors showing off legally-inclined tech products.
But despite going more mainstream, this sort of innovation is in its infancy,
and firms aren’t sure how much new technology is too much, or too little. “At
one end of the spectrum, where lawyers are doing everything, is wrong, but
the other end of the spectrum, replacing them entirely with software, is also
wrong,” says Ironclad’s Jason Boehmig. “The winners in this space will be
the ones that are able appropriately involve lawyers in the process.”
Baxter, the former law firm chairman, says that even if uptake is relatively
slow says that even if uptake is relatively slow, the industry is still moving in
the direction of openness to new technology. “Step by step, law firms, clients,
and legal start-ups will make improvements and will gain market share,” says
Baxter. “The market will turn towards more innovative, creative solutions.”
It’s safe to say that none of these will involve a stapler or a sheet with
bubbles.
ABOUT THE AUTHOR
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4 Reasons To Use Electronic Deposition Exhibits
Law360, New York (October 21, 2015, 10:13 AM ET) -So much of what we do now as litigators incorporates technology. Written
communications with opposing counsel or clients, in-court presentations,
Sadaf R.
document collection and review, court filings; these are just a few examples of
Abdullah
arenas in which electronic media is now widely — if not exclusively — used.
Technology is now more accessible and more efficient than ever. Why, then, do so many
attorneys lug around boxes of environmentally unfriendly copies of documents to use at
depositions?
Until very recently, I was one of those attorneys. I can relate countless instances where I
painstakingly ensured that I had five paper copies of each document — one each for the
witness, opposing counsel, the court reporter, myself, and a back-up copy — boxed up and
ready for any deposition I took. Of course, this usually meant that someone would foot the
significant bill for shipping heavy boxes to and from the location of the deposition, and that
the documents had to be finalized days in advance so that they would make it on time.
Documents added to the set at the last minute would travel with me, meaning that I would
never travel light.
And then there was the time that a colleague and I traveled to Norway to take a series of
depositions. On the way over, we discovered a number of documents that we wanted to
show the witnesses, and as we had traveled out the day before the first deposition, we
realized we would need to find a place in Oslo to make the copies for us. Only now, years
later, does it seem comedic that we had to drag boxes from shop to shop, looking for a
place with “American” hours rather than the “European” hours, the latter of which dictated
closing up by 5 p.m. At the time, it was not at all amusing.
At depositions, rifling through file folders and shuffling through papers was routine. And if,
during the course of a deposition, it became apparent that I needed a document that had
not been printed, breaks would be consumed by frantic calls to staff and/or desperate
searching for a printer that would be able to spit out the documents quickly and with the
requisite number of copies.
Still, when a court-reporting agency that I routinely use introduced me to a vendor offering
electronic service for deposition exhibits, I was skeptical. The possibilities of technical
interruptions, confidentiality breaches and general confusion ran through my mind. After
learning more about the software and receiving training, though, I realized that it had the
potential to save loads of litigants’ resources — not to mention a number of trees.
1. Electronic Exhibits Save Money
One of the leading vendors in the field of electronic exhibits charges a relatively low monthly
fee per user for using their services. It’s the same rate no matter the number of depositions
taken, or individual exhibits loaded and used. This eliminates the costs associated with
printing, copying and shipping — costs that can be substantial depending on the volume of
documents used.
2. Electronic Exhibits Save Time
Using electronic exhibits requires uploading exhibits electronically to a secure cloud storage

system hosted by the vendor. Once they are loaded, they are available for use in the
deposition. No time is wasted in printing, copying or packaging. Also, once the documents
are used in the deposition, they become official and are available immediately — there is no
need to wait for official, manually stickered exhibits from a court reporter.
3. Electronic Exhibit Display Allows the Examining Attorney to Better Control the
Deposition
An attorney taking a deposition can use a feature of the software that allows the attorney to
use arrows and highlighting to direct the witness’ attention to relevant portions of a
document. When using paper copies, there is really no way to do that physically without
invading the witness’s space. This allows for more efficient review of documents during the
deposition.
4. Electronic Exhibits Result in More Flexibility
Perhaps the greatest benefit, which I was pleased to discover during a recent deposition
that involved an 11th-hour production of documents, is the flexibility gained by introducing
electronic exhibits. A last-minute decision to add documents to the deposition set presents
no problem — the taking attorney herself or a staff member can simply load the documents
to the cloud repository and they are immediately available for use. This can even be done
while the deposition is going on.
There are still challenges presented by using electronic exhibits in depositions. For example,
the use of the services on the market requires the availability of a good Wi-Fi connection
and is subject to typical, occasional technical glitches. And electronic exhibits might not be
the best option for witnesses not accustomed to using laptops or iPads. But these are minor
issues compared to the overall benefits of going electronic.
What is most surprising, though, is the fact that this technology has been available for a
couple of years now, but has yet to become the norm in deposition practice. Is it just an
awareness problem — lawyers don’t realize that these services are available? Is it that we,
as a profession, are incredibly resistant to change? Are litigators technology-phobes? Or are
we so risk averse that we are not willing to abide the risk of technology failure? (I freely
admit that for my first deposition using electronic exhibits, I brought one hard copy set, in
case we had to conduct the deposition by flashlight.)
No matter the reason for the slow uptake, I have no doubt that, very soon, most
depositions will be conducted with electronic documents and paper exhibits will become
archaic — in the same way that hard-copy document review in warehouses and conference
rooms has been replaced by e-discovery software. It is a matter of the collective profession
become familiar and more comfortable with the process.
The way I see it is: save time and money for my clients, save trees, save my back. Sign me
up.
—By Sadaf R. Abdullah, Skiermont Puckett LLP
Sadaf Abdullah is of counsel at Skiermont Puckett in Dallas.

iPad 101 – for Intellectual Property
Litigators and Prosecutors
By Andre De La Cruz, Harland C. Duncan, Chad Pannell, and Robert D. Wells
I.

Introduction

Since the introduction of the iPad in 2010, more and more attorneys recognize its wide ranging
applications and capabilities and are adopting and integrating it into their practices. The tools and
resources available are limited only by a software developer’s imagination and skill. In fact, as of
June 2012, Apple’s App Store made over 650,000 iOS apps available, over 225,000 of which are
made specifically for the iPad. Becoming overwhelmed by “app–overload” is likely, especially
for relatively new adopters.
So how do we whittle the field down? What works for attorneys? More specifically, what works
for IP attorneys? Patent litigators? Patent prosecutors? Applying the collective experience of this
paper’s authors, we will highlight some of the apps that we think are most likely to have a
positive effect on your practice. Hopefully this paper will help cut through the quagmire, helping
you to become a more efficient iPad user without compromising ethical obligations. We
acknowledge, however, that it is simply impossible to provide you with a complete survey of the
apps available for your iPad. In fact, with over 200,000 applications already available for the
iPad, and with more apps released every day, you’re almost sure to encounter others that work
better for your particular needs. Think of this article as a ‘best-of-the-best’ listing from our
perspectives-it’s not intended to be exhaustive. And although we have attempted to consider and
evaluate these apps in the context of our legal practices, this article is not a substitute for your
own research and judgment as to your ethical obligations as an attorney.
Much has been written about the intersection of the iPad and practice of law. In fact, a simple
Google search for “iPad” and “lawyers” returns over 60 million hits, a large majority of which
are related to how-to, tips and tricks, security, and privacy. Perhaps the greatest concerns on
most lawyers’ minds with respect to whether an iPad would be a good fit for them are the
potential ethical issues that come with this new technology. For example, does storage or
conveyance of client confidential information on an iPad threaten attorney-client privilege? What
about storage that data on the “cloud”? This article will also address some of these issues.
II.

Indispensable Accessories

Although quite handy out of the box, an IP attorney can best exploit the iPad’s resources with a
few key accessories.
First is the stylus. The iPad’s primary input is a capacitive multi-touch screen and the user’s
fingers. That said, it behooves anyone with a serious interest in writing notes with your gadget,
to invest in a good quality stylus. Because the iPad uses a capacitive touch screen, pencils, pens,
and gloved fingers do not work on it. A capacitive stylus provides a pen-like input device for
tapping, drawing, and writing. They come in all sorts of shapes, sizes, tips, and colors, but they
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all work in substantially the same manner-they attempt to replicate the use of a pen or pencil on
an actual notepad. The stylus you like the best is a matter of personal preference, so we don’t
make any actual purchase suggestions. But here’s what we are currently using:
Andre uses a Kuel H10 series stylus.
http://www.spigen.com/sgp-stylus-pen-kuel-h10-series.html. It is
small, lightweight, and attaches to your iPad to minimize the risk
of loss or misplacement. It has a smooth rubber tip that is very
accurate and durable.
Chad uses an Adonit Jot Pro with a unique tip that feels a little
more like an actual pen. http://adonit.net/product/jot-pro/.

Rob uses the Wacom Bamboo Stylus. It has a replaceable nib (tip) in
case your stylus begin to wear out from overuse.
http://www.wacom.com/en/products/bamboo/bamboostylus.aspx
The next accessory we recommend is a keyboard. The
iPad will work with most Bluetooth® wireless
keyboards. An external keyboard will free you from
having to rely on a stylus or your fingers for typing and
will allow you to input text as fast as your fingers can
type. It may not be entirely necessary for those
accustomed to typing and drawing on a smooth glass
screen, but for most of us, an external keyboard greatly
increases the usability of the iPad. One of our favorites
is the Apple Bluetooth® keyboard.
http://store.apple.com/us/product/MC184LL/B/applewireless-keyboard?fnode=56

We also suggest investing in a case. There are literally hundreds of cases on the
market; some even include their own keyboard. Style aside, make sure that
your case provides sufficient protection. Cases range from the
svelte and sleek Apple smart covers to the tough and rugged
outdoorsman cases. Only you can decide what is right for
you, but it’s a good idea to consider the way you will use it.
For example, will your iPad will usually rest safely on a
table or desk, or you will be holding and walking around
with it, increasing the possibility of dropping and damaging it?
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Next, in order to show the contents of your iPad on an external display, i.e., a projector or
television, you will need to purchase an adaptor or two. One is a digital AV adapter that gives
your iPad an HDMI port for establishing connectivity with an HDMI ready device; it is available
at http://store.apple.com/us/product/MD098ZM/A/apple-digital-av-adapter?fnode=3a. Another
is a VGA adapter that connects your iPad with a VGA device such as computer monitors and
projectors; it is available at http://store.apple.com/us/product/MC552ZM/B/apple-vgaadapter?fnode=3a. A more expensive, but elegant solution is to use an Apple TV, which
connecst to a projector or display through an HDMI port and can wirelessly display your iPad’s
screen, allowing you to move around without being tethered to one location by a wire.
http://www.apple.com/appletv/ You may want one, or all of these depending on the external
display device(s) you intend to use.
III.

Apps
A.

Word Processing Apps

Pages:
Although the Apple-developed Pages app might be the “prettiest” of word processing solutions,
it is not the most versatile. Since it is a pared down version of Pages for Mac OS X, there are
limitations such as lack of fonts, lack of support for redlining documents, and other formatting
inconsistencies. Touted as “beautiful” and “powerful” by Apple, it lacks compatibility with more
prevalent word processing systems, e.g., MS Word. So, unless, you’re a Mac-only operation, it’s
unlikely that this app alone will suffice. http://itunes.apple.com/us/app/pages/id361309726?mt=8
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CloudOn:
CloudOn brings the full Microsoft Office interface to your iPad, and is one of our personal
favorites. It integrates nicely with cloud storage services like Drpobox or iCloud and doesn’t
have many limitations when compared to a full featured desktop install of a complete Office
suite. The developers of CloudOn are host remote servers dedicated to running MS Office.
Whether redlining, drafting, or otherwise formatting text, one would be hard pressed to find a
better app for working with the MS Office documents that most of us use. The best part of it all,
is that it is FREE. Don’t expect it to completely replace the word processor on your laptop
computer though. CloudOn provides access to Microsoft Word via an internet connection, so it
can be noticeably slow with even the best WiFi, 3G, or LTE connection. And while you can
zoom in and out in a pinch (literally), it can be a bit frustrating to navigate at times. Still, if you
need to edit a Word document or see the redline your coworker just sent you while away from
your computer, CloudOn is the best way to go.

QuickOffice HD:
The overall winner in this category, according to sheer popularity and reviews, is QuickOffice
Pro HD. This app is the closest thing to having mobile office on your iPad (as opposed to
connecting to remote office servers like CloudOn). QuickOffice includes support for cloud
storage and lets you edit and format your documents, spreadsheets, and presentations with minor
drawbacks, including, no ability to add comments or redlines, footnotes, a limited fonts, and
awkward embedded image manipulation.
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iA Writer:
Have a case of “Writer’s Block?” iA Writer can help you to focus on what matters most when
you’re writing – getting the words out of your head and onto the page. In Focus Mode, only three
current lines of text are displayed, everything else is blurred out. And although the app includes
basic features we’ve come to expect from a word processing program, Focus Mode strips out
distractions like spell check, toolbars, and formatting. iA Writer also works with iCloud and
Dropbox, so you can easily work with your files on multiple devices.. Better yet, this mental
clarity comes cheap, at $0.99.

5

B.

Note Taking Apps:

Penultimate:
Penultimate is one of the best note taking apps available – fast, easy
to use, and inexpensive ($0.99). Think of it as a plain and simple
yellow notepad. You open the app, and rely on your stylus to take
notes. You cannot use a keyboard with this app, so a stylus (or your
finger) is a must. You can organize your app into individual
client/matter “Notebooks.” Also, Penultimate comes with a series
of different background papers, e.g., graph paper, lined paper,
blank paper. And if the included backgrounds aren’t enough, a
Penultimate store makes additional papers available for purchase.

Noteshelf:
At $7, this app replicates the same functionality of Penultimate but
with a few more bells and whistles. Features include notebook
covers, more pen colors, and a cleverly-implemented zoom mode,
which converts the bottom portion of the screen into a subset of the
large canvas for fine writing. Noteshelf also incorporates the the onscreen keyboard should that be something you wish to integrate
with your note taking.

Bamboo Paper – Notebook:
If you want to explore the world of stylus (or finger)-based note
taking, then download a free copy of Bamboo Paper. The free
version of the app is a no-frills note taking app—a few pens,
highlights, one notebook, and no additional paper backgrounds.
This is as basic as it gets. A nifty little app that will work for basic
notes or drawings, but without much of anything else. You have
nothing to lose, however, so try it.

Notes (native iOS app):
If you know that a stylus is not your thing, or that you will only take notes
using a wireless keyboard, then the native Notes app may be the right solution
for you. It’s a native app on all iOS devices, so you don’t need to download it,
there’s no additional cost, and you couldn’t get rid of it even if you wanted to
(as with all other native apps). If you subscribe to Apple’s iCloud service, the
Notes app will also sync across your multiple iOS and Mac OS X devices.
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C.

PDF Annotation Apps:

Adobe Reader:
Adobe Reader is a free PDF annotation
app. With it you can view PDFs,
including password protected copies,
annotations, and markups. Overall, Adobe
Reader is a great tool for IP attorneys who
do not desire advanced features like
integration with cloud-based storage
services. If you simply desire to view
PDFs, make annotations, or add a
signature, then this may be a good choice.

GoodReader:
GoodReader is a very robust app that includes great PDF viewing/annotation
features. It integrates seamlessly with cloud storage providers. It not only
views PDFs, but also pictures, movies, Word documents, iWork files, HTML,
audio—you can use it to read virtually anything, anywhere. GoodReader also
has one of the most feature-rich annotation environments available, from lines,
circles, freehand, arrows, etc. On top of all of this, GoodReader also has great
file management abilities—zip/unzip files, create folders, move, copy, and
rename specific files, and send them to other apps installed on your device.
iAnnotate:
Another popular pdf annotator is iAnnotate. It takes a little more time to
setup and learn how to use (in particular trying to navigate the library),
but it has numerous features that make it the most versitile pdf annotator
for the iPad. For attorneys, one of its best features is document
navigation. iAnnotate lets the user open multiple instances of a document
using tabs; rather than scrolling between text and figures in a patent, you
can just open two versions of the same document and tab between them.
It also has features to help you quickly navigate within a document,
which comes in handy when you need to find something in larger PDFs.
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D.

Presentation Apps:

Keynote:
Not that you’d ever want to create an entire presentation on your iOS device,
but with Keynote, you could. With most of the bells and whistles of its desktop
counterpart, Keynote is a must for attorneys who could possibly find
themselves on the giving end of one of those presentations. You can use
Keynote to present on a computer display, projector, or television using one of
the adapters we discussed above. Keynote will open any MS PowerPoint file
or PDF file as well, but we recommend reviewing your PowerPoint slides
before using Keynote to give a presentation since it may not display
everything properly.
E.

Cloud Storage:

Dropbox:
What is it? “Dropbox is a free service that lets you bring all your photos,
docs, and videos anywhere. This means that any file you save to your
Dropbox will automatically save to all your computers, phones and even
the Dropbox website.” With Dropbox for iPad, you have ready access to
any and all files that you may need, regardless of file type or format. This
becomes especially important with a device such as the iPad. Within the
Apple iOS ecosystem, users do not have access to the file system to store and manipulate
individual files and folders the way you would on a desktop or laptop. In order to get around this
limitation, you either have to transfer files through iTunes or use alternative storage such as
Dropbox. Dropbox gives you 2GB of free space upon initial enrollment. As of August 27,
Dropbox now offers two-step authentication to add an additional layer of security—requiring a
password and a random code generated by your iOS device.
iCloud:
Similar to Dropbox, Apple’s iCloud service provides you with access to your files
via the cloud. In addition, iCloud can be configured to automatically maintain
backups of your iPad and other iOS devices as well as iTunes purchases. iCloud
can also maintain your contacts, calendar, and email so long as you use Apple’s
programs for these. iCloud comes with 5GB of free storage space.
Google Drive:
Not to be outdone by Dropbox, Box.com, or Apple, Google recently
released a competing product—Google Drive. It works in much the
same way as these other applications and offers 5GB of free
storage space to start. Because of its relatively recent release,
many third party apps don’t support Google Drive yet.
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F.

Remote Connectivity:

Citrix Receiver:
Your individual ability to use this app will be based on your individual
firm’s IT capabilities. In other words, this app will NOT function unless you
(or your firm) has a properly configured Citrix farm to host remote
connections. Assuming this is the case, this app provides you with a full,
unimpeded Citrix session. It takes some getting used to the mouse controls,
but once a user gets accustomed to the navigation, the experience is on par
with an ultra-thin notebook (anyone remember those?) In short, Citrix has
done a great job of taking its “work anywhere, on any device” approach and
parlaying it onto iOS devices.
Splashtop 2 – Remote Desktop:
For solo practitioners, the Citrix alternative is Splashtop. This app emulates
any Mac or Windows desktop right on your iPad. After installing a local
executable on the target desktop (Streamer), it is a relatively straightforward
process to negotiate a remote connection back to your desktop when you’re
on the go. Great performance, great value, if you are looking to get your
PC/Mac on your iPad, you should try it.
G.

Trial/Depo Productivity Apps:

TrialPad:
Litigators will appreciate TrialPad. It allows you to organize, manage, and
present electronic evidence at a trial or hearing. TrialPad was designed
specifically for legal professionals. Incorporating features similar to those
you’ve already seen in the courtroom, TrialPad allows you to present
evidence from your iPad with ‘on the fly’ callouts, highlighting, redaction,
zoom, and rotation. At $90.00, TrialPad is the most expensive app we
reviewed for this article. But those faced with the expense of more traditional
trial presentation solutions might find TrialPad to be bargain.
TranscriptPad:
TranscriptPad allows you to import, review, annotate, and email deposition
and trial transcripts. This app uses .txt format files instead of PDFs, so ask
your court reporter to include a text version of the transcript or you’ll need to
convert the PDF transcript to unformatted text before you can use it with this
app. The features of this app include the ability to highlight, underline, and
annotate a transcript. But more importantly, TranscriptPad lets you apply
multiple color coded designations to sections of transcripts, and to email text
and PDF reports of your designations. TranscriptPad works with Dropbox, so importing your
transcripts is relatively simple. TranscriptPad is $ 50.00.
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OmniOutliner
Working on a large project or a paper with multiple topics and sub-topics?
OmniOutliner for iPad is an idea outlining app that allows you to create,
collapse, expand, and rearrange multi-level lists and notes. OmniOutliner
costs $ 19.99.
My Legal Projects:
This West-developed app creates task checklists and notes organized by
project. What separates it from the many other task management iPad apps
available in the AppStore, is that My Legal Projects includes fields for
things like client/matter number, key terms, a list of relevant case law or
statutes, and an in-app link to WestNext, making it uniquely suited to
attorneys and law students. My Legal Projects will run you $1.99.
Klammer:
Apple iOS devices like the iPad don’t support opening email messages sent
as attachments to another email. Klammer allows you to open and view
these EML, Winmail.dat, and MSG files (requires an in-app purchase) and
their attachments so you don’t have to wait and wonder what was in that
email the you can’t open on your iPad. The basic $0.99 version of the app
opens EML and Winmail.dat files, but if you want to open MSG files as
well, you’ll have to spend a few extra bucks on the in-app purchase.
iThoughtsHD:
If you like to visually map out your projects and ideas, consider
iThoughtsHD, an app that brings mind mapping to the iPad. iThoughtsHD
will import and export a variety of different mind map file formats, and it
includes Dropbox support, so it’s easy to access files that you’ve stored on
your desktop or laptop computer. This app costs $9.99.

OmniFocus
Your iPad is a great tool for managing the day to day hectic schedule of an
IP attorney. OmniFocus is a task management program that can categorize
tasks by project and even by location. We prefer it over other task
management programs because it provides a clean and simple interface
with flexibility to organize and manage tasks in a variety of ways. It can
even be used to implement David Allen’s “Getting Things Done”
methodology to capture, process, organize, do, and review projects and
actions. OmniFocus is a little on the expensive side at $ 39.99.
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H.

Patent Research Apps:

The iPad can also help you when it comes to the specifics of IP law. For example, several apps
contain searchable text versions of the Manual of Patent Examining Procedures (“MPEP”), and
35 U.S.C. Apps like Patent Search allow you to search for patent publications in multiple
different countries. These apps can be useful, but remember that the iPad also includes a web
browser, so PAIR, Google Patents, and relevant statutes are just a tap or search away as long as
you have access to a wireless or cellular network. Consider these types of apps if you frequently
find yourself without wireless access trying to remember effective dates of AIA provisions or
esoteric sections of the MPEP.
I.

Legal Research Apps:

Lexis Advance, WestlawNext, and FastCase:
Lexis, Westlaw, and FastCase each have their own apps for the iPad. As you might expect, these
apps support searching for case law, treatises, hornbooks, and other secondary sources, using
multiple databases. Almost like browsing from a full sized computer, they include features such
as searching using natural language or terms and connectors search terms, annotating and
highlighting the documents you review, and emailing documents to yourself or others. These
apps also allow storage of documents for offline viewing. These apps are free, but you will be
billed for searches under your billing contract. Fastcase is often free for many state bar members,
but it is not as robust and complete as Westlaw and Lexis.
FedCtRecords
Although not a true research application, FedCtRecords is essentially a
PACER interface that allows the user to save the cases they follow and
bring up docket entries on your iPad or iPhone and email them if needed.
This app also lets you save docket numbers for quick retrieval of
information about your cases.

IV.

iPad Security for IP Practitioners

An IP practitioner who uses an iPad professionally should consider several types of information
security vulnerabilities that could compromise client data. These vulnerabilities include physical
access to an iPad; downloading malware to an iPad; access to data transmitted from an iPad over
a Wi-Fi, cellular, or Bluetooth connection; and access to data copied from an iPad to the cloud or
a synchronizing computer. Each type of vulnerability can result in the loss or theft, or both, of
client data stored on an iPad.
Each of the following sections describes the risks presented to an iPad user by one of the types of
information security vulnerabilities listed above and compares the risks to those faced by a
laptop user. Each section also includes suggested best practices that IP practitioners can adopt to
minimize the risk presented by that type of vulnerability.
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A.

Physical Access

The best way for an attacker to gain unauthorized access to data stored on an iPad is to have
physical possession of the device. One way for an attacker to achieve physical possession of an
iPad is steal it. However, an attacker may only need temporary physical access to an iPad for a
few minutes, or less, to gain unauthorized access to data stored on it. There are several ways that
an attacker can gain access to client data on an iPad, but there are also best practices that users
can adopt to thwart most of these attacks.
1.

Reading the Screen

The easiest “attack” is to simply read what is displayed on the screen of the iPad. A train, bus, or
airplane passenger sitting next to, or behind, an iPad user can often see everything the user sees.
If you set the iPad on a table in a café or a courtroom, an attacker can walk past the table and see
the display. Note that laptop users face the same risks of accidentally exposing data this way.
 BEST PRACTICE
If you use your iPad frequently on trains, buses, or airplanes, you should remain aware of
your surroundings. You can make visual eavesdropping more difficult by turning down the
brightness of the screen; you may also want to invest in a privacy screen filter. Avoid lending
your iPad to anyone you do not trust. If you need to set your iPad down on a table, turn off
the display first by pressing the Sleep/Wake button (on the top right edge of the iPad).
2.

Temporary possession

An attacker may gain temporary possession of an iPad in a variety of circumstances. A person
could leave their iPad on a train or airplane seat while visiting the restroom, in a briefcase in a
courtroom during a recess, on an office desk while out of the office, or at an IT department or
Genius Bar for repair. In the worst case scenario, data on an iPad that is not secured with a
passcode is immediately accessible to any attacker. This is also true for a laptop, although the
passcode-related features discussed below are unique to the iPad.
 BEST PRACTICE
You should enable the Auto-Lock feature of your iPad and set it to a short time interval (see
Figure 1). This setting specifies how long the iPad will wait while idle before locking itself.
Optionally, the Apple Smart Cover will automatically put the iPad to sleep each time it is
closed. With no other security features enabled, you can unlock the iPad by pressing either
the Sleep\Wake button or the Home button and then dragging the “Slide to Unlock” bar.
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Figure 1
 BEST PRACTICE
You should enable the Passcode Lock feature (see Figure 2). The default behavior of this
feature is to prompt you for a four-digit passcode whenever a passcode is required. When a
passcode will be required is controlled by the Require Passcode feature, described next.

Figure 2
 BEST PRACTICE
You should set the Require Passcode timer to a short time interval (see Figure 3). This setting
specifies how long the iPad will wait after locking before it will require a passcode to unlock
it. If you set it to require a passcode immediately, then you will have to enter a passcode to
unlock the iPad every time you press the Sleep\Wake button, close the Apple Smart Cover,
or when the Auto-Lock timer expires. However, if you set the Require Passcode timer to one
minute or longer, then you will not have to enter a passcode if you unlock the iPad before
that timer expires.
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Figure 3
Even when an iPad is secured with a four-digit passcode, data on the iPad is accessible to a
knowledgeable attacker who has temporary possession of the iPad. There are only ten thousand
permutations of a four-digit passcode (104 = 10,000). A brute-force password cracking attack,
which attempts to unlock the iPad using every permutation of possible passcodes until one
matches, can unlock an iPad with a four-digit passcode within a few minutes.
 BEST PRACTICE
You should disable the Simple Passcode feature (see Figure 4). Once disabled, you will be
prompted to enter a passcode that can contain both digits and alphabetic characters and more
(or fewer) than four characters; note, however, that if you then enter a four digit passcode,
your iPad will automatically revert back to Simple Passcode enabled.

Figure 4
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When Simple Passcode is enabled, the passcode prompt will show a numeric keyboard and
four single-digit entry fields (see Figure 5). An attacker who sees that kind of passcode
prompt will know that the passcode can be cracked after trying at most 10,000 permutations.

Figure 5
With Simple Passcode disabled, even if you still use only digits in your passcode it will be
much harder to crack; for example, assuming most iPad users would use no more than eight
digits, an attacker would have to try over one hundred million permutations (108 + 107 + 106
+ 105 + 103 + 102 + 101 = 111,101,110). The passcode prompt will still show the numeric
keyboard, but you will see a single text-string entry field instead of the usual four entry fields
presented for a simple passcode (see Figure 6). Again, the appearance of this passcode
prompt will be a clue to an attacker of how many (and what type) passcodes are possible.

Figure 6
If your passcode contains even one alphabetic character it becomes significantly harder to
crack; for example, with the same assumption of a likely maximum length of eight characters
– at least one of which is alphabetic – an attacker would have to try almost three trillion
permutations (368 + 367 + 366 + 365 + 364 + 363 + 362 + 361 – 108 – 107 – 106 – 105 – 104 –
103 – 102 – 101 = 2,901,601,936,558). The passcode prompt will show a full QWERTY
keyboard and a single text-string entry field (see Figure 7).
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Figure 7
Whether you choose to use simple passcodes, long numeric passcodes, or alphanumeric
passcodes, you should adopt the usual password best practices: do not use a sequence of
more than one of the same character, do not use a word that is found in a dictionary, and do
not use easily guessed numbers or phrases, such as a birthdate or the ages of your children.
B.

Theft

An attacker who has permanently dispossessed an iPad user of the iPad will be able to crack the
passcode, no matter how long the it is, how many characters the it might contain, or how
complex the passcode is. It may take the attacker days or weeks to crack the passcode, but the
result is inevitable – unless other protective features are used. Again, this is also true for a laptop,
but the protective features described below are specific to the iPad.
 BEST PRACTICE
You should enable the Erase Data feature (see Figure 8). This will cause the iPad to erase all
data if ten incorrect passcodes are entered, which prevents a brute-force password cracker
from succeeding. If you use this feature, you should backup the data on your iPad regularly.

Figure 8
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Note that the data will not actually be erased – it is the passcode that is erased, and since the
data is encrypted using the passcode as an encryption key, the data is inaccessible without the
passcode. A digital forensics expert might still be able to access the data, but the task is risky
(to the data) and expensive (to you).
 BEST PRACTICE
You should enable the Find My iPad feature (see Figure 9). You will need to create an
iCloud account to use this feature. As discussed above iCloud account is also useful for
backing up your iPad and making your data available across all the devices you use.

Figure 9
Once you have created an iCloud account and enabled Find My iPad, you will be able to
locate your iPad with the Find iPhone app on any iOS device (see Figure 10). You will also
be able to locate your iPad on any computer at http://www.icloud.com. Either way, you will
see the location of your iPad on a map and be able to remotely lock it or wipe the data on it.
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Figure 10
C.

Malware

Malware is a broad term that includes viruses, worms, Trojan horses, rootkits, and spyware.
There are three unique features of iOS, the operating system for the iPad (and the iPhone), that
make the iPad much less susceptible (but not immune!) to malware than are many other types of
computing devices. This is why there is not much of a market for iOS antivirus software – it is
not as important to use antivirus software on an iPad as it is on a laptop. An iPad without
antivirus software is arguably still safer than a laptop with antivirus software. Most malware
vulnerabilities that can affect an iPad are usually fixed by an app update or iOS upgrade.
 BEST PRACTICE
You should install app updates and iOS upgrades as soon as they are available. Every iPad is
capable of running the latest version of iOS.
The first unique feature of iOS is that there is only one source for application software and it is
tightly controlled by Apple; every app on iTunes is cryptographically signed both by Apple and
by the developer, and iOS will not execute an app that does not have these two, valid signatures.
It is therefore difficult for an attacker to create a Trojan horse – a piece of malicious software
hiding inside an otherwise benign application – because it would have to be distributed by Apple
through iTunes. Developers are required to submit source code for evaluation by Apple before an
app is published to the App Store, reducing the likelihood of such an occurance. A laptop, on the
other hand, will execute any application built for the laptop’s operating system, which creates
two vectors for malware: a laptop user might knowingly install an application that carries hidden
malware, or they might unknowingly install malware through some other action (e.g., by visiting
a website).
The second unique feature of iOS is that every app, as well as iOS itself, executes in an isolated
and relocatable segment of memory. This aspect of iOS, which is sometimes referred to as the
walled garden or sandbox, makes it difficult for a virus to infect other applications or for a
rootkit to subvert iOS. Laptop operating systems do not enforce execution of applications in
sandboxes, so malicious applications can modify other applications or the operating system.

18

The third unique feature of iOS is that it will not allow a web browser app to execute Adobe
Flash. Note that Adobe Flash is not malware, and many benign and highly useful websites use
Adobe Flash. However, Adobe Flash is one of the primary vectors for spyware. Since iOS will
not execute Adobe Flash, an iPad suffers less from spyware than a laptop will.
Safari, the pre-installed web browser on an iPad, can be made more secure using certain settings.
 BEST PRACTICE
You should enable private browsing, limit cookies to visited websites, enable fraud warnings,
disable JavaScript, and block pop-ups (see Figure 11). Private browsing prevents a malicious
website from getting your iPad’s IP address. Limiting cookies to visited websites prevents a
malicious website from writing a cookie that might be unintentionally used by a valid
website. Fraud warnings prevent a malicious website from masquerading as a valid website.
Disabling JavaScript blocks another common vector for malware. Blocking pop-ups prevents
a malicious website from opening a new window that you don’t see and executing malware
in that window.

Figure 11
 HANDY TIP
You may need to reset some of these Safari settings – particularly the cookies, JavaScript,
and pop-up settings – in order to use a valid website that requires such functionality.
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Again, the iPad is not immune from malware, but it is less susceptible to malware than other
tablets and computers because of these protective features in iOS. There is, however, one way to
disable these protective features! A procedure known as jailbreaking will allow an iPad user to
customize the iPad in several ways not sanctioned by Apple, including switching cellular
carriers, executing Adobe Flash, installing apps from sources other than iTunes, and changing
the appearance of the home screen and app icons. Jailbreaking also eliminates or severely
compromises the three protective features of iOS. A jailbroken iPad is as susceptible to malware
as is a desktop computer.
 BEST PRACTICE
You should NOT jailbreak your iPad.
D.

Wi-Fi connections

All iPads are capable of connecting to the Internet through a Wi-Fi network (or hotspot); in
technical terms, all iPads are equipped with 802.11a/b/g/n adapters. The risks presented by using
Wi-Fi on an iPad are the same as those for a laptop. Even though various security protocols are
available for Wi-Fi networks, including WEP, WPA, and WPA2, Wi-Fi networks are not very
secure. WEP is easily broken and is no longer recommended for use. WPA2 is the newest and
best security protocol for Wi-Fi networks, but it can still be broken by a determined attacker.
Unfortunately, it is also possible for a Wi-Fi network to use no security protocol at all. Even
worse, the choice is usually not in the hands of the iPad user – the provider of the Wi-Fi network
(a coffee shop, hotel, university, or courthouse) decides which security protocol to use, if any. It
is important to remain aware of which Wi-Fi network the iPad is connecting to and to use the
strongest security protocol supported by the Wi-Fi network.
 BEST PRACTICE
You should only connect to a Wi-Fi network that you trust (see Figure 12).

Figure 12
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 BEST PRACTICE
You should select the strongest security protocol available for a Wi-Fi network, or select
which Wi-Fi network to use based on the security protocol available on each (See Figure 13).

Figure 13
E.

Cellular connections

Some iPads are also capable of connecting to the Internet through a cellular network. First and
second generation iPads with AT&T cellular adapters can connect to 2G (EDGE) and 3G
(HSDPA) networks. Second generation iPads with Verizon cellular adapters can connect to 3G
(EVDO Rev. A) networks. Third generation iPads with AT&T cellular adapters can connect to
2G (EDGE), 3G (HSPA+), and 4G (LTE) networks. Third generation iPads with Verizon cellular
adapters can connect to 3G (EVDO Rev. A) and 4G (LTE) networks and can roam to 2G
(EDGE) and 3G (HSPA+) networks operated by other carriers.
 HANDY TIP
If you are not sure which generation iPad you have, you may be able to figure it out by
comparing your purchase date to these release dates. The first generation iPad with Wi-Fi
only was released on April 3, 2010, and the first generation iPad with Wi-Fi + AT&T was
released on April 30, 2010. All second generation iPads were released on March 11, 2011.
All third generation iPads were released on March 16, 2012.
As with Wi-Fi connections, the risks presented by using cellular connectivity on an iPad are the
same as those for a laptop. In general, the encryption provided by cellular connections is better
than the encryption provided by Wi-Fi connections. The various 2G, 3G, and 4G cellular
technologies provide different authentication protocols and encryption techniques, but the
differences in overall security are negligible.
 BEST PRACTICE
You should remain aware of whether your iPad is using a cellular or Wi-Fi connection; if you
have both enabled, the iPad can switch between them based on the signal strength of each. It
may be necessary to disable one type of connectivity to force the iPad to use the other type.
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The security of data transmitted over either Wi-Fi or cellular connections can be improved by
using VPN (virtual private network) or application-level security. A VPN is a security tunnel that
can be established over any type of network connection between an iPad and a VPN server that
encrypts all data transmitted over the connection using strong encryption. The drawback to a
VPN is that there must be a VPN server for the iPad to connect with, which is usually only true
for enterprise users; for example, an employee of a large firm or corporation will have access to a
VPN server operated by the firm or corporation. VPN is also available to laptop users.
Application-level security will add a layer of security to data transmitted by an application that
provides the feature. One example is Safari, which will automatically use SSL to encrypt data it
transmits to, and receives from, an SSL-enabled web server. An SSL-enabled web page will
usually have a URL that begins with “https” instead of “http”. This is also true on laptops.
 BEST PRACTICE
Whenever you visit a webpage that asks for sensitive data – such as a password, social
security number, or credit card number – it should be using SSL to encrypt the data. You
should confirm that the URL begins with “https” before entering such data.
Another example of an application that provides application-level security is Mail. When a
Microsoft Outlook account is added to Mail, the connection between the iPad and the Outlook
server is automatically encrypted; however, when a POP3 or IMAP account (e.g., a hotmail,
gmail, or yahoo account) is added, SSL must be enabled for the connection to be encrypted.
 BEST PRACTICE
You should enable SSL on all POP3 and IMAP mail accounts (see Figure 14).

Figure 14
22

F.

Bluetooth connections

All iPads have Bluetooth adapters. First and second generation iPads use Bluetooth 2.1+EDR;
third generation iPads use Bluetooth 4.0. Bluetooth is used to connect an iPad to a peripheral
device, like a wireless keyboard. Both of these Bluetooth versions provide pairing authentication
and encrypt data in transit, but it is still possible for an attacker to break Bluetooth. The primary
risk in using Bluetooth is that an attacker might capture keystrokes from a keyboard; if those
keystrokes include the iPad’s passcode, the attacker could then unlock the iPad. This risk is the
same as that faced by a laptop with Bluetooth, and is minimal compared to the risks presented by
Wi-Fi and cellular network connectivity.
G.

Cloud use

As mentioned above, an iPad can be backed up to http://www.icloud.com. There are also apps
that exchange data with the cloud or other types of remote servers. With any type of remote data
storage, there are two types of vulnerabilities to consider: attacks against data in transit and
attacks against stored data. Each cloud service has its own security policies for transmission and
storage, so the risk to an iPad user in using a cloud service depends on the cloud service. Apple
uses encryption for both transmission and storage of data exchanged between iPads and iCloud.
H.

Synchronizing computers

Synchronizing an iPad with a computer does not generally present any vulnerabilities to data in
transit, because the exchange occurs over a wired connection. There are, however, multiple ways
that iPad data can be attacked on a computer after synchronization. Apple iTunes has security
features to protect synchronized data, but the problem is that iTunes executes in an operating
system like Windows or Mac OS X, so the unique features of iOS previously discussed are not
present. The computer will be more susceptible to malware than the iPad is; there may be a virus
already on the computer that will make the data available to an attacker after synchronization, or
the computer may become infected by a virus later that could damage or expose the iPad data.
 BEST PRACTICE
You should protect the computer to which you synchronize your iPad. One of the best ways
to protect a computer that stores client data is to use the computer only for business; use a
different computer for websurfing and personal applications, like games. Don’t let family
members use the business computer (or the iPad!), and avoid connecting it to public Wi-Fi
networks. Run anti-virus software on the business computer.
Another vulnerability associated with synchronization is the result of an iPad user synchronizing
multiple iOS devices to the same iTunes account. Depending on certain settings in the iTunes
account, these devices could end up sharing data with each other. Client data could end up on an
iPad or iPhone intended for personal use, and an iPad user who would not lend a business iPad to
anyone could inadvertently expose client data by lending a personal use device to someone.
 BEST PRACTICE
You should use separate iTunes accounts for business and personal iOS devices.
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V.

Ethical considerations for iPad users

IP practitioners who use an iPad in court, for note-taking, or to store client data in any other
manner face the same ethical considerations as users of other electronic devices. The following
additional resources provided by the American Bar Association address relevant ethical issues.
The first resource is an article by David G. Ries on Cybersecurity for Attorneys: Understanding
the Ethical Obligations.
http://www.americanbar.org/newsletter/publications/law_practice_today_home/law_practice_tod
ay_archive/march12/cyber-security-for-attorneys-understanding-the-ethical-obligations.html
The second resource is a state-by-state comparison of cloud ethics opinions from thirteen states.
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/c
harts_fyis/cloud-ethics-chart.html
The third resources is an overview and state-by-state comparison of ethics opinions from five
states regarding online backups.
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/c
harts_fyis/OBSethicsfyi.html
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