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Raquel M. Matas, Esq.
Raquel M. Matas is the Associate Dean for Administration and Counsel
to the Dean at the University of Miami School of Law. She is also the
Acting Co-Director of the Robert Traurig-Greenberg Traurig Real
Property Development LL.M. Previously, she was a partner in the law
firms of Ferrell Worldwide and Carlton Fields, where she practiced
commercial real estate law and business transactions. Ms. Matas is a
former member of the Board of Governors of the Florida Bar. She
serves on the Florida Supreme Court Standing Committee on Diversity
and Fairness, and on the Florida Bar Standing Committee on Diversity
and Inclusion.
In addition to her administrative duties, Ms. Matas often teaches or co-teaches with members of
the Law School faculty. She currently co-teaches the Real Estate Documents Drafting
Workshop. She has taught modules on The Real Estate Transaction and Underwater Mortgages
with Professor Mary Doyle, Mindfulness and Leadership with Professor Scott Rogers, and a
series on Marriage Equality with Professor Charlton Copeland. Additionally, Ms. Matas serves
as strategic business leader for MiamiLex, an alliance between the University of Miami School
of Law and UnitedLex, one of the largest global providers of legal support services for law
firms and corporations.
Ms. Matas is an active community leader. She is a member of the Board of Directors of
TotalBank, and chairs its Risk Committee which oversees corporate risk governance and risk

management processes. She is also a member of the Miami Chapter of Commercial Real Estate
Women (Chair of the Scholarship Committee), of the Hispanic National Bar Association
(National Vice-President of External Affairs), and of the National Advisory Council of the
National Center for Lesbian Rights. She was the founding president of the Board of Directors
of Americans for Immigrant Justice and served as President from 1996-2000.
Ms. Matas is the recipient of numerous awards and distinctions. She was named by The Miami
Herald as one of 12 women in South Florida who "Set the Agenda" in their fields, and has been
recognized as one of South Florida's top real estate lawyers by Florida Trend Magazine, South
Florida Legal Guide, and South Florida Business Journal.
Born in Havana, Cuba, Ms. Matas grew up in San Juan, Puerto Rico. She received her
Bachelor's of Arts degree in Economics, magna cum laude, from Regis College in Weston,
Massachusetts, and her Juris Doctor from Northeastern University School of Law in Boston,
Massachusetts.

Raquel Tamez, SVP-Legal
Chief Legal Officer and General Counsel,
SourceAmerica

Raquel Tamez, SVP-Legal, currently serves as the Chief Legal Officer and General Counsel at SourceAmerica,
501(c)(3) social enterprise with oversight of 550 nonprofits nationwide. As a central nonprofit, SourceAmerica
operates under the Javits-Wagner-O'Day (JWOD) Act and the AbilityOne Program, a $3B federal purchasing
program that enables people with significant disabilities to work by providing services and goods to federal and
commercial customers. Through its network, SourceAmerica employs over 115,000 persons with disabilities
including service-disable veterans. Reporting directly to the CEO and the Board of Directors, Raquel is
responsible for all of Legal, Ethics & Compliance, Regulatory, Enterprise Risk Management & Internal Audit,
Contracts Management, Board Governance, Information Governance, and Legal Crisis Management. In her
previous role, Raquel served as the Deputy General Counsel of Litigation and e-Discovery Counsel at CSC, a
global leader in next generation IT services and solutions. In her role at CSC, Raquel was responsible for the
management of all litigation matters. She advised senior executives across the globe on commercial disputes,
labor & employment matters, operational issues, regulatory compliance matters, assessing merits, potential
liability, and damages. Raquel also served as the Global e-Discovery Counsel and subject matter expert for the
Company managing all phases of the process including legal holds, collection, document review and
production, and vendor relationships. Raquel is a frequent presenter on complex litigation, litigation

management, e-discovery and information governance topics. Prior to joining CSC, Raquel was in private
practice at a law firm in Dallas Texas, where she represented CSC as a client.
After starting her legal career as Trial Attorney and Prosecutor in the U.S. Department of Labor Solicitor’s
Office, she joined Mary Kay, Inc., an international cosmetics company. As in-house counsel there, she handled
all international employment matters for 35 subsidiaries as well as domestic-manufacturing labor and
employment issues. She then served as Vice President and Corporate Counsel for Affiliated Computer
Services, Inc. now a Xerox Company, a global BPO and IT outsourcing company based in Texas, where she
managed all aspects of employment-related litigation and oversaw the development and implementation of the
company’s worldwide Compliance Training program.
Raquel is an active member of several professional organizations, including DC’s Hispanic Bar Association.
She speaks fluent Spanish and has received national recognition as a recipient of the Hispanic Corporate
Achiever Award bestowed by the Hispanic Association on Corporate Responsibility. Raquel is a 2011 Fellow
in the Leadership Council on Legal Diversity (LCLD) Talent Development Program, an organization of
corporate chief legal officers and law firm managing partners. Most recently, Raquel was featured in the
“Leading Latinas” June 2013 issue of Hispanic Executive http://hispanicexecutive.com/2013/csc/ and was
subsequently selected for the magazine’s “Best of 2013” tablet edition. In the Summer/Fall 2013, she was
featured in Hispanic Career World published by Equal Opportunity Publication
http://bt.editionsbyfry.com/publication/index.php?i=179464&p=41. Raquel was also honored with the
designation of “R-3 100: The Next Generation of General Counsel” in the August 2013 and 2015 issues of
Inside Counsel. The “R-3” in R-3 100 means ready to become general counsel in three years. InsideCounsel
collaborated with executive search firms that include Korn/Ferry, Major Lindsey & Africa, and Diversityforce
LLC to develop the R-3 100. The cover story in the August issue of InsideCounsel highlights the 100 women of
the 2013 class http://lnkd.in/TXTwNC. Most recently, in March 2015, Raquel was named one of the “2015
Corporate Counsel Trending 40” by Legal Bisnow and the Association of Corporate Counsel
https://www.bisnow.com/washington-dc/news/washington-dc-legal/raquel-tamez---sourceamerica-43682.
Raquel was featured once more in the September 2015 issue of Hispanic Executive highlighting her work with a
cause http://hispanicexecutive.com/2015/source-america/. Most recently, in January 2016, Raquel was voted
one of 25 Most Influential Hispanic Lawyers by Leading Latinos magazine.
Raquel graduated from the University of Texas at Austin and St. Mary’s University School of Law. She has a
certification in personal training and Pilates; practices yoga regularly and is a devoted runner, swimmer, boxer,
and road biker.

Gabriel Buigas
Senior Vice President, Global Strategy & Client Solutions, UnitedLex
Gabriel joins UnitedLex from Hewlett-Packard Company (“HP”) where he spent
almost 19 years and was most recently the SVP & Deputy General Counsel for the

PC and Printing business group. Gabriel also served as head of Strategy for the Legal Function at HP from
2009 to 2015 where he worked on a number of transformative initiatives inside the HP legal department.
Gabriel focuses on ensuring that UnitedLex is delivering “dial changing” solutions to both legal department
and law firm clients. Prior to joining HP, Gabriel worked in the corporate department of Greenberg Traurig,
an AmLAW top 10 firm with more than 1,800 lawyers.
Gabriel earned a J.D. from Harvard Law School and a B.B.A. in International Marketing and Finance from the
University of Miami.

Jason Straight
Senior Vice President, Chief Privacy Officer, UnitedLex
Jason has been helping clients manage information security risks, data breach incidents, data
privacy obligations and complex electronic discovery challenges for over a decade. He is a
frequent speaker and author on topics relating to data privacy, cyber security, data breach
response and computer forensics.
Prior to joining UnitedLex, Jason held numerous leadership positions at a leading global investigations and cyber
security company. Most recently as a managing director in the cyber investigations practice. Jason began his
career as an attorney at Fried, Frank, Harris, Shriver & Jacobsen in New York. As a recognized domain expert
and Certified Information Privacy Professional (CIPP).

TYRONE VALDIVIA
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EXPERIENCE
HEWLETT PACKARD ENTERPRISE SERVICES

2015-Present

Legal Counsel – Herndon, VA
Legal Account Support
Provide end-to-end legal and business support to HPE’s largest multi-national customer accounts;
advise HPE, review and negotiate complex commercial technology transactions involving managed
IT services, various as a Service (aaS) outsourcing services, and related software, hardware and
licensing agreements. Lead counsel within the AMS region supporting the EU/US Safe Harbor Framework
remediation efforts.
NESTLÉ USA, INC.

2013-2015

Legal Counsel – Glendale, CA
Zone Americas Commercial Competence Centre
Provided legal support on various commercial transactions across the entire Zone Americas for all businesses of Nestlé,
the world’s largest consumer food company; reviewed, drafted, and negotiated various commercial agreements, including
Software as a Service (SaaS) agreements, licensing agreements and other complex IT agreements; advised Nestlé with
respect to various commercial matters, including transactional structuring, contract interpretation, risk assessment and
cloud governance policies.
ARNOLD & PORTER LLP
2007-2013
Associate – Washington, DC

Summer 2006 (Summer Associate)

Corporate & Securities
Represented clients in a wide array of general corporate and securities matters; prepared annual and periodical filings with
the Securities and Exchange Commission; provided general transactional advice relating to the Securities Act of 1933
and the Securities Exchange Act of 1934; reviewed, drafted and negotiated various commercial agreements and
coordinated the due diligence for corporate transactions.
Compliance and Investigations
Assisted international clients implement comprehensive anti-corruption programs to help prevent, detect, and respond
to potential violations under the Foreign Corrupt Practices Act; liaised and interacted with regional counsel and
compliance managers to assist with multinational compliance efforts throughout Europe, Central America and South
America.
Publications: Co-Author with Leslie Jacobs Jr., Preliminary and Permanent Injunctions in Patent Cases, The IP
Litigator, November 2006.
EDUCATION
HOWARD UNIVERSITY SCHOOL OF LAW, J.D., cum laude
UNIVERSITY OF MIAMI, M.S. in Computer Information Systems
LOYOLA MARYMOUNT UNIVERSITY, B.B.A. in Business Administration
MEMBERSHIPS: Member of the California Bar and the District of Columbia Bar.

E-Discovery Solutions

AGENDA
• Litigation Lifecycle and Initial Discovery Obligations
• Forensics and Collections

• Use of Technology in eDiscovery
• Predictive Coding
• Effective, Defensible Search Terms
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IMPORTANT QUESTIONS
1. When does data have to be preserved?
2. What data has to be preserved?

3. How can data be defensibly collected?
4. How can data be reviewed?
5. How can data be defensibly reduced?
Technology: What tools/methods are available to accomplish all of the above?
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ANTICIPATION OF LITIGATION

“There is no terror in the bang,
only in the anticipation of it.”
- Alfred Hitchcock
.
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ANTICIPATION OF LITIGATION
When do a party’s eDiscovery obligations arise?
Once a party reasonably anticipates litigation, it must suspend its routine
document retention/destruction policy and put in place a “litigation hold” to
ensure the preservation of relevant documents. Zubulake IV, 220 F.R.D. 212
(S.D.N.Y. 2003)

What triggers reasonable anticipation of litigation?
• Filing of complaint or service of process is typically too late, but this
analysis invites inherent hindsight bias

• Case law varies across different types of litigation

Non-litigation attorneys will often be in the position to make
the call, at least in the most difficult cases.
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PRESERVATION
If you anticipate litigation, start preservation immediately
• Send out a litigation hold notice.
• Contact your client’s IT to discuss their data retention policy and identify all
sources of data.

• Identify the relevant ESI and all of its possible locations.
• Consider pulling backup tapes from rotation.
• Identify which data sources are subject to alteration and preserve them.
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LITIGATION HOLDS
Using Litigation Holds Effectively
• Assess whether existing litigation hold policies and procedures may expose
the client to any potential sanctions for spoliation.
• Corporations must draft and implement a comprehensive, tailored
litigation hold strategy, based upon best industry practices.
• Follow-up procedures are necessary to ensure compliance with the
litigation hold.
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COLLECTION
Key Aspects of a Defensible Collection Process
• Be Able to Demonstrate a Systematic, Thorough Process
‒ Search terms and timeframe used
‒ Method used to deploy search terms
‒ Generally describe the structure the client’s file system
‒ Search all custodians reasonably likely to possess responsive documents
• Perform Custodian Interviews
• Use a Trusted Collection Tool
‒ Forensic Examiner?
• Maintain Adequate Documentation
‒ Chain of Custody
‒ Documentation on what was collected, from whom and when
‒ Narratives
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DATA COLLECTIONS & FORENSICS
It is critical that data collection be handled by experts, using an intelligent combination
of the right technology and processes.
Collection &
Forensics
Onsite and
Remote Support
Collection
Planning and
Consulting
Active, Forensic
and Archival
Collections

Key Features
•
•
•
•
•
•

Scalable, intelligent and flexible collection solution
Fully automated solution leading to high speeds and volumes for collection
Collection strategy built around active, forensic and archival forms of media
Compliant with all relevant regulations and legal guidelines
Complete flexibility in choosing onsite, remote or in-house collection model
Intelligent Distribution and Collection based on network limits, geographic distribution
and any scalability requirement
• Restoration of legacy data from multiple email formats and backup tapes with
intelligent and targeted restoration to reduce the storage space requirement

Tools Used

Media Restoration

FRCP 26(F)
Discovery
Conference

Forensic Certifications Possible
EnCase (EnCE) –
Only 2,300
certified experts
globally

AccessData (ACE)
Only 2,600
certified experts
globally

Intl. Soc. of Forensic
Computer
Examiners (CCE) –
Only 796 certified
experts globally

AccessData (MPE)
Only 1,300 certified
experts globally
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COLLECTION OPTIONS

Onsite v. Remote
Forensic collection can be performed either onsite where the actual data is stored, or
remotely.
Onsite Collections:

• Forensic examiner travels to collection site (company/law firm offices, storage centers,
etc.
• Costs are generally higher because due to travel time
Remote Collections:
• Secure hard drive sent to collection site
• Forensic examiner is able to remotely access the data to be collected
• Often the cheaper alternative

• Be cognizant of international data privacy laws
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FORENSIC APPLICATIONS
The two most common commercial forensic
applications are EnCase Forensic from Guidance
Software and Forensic Toolkit (FTK) from AccessData.
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ENTERPRISE APPLICATIONS
Both Guidance Software and AccessData have
Enterprise eDiscovery products. These products are
used for legal hold, pre-collection analytics (ECA),
collection, preservation, processing, review and
production.
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COLLECTION
What Are Your Collection Options?
Forensic Images Explained
• A forensic image is a read-only container. Forensic images are categorized into
two categories known as “Full” and “Logical” or a targeted collection.

Full forensic images:
• A full forensic image is a bit-stream image of the target media.
• A bit-stream image is an exact copy of every bit that is found on the hard drive.

Logical forensic images
• Bit-by-bit copy of individual files found on a hard drive
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COLLECTION
Why Not Collect Everything?
• Increases Cost
‒ Incur unnecessary processing, review and production costs
• Wastes Time
‒ Decreases collection time, but increases review time
• Increase Risks

‒ Decreases risk of not collecting a relevant document, but increases risk of
producing sensitive, irrelevant materials
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FROM COLLECTION TO REVIEW
Questions:
1. How can parties defensibly reduce data sets?
2. What tools and methods are available for defensible reduction?

Data Collected

Data Processed

Loaded to Review Platform

Task: Forensicallydefensible collection

Task: Ingest data, cull
and filter data

Task: View data, organize
data, code data

Tools: EnCase Forensic,
Forensic Toolkit

Tools: LAW, Clearwell

Tools: Relativity,
Summation
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USE OF TECHNOLOGY ENDORSED
“A responding party may satisfy its good faith obligation to preserve and
produce potentially responsive electronic data and documents by using
electronic tools and processes, such as data sampling, searching, or the use of
selection criteria, to identify data most likely to contain responsive
information.” Sedona Principle 11
“. . . [B]eyond the use of keyword search, parties can (and frequently should)
rely on latent semantic indexing, statistical probability models, and machine
learning tools to find responsive documents.” Nat‟l Day Labor Org. v. I.C.E.
(S.D.N.Y. July 13, 2012)
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KEYWORD ENDORSED

“…while it is universally acknowledged that keyword searches are useful
tools for search and retrieval of ESI, all keyword searches are not created
equal.” Victor Stanley v. Creative Pipe (D. Md. 2008)
“…key word searching is a recognized method to winnow relevant documents
from large repositories…” William A. Gross (S.D.N.Y. 2009)
“The use of key words has been endorsed as a search method for reducing the
need for human review of large volumes of ESI.” Romero v. Allstate (E.D. Pa.
2010)
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THE PREDICTIVE CODING STORY
'Technology-Assisted Review,' called by its nickname 'Predictive Coding,' describes a
process whereby computers are programmed to search a large amount of data to find

quickly and efficiently the data that meet a particular requirement. Computer science
and the sciences of statistics and psychology inform its use. While it bruises the
human ego, scientists, including the authors of this glossary we are publishing, have

determined that machines are better at the task of making such discoveries than
humans. Lawyers love to think that there is no substitute for their reviewing each
document page by page. Not only is there a substitute, but an improvement. It is now

indubitable that technology-assisted review is an appreciably better and more
accurate means of searching a set of data.

John M. Facciola, US Magistrate Judge, in the foreword of The Grossman-Cormack
Glossary of Technology-Assisted Review.
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THE PREDICTIVE CODING STORY
• ESI growing exponentially.
• Document review is expensive.
• Standard culling methods are poor – keyword searching finds only 25% of
relevant data. (David C. Blair & M.E. Maron, An Evaluation of Retrieval Effectiveness
for a Full-Text Document-Retrieval System, 28 COMMC’NS ACM 289 (1985))

• Human reviewers can't really agree.
• Predictive coding tools let outside counsel have complete control over the

data.
• Science says it's better, cheaper, faster.
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PREDICTIVE CODING ENDORSED
“Defendants shall be allowed to proceed with the use of predictive coding for
purposes of the processing and production of electronically stored
information…” Global Aerospace v. Landow Aviation (Vir. Cir. Ct. Apr. 23,
2012)
“ What Biomet has done complies fully with the requirements of Federal Rules
of Civil Procedure 26(b) and 34(b)(2). ” In re Biomet M2a Magnum Hip
Implant Prods. Liab. Litig. (N.D. Ind. April 18, 2013)
“The Magistrate Judge will permit Plaintiff to use predictive coding on the
documents that they have presently identified, based on the search terms
Defendant provided. ” Bridgestone Americas, Inc. v. Int. Bus. Machs. Corp.
(M.D. Tenn., July 22, 2014)
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DETERMINING WHEN TO USE
“PREDICTIVE CODING”
• Multiple categorizations required:
− Attorney-client privilege and work product
−

Trade secrets and redactions

−

Substantive issue coding

• Training feasibility
− Substantive “disqualifier”/ red herring
−

“Expert” training commitment

• Underlying technical issues:
− Non-linear text file types and/or metadata
−

International data format
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DETERMINING WHEN TO USE
“PREDICTIVE CODING” CONTINUED
• Other considerations:

‒ Diverse language distribution in documents
‒ Frequent, rolling data collections and productions
‒ Cost
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TECHNOLOGY TAKEAWAYS
• The use of technology in e-discovery is endorsed and encouraged.

• Keyword searching is alive and is predominantly used.

• The use of advanced technology is approved and trending.

• Cooperation and transparency are critical elements and begin with Rule
26(f) conference.

• The trending legal standards are reasonableness and proportionality.
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TECHNOLOGY APPLIED – 8 EXAMPLES

1.
2.
3.
4.
5.
6.
7.

Keyword Search and Filter
De-duplication (horizontal and vertical)
Near-duplicate identification and review
E-mail message threading
Early Case Assessment
Technology Assisted Review
Predictive Coding
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TECHNOLOGY VENN

Technology Assisted Review

Predictive
Coding

Keyword
Searching
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CRAFTING SEARCH TERMS
Consulting With Custodians: Courts have said that creating defensible,
reliable search terms generally requires consultation with ESI custodians.

Using poorly-chosen terms could result in relevant documents being missed.
This could be damaging to case evaluation, and might also lead to sanctions.
“This case is just the latest example of lawyers designing keyword searches in
the dark, by the seat of the pants, without adequate (indeed, here, apparently
without any) discussion with those who wrote the emails.” William A. Gross
(S.D.N.Y. 2009)
“…basic rule that outside counsel „must carefully craft the appropriate
keywords, with input from the ESI‟s custodians as to the words and
abbreviations they use.” Procaps v. Patheon (S.D. Fla. Mar. 18, 2014)
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SCENARIO: HOW TO SELECT SEARCH TERMS
Person of Interest: Charles Jones

Relevant Inquires:
• What’s his email address?
‒ Does he use his work email?
‒ Does he use a personal email?
‒ Does he have an IM handle?
• Does he have any nicknames?
‒ If so, how does he spell them?

• Are there any other known individuals named Charles in the dataset?
• Are there any other known individuals named Jones in the dataset?
• What search index are you using?
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SCENARIO: HOW TO SELECT SEARCH TERMS
Relevant Inquires:
• What’s his email address? cjones@companyabc.com
‒ Does he use his work email? Yes - cjones@companyabc.com
‒ Does he use a personal email? jonesy7@aol.com
‒ Does he have an IM handle? Yes
• Microsoft Lync – charles.jones
• Bloomberg – jones527
• Does he have any nicknames? Yes
‒ If so, how does he spell them? CJ, C.J., Charlie
• Are there any other known individuals named Charles in the dataset? Yes
‒ Charles Smith, Charles Reed, Charles Wilde, Charles Mirick, Charles
Janes (woman who goes by Charley)
• Are there any other known individuals named Jones in the dataset? Yes
‒ Barb Jones, Thomas Jones, Taylor Jones, Sarah Jones, and we worked
with Jones Day
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SCENARIO: HOW TO SELECT SEARCH TERMS
Options vary depending on what you are looking for, budget restrictions,
timeline, and importance of terms. Subset of examples are listed below:
Term
Charles
Jones
Charl*
(Charles w/3 Jones)
(Charl* w/3 Jones)
cjones
jonesy7
jones527
CJ

Searches
Finds all instances of Charles
Finds all instances of Jones
Finds Charles, Charlie, Charley, Charleston etc.
Finds Charles w/3 words of Jones (ex. Jones, Charles)
Finds Charles, Charlie, Charley, etc. w/3 words of Jones
Finds work email addresses
Finds personal email address
Finds Bloomberg ID
Finds nickname

Hits
127,326
196,732
139,254
56,579
96,454
49,652
5,421
9,874
10,414

Charl* NOT w/3 (Smith OR Reed OR Wilde OR Mirick OR Janes)

Eliminates the known false hits and allows you to search a
broader term

84,651

Jones NOT w/3 (Barb OR Thomas OR Taylor OR Sarah OR Day)

Eliminates the known false hits and allows you to search a
broader term

78,698

Jones AND NOT "Jones Day"

Eliminates the known false hits and allows you to search a
broader term

112,542
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ADDITIONAL OPTIONS FOR NARROWING TERMS
• Universal date restrictions
• Using the To/From/CC/BCC to
select emails between specific
individuals discussing the terms or
important topics to the litigation.
Caveat: This will only search by
looking at the top level email
• Limit to specific types of
documents (ex. Emails only)
• Restrictions by custodian
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MITIGATING COSTS IN EDISCOVERY | FORM OF PRODUCTION
• Form of Production
‒ Background on TIFF/PDF files v. Native files

‒ TIFF, the “most common choice”
•

Why?

•

Courts may order TIFF production under the right circumstances

‒ Metadata and Native production
•

Courts generally grant requests for metadata where it is sought initially

•

TIFF plus metadata is generally acceptable production even if Native is specifically requested

•

If metadata is not initially requested it generally cannot be compelled later in litigation

‒ Disputes over Native production
•

Requests for Native files generally prevail over objections

•

Arguing that Native is “unduly burdensome” due to an inability to Bates number and ability of
receiving party to modify will generally not be successful
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Digital Contracting Solutions
March 18, 2016

OPPORTUNITIES AND CHALLENGES
Financial Factors as % of Contract Value
• 3-5% revenue/margin leakage
• 8-12% spend on resolving claims/disputes
• 1-2% risk contingency costs
• High management costs (.25%-4% inefficiency)

Compliance Factors
• Identify/monitor/mitigate/risks
• Regulatory compliance risks
• Internal audit/Sarbanes-Oxley
challenges

In-House Contract/
Legal Department

Operational Factors
• Increasing volumes
• Lack of automation
• Limited bandwidth
• Global support requirements

Other Factors
• 3rd party transparency (clients and suppliers)
• High skill resources performing routine tasks
• Reputation harm
• Technology limitations
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CONTRACT LIFECYCLE SUPPORT

Benchmarking and Strategy

Playbooks and Templates

Drafting and
Negotiations

Contract

Enforcement

Contract
Management

Contract Lifecycle Management System

Performance Measurement, Knowledge Management & Best Practices Implementation

Playbooks and Templates
• Policy and Checklist Creation
• Playbook Creation
• Template Consolidation and
Annotation
• Template Simplification

Drafting and Negotiations
• RFx Support
• Contract Review and Redlining
Support

• Approval Routing/Escalations
• Negotiations Support

Contract Enforcement
• Contract Repository Creation

Contract Management
• Contract Amendment and Renewal

and Management
• Obligation/Commitment
Management
• Supplier Management

Support
• Software License Database Management
• Help Desk Support
• Compliance and Risk Management
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COMMON BUSINESS CHALLENGES
• High rates of dissatisfaction among stakeholders with today’s enterprise contracting
process (too long, too much friction, impacts “ease of doing business”, lacks
transparency or consistency, limited impact in driving better outcomes).
• Inefficient and time consuming processes compensated with over-investment in
contracting resources.

• Insufficient ROI from technology investments, when budgets or IT resources are
available. Systems are complex to deploy and are inconsistently used across global
teams.
• Limited focus or disciplined follow-up on post-execution obligations to enable
positive impacts on revenue, margins and compliance.
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OPPORTUNITY
• Transforming Enterprise Contracting provides a competitive advantage by:
‒ Accelerating revenue cycles
‒ Minimizing revenue leakage
‒ Delivering improved margins
‒ Monitoring supplier compliance with performance obligations
‒ Easing friction in commercial relationships
‒ Using contracting data to drive improved decision-making, risk management and
compliance
• Solutions are available today for forward thinking legal and operational leaders
seeking to benefit from significantly reduced overall support costs and dramatically
improved visibility and consistency of contracting process.
• Clients benefit from industry leading software and best in class process and
execution – in a bundled package that is 25-45% less expensive than current internal
costs.
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HOW
• Deploy an end-to-end, cloud-based and enterprise ready contracting solution. It
requires a unique blend of consulting, advanced technology, and skilled resourcing
in a fixed price, packaged solution that will transform your current contracting
function.
• A comprehensive solution encompasses improved contracting templates/playbooks,
intake, contract creation/drafting, automated approvals, e-signature, real-time
reporting, obligations management and a searchable repository are included in our
offering.
• A cloud-based offering can provide results within 45 DAYS.

• You can also import your portfolio of contracts into a repository to turbocharge
visibility and use of existing contract data to drive systemic risk management and
improved business outcomes.
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OUR RECOMMENDED APPROACH
• Understand what a company needs to own in the contracting process. You:
‒ Determine your terms and overall risk profile
‒ Approve non-standard positions
‒ Digitally sign your agreements
‒ Determine key metrics to track
‒ Create the key engagement SLA’s
• Also understand what you should avoid owning. Let vendor own:
‒ Capex Investments, including software
‒ Change management risks
‒ Delivery resources
‒ Technology implementation risks
‒ Security/Scalability needs
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OUR SOLUTION – ASSESSMENT & INITIAL
DELIVERABLES
Review End-to-End Contracting Process

Existing Environment

10-20 Key
Deal Terms

Templates, Standards
& Playbooks

Contract Repository Options
• Maintain/Update
• Port to new solution

Workflows

Alternative Clauses
Conditional Drafting

Key Templates
Frameworks

Playbook
Business Rules

Extracted Data

Contract Metrics

•
•
•
•

TAT
Deal Status
Deal Size/Type
Throughput/resource

Roles &
Permissions
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OUR SOLUTION - CONTRACTING PLATFORM

Customer

Intake Portal

Review,
Approvals,
Signatures

Resource Assignment

Contracting Technology

Contract
Creation

Negotiation
History

Collaborative
Negotiation

Communication
Management

Approvals

Task
Management

Customer

Signatures

Contract
Repository

Counterparty
Review,
Negotiation,
Signatures

Reports &
Analytics

Reports
Data Analytics
Searchable Repository
Contract Audit Trail
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UNDERSTANDING THE FULL LEGAL AND BUSINESS LIABILITIES OF CYBER
BREACHES

OBJECTIVES
• Provide an understanding of the full
business impact of a data security incident
• Discuss evolution of liability theories
• Discuss status of regulator activities

• Recommend steps to protect your business
and mitigate impact

CYBER THREAT LANDSCAPE

Accidental Data
Compromise

Negligent & Malicious
Insiders

State Sponsored
Attackers

Organized Crime
Syndicates

Hacktivist
Groups

Lone-Wolf
Hackers

• Most common attacks are opportunistic
‒ Estimated 75% of attacks triggered by detection of vulnerability
‒ Includes incidents involving stolen devices

• Targeted attacks less frequent but far more damaging

• Threat of targeted attacks varies greatly by industry
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THREAT ACTORS & MOTIVATIONS
Gap between offense and defense is growing — despite
huge investments by defenders

2013 DBIR
Gap Stats:

Percent of breaches with timelines of days or less
100%

Time to Compromise

69% of attacks
achieved data
exfiltration in
hours or less…
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SOURCE: 2014 Verizon Data Breach Investigations Report
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while 62%
breaches take
months to
discover.

SNAPSHOT OF THE AVERAGE BREACH

U.S. Average Cost Per
Record: $201
U.S. Average Per
Organization: $5.85
million
DOESN’T INCLUDE: Costs associated with
reputational damage, business distractions,
law suits and fines

GLOBAL ROOT CAUSE
STATS

ASSESSING BREACH IMPACT
• Intellectual Property Theft
‒ By competitors
‒ By counterfeiters
‒ By blackmailers

• PII/PHI Exposure
‒ Employees
‒ Doctors

‒ Patients

• Business Interruption
‒ Manufacturing operations

‒ R&D
‒ Sales Functions
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ECONOMIC IMPACT OF IP THEFT
Annual Losses Exceeding $300 BILLION
“The annual losses are likely to be comparable to the current annual level of U.S. exports to Asia—over
$300 billion. The exact figure is unknowable, but private and governmental studies tend to understate the
impacts due to inadequacies in data or scope.”

“the greatest transfer of wealth in history.”
‒ General Keith Alexander, Commander of the U.S. Cyber Command and Director of the National
Security Agency

Costing millions of U.S. Jobs
“If IP were to receive the same protection overseas that it does here, the American economy would add
millions of jobs.”

Inhibits U.S. GDP growth.
“Better protection of IP would encourage significantly more R&D investment and economic growth.”

Discourages Innovation
“The incentive to innovate drives productivity growth and the advancements that improve the quality of
life. The threat of IP theft diminishes that incentive.”
Source: IP Commission Report, 2013

TARGET: LESSONS LEARNED

Target Breach: Tallying the Fallout






Transactions at Target fell 3-4% compared to previous year while other retailers report strong
results
46% drop in profits in Q4 2013, Target lays off 475
Target CIO resigns
Target CEO resigns
100+ lawsuits, including shareholder and bank suits
–




NYT Estimates cost of replacing cards is $400 million

Direct costs relating to breach response and remediation (including legal fees) estimated to be as
high as $1B
Insurance coverage only $100M

LEGAL LIABILITY THEORIES
Common causes of action
 Negligence
 Breach of contract

Common theories of damages
 Fraudulent charges

 Credit monitoring fees
 Identity theft

 Breach of fiduciary duty

 Lost wages

 Invasion of privacy

 Damaged credit scores

 Consumer fraud and deceptive
business practices

 Anxiety over financial well-being

 Violation of numerous state and
federal statutes

 Losses by financial institutions
(replacing debit/credit cards, closing
accounts, reversing fraudulent
charges, lost interest/transaction
fees)
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TARGET: LESSONS LEARNED
Congressional Inquiry Document Request
1. All written policies . . . relating to threat monitoring, network
security . . .
2. All documentation . . . detailing the funds spent and persons
employed on the network security of systems serving Target stores
...
3. All email correspondence, analyses, reports, or any other
communications relating to . . . information security systems
implicated in this breach.
4. Please detail whether Target was previously aware of any potential
vulnerabilities to . . . systems implicated in this breach.

INDIRECT COSTS ADD UP

Average Notifications Cost

Average Lost Business Cost

New Precedent: Banks Suing To
Recoup Admin Costs
•
•

Target card replacement = $400 million
Secret Service estimates 1,000 merchants have had similar
breaches.

-- New York Times

Source: 2014 Cost of a Data Breach Study, Ponemon Institute

MITIGATING COST

U.S. Average
Cost Per Record
= $201

Source: 2014 Cost of a Data Breach Study, Ponemon Institute

CHALLENGES

 How can you identify your top cyber
risks?
 How do you know whether what
your security team is doing is
sufficient?
 If JPMC invests $250M/year and still
gets hit, how do you stand a chance?

RECOMMENDATIONS/BEST PRACTICES
• Understand your company’s true risk
• Implement and maintain DEFENSIBLE controls
• Address your weakest link: the Human Layer
• Minimize 3rd Party Risk: Be smart about
outsourcing
• Examine security governance model
• Learn from your peers
• Incident Readiness: Hope for the best but
prepare for the worst

THANK YOU!

