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Mauricio F. Paez
Partner
Jones Day

Mauricio Paez advises global companies on a broad range of complex data privacy and
cybersecurity legal matters, including crisis management and security breach response. Mauricio
chairs the Firm's global Privacy and Cybersecurity practice, and advises Fortune 100 companies
on all legal aspects of information privacy, management, and security. He is recognized in The
Legal 500 as a leading individual in global data protection and privacy.
Mauricio has significant experience representing clients that have suffered a data security breach,
including assisting with investigating cyber security incidents, and advising on data breach
response, required notifications, and data breach remediation. He has managed complex global
cyber security incidents and advised clients on breaches of consumer and employee information
in response to ensuing regulatory claims and investigations.
Mauricio also regularly advises global companies on domestic and foreign current and emerging
information management, privacy, security, and data protection laws. He has assisted clients in
developing and implementing worldwide policies and compliance procedures for handling and
safeguarding personal and company information, maintaining and transferring customer and
employee information, and regulating intercompany data transfers and with third parties.
He also conducts all phases of privacy assessments and information security policy audits, and
assists clients in handling and responding to data security incidents on a worldwide basis.
Mauricio advises clients on U.S. laws (such as GLB, HIPAA, COPPA, CAN-SPAM,
FCRA/FACTA, and security breach notification obligations) and data protection compliance
risks in other major jurisdictions (for example, Canada, the European Economic Area, Latin
America, and Asia Pacific).
Mauricio is a member of the International Association of Privacy Professionals, American Bar
Association, the New York State Bar Association, and the Association of the Bar of the City of
New York.

Andrea Arias
Attorney, Division of Privacy and Identity Protection
Federal Trade Commission

Andrea V. Arias is an attorney in the Division of Privacy and Identity Protection at the Federal
Trade Commission, focusing on enforcement and policy matters involving consumer privacy and
data security under Section 5 of the Federal Trade Commission Act, the Fair Credit Reporting
Act, the Children’s Online Privacy Protection Act, and the Gramm-Leach-Bliley Act. Prior to
assuming her current position, Ms. Arias was a trial attorney in the Litigation I section of the
Antitrust Division of the U.S. Department of Justice, which investigates and prosecutes civil
cases in various industries, including health-care, paper, cosmetic and hair care, and food
products. She also served as a judicial clerk for the Honorable Allyson K. Duncan in the Fourth
Circuit Court of Appeals, and for the Honorable Cecilia M. Altonaga in the Southern District of
Florida. Ms. Arias graduated, summa cum laude, from the University of Pennsylvania, earning
her Bachelor and Master of Arts degrees, and from Emory University School of Law with
honors. Originally from Buenos Aires, Argentina, Ms. Arias currently resides in Alexandria,
Virginia with her husband and two yellow labradors.

Pedro Pavón, CIPP/US
Corporate Counsel
Oracle

Pedro Pavón serves as Corporate Counsel for Oracle Corporation in Reston, Virginia. He is on
the company’s Cloud Legal Team and advises executives on commercial, data security, and
information privacy risk. Prior to joining Oracle, he practiced law at a national law firm where he
advised global companies on information security and data governance, cyber security, data
privacy, social media law, and general corporate matters. Before entering private practice, he
was counsel to the Assistant Attorney General of the United States at the Department of Justice
in Washington, D.C.; attorney advisor and program manager at the U.S. Department of Energy in
Washington, D.C.; and attorney advisor at the Department of Justice in Miami, Florida.

Vincente Martinez
Chief, Office of Market Intelligence, Division of Enforcement
Securities and Exchange Commission

Vincente Martinez was appointed in January 2013 as the Chief of the Office of Market
Intelligence (OMI) in the Securities and Exchange Commission’s (SEC) Division of
Enforcement. OMI’s mission is to collect, evaluate and disseminate tips, complaints and referrals
submitted to the SEC by the public, other government agencies and self-regulatory organizations.
Mr. Martinez was one of the first assistant directors appointed to OMI after it was created in
2010 as part of the restructuring of the Division of Enforcement, where he had previously served
for seven years. Immediately prior to becoming the Chief of OMI, Mr. Martinez served as the
first Director of the Commodity Futures Trading Commission’s (CFTC) Whistleblower Office,
where he established the CFTC’s whistleblower program, which was created by the Dodd-Frank
Act to provide monetary awards and anti-retaliation protections for persons providing
information concerning violations of the Commodity Exchange Act. In that role, Mr. Martinez
interacted with whistleblowers and their representatives, developed the CFTC’s policies and
procedures for handling whistleblower matters, and worked to raise awareness of the program
among industry and market participants, fellow law enforcement and regulatory agencies, and
members of the private bar. Prior to joining the SEC, Mr. Martinez spent several years in private
practice as a litigator and a corporate transactional attorney in Washington, DC and New York.
Mr. Martinez is a graduate of Georgetown University and the University of California, Berkeley
School of Law.

Jonathan Fairtlough
Managing Director
Kroll Cyber and Investigations

Jonathan Fairtlough is a managing director with Kroll’s Cyber Investigations practice based in
Los Angeles. He joined Kroll after a distinguished career with the Los Angeles County District
Attorney’s Office where he served as both a prosecutor and co-founder of the office’s High
Technology Division. At Kroll, Jonathan leads teams that provide comprehensive investigative
services for digital forensics, data breach response and complex cyber-crimes.
Prior to joining Kroll, Jonathan was the deputy in charge of the Eastlake [Central] Juvenile
Office. Earlier he served as the assistant head deputy and co-founder of the High Technology
Division of the Los Angeles County District Attorney’s Office. During his career Jonathan held a
number of positions within the District Attorney’s Office and was involved in many high-profile
cases, including the first major data breach filed in Los Angeles County for which he received
the IAFCI (Southern California Chapter) award for Prosecutor of the Year in 2006.
Jonathan is an instructor for the National Computer Forensic Institute and an adjunct professor at
Cypress College on the subject of cyber law and forensics.
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PCI DSS Version 3.1—SSL and Early Versions of TLS Are
Deemed No Longer Secure
April 2015
On April 15, 2015, the Payment Card Industry Security Standards Council ("SSC") released Version 3.1 of the Payment
Card Industry Data Security Standard ("PCI DSS"). PCI DSS is a set of standards that dictate how merchants and other
organizations in the payment cycle are obligated to protect and safeguard cardholder data that they store, process, and/or
transfer. The new version of PCI DSS provides critical guidance regarding vulnerabilities presented by the Secure Sockets
Layer ("SSL") protocol and early versions of the Transport Layer Security ("TLS") protocol. It also requires the removal of
SSL and early TLS versions from cardholder data environments by June 30, 2016, except in limited circumstances, and
proscribes altogether new implementations of SSL and early TSL.
The SSL and early TLS protocols are widely used in numerous applications to encrypt data transmitted over the internet.
Concerns with the security of these protocols began before the release of Version 3.1 of PCI DSS. For example, in April
2014, the National Institute of Standards and Technology ("NIST") released Special Publication 800-52 Revision 1, which
concluded that SSL (all versions) and TLS 1.0 are no longer strong encryption methods and should not be used in
connection with servers that support government-only applications. Later that same year, researchers identified a security
vulnerability in SSL known as POODLE (Padding Oracle on Downgraded Legacy Encryption) that allows attackers to extract
data from connections encrypted by SSL 3.0.
Due to previously identified security vulnerabilities, the SSC has determined that SSL and early TLS protocols are no
longer adequate to protect cardholder data. Many of the changes provided in PCI DSS Version 3.1 are specifically designed
to address these security issues. Requirement 2.2.3 of the new version is representative of the new encryption
requirements:
SSL and early TLS are not considered strong cryptography and cannot be used as a security control after June 30, 2016.
Prior to this date, existing implementations that use SSL and/or early TLS must have a formal Risk Mitigation and Migration
Plan in place.
Effective immediately, new implementations must not use SSL or early TLS.
POS POI terminations (and the SSL/TLS termination points to which they connect) that can be verified as not being
susceptible to any known exploits for SSL and early TLS may continue using these as a security control after June 30,
2016.
Other changes implemented by PCI DSS Version 3.1 are relatively minor and designed primarily to clarify PCI DSS
language.
Since the release of Special Publication 800-52 Revision 1, many companies have continued to rely on SSL or early TLS to
encrypt sensitive information collected and transmitted over the internet. Because PCI DSS Version 3.1 now regards SSL
and early TLS versions as vulnerable, however, courts and regulators alike may view these protocols as not "reasonable"

for protecting certain types of sensitive information. Accordingly, in-house counsel may wish to consider the following:

PCI DSS Version 3.1 has broad applicability—it applies to all entities that store, process, or transmit cardholder data.
Thus, these changes to PCI DSS have broader applicability than commonly thought.
IT and other security professionals should be engaged to assess the extent to which their organization uses SSL and
early TLS versions. Are all instances known? Can SSL or early TLS be replaced without "breaking" the system? How
significant of a risk do these implementations pose to the organization, and are effective compensating controls in place
to address the vulnerabilities?
Implementations of these protocols that are associated with payment card processing—meaning that they are a part of
the cardholder data environment—should immediately be addressed to meet the compliance deadline. If a company's
annual report on compliance is due after June 30, 2015, the company is required to evaluate its compliance against
PCI-DSS Version 3.1. The new standards also require companies to prepare and provide a formal "Risk Mitigation and
Migration Plan" in order to certify their compliance in the interim.
Existing vendors should be asked about the extent to which they use these protocols. Where the vendor supports
payment card processing, it should verify that it will meet the compliance deadline. Other vendors that process
sensitive, confidential, or proprietary company data should be asked when they will convert to more secure protocols.
Going forward, counsel may wish to specifically inquire as to a vendor's use of these protocols and contractually require
the use of the more secure protocols where appropriate.
The PCI SSC has posted a short online webinar (registration required) that outlines the revisions in PCI DSS Version 3.1
and an information supplement about migrating from the legacy encryption standards.
Lawyer Contacts
For further information, please contact your principal Firm representative or one of the lawyers listed below. General email
messages may be sent using our "Contact Us" form, which can be found at www.jonesday.com.
Gregory P. Silberman
Silicon Valley
+1.650.739.3954
gpsilberman@jonesday.com
Todd S. McClelland
Atlanta
+1.404.581.8326
tmcclelland@jonesday.com
Mauricio F. Paez
New York
+1.212.326.7889
mfpaez@jonesday.com
Jay Johnson
Dallas
+1.214.969.3788
jjohnson@jonesday.com
Rachel A. Geist, an associate in the Atlanta Office, assisted in the preparation of this Alert.
Jones Day publications should not be construed as legal advice on any specific facts or circumstances. The contents are
intended for general information purposes only and may not be quoted or referred to in any other publication or proceeding
without the prior written consent of the Firm, to be given or withheld at our discretion. To request reprint permission for any
of our publications, please use our "Contact Us" form, which can be found on our website at www.jonesday.com. The
mailing of this publication is not intended to create, and receipt of it does not constitute, an attorney-client relationship. The
views set forth herein are the personal views of the authors and do not necessarily reflect those of the Firm.
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Jones Day Attorney Spotlight:
Dan McLoon
Businesses and organizations
worldwide are facing a growing
array of domestic and
international laws and regulations
that apply to the collection, use,
and transfer of consumer and
employee information; aggressive
investigation and enforcement by
regulators and data protection
authorities; and private litigation
over the use of information.
In an effort to best assist clients with these issues,
Jones Day has concentrated its longstanding
interdisciplinary team of privacy and cybersecurity
authorities into a formalized Cybersecurity, Privacy,
& Data Protection Practice.
Dan McLoon, a partner based in Los Angeles, will
lead the Cybersecurity, Privacy, & Data Protection
Practice. Dan brings extensive trial and appellate
experience to the practice, as well as more than 30
years of knowledge handling complex commercial
litigation issues, data breaches, cybersecurity
investigations, product liability cases, contract
disputes, and accounting matters. He also has
advised multiple companies on data security and
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nonpublic matters. Dan looks forward to leading a
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HOT TOPICS IN THIS ISSUE
U.S. Third Circuit Interprets
"Authorization" Under Computer Fraud
and Abuse Act
Brazilian Ministry of Justice Extends Public
Debates on Internet Civil Framework and
Draft Data Protection Bill
New European Data Protection Supervisor
Presents 2015-2019 Strategy
Chinese State Agency Promulgates
Requirements for Collecting Consumer
Information
Australian Information Commissioner
Updates Privacy Principles Guidelines

cutting-edge cybersecurity, data protection, and
privacy issues in multiple jurisdictions around the
world.

United States
Regulatory—Policy, Best Practices, and Standards
GAO Identifies Cybersecurity Challenges for Federal Government
On February 11, the U.S. Government Accountability Office ("GAO") released its biennial
High Risk List, which is "intended to help inform the oversight agenda for the 114th
Congress and to guide efforts of the administration and agencies to improve government
performance and reduce waste and risks." In its report, the GAO suggested amending
privacy laws to cover all "personally identifiable information collected, used and
maintained by the federal government" and recommended that federal agencies improve
their responses to data breaches involving personally identifiable information.
Insurance Group Publishes Global Cyber Governance Report
On April 27, the Zurich Insurance Group and the ESADEgeo-Center for Global Economy
and Geopolitics jointly published a report on global cyber governance. According to the
accompanying executive summary, "ideological differences and geopolitical tensions
preclude strong and effective global governance institutions; and the current governance
framework does not adequately reflect the global nature of cyberspace." The report calls
for the private sector and policymakers to establish an effective global cyber governance
framework, including a cyber alert system styled after the World Health Organization.
NIST Requests Public Comments on Framework for Big Data
On April 6, the National Institute of Standards and Technology ("NIST") published a draft
Big Data Interoperability Framework that facilitates scientists' use of big data sets. The
Framework was drafted by NIST's Big Data Public Working Group, which developed big
data definitions, taxonomies, important requirements for privacy and security protections,
a standard road map, and a proposed reference architecture. NIST requested comments
on the draft by May 21.
NIST Seeks Comments on Potential Update to Electronic Authentication
Guideline
On April 9, NIST requested public comments on whether it should update its Electronic
Authentication Guideline published in August 2013. NIST released a statement indicating
that an update to the guidelines may be necessary due to market innovation, changing
federal requirements, and the current threat landscape, which increasingly targets remote
authentication. Comments are due by May 22, 2015.

Regulatory—Retail
Major Retailers Report Millions in Expenses Relating to Data Breaches
In late February, two major retailers reported millions of dollars in gross expenses
stemming from recent data breaches on their Form 8-K filings submitted with the
Securities and Exchange Commission. One retailer claimed $252M in costs after hackers
stole payment card data and personal information from shoppers, while the other retailer
disclosed that it spent $33M responding to a data breach that compromised more than
50M payment cards.
Industry Group Expresses Concerns Regarding Privacy Bill of Rights
On February 26, the Direct Marketing Association, a large trade association focused on
advancing and protecting data-driven marketing, sent a letter to the Secretary of
Commerce that warned that President Obama's "privacy bill of rights" for U.S. consumers
may "restrict legitimate business practices, undermine economic and job growth, and
thwart innovation." On the following day, President Obama released a discussion draft of
the Consumer Privacy Bill of Rights Act that is intended to "establish baseline protections

for individual privacy in the commercial arena."
Retail Industry Group Testifies Before House Committee on Cybersecurity
On March 18, the Senior Vice President of the National Retail Federation testified before
the House Committee on Oversight and Government Reform. He called for policymakers
to implement solutions to cybersecurity threats beyond information-sharing, including
federal fraud protection for debit cards, a national data breach notification law, and more
secure payment cards through pin-and-chip technology, adoption of end-to-end
encryption, and competitive tokenization standards.
Payment Card Security Council Releases Updated Standards
On April 10, the Payment Card Industry Security Standards Council ("PCI SSC") issued an
updated payment card production standard that will help better secure payment cards.
The updated requirements secure the card production process from design through
delivery and address various card production activities, including card manufacturing, chip
embedding, data preparation, pre-personalization and card personalization, fulfillment,
packaging, storage, and electronic PIN distribution. On April 15, the PCI SSC also
published Version 3.1 of its data security standard, which addresses vulnerabilities within
the Secure Sockets Layer encryption protocol that can put payment data at risk.

Regulatory—Defense, National Security, and Economic Espionage
Third Circuit Interprets "Authorization" Under Computer Fraud and Abuse Act
On February 5, the Third Circuit Court of Appeals affirmed the district court's grant of
summary judgment in favor of a defendant that had been sued by a competitor for
allegedly accessing the competitor's computer systems without authorization to download
copyrighted materials in violation of the Computer Fraud and Abuse Act ("CFAA").
Because the defendant downloaded only publicly available materials and created trial
accounts to the plaintiff's computer services, the court held that the defendant did not act
without authorization within the meaning of the CFAA.
Grand Jury Indicts Individuals for Hacking Competitor's Computer System
On February 10, a federal grand jury in California indicted five individuals for violating the
CFAA by hacking into a competitor's website. The indictment alleged that one of the
defendants hired private investigators to monitor the activities of a competing company,
and those private investigators in turn hired two hackers to infiltrate into the competitor's
computer system.
Technology Companies Commit to Adopting Cybersecurity Framework Following
White House Summit
On February 13, the White House issued a press statement in conjunction with its Summit
on Cybersecurity and Consumer Protection at Stanford University. The White House
confirmed that a number of companies committed to using the NIST Cybersecurity
Framework.
Director of National Intelligence Testifies on Cyber Threats Facing America
On February 26, the Director of National Intelligence, testified before the Senate Armed
Services Committee that cyber threats are "increasing in frequency, scale, sophistication
and severity of impact." He identified "destructive cyber attacks carried out on US soil by
nation state entities" and remarked that "economic espionage against US companies
remains a major threat."
Director of FBI Discusses Cyber Threats In Budget Presentation
On March 12, the Director of the Federal Bureau of Investigation ("FBI") discussed cyberbased threats posed by "state-sponsored hackers, hackers for hire, organized cyber
syndicates, and terrorists" during his 2016 budget presentation before the Senate
Appropriations Committee. The Director noted that the number of FBI investigations
related to computer intrusions has increased by 80 percent since 2002, and that to
counter this threat, the FBI requested a $10M budget increase to support its cyber efforts.

Privacy Watchdog Seeks Public Comment on U.S. Intelligence Surveillance
Programs
On March 23, the Privacy and Civil Liberties Oversight Board issued a request for public
comment on the privacy and civil liberties implications of the federal government's
counterterrorism activities, including the government's internet surveillance and bulk
telephone record collection activities.
President Obama Announces New Sanctions Program for Malicious Cyber Actors
On April 1, President Obama issued Executive Order 13964, in which he declared a
national emergency relating to foreign "malicious cyber-enabled activities." The Order
authorizes the Treasury to freeze the assets of malicious cyber actors, including those
who harm or significantly compromise critical infrastructure and other major computer
networks or cause significant "misappropriation of funds or economic resources, trade
secrets, personal identifiers, or financial information."
Secretary of Homeland Security Discusses Cyber Cooperation with China's
Minister of Public Security
On April 9, the Secretary of the Department of Homeland Security ("DHS") met with
China's Minister of Public Security, Guo Shengkun, in an effort to increase law
enforcement cooperation between the United States and China. The two agreed to
increase information-sharing between the two countries in an effort to combat intellectual
property theft and focus on "cross-border, cyber-enabled crime."
Department of Homeland Security Outlines Cybersecurity Efforts
On April 15, the National Protection and Programs Directorate ("NPPD")—a division of
DHS—released written testimony for the Senate Committee on Appropriations regarding
the NPPD's ongoing efforts to secure the nation's cyber-infrastructure. The testimony
covered (i) EINSTEIN 3 Accelerated, which is a perimeter defense tool installed at certain
ISPs to detect and block known cyber threats from affecting federal civilian personnel; (ii)
risk assessments for critical infrastructure entities; and (iii) the National Cybersecurity &
Communications Integration Center's efforts to share information and coordinate
responses to cyber incidents.
Second Circuit Rules NSA's Bulk Data Collection Program Illegal
On May 7, the Court of Appeals for the Second Circuit ruled that the National Security
Agency's ("NSA") bulk data collection program exceeded the scope of Congress's
authorization in Section 215 of the Foreign Intelligence Surveillance Act of 1978. The
court did not decide whether the NSA's program is constitutional.

Regulatory—Financial Services
NY Department Issues Update on Cybersecurity in the Banking Sector
On April 8, the New York State Department of Financial Services issued an Update on
Cyber Security in the Banking Sector: Third Party Services Providers, which follows the
Department's May 2014 report on Cyber Security in the Banking Sector. The Update
surveys banking institutions' processes, policies, and procedures for assessing and
safeguarding against the cybersecurity risks posed by third-party service providers.
According to the Update, "banking organizations appear to be working to address the
cybersecurity risks posed by third-party service providers, although progress varies
depending on the size and type of institution."
Financial Lobbyists Speak Against Sunset Provisions of Cybersecurity Bills
On April 22, the Financial Services Roundtable ("FSR"), an advocacy organization
representing leading financial service providers, published a statement against the
inclusion of sunset provisions in the information-sharing cybersecurity bills currently being
considered in Congress. FSR touted the proposed legislation as "provid[ing] a set of legal
tools that will greatly enhance our nation's ability to battle cybercriminals."

Regulatory—Transportation
GAO Finds Significant Weaknesses in FAA's Cybersecurity Practices
On March 2, the Government Accountability Office ("GAO") publicly released a report to
Congress entitled FAA Needs to Address Weaknesses in Air Traffic Control Systems. After
assessing the Federal Aviation Administration's ("FAA") cybersecurity practices, the GAO
found that despite steps taken to safeguard air traffic control systems, "significant
security control weaknesses" threatened the FAA's ability ensure the "safe and
uninterrupted operation of the nation's air traffic control system[.]"

Regulatory—Energy/Utilities
ICS-CERT Finds Energy Sector Reported Most Cyber Incidents in 2014
On March 13, the Industrial Control Systems Cyber Emergency Response Team ("ICSCERT"), which works to reduce risks within and across all critical infrastructure sectors,
reported that it received and responded to 245 incidents in FY 2014. ICS-CERT found that
32 percent of these incidents occurred in the energy sector, the highest percentage of any
critical infrastructure sector, and approximately 55 percent of the incidents involved
advanced persistent threats or sophisticated actors.

Regulatory—Health Care/HIPAA
DHHS Issues Guidance to Employers on HIPAA's Application to Workplace
Wellness Programs
On April 16, the U.S. Department of Health and Human Services ("DHHS") issued a twopart informal guidance regarding the application of the Health Insurance Portability and
Accountability Act ("HIPAA") to workplace wellness programs.

Litigation, Judicial Rulings, and Agency Enforcements
N.D. Cal. Court Holds Video Streaming Company Did Not Violate the VPPA
On March 31, a Northern District of California court dismissed a class action suit filed
against a video streaming service, which alleged that the company violated the Video
Privacy Protection Act ("VPPA") by allowing users' video history to be viewable on a social
media platform. The court held that the video streaming service did not "knowingly"
provide the social media company with users' video history, as required to prove a
violation of the VPPA.
N.J. District Court Dismisses Data Breach Lawsuit Against Insurance Company
On March 31, a New Jersey District Court dismissed a putative class action against an
insurance company, which stemmed from the theft of company laptops containing
personal health information of the company's members. The court held that the plaintiffs
lacked standing and failed to sufficiently allege economic harm, noting that an increased
risk of identity theft due to a security breach is not sufficient to grant standing under
Article III.
Consumers File Class Action for Privacy Violations Stemming from Facial
Recognition Software
On April 1, a class action lawsuit was filed against a social media company for violating an
Illinois statute regarding the collection and use of biometric data. The suit alleges that the
social media company's tagging feature uses facial recognition software that collects
biometric data and that the company does not meet the statutory requirements for
informed consent for collection of this data. Plaintiff seeks to certify a class of all Illinois
users whose biometric information was collected through the use of this facial recognition
software.
FTC Announces Settlement with Companies Falsely Claiming Safe Harbor
Compliance

On April 13, the Federal Trade Commission ("FTC") announced that two companies agreed
to settle charges that they falsely claimed to be in compliance with the requirements of
the U.S.-EU Safe Harbor Framework and U.S.-Swiss Safe Harbor Framework (source
document continued). According to the complaints, the companies' websites falsely stated
that they were certified under the two frameworks, and one of the companies also
allegedly deceived customers about its dispute resolution procedures and its participation
in the TRUSTe Privacy program.
California District Court Finds Professional Networking Site Not a Consumer
Reporting Agency
On April 14, a Northern District of California court dismissed a class action against a
professional networking website, holding that the site's search service was not a
"consumer report" under the Fair Credit Reporting Act ("FCRA"). The plaintiffs argued that
the site's reference search service, which provided prospective employers with the names
of people who might know a candidate, constituted a "consumer report" under the FCRA.
The court rejected these arguments, stating that the website is not a "consumer reporting
agency under the FCRA," and that the reference search results themselves did not provide
information about the candidate that rose to the level of a consumer report.
FTC Announces Settlement with Debt Brokers Over Information Disclosure
On April 21, the FTC announced that two debt brokers agreed to settle charges that they
posted sensitive consumer information online in unencrypted documents that were
accessible to anyone with an internet connection. The information posted by the data
brokers without the consumer's knowledge or consent included the consumer's name,
birth date, geographic location, email address, bank account and routing number, and
driver's license.

Legislative—Federal
FTC Offers Testimony on Proposed Data Security Legislation
On March 18, the FTC Consumer Protection Director testified before the House Energy and
Commerce Committee on proposed data security legislation. She testified that the FTC
supports the bill's provisions requiring reasonable data security standards for companies,
consumer notification of data breaches, and FTC penalties and enforcement against
common carriers and nonprofits. However, she criticized the bill's narrow definition of
"protected personal information," the failure to address connected device functionality,
and the omission of rulemaking authority under the Administrative Procedure Act.
House Committee Holds Hearing and Releases Draft Changes to FERPA
On February 12, the House Education and Workforce Committee conducted a hearing on
improvement of existing federal student privacy law. The committee heard testimony
from industry, academics, advocacy, and school practitioners on how Congress should
update the 1974 Family Educational Rights and Privacy Act ("FERPA"). On April 6, the
Education and Workforce Committee issued a discussion draft of the proposed
amendments to FERPA, which included revisions to the definition of a student's
"educational record" and a ban on using such information for marketing or advertising.
President Signs Cybersecurity Threat-Sharing Executive Order
On February 13, at the White House's Summit on Cybersecurity and Consumer Protection,
President Obama signed an executive order boosting cybersecurity information-sharing
efforts between the private sector and the federal government. The new executive order
urges companies in the private sector to create Information Sharing and Analysis
Organizations ("ISAOs") for data exchange and collaboration across regions or in response
to a specific emerging cybersecurity threat. DHS is responsible for developing a common
set of voluntary standards for ISAOs, and lawmakers and representatives from DHS
weighed the merits of the President's executive order at a February 25 hearing.
President Issues Consumer Privacy Bill of Rights Discussion Draft
On February 27, President Obama released a discussion draft of the Consumer Privacy Bill

of Rights Act. The bill develops baseline protections for individual privacy in the
commercial context and promotes implementation of privacy protections through codes of
conduct developed by stakeholders in various industries and enforced by the FTC.
House Committee Approves Data Security and Breach Notification Act
On March 12, Energy and Commerce Committee Vice Chairman Marsha Blackburn (R-TN)
and Representative Peter Welch (D-VT) unveiled the Data Security and Breach Notification
Act. The bill requires a wide range of entities that collect and maintain consumers'
personal information to secure that data and provide notice within 30 days of determining
the scope of a breach and restoring their systems. The Energy and Commerce Committee
voted to advance an amended version of the bill on April 14.
FCC Working Group Issues Cybersecurity Measures for Communications Sector
On March 18, the Federal Communications Commission's ("FCC") Communications
Security, Reliability, and Interoperability Council's Working Group 4 ("WG4") issued its
Cybersecurity Risk Management and Best Practices Working Group 4: Final Report. The
WG4, which consists of members of the communications sector, was established to help
communications providers implement the Cybersecurity Framework released by NIST. The
group's Final Report contains the first-ever cybersecurity measures for the
communications industry, and it includes separate reports tailored to five segments of the
industry: broadcast, cable, satellite, wireless, and wireline services.
House Passes Bill to Amend Gramm-Leach-Bliley Act Annual Privacy Notice
Requirement
On April 13, the House passed a bill to relieve the Gramm-Leach-Bliley Act requirement
that financial institutions send customers annual privacy notices explaining informationsharing practices when the bank's privacy policy remains the same. The bill seeks to
eliminate confusion among bank customers and reduce costs for financial institutions. The
Senate received the legislation on April 14 and referred it to the Committee on Banking,
Housing, and Urban Affairs.
Congressional Committees Approve Various Cyber Threat Information-Sharing
Measures
On April 13, the House Intelligence Committee recommended passing the Protecting
Cyber Networks Act (H.R. 1560), a bill authorizing corporate cyber threat informationsharing. The Committee reported that the bill "enables private companies to monitor their
networks and voluntarily share cyber threat indicators with one another and with the
federal government, all while providing strong protections for privacy and civil liberties."
On April 15, the Senate Intelligence Committee issued its report approving the
Cybersecurity Information Sharing Act of 2015 (S. 754). The Committee reported that the
bill "provides positive legal authority" for private companies to monitor and defend their
networks and customer-authorized networks for cybersecurity purposes, and to share
information with other companies and the government. In addition, the bill "creates
narrowly tailored liability protection to incentivize companies' efforts to identify
cybersecurity threats and share information about them." On April 17, the House
Homeland Security Committee recommended adopting the National Cybersecurity
Protection Advancement Act of 2015 (H.R. 1731), which authorizes and "provides liability
protections for private entities that conduct network awareness or voluntar[ily] sha[r]e
cyber threat information with [] another private entity or the [National Cybersecurity and
Communications Integration Center]."

Legislative—States
Connecticut Attorney General Announces Formation of Privacy and Data Security
Department
On March 11, the Connecticut Attorney General announced the formation of a permanent
Privacy and Data Security Department within his office. The specialized department
follows on the heels of a Privacy Task Force appointed by the Attorney General in 2011
and is intended to "continue and expand upon the Task Force's work by dedicating staff to

work exclusively on privacy-related matters."
State Attorneys General Focus on Privacy and Data Security at Annual Meeting
for Southern Region
From March 12 through 13, state attorneys general for the Southern Region of the
National Association of Attorneys General ("NAAG") held their 2015 NAAG Southern
Region Meeting in Point Clear, Alabama. The meeting was titled "The Surge in Data
Breaches: Challenges for Attorneys General" and focused on data security issues with
panels such as "Anatomy of a Data Breach" and "Big Data and Privacy—Striking a
Balance."
Maryland Legislature Passes Bill to Establish Cybersecurity Council
On April 13, the Maryland Legislature passed legislation creating the Maryland
Cybersecurity Council. The Council, comprising various public and private officials, will
work with federal agencies, private businesses, and experts to assess cybersecurity risks
in the state and to support the adoption and implementation of cybersecurity standards
and technologies.
Connecticut to Study Cybersecurity Issues Facing the State
On April 16, the Connecticut General Assembly approved legislation that directs the
Department of Administrative Services and the Department of Emergency Services and
Public Protection to conduct a study examining cybersecurity issues facing the state.
Texas House Seeks to Criminalize Computer System Breaches
On April 17, the Texas House passed a law making it a felony to breach a computer
system owned by the government or a commercial entity. In order to violate the
provision, a person would have to act with the intent to obtain or use a file, data, or
proprietary information stored in the system to defraud another individual or damage
property.
Four States Amend Data Breach Notification Statutes
Montana, Wyoming, North Dakota, and Washington all recently passed laws amending
various aspects of their respective data breach notification laws. On February 27, Montana
altered its data breach statute to require breach notification to the Montana attorney
general. The change also broadens the definition of "personal information" to include
medical record information, taxpayer identification numbers, and identity protection
personal identification numbers. On March 2, Wyoming amended its data breach statute
to require owners or licensors of personal information to provide "clear and conspicuous"
notice of a data breach to consumers and to expand the definition of "personally
identifying information" to include unique biometric data or individual taxpayer
identification numbers. On April 13, the North Dakota governor signed into law an
amendment stating that any individual or business that owns or licenses computerized
personal information must disclose a breach of its security system to the North Dakota
attorney general if more than 250 individuals are affected. On April 23, Washington's
governor signed into law several amendments to Washington's data breach notification
law, including mandatory notification to the state attorney general when 500 residents are
affected, a 45-day deadline for notification, updated content requirements for
notifications, and a safe harbor for personal information that is adequately secured.
[Return to Top]

Canada
Regulator Issues First Fine Under Canada's Anti-Spam Legislation
On March 5, Canada's federal spam regulator, the Radio-television and
Telecommunications Commission, imposed the first fine under Canada's Anti-Spam
Legislation. The C$1.1M (US$880,000) penalty was levied on a Quebec City-based
training marketer, which allegedly sent commercial electronic messages without the

recipient's consent and without a functioning unsubscribe mechanism.
Canadian Privacy Commissioner Finds Privacy Act Violation by Federal
Department
On March 16, the Office of the Privacy Commissioner of Canada ruled that a federal
department responsible for helping Canadians maintain and improve their health violated
federal privacy law by disclosing the names of participants in a program that provided
access to medical marijuana.
British Columbian Privacy Commissioner Rules Canadian Municipality Violated
Employee Privacy
On March 30, British Columbia's Information and Privacy Commissioner released an
investigative report finding that a municipality should disable some features of its
employee monitoring software, which allowed the employer to log keystrokes, obtain
automated screenshots, and continuously track computer program activity, because the
usage violated the privacy rights of employees under the provincial Freedom of
Information and Privacy Protection Act. The report also recommended that the
municipality destroy all data collected by the software.
Canadian Privacy Commissioner Rules Advertising Campaign Raises Privacy
Concerns
On April 7, the Office of the Privacy Commissioner of Canada released a report finding
that a large telecommunications company had violated the Personal Information
Protection and Electronic Documents Act when it tracked its customers' browsing habits,
application usage, and television viewing and calling patterns as part of a relevant
advertising program without consent. According to the Office of the Privacy Commissioner
of Canada, the company subsequently withdrew the targeted advertising campaign.
Canada Becomes Member of APEC Privacy Rules Initiative
On April 15, the Asia-Pacific Economic Cooperation's ("APEC") Electronic Commerce
Steering Group announced that Canada was accepted as the fourth member of the APEC's
Cross-Border Privacy Rules System, joining the U.S., Mexico, and Japan. The privacy
regime is designed to boost the protection of consumer data from security threats as data
is transmitted around the Asia-Pacific region while cutting compliance costs for
businesses.
The following Jones Day attorneys contributed to the United States and Canada sections: Steven Gersten, Jay
Johnson, Sam Lam, Colin Leary, Gabriel Ledeen, Tyson Lies, Chiji Offor, Mauricio Paez, Nicole Perry, Scott
Poteet, Jessica Sawyer, and Anand Varadarajan.
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Latin America
Argentina
New Sanctions Regulation for Do Not Call Registry Law
On February 19, the Argentinean Data Protection Authority ("DPA") enacted a new
sanctions regulation (source document in Spanish) implementing fines for the recently
approved Do Not Call Registry Law (source document in Spanish). The new sanctions
schedule ranges from 1,000 Argentinean pesos to 100,000 Argentinean pesos
(US$100–$11,500) depending on the severity of the violation. Actions drawing higher
penalties include (i) failure to renew the annual registration of a personal database at the
DPA; (ii) processing personal information without the DPA registration; and (iii)
disregarding the Do Not Call Registry in a marketing campaign.
Argentina Creates New Closed-Circuit Television Regulations
On February 24, the Argentinean DPA enacted a new closed-circuit television ("CCTV")

regulation (source document in Spanish) addressing the public and private use of video
cameras for video surveillance. The regulation requires notice and consent provisions and
public disclosure of data protection rights. In addition, the regulation mandates that the
collection of personal data by CCTV cannot be inconsistent with the purposes for which
the data was initially collected.

Brazil
Right To Be Forgotten Bill Awaits Legislative Review
On March 12, the Consumer Defense Commission finalized its draft Right To Be Forgotten
bill (source document in Portuguese), which would require search engines to remove links
to outdated or irrelevant information after the request of a citizen. The House of
Representatives and Senate must pass the proposed legislation, and the President must
approve the bill before it becomes official.
Ministry of Justice Extends Public Debates on Internet Civil Framework and Draft
Data Protection Bill
On March 31, the Brazilian Ministry of Justice extended the term of the public debate on
the regulations governing the Internet Civil Framework until April 30 (source document in
Portuguese). Topics requiring further clarification include exceptions to the network
neutrality principle, retention of logs by connection providers and service providers, and
online privacy. Similarly, public debate on the draft data protection law (source document
in Portuguese and English) has also been extended until April 30.

Honduras
Institute for Access of Public Information Promotes Draft Bill for Protection of
Confidential Data
On March 3, the Institute for Access to Public Information ("IAIP") began a public
consultation (source document in Spanish) on draft legislation covering the protection of
confidential data in Honduras. The IAIP sought technical insights from international
experts, government sectors, private companies, academics, and civilians to strengthen
the draft bill and promote its importance. The draft bill will be submitted to the National
Congress of Honduras in the coming months.

Mexico
Executive Branch to Publish New Transparency Law
On April 16, the Mexican House of Representatives approved the General Law on
Transparency and Access to Public Information (source document in Spanish) and
submitted it to the Executive Branch for official publication in Mexico's Federal Official
Gazette. In addition to setting the rules for the National System for Transparency,
Information Access, and Personal Data Protection, the new legislation imposes
transparency obligations on political parties, public trusts and funds, and entities
managing public funds.

Paraguay
House of Representatives Rejects Bill to Retain Personal Data
On March 12, the Paraguayan House of Representatives rejected the internet traffic data
retention bill (source document in Spanish) known as Pyrawebs. The Pyrawebs bill would
have required internet service providers to store internet traffic data for one year in
databases accessible to authorities for criminal investigation purposes. The Paraguayan
Senate has 120 days to reexamine the legislation.

Peru

Peruvian Data Protection Authority Hosts XIII Ibero-American Congress on Data
Protection
On May 6–8, the Peruvian National Authority on Personal Data Protection hosted the XIII
Ibero-American Congress on Data Protection (source document in Spanish), which
included the participation of data protection authorities, academics, and experts from all
over Latin America. Topics included the privacy of minors, data protection in health
services, privacy in the workplace, criminal activity on privacy matters, and credit
bureaus.
The following Jones Day attorneys contributed to the Latin America section: Guillermo Larrea and Virginia Uelze .
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Europe, Middle East, and Africa
European Union
UN Human Rights Councils Creates Special Rapporteur to Investigate and Report
on Privacy Rights
On March 24, the United Nations Human Rights Council passed a landmark resolution
appointing a Special Rapporteur on the right to privacy for an initial period of three years.
The resolution, spearheaded by Brazil and Germany, directs the Special Rapporteur "to
gather relevant information, including on international and national frameworks, national
practices and experience, to study trends, developments and challenges in relation to the
right to privacy and to make recommendations to ensure its promotion and protection[.]"
The Special Rapporteur is expected to be appointed in June.
Global Privacy Enforcement Network Releases 2014 Annual Report
On April 1, the Global Privacy Enforcement Network released its first annual report
showing increased size and participation in the network. Specific developments include:
substantial enhancements to the online cooperation platform; new network members from
Africa, Asia, and Latin America; successful teleconferences in the Atlantic and Pacific
regions; and a major cooperative sweep of the privacy practices of more than 1,200 apps.

European Court of Justice
ECJ Hears Arguments in Safe Harbor Case
On March 24, the European Court of Justice ("ECJ") held an oral hearing in Schrems v.
Data Protection Commissioner. The case involves a privacy activist challenging the Irish
Data Protection Commissioner's decision not to investigate claims about improper data
transfers to the U.S. by a social media website. Referred to the ECJ by the High Court of
Ireland, the case raises questions of whether a national data protection authority is bound
by the Commission's prior Safe Harbor decision or whether the national authority must
investigate the data practices of the third country. An opinion is expected in June.

Article 29 Working Party
Article 29 Working Party Releases Cookie Sweep Combined Analysis Report
On February 3, the Article 29 Working Party published the Cookie Sweep Combined
Analysis Report, which presents the consolidated analyses of privacy and
telecommunications authorities in Denmark, Slovenia, France, Greece, the Netherlands,
the United Kingdom, Czech Republic, and Spain regarding the use of cookies on popular
websites. The report covers 478 e-commerce, media, and public service websites;
disclosures to users on installed cookies; and procedures in place to obtain user consent.
The Article 29 Working Party concluded that, while most sites inform users about cookies,
additional efforts are necessary to obtain the proper user consent.
Article 29 Working Party Issues Statement on Automatic Interstate Exchanges of

Personal Data for Tax Purposes
On February 4, the Article 29 Working Party released a statement discussing the
mechanisms for automatic interstate exchanges of personal data for tax purposes and the
impact on privacy and data protection. The statement requests involved national
governments and EU institutions involved to ensure appropriate and consistent safeguards
for data protection. In particular, the Article 29 Working Party (i) touted adherence to the
principles of purpose limitation and necessity; (ii) discussed increased risks and liability
under EU data protection laws; and (iii) confirmed its approach on granting additional
guidance to increase data protection safeguards in this area.
Article 29 Working Party Sends Letter to Commissioner on Safe Harbor and
Surveillance
On February 5, the Article 29 Working Party published a letter to the Commissioner for
Justice, Consumers and Gender Equality expressing concerns about the "massive,
indiscriminate and disproportionate access" to EU personal data by U.S. authorities. The
Working Party emphasized the EU Commission's 13 recommendations on Safe Harbor and
reiterated its own recommendations, including that EU data subjects be granted the same
data protection rights as those in the U.S. The Working Party also discussed surveillance
solutions for other transfer instruments (standard contractual clauses and binding
corporate rules) and concluded by requesting an international agreement against
"indiscriminate surveillance."
Article 29 Working Party Publishes Letter on Passenger Name Records in Mexico
On February 6, the Article 29 Working Party sent a letter to the Commissioner for
Migration, Home Affairs and Citizenship regarding the Mexican government's requirement
to transfer the passenger name records of all passengers flying from the European Union
to Mexico. Noting no legal authority for this transfer and the need to adequately
safeguard this data, the Working Party suggested a solution based on the European
Charter of Fundamental Rights and the EU Data Protection Directive 95/46/EC.
Article 29 Working Party Raises Concerns Regarding Draft General Data
Protection Regulation
On March 17, the Article 29 Working Party issued a press release raising concerns about
the Justice and Home Affairs Council's consensus draft General Data Protection
Regulation. The Working Party stated that under the regulation, "it will be possible for a
data controller to further process data even if the purpose is incompatible with the original
one as long as the controller has an overriding interest in this processing." To prevent
this, the Working Party called upon Member States to modify the regulation's wording to
safeguard the "fundamental right to data protection."
Article 29 Working Party Comments on EU Passenger Name Records
On March 19, the Article 29 Working Party sent a letter to the Chairman of the Committee
on Civil Liberties, Justice and Home Affairs on the EU Passenger Name Records ("EU
PNR") system pushed forward by the EU Council and the EU Parliament. In the letter, the
Article 29 Working Party stated that any EU PNR system must respect the privacy and
protection of personal data, and it recommended further justification for the EU PNR
scheme, a detailed evaluation of its efficiency, and a sunset clause.

European Data Protection Supervisor
New European Data Protection Supervisor Presents 2015–2019 Strategy
On March 2, the new European Data Protection Supervisor ("EDPS") presented a five-year
plan with three strategic objectives and 10 actions, including a special focus on data
protection in the digital age, global partnerships, and the implementation of up-to-date
data protection rules.
EDPS Speaks on Global Privacy Issues at Two Events in Washington, D.C.
On March 10, the EDPS spoke at the Council of Foreign Relations and at the Annual
Dinner for the Center for Democracy and Technology. At the council, he commented on

his strategy for implementing the General Data Protection Regulation, stressing the
adjustment of data protection to the digital environment, global partnerships to face
challenges posed by new technologies, and a new deal on data protection and
transatlantic data flows. At the dinner, the EDPS insisted on the need to develop global
privacy rules and the importance of making privacy simple, user-friendly, and readable.

European Network and Information Security Agency
ENISA Updates Recommendations on Baseline Capabilities for CERTs
In December 2014, the European Network and Information Security Agency ("ENISA")
provided updates for computer emergency rescue teams ("CERTs") fulfilling baseline
capabilities. According to the report, a coordinated approach that includes enhanced
information-sharing and cooperative incident response is needed to effectively respond to
threats and attacks against information infrastructure at the European level.
ENISA Proposes Standards for Electronic IDs and Trust Service Providers
In December 2014, ENISA released a paper covering standards for electronic IDs and
trust service providers. The paper reviews major EU initiatives and ENISA
recommendations in this area, and discusses concrete standardization activities
associated with electronic IDs and trust service providers. The report concludes with a
proposal for a standard on cryptographic suites for electronic signatures and
infrastructures put forward by ENISA and related to the ETSI TS 113 312 standard.
ENISA Publishes Study on Cybersecurity for Smart Homes
On February 9, ENISA issued a report titled Threat Landscape and Good Practice, Guide
for Smart Home and Converged Media. The report provides an overview of the current
state of cybersecurity for smart homes and identifies commonly used assets, exposure of
these assets to cyber threats, threat agents, vulnerabilities and risks, and available good
practices.
ENISA Issues Report on Certification Schemes for ICS/SCADA Professionals
On February 19, ENISA published a report on good practices and recommendations for
developing harmonized certification schemes for Industrial Control Systems and
Supervisory Control and Data Acquisition ("ICS/SCADA") professionals. The report relies
on expert interviews and online surveys to identify existing challenges and propose
guidelines for creating certification schemes for these cybersecurity professionals.
ENISA Releases Study on Methodologies for Identifying Critical Information
Infrastructure Assets and Services
On February 23, ENISA published a study addressing the identification of critical
information infrastructures in communication networks. The study provides an overview of
the current state of European networks and suggests possible improvements in
anticipation of future threat landscapes and challenges.
ENISA Issues Guide Relating to Security Framework for Governmental Cloud
Computing
On February 26, ENISA published a guide proposing steps that public administrations
should take to deploy cloud computing, providing guidance from pre-procurement until
finalization and termination of a cloud contract. Although largely based on four national
governmental cloud models (Estonia, Greece, Spain, and the UK), the guide also includes
annex case studies, interviews, and a decision tree/questionnaire template that can be
used by administrations for cloud-related projects.
ENISA Publishes Auditing Framework for Trust Service Providers
On April 2, ENISA issued a report providing an overview of trust service provider ("TSP")
audits. The report, aimed at TSPs performing audits and external auditors assessing TSPs,
discusses the standards applicable to the auditors, the methodology of auditing TSPs, TSP
documentation, and implementation of TSP services.

ENISA Issues Guidelines for Supervising Electronic Communication Providers
On April 9, ENISA published a framework for authorities supervising the electronic
communications sector under Article 13a of the Framework Directive and Article 4 of the
E-Privacy Directive. The framework includes 26 security objectives, grouped in seven
domains and in three sophistication levels (basic, industry-standard, and state-of-theart). For each security objective, the framework lists relevant security measures and
required evidence to ensure that the measures are applied.

Belgium
Belgian Privacy Commission Issues Recommendation on Cookie Use
On February 4, the Belgian Privacy Commission adopted a recommendation (source
document in French) on the use of cookies. This recommendation builds on previous
opinions of the Article 29 Working Party and addresses relevant definitions, legal
principles, and recommendations per type of actor.
Belgium Passes Legislation on Processing Personal Data for Belgian Passports
and Travel Documents
On February 10, Belgium enacted a law (source document in French and Dutch) that
regulates the automated processing of personal data related to Belgian passports and
travel documents, including their production, billing, indemnification, and replacement.
For each purpose identified, the law explains which data can be collected, how long it can
be retained, and by whom it can be processed.
Belgian Privacy Commission Discusses EU Expert Database
On February 25, the Belgian Privacy Commission issued an opinion (source document in
French) establishing the conditions for using the EU database of experts, called the "EUGoalkeeper Registrar."
Belgian Privacy Commission Publishes Opinion on Cloud Use by Hospitals
On February 25, the Belgian Privacy Commission published an opinion (source document
in French) on cloud computing in a hospital setting and requested that such use be
conditioned on the establishment of an evaluation tool and the removal of restrictions on
the types of cloud services chosen.
Belgium Exempts Social Inspectors from Privacy Law Compliance
On March 11, Belgium adopted a Royal Decree (source document in French and Dutch)
that exempts social inspectors from complying with certain privacy law obligations.
Belgian Privacy Commission Investigates Social Media Company's Compliance
with Data Protection Law
Following a draft academic report published on March 31, the Belgian Privacy Commission
announced that it is assessing a social media company's compliance with Belgian data
protection law. Among other topics, the report discusses the privacy implications of the
company's privacy policies, contract terms, sharing of user data, location tracking, and
use of user-generated content.

France
La Quadrature du Net Challenges Decree on Military Programming Act
On February 18, La Quadrature du Net (a French association for data protection and
public freedoms) requested that the French Council of State (source document in French)
challenge the implementation decree of the Military Programming Act, passed on
December 28, 2014. The Act enables authorities to access connection data of web users in
procedures related to terrorism and cyber criminality.
CNIL Releases BYOD Guidelines
On February 19, the French Data Protection Authority ("CNIL") issued guidelines (source

document in French) relating to the use of personal devices by employees ("Bring your
Own Device" or "BYOD"). These guidelines discuss key principles for data protection
compliance and seek to apply the same security and device management procedures that
exist for company equipment to employee-owned devices when used for work purposes.
French Government Publishes Decree to Delist Terrorism-Related Websites from
Search Engines
On March 4, the French government adopted Decree 2015-253 (source document in
French), which enables delisting of websites promoting terrorist actions and websites
related to child pornography from internet search results.
CNIL Streamlines International Transfers of Personal Data
On March 24, CNIL announced a simplified process for the entities of a corporate group to
register personal data transfers outside of the EU on the basis of binding corporate rules
("BCRs"). Once the BCRs are approved at a business group level, CNIL will issue a single
authorization that the business group entities will be able to reference in their filings
rather than request new and individual authorizations of data transfers.
French Government Publishes Decree on Security of Essential Operators'
Information Systems
On March 27, the French government enacted Decree 2015-351 (source document in
French), which provides additional details relating to the cybersecurity framework
applicable to essential operators. Forthcoming ministerial orders will establish the criteria
enabling the essential operators to identify information systems subject to the
cybersecurity framework, rules relating to information security, and the incident reporting
procedures.
French Government Publishes Decree on TSPs for National Security Providers
On March 27, the French government adopted Decree 2015-350 (source document in
French) to set up a qualification procedure for products and service providers needed by
essential operators. The qualification procedure is intended for persons who need to
qualify security products and services for national security purposes.
CNIL Releases Guidelines on HTTPS Traffic Analysis
On March 31, CNIL issued guidelines (source document in French) for data protection
compliance on analysis procedures relating to online communications encrypted with the
https protocol.
CNIL Releases 2014 Annual Report
On April 16, CNIL issued its annual report for 2014 (source document in French).
According to the report, the number of privacy-related complaints rose from the previous
year, including complaints concerning e-reputation issues (39 percent rise), e-commerce
(16 percent rise), banks (12 percent), and public liberties and local administration (11
percent). CNIL also noted that it has received 200 complaints relating to delisting from
web search engines since the May 2014 ECJ decision relating to the Right To Be
Forgotten.

Germany
Bavarian DPO Examines Data Protection Standards of Smart Televisions
On February 27, the Bavarian Data Protection Officer ("DPO") issued a press release on
the results of its examination of smart televisions of 13 manufacturers who represent a 90
percent market share in Germany. Although detailed results of the examination were not
published, the report notes that manufacturers rarely implement basic data protection
principles and do not enable anonymous use.
German Federal Government Introduces Research and Development Program on
Cybersecurity
On March 11, the German federal government presented its plan (source document in

German) to promote research and development regarding IT security. With a budget of
€180M until 2020, the government plans to promote particular encryption technologies to
protect personal data and communication services. The plan focuses on four areas: new
technologies, secure and trustworthy information and communication systems, application
areas of IT security, and privacy and protection of data.
Hamburg's DPO Aims to Restrict Internet Search Engine's Combination of User
Data
On April 8, the Hamburg DPO denied an internet search engine's appeal of a September
2014 decision in which the DPO ordered the search engine to either restrict the
combination of user data from its various services or to obtain additional consent from the
users. According to the DPO, the search engine already announced that it will materially
change its services in order to meet these data protection requirements.
German Ministry of Justice Presents Guidelines on Planned Data Retention Act
On April 15, 2015 the German Minister of Justice presented guidelines (source document
in German) for the implementation of retention obligations and maximum storage periods
for traffic data (Leitlinien zur Einführung einer Speicherpflicht und Höchstspeicherfrist für
Verkehrsdaten). The new proposal sets telecommunications traffic data retention at 10
weeks and location data from cell phones at four weeks. The content of the
communication, websites accessed, and email data would be excluded from the retention
obligation. Furthermore, access to the data would be limited to cases of severe crimes
and would require court approval.

Spain
Spanish Data Protection Agency Adopts Resolution on Right to be Forgotten
In March, the Spanish DPA (Agencia Española de Protección de Datos) adopted a
resolution on the Right To Be Forgotten. Under the resolution, internet search engines
must remove the search results of individuals who request to have their information
removed from these results.

The Netherlands
Dutch Data Protection Authority Issues Opinion on Revisions to Data Retention
Act
On February 16, 2015, the Dutch Data Protection Authority ("DDPA") issued advice on
draft legislation to amend the existing data retention obligations regarding telephone and
internet communications data. The draft bill followed the April 2014 ECJ decision nullifying
the European Data Retention Directive. In its statement, the DDPA did not recommend
presenting the bill to the Dutch Parliament because the draft legislation still maintains the
obligation to retain telecommunications data and does not adequately substantiate the
retention of this data.
DDPA Signs Memorandum of Understanding with U.S. Counterpart on Privacy
Enforcement
On March 9, the DDPA and the U.S. Federal Trade Commission signed a Memorandum of
Understanding to improve information-sharing and enforcement cooperation on privacy
and data security matters. In addition to describing the Agreement's objective of mutual
assistance in enforcing certain "Covered Privacy Violations," the Agreement sets forth
guidelines for handling and storing shared information.
Dutch Government Amends Cookie Regulations
On March 11, the Dutch government enacted an amended version of the cookie legislation
(source document in Dutch). The amendments introduce a number of exceptions to the
requirement to obtain the user's consent prior to using cookies, including an exception if
the cookie is used to obtain information about the quality of the service provided or if the
cookie has no impact on the privacy of the user involved. Also, under the amendments,

the government cannot require the user to accept cookies before giving access to the site.
However, cookies used to load user profiles or track users on the internet still require
consent.

United Kingdom
UK Amends Law to Facilitate Actions Against Nuisance Calls and Spam
On February 24, the UK government updated its rules relating to nuisance calls and spam.
While the prior rules mandated proof that such calls or spam caused "substantial damage
or substantial distress," the new rules require only a showing that the calls or spam are a
serious breach of law. This reduces the burden of proof before the Information
Commissioner can impose a monetary penalty of up to £500,000.
UK Information Commissioner Fines Personal Injury Claims Company £80,000
for Unsolicited Calls
On March 26, the Information Commissioner fined a personal injuries claims management
company for making direct marketing calls to individuals without their consent. Many of
the affected individuals had registered with the Telephone Preference Service so that they
would not receive such marketing calls.
The following Jones Day attorneys contributed to the Europe sections: Paloma Bru, Marianna Consiglio, Undine
von Diemar, Olivier Haas, Olaf Hohlefelder, Bastiaan Kout, Jonathon Little, Afra Mantoni, Laurent De Muyter,
Selma Olthof, and Elizabeth Robertson.
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Asia
People's Republic of China
State Agency Promulgates Requirements for Collecting Consumer Information
On March 15, the State Administration for Industry and Commerce's Measures for
Punishments against Infringements on Consumers Right and Interests (source document
in Chinese) became effective. The measures aim to protect the personal information of
general consumers by setting forth requirements for collecting consumers' personal
information and sending commercial information to consumers. The measures also define
various penalties for violations of these requirements.

Hong Kong
Privacy Commissioner Responds to Ombudsman Investigation Reports
On March 24, the Office of the Privacy Commissioner for Personal Data ("PCPD")
published a media statement responding to the Office of Ombudsman's investigative
report on the Education Bureau's Nondisclosure of Teachers' Registration Status and its
investigation into the Recovery of Debts under the Non-Means-Tested Loan Scheme. The
PCPD commented that the Education Bureau should apply the Personal Data (Privacy)
Ordinance when determining whether or not to disclose individual teachers' personal data
and the exact personal data to be disclosed. The PCPD also rejected the Ombudsman's
proposal that the Working Family and Student Financial Assistance Agency should forward
the borrower's default data to an outside consumer credit agency because of the potential
privacy ramifications when borrower data is sent to agencies operating outside of Hong
Kong.
PCPD Publishes New Guidance on Responsible Use of Drones
On March 31, the PCPD published Guidance on CCTV Surveillance and Use of Drones,
which sets forth guidance for the responsible use of drones (unmanned aircraft systems).
The guidelines state that any intrusion on privacy caused by drones must be proportional
to the benefit derived from their use.

Japan
Cabinet Submits Bill to Amend Personal Information Protection Act
On March 10, the Cabinet submitted a bill to amend the Personal Information Protection
Act (source document in Japanese) to the Diet. The major changes proposed by the
amendments include (i) the establishment of a privacy commissioner; (ii) expanding the
definition of the personal information; (iii) new rules on utilizing anonymous personal
data; (iv) applicability of the Act to foreign entities; and (v) new regulations on the
extraterritorial transfer of the personal data.
Cabinet Submits Bill to Amend My Numbers Act
On March 10, the Cabinet submitted a bill (source document in Japanese) to amend the
Act on the Use of Numbers to Identify a Specific Individual in the Administrative
Procedure to the Diet. The bill would expand the application of individual ID numbers ("My
Numbers") from the limited administrative purposes of taxation and social security. Under
the proposal, My Numbers would be used for bank accounts and for municipal
governments to manage individual immunization and health records.

Taiwan
Ministry of Justice Interprets Personal Information Act
On January 15, the Ministry of Justice issued a letter (source document in Chinese)
defining situations under Paragraph 1 of Article 15 of the Personal Information Act in
which a government agency may collect an individual's personal information without
consent. The Ministry explained how a police officer may legally collect the fingerprint of
an unconscious patient whose identity is otherwise unknown to health care providers.
The following Jones Day attorneys contributed to the Asia sections: Li-Jung Huang, Anita Leung, Michiru
Takahashi, and Richard Zeng.
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Australia
Information Commissioner Updates Privacy Principles Guidelines
On April 1, the Office of the Australian Information Commissioner updated the Australian
Privacy Principles ("APP") Guidelines. The updated APP Guidelines clarify when entities will
be considered to be doing business in Australia—a key component in determining whether
APP compliance is required for the entity. The revisions also discuss the circumstances
under which providing personal information to an overseas contractor would deviate from
the APP Guidelines.
Australia Passes Data Retention Bill
On April 13, Australia officially enacted the Telecommunications (Interception and Access)
Amendment (Data Retention) Bill 2015 (Cth). The legislation requires telecommunications
service providers to retain and secure telecommunications data (not content) for two
years and sets forth restrictions on agencies that may access the stored data.
The following Jones Day attorneys contributed to the Australia section: Adam Salter and Nicola Walker.
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COMMENTARY
Doing Business with the Government? What You Should
Know about Cybersecurity
Government contractors are in a difficult position

invaluable, especially for sophisticated and persistent

when it comes to cybersecurity. Not only do they need

state-sponsored cyber threats. It also raises additional

to worry about cybersecurity issues that affect almost

issues, however, and many companies are justifiably

every company, but they also often house sensitive

suspicious of opening their information technology

government data that can carry additional obliga-

systems to the government.

tions. Further, the very fact that they have access
to this information, and their relationship to the U.S.

In this Commentary, we highlight the aligned and com-

government, makes them an attractive target for mali-

peting priorities of the government and companies in

cious efforts. Escalating these concerns, not only are

this space. We discuss some of the main requirements

contractors with sensitive information prime targets

imposed on contractors that go above and beyond

for standard hackers trying to prove their worth, but

those required of standard companies. We also delve

they are also in the cross-hairs for attacks sponsored

into practical considerations for government contrac-

by countries hostile to the United States or interested

tors in this area and developing trends.

in obtaining technology otherwise prohibited to them.
The U.S. government recognizes this threat and has

Baseline Requirements

responded in two major ways. The first is to impose

As government contractors sit at the intersection of

additional cybersecurity responsibilities on contrac-

private commerce and public service, they are sub-

tors who have access to sensitive data. While the goal

ject to commercial and government requirements. The

of these additional obligations is to harden security to

data held in their computer networks may include per-

protect data, their parameters are not always appar-

sonal information on customers and employees, and

ent and can be easily misunderstood. Just identi-

sensitive information related to government programs.

fying what a contractor is expected to do can be a

In the wake of massive intrusions and compromises

challenge. The second element of the government’s

of data at major retailers and health insurers, much

approach is to assist in combating cyber attacks by

of the media attention and legislative action regard-

offering to work with companies, including contrac-

ing cybersecurity has been targeted at protection and

tors, who find themselves victims. This help can be

reporting of security breaches relating to personal

© 2015 Jones Day. All rights reserved.

information.1 The government, however, also imposes require-

individuals or entities. In the case of ITAR-controlled informa-

ments above and beyond these obligations. The type and

tion, this could include any foreign national, even if the trans-

level of restrictions a company must implement due to sen-

fer takes place in the United States. EAR and other regulatory

sitive government information depend in large part on the

schemes can be similarly restrictive.

nature of the information.
From a cybersecurity perspective, protection of UCTI remains
Classified Information. The most obvious and longest

a patchwork of agency-specific cybersecurity requirements

standing set of obligations relates to classified information.

and reporting procedures. For example, the General Service

Contractors must obtain a security clearance from the U.S.

Administration (“GSA”) has one of the more comprehensive

government before they can access classified materials or

contract clauses addressing cybersecurity. GSA Acquisition

information. This clearance includes one for the contractor

Regulation 552.239-71 is an agency-unique requirement that

(facility clearance) and clearances for any employee access-

applies to unclassified IT resources and requires government

ing classified materials (personnel clearances). This involves

contractors to submit an IT security plan that complies with the

compliance with an extensive set of requirements outlined

Federal Information Security Management Act and other federal

in the National Industrial Security Program Operating Manual

requirements. It also requires specific warnings alerting users

(“NISPOM”). Compliance with the NISPOM can be demand-

accessing GSA information and a “continuous monitoring plan.”

ing and can require extensive changes to the IT system
of a company (among other obligations) to ensure that no

In a similar vein, the Department of Defense (“DOD”)

individuals without a clearance have access to classified

requires its contractors to take certain measures to protect

materials. Contractors must meet certain “baseline stan-

“UCTI” pursuant to Defense Federal Acquisition Regulation

dards” established by the Defense Security Service Office

Supplement (“DFARS”) Subpart 204.73. Contract clause

of Designated Approving Authority (“DSS ODAA”) relating to

252.204-7012, “Safeguarding of Unclassified Controlled

information systems used to process classified information.

Technical Information,” details requirements to be included

Once these standards are met, a contractor may certify and

in every DOD contract and subcontract involving UCTI. These

submit the system to DSS ODAA for approval and accredita-

regulations outline the minimum required National Institute

tion. Information systems must be accredited prior to pro-

for Standards and Technology (“NIST”) security controls

cessing classified information.

that a contractor must implement in its information technology system. The system must employ, at a minimum, NIST

Controlled Information. One of the most widely misunder-

security controls listed in Special Publication 800-53 relat-

stood requirements of securing government information is

ing to: (i) access control, (ii) awareness and training, (iii) audit

the fact that entities must still take steps to protect govern-

and accountability, (iv) configuration management, (v) con-

ment data even if that data is not classified. These obliga-

tingency planning, (vi) identification and authentication, (vii)

tions originate from several sources, from agency-specific

incident response, (viii) maintenance, (ix) media protection,

requirements, to export controls, to newer requirements

(x) physical and environmental protection, (xi) program man-

imposed on “unclassified controlled technical information”

agement, (xii) risk assessment, (xiii) systems and communi-

(“UCTI”). 2 Information security requirements can be found in

cation protection, and (xiv) system and information integrity.

Federal Acquisition Regulation (“FAR”) clauses requiring con-

The DFARS provision also requires that contractors mark UCTI

fidentiality. They can also be found in agency-specific con-

with specified distribution statements. The intelligence com-

tract clauses that differ from the standard FAR requirements.

munity has begun to incorporate similar safeguard require-

In addition, even if a contract does not include any provisions

ments as well.

requiring the safeguarding of information, if technical data
or other information is controlled under the International

At present, the government is attempting to standardize

Traffic in Arms Regulations (“ITAR”), Export Administration

the approach to UCTI. In May 2015, the National Archives

Regulations (“EAR”), or similar regimes, then a contractor

and Records Administration’s (“NARA”) Information Security

must ensure that the material is not accessed by prohibited

Oversight Office (“ISOO”) issued a proposed rule to “establish
2
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policy for agencies on designating, safeguarding, disseminating, marking, decontrolling, and disposing of”

UCTI. 3

systems for at least 90 days to allow DoD time to request the

ISOO

information. Similar to above, contractors in the intelligence

explained that this rule is the first of a three-step process to

community are also finding themselves subject to immediate

streamline procedures into a uniform set of requirements. The

reporting requirements.

next step is for ISOO to work with NIST to “develop a special publication on applying the information systems security
environment.”4

Congress is also considering legislation relating to compa-

Working in tan-

nies’ ability to share information relating to cybersecurity

dem with NARA, NIST is developing Special Publication 800-171,

threats and attacks. Two of the more prominent bills, the

“Protecting Unclassified Information in Nonfederal Information

Protecting Cyber Networks Act (HR-1560) and the National

Systems and Organizations.” This publication will focus on

Cybersecurity Protection Advancement Act of 2015 (H.R. 1731),

many of the same things as the DFARS 7012 clause, but they

focus on authorizing companies to share among each other

are not identical. The third and final step referenced by NARA

and with the U.S. government. These bills seek to provide

is for ISOO to develop a single FAR clause “that will apply the

some protection to these companies in the form of shielding

requirements in the contractor

contractors. 5

Because

them from liability that could arise from such sharing. The

the requirements of the GSA, DOD, and NARA clauses are all

stated goals of these bills are to encourage the collection

different, until the government clearly establishes a uniform

and analysis of cyber threats information so that the private

standard, contractors will need to monitor the requirements of

and public sector can benefit from a larger pool of knowl-

their actual agreements to determine their obligations.

edge and a unified approach.

Mandatory Reporting of Cyber Incidents and
Data Breaches

Government Response and Resources

Most states and certain federal agencies have implemented

issue affecting national interests. Speaking about cyber-

mandatory reporting of cyber incidents and data breaches.6

security in his 2015 State of the Union address, President

At the state level, these laws require notification of breaches

Obama emphasized that “we cannot look back years from

involving defined personal information. In many cases, the

now and wonder why we did nothing in the face of real threats

state legislation has a safe harbor that eliminates report-

to our security and our economy.”7 The U.S. government has

ing requirements or reduces potential penalties if certain

acknowledged that U.S. entities need help in fending off

best practices have been followed—for example, encrypt-

these attacks. As John Carlin, Assistant Attorney General for

ing the data. As with the cybersecurity protective measures

National Security, noted, “it’s not fair to let the private sector”

described above, government contractors must meet the

face threats from nation-states “alone.”

requirements of the proposed rule” to

The U.S. government has identified cybersecurity as a major

commercial reporting requirements required of all businesses as well as those imposed by the government agen-

The government has indicated that it is willing to use a wide

cies with which they contract.

variety of its tools in combating this threat. These take two
main forms. The first is the arsenal of offensive means the

The DOD requires immediate reporting and provides no safe

government possesses to pursue offenders. This includes

harbor. Under the DFARS clause, defense contractors have

individual prosecutions. It also includes the power to levy

72 hours to report cyber incidents involving any unauthor-

sanctions, block transactions, and freeze assets to counter

ized access to, or any possible exfiltration, manipulation, or

individuals and efforts by nations. To this effect, the govern-

other loss or compromise of, UCTI on or transiting unclassi-

ment recently created the Cyber-related Sanctions program. 8

fied information systems. Prime contractors must also report

This program authorizes the government to impose sanctions

incidents involving their subcontractors’ information systems.

on individuals and entities involved in the disruption of critical

In addition, the contractor must conduct a further review

infrastructure sector networks or misappropriation of funds,

of the breach and maintain images of the known affected

economic resources, trade secrets, personal identifiers, or

3
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Practical Considerations

financial information “for commercial or competitive advantage or private financial gain.”9

As one of the most active areas of policy development, govThe Pentagon has also recognized the importance of mobi-

ernment contractors will need to maintain nimble cyberse-

lizing against cybersecurity threats. In late April 2015, DOD

curity policies and procedures. To better prepare for cyber

Secretary Ash Carter announced the DOD’s new cyber strat-

threats—and the government regulations aimed at protecting

egy. This strategy focuses on defending DOD networks, sys-

its sensitive data—contractors need to understand the obli-

tems, and information; defending against “significant” cyber

gations that each of the customer agencies imposes on the

attacks; and providing cyber capabilities to military opera-

government contractor.

tions. One important aspect of this strategy is the acknowledgment that offensive cyber will be considered an option to

Until the goal of harmonized government-wide regulations is

increase deterrence of future cyber attacks against American

realized, this will likely mean a patchwork of requirements with

interests. Using these resources can go a long way toward

potentially significant differences in implementation details. The

providing a defense for government assets and those of the

absence of a unified government response could force con-

companies that work with the government.

tractors to be overinclusive in adopting compliance measures,
potentially resulting in an inefficient allocation of resources.

The government also performs the important task of collect-

Contractors to the defense and the intelligence communities

ing and consolidating information regarding cyber attacks,

have already had to implement policies to meet the recent

private and state-sponsored. This information is useful

contractual requirements. Because of the administration’s con-

in establishing countermeasures to help defend against

tinued focus on cybersecurity, we expect the pace of imple-

attacks. The government has recognized, however, that it

mentation of requirements in other agencies to increase. As

needs to encourage the sharing of this information within

a result, prudent government contractors, even those doing

the government and between industry and government. As a

business with agencies without specific cybersecurity require-

result, recent government efforts have centered around the

ments, should begin to adopt NIST security controls.

formation of various bodies designed to improve the sharing
of cyber threat information and intelligence. On February 13,

Any cybersecurity program will have costs associated with

2015, Executive Order 13691 noted that “sharing information

these requirements. Modifying IT systems to comply with NIST

related to cybersecurity risks and incidents play[s] an invalu-

standards will certainly increase the amount of resources that

States.”10

companies need to devote to compliance. In addition, while

The Order requires the Department of Homeland Security to

contractors will benefit from effective threat intelligence shar-

encourage the formation of Information Sharing and Analysis

ing, the formation of government information-sharing organi-

Organizations (“ISAOs”) as a voluntary information-sharing

zations may be a double-edged sword. An example of this

framework for public and private sector collaboration. In a

is the Presidential Memorandum directing member agencies

February 25, 2015, memorandum to various agency heads,

of the CTIIC to provide it with all intelligence related to for-

the President ordered the establishment of the Cyber Threat

eign cyber threats or incidents. To carry out this order, those

Intelligence Integration Center (“CTIIC”) under the Director of

agencies will likely increase oversight of cybersecurity of its

National Intelligence. The CTIIC will be an interagency organi-

contractors and mandate reporting through their acquisition

zation dedicated to developing intelligence on foreign cyber

regulations, like those established by the DFARS 7012 clause.

threats and disseminating the information to U.S. govern-

Further, the requirements that accompany breach reporting

ment and private sector entities. It is tasked with ensuring

and data retention also carry underlying costs. Depending

that intelligence regarding malicious cyber activity and threat

on the size of the breach, mandates to retain relevant data

reports are downgraded to the lowest classification possible

could require contractors to purchase or lease new storage

for distribution within government and to private entities.

capacity to properly maintain images of breached systems

able role in the collective cybersecurity of the United

while preserving the ability to conduct day-to-day business.

4
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Although every contractor must have protections in place to

government will not pursue leads it discovers through breach

prevent industrial espionage of trade secrets and other intel-

reports or activities it undertakes with companies that have

lectual property that contributes to the business’s assets, some

been subject to a cyber attack.11 In addition, the interests

contractors—especially small business subcontractors—may

of companies will not always align with the government. For

not have the ability to defend against state-sponsored cyber

example, while most companies will simply want the attack

espionage. The government should weigh the costs of these

to stop, the government may be more interested in tracking

measures against the ability of contractors to comply with

down the perpetrators. For many companies, reporting will

them. While security is important, increasing requirements

not be an option due to mandatory provisions and for some

may become untenable, especially for smaller subcontrac-

companies, the benefits may outweigh any risks. Despite this,

tors, and the government should avoid ultimately reducing the

companies should carefully consider how far beyond manda-

industrial base available for government purposes.

tory reporting they wish to go.

Contractors must also carefully weigh their options in seeking to partner with the government concerning breaches.

Conclusion

While assistance in combating an attack will likely prove use-

As entities that work with the government in some of the most

ful (if not essential), companies must consider whether they

critical and sensitive areas, it is not surprising that govern-

are creating exposure by opening the door to enforcement

ment contractors have an additional set of concerns relating

agencies. The government has indicated (informally and in

to information and data security. The need to track an addi-

the rule-making process) that it will limit use of information

tional set of compliance requirements, not to mention devote

gathered during defense of cyber attacks. Recently, the

resources to them, will likely cause headaches at companies.

Department of Justice has emphasized that it is not inter-

The future almost certainly holds increased requirements

ested in prosecuting victims of hacking as incompetent

in this area. Contractors that take a proactive approach to

protectors of data but, rather, on preventing breaches from

these requirements, however, will be able to develop efficient

occurring. In addition, pending legislation contains protec-

measures to ensure compliance. Further, if done correctly,

tions for companies for liability that may arise from the act of

they will likely be able to use these security measures to dif-

sharing information relating to a cyber threat. This is a devel-

ferentiate themselves from other contractors and develop a

oping area, however, and there are no guarantees that the

competitive advantage.
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COMMENTARY
States Aggressively Amend Data Breach
Notification Obligations
In his State of the Union Address earlier this year,

Mexico, and South Dakota are the lone holdouts.

President Obama emphasized an urgent need for com-

These laws generally identify the entities required to

prehensive cybersecurity and privacy legislation. The

provide notification to others of a data breach, those

President’s statement capped a week-long promotional

who should receive such notification, the circum-

effort in support of various White House privacy and

stances that trigger notification obligations, the types

cybersecurity initiatives, perhaps most notably includ-

of personal information to which the laws pertain, and

ing the creation of a national data breach notification

exceptions to and/or exemptions from notification

standard. Citing the cost and confusion caused by 47

obligations. The laws differ from state to state, how-

different state data breach notification statutes, the

ever, and are amended with increasing regularity.

President proposed the Personal Data Notification and
Protection Act, which would preempt state notification

As set forth in the table below, a number of notable

statutes and establish a 30-day notification require-

amendments to state data breach notification laws

ment from the discovery of a data breach. In the face

have recently taken effect, or may do so soon. From

of various political impediments, however—namely,

the amendments, clear trends emerge:

concerns over preemption and/or weakening of existing state standards—a national data breach notification
scheme has proven an elusive goal.

• Illinois, Montana, Nevada, North Dakota, Oregon,
Rhode Island, and Wyoming have expanded the
definition of “personal information” to protect a

Where Congress is Thwarted, State
Legislatures May Be Encouraged

greater number of data types, such as medical
and insurance information, biometric data, and
email addresses.

As noted by the President, 47 states, the District of

• Illinois and Rhode Island, like Massachusetts and

Columbia, Guam, Puerto Rico, and the Virgin Islands

others before them, have enacted or may enact

have enacted data breach notification laws that gen-

data protection laws as a complement to existing

erally require, with certain exceptions, that individuals

data breach notification laws.

affected by data breaches be notified of the breach.
Kentucky is the latest state to do so. Alabama, New

© 2015 Jones Day. All rights reserved.

• Illinois, Montana, North Dakota, Oregon, Rhode
Island, and Washington have joined or may join a

large list of states that require that state attorneys gen-

the last. Companies should monitor future data breach leg-

eral and/or other government bodies be notified of data

islation and remain mindful of their incident readiness and

breaches.

response programs, which should be reviewed regularly to

• Connecticut, Rhode Island, and Washington require that

ensure compliance with this evolving legislative framework.

individuals be notified of data breaches within an express
deadline, either 45 or 90 days from “confirmation” or “dis-

One thing is certain: The previously noted trends signal

covery” of a breach.

greater government scrutiny of corporate cybersecurity practices, not less.

These states are the most recent to amend their existing data
protection and breach notification laws. But they will not be

State

Connecticut
(S.B. No. 949)

Amendment’s Effective Date

October 1, 2015

General Description of Certain Key Provisions

Requires data breach notification to individuals not later than 90 days
after discovery of a breach, unless less time is required under federal
law.
Requires the provision of appropriate identity theft prevention services and, if applicable, identity theft mitigation services, at no cost to
the consumer for a period of not less than 12 months.

Expands the definition of “personal information” to include a name in
combination with health insurance information, medical information,
unique biometric data, geolocation information, and consumer marketing information.

Illinois
(S.B. No. 1833)

If signed by the Governor, it
would become effective on
June 1, 2016

Expands the definition of “personal information” to also include user
name or email address, in combination with a password or a security
question and answer.

The amendment was sent to
the Governor for signature
on June 29, 2015. It passed
Senate on April 22, 2015, and
House on May 28, 2015

Requires notification to the Attorney General of data breaches involving more than 250 Illinois residents, within 30 business days from the
discovery of the breach or when notice to consumers is provided,
whichever comes sooner.
Includes data security provisions that require data collectors to maintain reasonable security measures to protect data from unauthorized
access and to maintain similar contractual provisions.
Requires certain entities to post a privacy policy.

Montana
(H.B. No. 74)

October 1, 2015

Expands the definition of “personal information” to include a name in
combination with medical record information or a taxpayer identification number.
Requires notification to the Attorney General’s consumer protection
office.
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State

Nevada
(A.B. No. 179)

North Dakota
(S.B. No. 2214)

Oregon
(S.B. No. 601)

Amendment’s Effective Date

July 1, 2015, but not applicable
to data collectors or a business until July 1, 2016

August 1, 2015

General Description of Certain Key Provisions

Expands the definition of “personal information” to include a name in
combination with medical information or a health insurance number.
Expands the definition of “personal information” to include a name
in combination with a user name, unique identifier, or email address,
along with a password, access code, or security question and answer.

Expands the definition of “personal information” to include a name in
combination with an identification number assigned to the individual
by the individual’s employer in combination with any required security
code, access code, or password.
Requires notification to the Attorney General of data breaches involving more than 250 North Dakota residents.

January 1, 2016

Expands the definition of “personal information” to include a name in
combination with data from automatic measurements of a consumer’s
physical characteristics, a consumer’s health insurance policy or subscriber identification number in combination with any unique identifier that the insurance provider uses to identify the consumer, or any
information about a consumer’s medical history or mental or physical
condition or about a health care professional’s medical diagnosis or
treatment of the consumer.
Requires notification to the Attorney General of data breaches involving more than 250 Oregon residents.

Expands the definition of “personal information” to include a name in
combination with medical or health information, and email addresses
with any required security code, access code, or password that would
permit access to an individual’s personal, medical, insurance, or financial account.
Requires data breach notification to individuals not later than 45 days
after confirmation of a breach.
Requires notification to the Attorney General and major credit reporting agencies of data breaches involving more than 500 Rhode Island
residents.

Rhode Island
(S.B. No. 134)

Broadens notification obligations to include breaches involving personal information in paper as well as electronic form.
June 26, 2016

Includes data security provisions that require any person who stores,
collects, processes, maintains, acquires, uses, owns, or licenses
personal information to implement and maintain a risk-based information security program that contains reasonable security procedures
and practices appropriate in view of the size and scope of the organization, and the nature of the information and purpose for which the
information is collected, and to maintain similar contractual provisions.
Precludes data retention for a period longer than is reasonably
required to meet the purpose for which the data was collected, or in
accordance with a written retention policy.
Defines “encrypted” to require the use of a 128-bit algorithmic
process.
Increases the penalties for knowing and willful violations to $200 per
record and eliminates the $25,000 penalty limit.
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State

Amendment’s Effective Date

General Description of Certain Key Provisions

Broadens notification obligations to include breaches involving noncomputerized personal information.
Requires data breach notification to individuals not later than 45 days
after the breach was discovered.
Washington
(H.B. No. 1078)

July 24, 2015

Requires notification to the Attorney General and major credit reporting agencies of data breaches involving more than 500 Washington
residents not later than 45 days after the breach was discovered.
Provides that notification is not required if any breach is not reasonably likely to subject consumers to a risk of harm.
Covered entities and financial institutions are deemed compliant provided they comply with HIPAA and GLBA, respectively.

Requires notice be “clear and conspicuous” and include, at a
minimum, the types of personal identifying information reasonably
believed affected, a general description of the incident, the approximate date of the breach, the general actions taken by the company
to prevent further breaches, advice directing affected persons to
remain vigilant by reviewing account statements and credit monitoring reports, and whether notification was delayed as a result of law
enforcement investigation.

Wyoming
(S.F. No. 35)

July 1, 2015

(S.F. No. 36)

Expands the definition of “personal information” to include account
number, credit card number, or debit card number in combination
with any security code, access code or password, federal or state
government-issued identification card, shared secrets or security
tokens known for use in data-based authentication, a username, or
email address in combination with a password or security question
and answer, a birth or marriage certificate, medical and health insurance information, unique biometric data, and an individual taxpayer
identification number.
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Data Breach Law: A Shifting Landscape
By Michael G. Morgan, Jessica M. Sawyer, and Eli A. Alcaraz*
This article surveys recent data breach developments, including changes in the
types of attacks that most commonly result in breaches and developments in the
legal obligations regarding data security and notification to consumers and law
enforcement after a breach. In addition, the authors reiterate the key recommendations for responding to a breach.
Introduction
You have seen the names in the news: eBay, Target, AT&T, even the University of
Maryland. The publicity surrounding recent data breaches has focused the public’s
attention more than ever on the risks to consumers and has raised public concerns
over data security and privacy. Against this backdrop, this article surveys recent data
breach developments, including changes in the types of attacks that most commonly
result in breaches and developments in the legal obligations regarding data security
and notification to consumers and law enforcement after a breach. Finally, the article
reiterates the key recommendations for responding to a breach.
Evolving Data Security Threats
One cause of the increased public attention to data breaches is that the character
of the breaches has shifted from geopolitical attacks, such as the Red October
cyber-espionage campaign, to large-scale attacks on the payment card systems of
major retailers and other businesses.1 Most of these attacks are point-of-sale
intrusions, such as the installation of malware to collect magnetic stripe data, and web
application attacks that steal payment card information or financial credentials like
usernames and passwords.2 Others exploit security vulnerabilities, such as the
“Heartbleed bug,” which exposed the encryption keys on which millions of users
relied to protect their online information, including email addresses, usernames,
passwords and financial account numbers. Other explanations for the increased
public attention include the volume of breaches (an estimated 1,367 confirmed data
breaches and 63,437 security incidents occurred worldwide last year3) and the flurry
of publicity about the breaches, which often focuses more on the number of records
*

Michael G. Morgan (mgmorgan@jonesday.com) is of counsel in the Business and Tort Litigation
group at Jones Day in its Los Angeles office and is a Certified Information Privacy Professional by the
International Association of Privacy Professionals. Jessica M. Sawyer (jsawyer@jonesday.com) and Eli A.
Alcaraz (ealcaraz@jonesday.com) are associates at the firm. The authors acknowledge and thank Kelly
Ozurovich, a summer associate at the firm, her help and contribution to this article.
1

Verizon 2014 Data Breach Investigations Report, at 3, available at http://www.verizonenterprise.
com/DBIR/2014/.
2

Verizon 2014 Data Breach Investigations Report, at 16, 20, available at http://www.
verizonenterprise.com/DBIR/2014/.
3

Verizon 2014 Data Breach Investigations Report, at 2, available at http://www.verizonenterprise.
com/DBIR/2014/.
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that were compromised than whether consumers actually have been harmed or
exposed to any genuine risks.
Notwithstanding the increased concern, many consumers appear quite willing to
share personal information with retailers and other companies, if they think they will
benefit.4 But while consumers are willing to allow companies access to their data,
they expect some increased security in return. Eighty-two percent of the respondents
in a recent study expect their banks to use data analysis to protect against fraud, and
76 percent would consider switching to a competitor which could offer assurances
that their financial information would be safer.5
In response to data breaches, companies are developing or refining their breach
response plans, hiring security experts and privacy counsel, offering free credit
monitoring to persons whose information has been compromised,6 and taking
advantage of insurance policies to cover potential online attacks. The insurance
policies typically cover immediate costs, such as cleanup, notification, and credit
monitoring.7 Unfortunately, they do not necessarily cover litigation or the costs of
reputational damage.
Evolving Data Security Obligations
Although companies can easily identify the data security obligations they have
voluntarily assumed in contracts or privacy policies, it can often be more difficult to
identify the obligations arising under the law. There is no overriding federal data
security law; rather, the obligations often need to be discerned from federal
enforcement actions, such as the FTC’s high-profile action against Wyndham Hotels.
Several years ago, Wyndham suffered three data breaches by hackers with domain
addresses registered in Russia.8 The FTC sued Wyndham in early 2012 under Section
5 of the Federal Trade Commission Act, which prohibits “unfair acts or practices.” In
essence, the FTC asserts that its authority to act against “unfair” practices allows it to
4
“To me this is all about competition and in this case [the company] is doing its best to give you
the products you need most. As a software engineer and technology enthusiast I’m happy to see
companies doing all they can to make my experience easier and less time consuming.” Kashmir Hill,
How Target Figured Out A Teen Girl Was Pregnant Before Her Father Did, FORBES, Comment of Tom
Petracca, available at http://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-ateen-girl-was-pregnant-before-her-father-did/, (last visited Jan. 16, 2014, 11:41 AM).
5
Ayaz Nanji, When Consumers Will (and Won’t) Share Personal Data [Infographic], MARKETINGPROFS,
available at http://www.marketingprofs.com/charts/2013/11512/when-consumers-will-and-wont-sharepersonal-data-infographic, (last visited Jan. 16, 2014, 11:48 AM).
6
Matt Wilson, Target, Neiman Marcus scramble to ally data breach worries, PRDAILY.COM, available
at
http://www.prdaily.com/Main/Articles/Target_Neiman_Marcus_scramble_to_allay_data_breach_
15911.aspx (last visited June 16, 2014, 10:35 AM).
7
Nicole Perlroth & Elizabeth A. Harris, Cyberattack Insurance a Challenge for Business, NEW YORK
TIMES, available at http://www.nytimes.com/2014/06/09/business/cyberattack-insurance-a-challengefor-business.html?_r=0, (last visited June 16, 2014, 11:32 AM).
8
Elinor Mills, FTC sues Wyndham hotels over data breaches, CNET.COM, available at http://www.
cnet.com/news/ftc-sues-wyndham-hotels-over-data-breaches/, (last visited June 13, 2014, 1:41 PM).

582

0021

[ST: 563] [ED: 100000] [REL: 14-7]
Composed: Mon Aug 18 15:30:15 EDT 2014
XPP 8.4C.1 SP #3 SC_00052 nllp 4759 [PW=468pt PD=702pt TW=360pt TD=580pt]
VER: [SC_00052-Local:08 Jul 14 12:29][MX-SECNDARY: 12 May 14 17:20][TT-: 23 Sep 11 07:01 loc=usa unit=04759-ch0607]
0

DATA BREACH LAW: A SHIFTING LANDSCAPE

take action against companies with inadequate data security practices.9 It also reveals
what the FTC considers inadequate security. In particular, the FTC takes issue with
such alleged practices as (1) failing to use firewalls to limit access to Wyndham’s
systems, (2) storing payment information in readable text, (3) failing to remedy
known vulnerabilities on servers, such as the inability to receive security updates or
patches, (4) failing to require user IDs and passwords that are difficult for hackers to
guess, (5) failing to adequately inventory computers connected to its network, and
(6) failing to follow proper incident response procedures.10 The U.S. District Court
for the District of New Jersey recently denied Wyndham’s motion to dismiss, allowing
the case to proceed.
Additionally, the FTC has had some success in forcing companies to take corrective
actions as part of settlements of FTC claims for, among other things, allegedly
inadequate security measures to protect Social Security numbers and credit and debit
card numbers11 and sensitive patient personal health information.12 There also has
been class action litigation relating to data breaches. Although these cases traditionally have been challenging for plaintiffs, largely because of the difficulty of proving
actual harm to the class from the breach, there have been a number of recent, and
costly, class action settlements in such cases.13
Data Breach Notification Laws
There is no federal standard for notification in the wake of data breach. This lack
of a federal standard is noted in the May 2014 White House Report on Big Data.14
The Report recommends that “Congress should pass legislation that provides for a
single national data breach standard along the lines of the Administration’s May 2011
9
First Amended Complaint, available at http://www.ftc.gov/sites/default/files/documents/cases/
2012/08/120809wyndhamcmpt.pdf.
10
First Amended Complaint, ¶ 24, available at http://www.ftc.gov/sites/default/files/documents/
cases/2012/08/120809wyndhamcmpt.pdf.
11

Cord Blood Bank Settles FTC Charges that it Failed to Protect Consumers Sensitive Personal
Information, Federal Trade Commission, available at http://www.ftc.gov/news-events/press-releases/
2013/01/cord-blood-bank-settles-ftc-charges-it-failed-protect-consumers, (last visited June 16, 2014,
12:23 PM).
12
Accretive Health Settles FTC Charges That It Failed to Adequately Protect Consumers’ Personal
Information, Federal Trade Commission, available at http://www.ftc.gov/news-events/press-releases/
2013/12/accretive-health-settles-ftc-charges-it-failed-adequately-protect (last visited June 16, 2014,
12:29 PM).
13

See, e.g., Jaikumar Vijayan, TJX reaches $9.75 million breach settlement with 41 states, COMPUThttp://www.computerworld.com/s/article/9134765/TJX_reaches_9.75_million_breach_
settlement_with_41_states (last visited June 13, 2014, 2:50 PM); Marianne Kolbasuk McGee,
Settlement in AvMed Breach Suit: Class Action Settlement Offers Payments for Lack of Security,
DATABREACHTODAY.COM,
http://www.databreachtoday.com/settlement-in-avmed-breach-suit-a-6188
(last visited June 13, 2014, 2:41 PM).
ERWORLD.COM,

14
Big Data: Seizing Opportunities, Preserving Values, Executive Office of the President, available at
http://www.whitehouse.gov/sites/default/files/docs/big_data_privacy_report_5.1.14_final_print.pdf
(May 1, 2014).
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Cybersecurity legislative proposal.”15 The Report suggests that “[s]uch legislation
should impose reasonable time periods for notification, minimize interference with
law enforcement investigations, and potentially prioritize notification about large,
damaging incidents over less significant incidents.”16
The Report’s recommendations are not law and, unless and until there is an
overriding federal standard, companies will need to consider the many state laws in
this area. Currently, laws in forty-seven states, the District of Columbia, Guam,
Puerto Rico, and the Virgin Islands require companies to notify individuals of data
breach involving personally identifiable information. The three states without such
laws are Alabama, New Mexico, and South Dakota.
Data Breach Response: 6 Key Steps17
Introduction
Although each data breach presents its own challenges, six key steps should be
taken in response to a breach.
Step 1. Prepare and Practice
No matter how secure your systems, or how minor the types of data you collect,
you should prepare for a data breach by assuming it will happen. To prepare for a
breach, assemble a breach response team that will coordinate the company’s response
to breaches. The team should include employees from all areas of the company, from
legal, compliance, information technology, public relations, and customer service,
and should include an in-house lawyer or outside counsel with expertise on data
breach and privacy issues. To prepare for a breach, consider running practice drills
through simulated data breaches. As soon as a breach is detected, immediately notify
the internal response team. Communication will be critical, so this team will take the
lead on making sure that both internal stakeholders and outside services, such as
privacy counsel, are kept in the loop. The team should be integrated across the
15

Big Data: Seizing Opportunities, Preserving Values, Executive Office of the President, at 62,
available at http://www.whitehouse.gov/sites/default/files/docs/big_data_privacy_report_5.1.14_final_
print.pdf (May 1, 2014).
16

Big Data: Seizing Opportunities, Preserving Values, Executive Office of the President, at 62,
available at http://www.whitehouse.gov/sites/default/files/docs/big_data_privacy_report_5.1.14_final_
print.pdf (May 1, 2014).
17

Compiled from Chris Preismesberger, Data Breaches: 10 Common Mistakes That Put Enterprises
at Risk, EWEEK, available at http://www.eweek.com/security/slideshows/data-breaches-10-commonmistakes-that-put-enterprises-at-risk.html, (last visited Jan. 16, 2014, 12:05 PM); Common data breach
handling mistakes, HELP NET SECURITY, available at http://www.net-security.org/secworld.php?id=15681,
(last visited Jan. 16, 2014, 12:06 PM); Data Breach Response Guide, Experian, available at http://
www.experian.com/assets/data-breach/brochures/response-guide.pdf; If Customer Data is Stolen or LostWhat to Do Next, Better Business Bureau, available at http://www.bbb.org/data-security/what-to-doif-consumer-data-is-stolen/checklists/; Jeff Goldman, How to Respond to a Data Breach, ESECURITY
PLANT, available at http://www.esecurityplanet.com/network-security/how-to-respond-to-a-databreach.html, (last visited Jan. 16, 2014, 12:07 PM); Responding to a Data Breach: Communications
Guidelines for Merchants, Visa, available at http://usa.visa.com/download/merchants/
cisp_responding_to_a_data_breach.pdf.
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company, allowing information about the breach to get to those who need it quickly
and efficiently, without confusion or misinformation.
Step 2. Contain and Document
When a breach is identified, the internal response team, and particularly its
information technology members, must act immediately to contain the breach and
prevent additional damage. Containing the data breach is critical. Then, begin the
process of documentation and analysis. You should make it a priority to thoroughly
investigate and understand the breach, including the risks to consumers whose
information may have been compromised. Not only will you need specific information in order to fulfill legal and regulatory obligations and take steps to prevent future
breaches, but you will need to fully document and analyze your response to the
breach.
Step 3. Report
The lawyers and other legal professionals on your data response team should
prepare a plan to identify and meet all legal and regulatory obligations arising from
the breach. Depending on the size and type of the breach, you may be required to
report it to state or federal government agencies and consumer reporting agencies.
You may also want to involve law enforcement, regardless of whether you have an
obligation to report. Reporting information should be part of your breach response
plan, so that you can meet the often quite tight reporting deadlines.
Step 4. Notify
Notification requirements are determined by the residence of the consumers whose
information was compromised, not the location of your business. You will need to
notify consumers in fairly short timeframes (some as short as 30-45 days), and
preparation will be key. You should already have a basic notification template created
as part of your data response plan, and should tailor it to your specific situation. This
is where a standing contract with a data breach notification service may serve you
well.
Step 5. Monitor and Update
Investigating the breach will take time. Convene regular meetings of the breach
response team and make sure that updates go out regularly the internal response team
and the public. Make sure that customer-facing employees are kept up-to-date and
are able to give consumers accurate information and directions.
Step 6. Be Transparent
If the breach is large enough, you will not be able to avoid public scrutiny. Even
smaller breaches may come to the attention of specific sectors. You do not want to
be the company that publicly dismisses security concerns, only to have a breach made
public by the media or persons whose information has been compromised. Instead,
make sure that information about the breach and your response is coming from the
company. This will allow you to explain the steps you are taking to address the
breach. Transparency and honesty may allow your company to maintain (or later
regain) the trust of your consumers. You should make sure that information is
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available to consumers through multiple avenues. Consider creating web pages to
disseminate information, and link them to the pages your consumers frequently
access, and provide information in stores and through call centers. Consider
partnering with a leading consumer reporting agency (e.g., Experian) to provide
access to credit reports or credit protection services.18 Create goodwill by treating the
breach seriously and addressing consumer concerns.
18

Data Breach Response Guide, Experian, available at http://www.experian.com/assets/data-breach/
brochures/response-guide.pdf.
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Careful
connections
Building Security in the
Internet of Things

Federal Trade Commission | business.ftc.gov

It’s called the Internet of Things – the burgeoning
phenomenon of day-to-day consumer products and
services that connect to the Internet. Maybe it’s a simple
convenience like a home automation system that turns
lights on and off remotely. Other innovations have the
potential to save lives – for example, a connected car that
contacts first responders instantly in case of an accident or
a mobile app that allows a patient to share vital signs with
a doctor. What distinguishes the Internet of Things is the
product’s ability to use the Internet to communicate with us,
with others, or with other devices.
The Internet of Things has the potential to offer enormous
benefits to consumers. Innovative companies are already
selling connected devices, apps, sensors, services, etc.,
unlike anything we’ve seen before. But businesses need
to consider security, too. As with any online activity, it’s
important to protect consumers’ sensitive data from
thieves. The Internet of Things, however, adds new
security dimensions to consider. For example, an insecure
connection could give a hacker access not just to the
confidential information transmitted by the device, but to
everything else on a user’s network. And in the Internet of
Things, the risk isn’t just to data. If that home automation
system isn’t secure, a criminal could override the settings
to unlock the doors. And just think of the consequences if a
hacker were able to remotely recalibrate a medical device
– say, an insulin pump or a heart monitor.
Businesses and law enforcers have a shared interest in
ensuring that consumers’ expectations about the security
of these new products are met. Like any other industry in
its infancy, the Internet of Things must prove itself worthy of
consumer confidence. Is your company taking reasonable
steps to protect consumers’ devices from hackers, snoops,
and thieves?

There’s no one-size-fits-all checklist to guarantee the
security of connected devices. What’s reasonable will
depend on a number of variables, including the kind
and amount of information that’s collected, the type of
functionality involved, and the potential security risks. But
based on input from industry, consumers, academics, and
others, the FTC has a series of steps for your company to
consider if you’re designing and marketing products that
will be connected to the Internet of Things.

Start with the fundamentals.
When it comes to security, the technology is ever-changing,
but certain time-tested tenets have emerged.
●●

Encourage a culture of security at your company.
Designate a senior executive who will be responsible
for product security. Train your staff to recognize
vulnerabilities and reward them when they speak up.
If you work with service providers, clearly articulate in
your contracts the high standards you demand from
them.

●●

Implement “security by design.” Rather than
grafting security on as an afterthought, build it into
your products or services at the outset of your
planning process.

●●

Implement a defense-in-depth approach that
incorporates security measures at several levels.
Walk through how consumers will use your product
or service in a day-to-day setting to identify potential
risks and possible security soft spots.

●●

Take a risk-based approach. Unsure how to allocate
your security resources? One effective method is to
marshal them where the risk to sensitive information
is the greatest. For example, if your device collects
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and transmits data, an important component of a
risk-based approach is an up-to-date inventory of the
kinds of information in your possession. An evolving
inventory serves triple duty: It offers a baseline as
your staff and product line change over time. It can
come in handy for regulatory compliance. And it can
help you allocate your data security resources to
where they’re needed most. Free frameworks are
available from groups like the Computer Security
Resource Center of the National Institute of Standards
and Technology, or you may want to seek expert
guidance.
●●

Carefully consider the risks presented by the
collection and retention of consumer information. If
it’s necessary for the functioning of your product or
service, it’s understandable that you’d collect data
from consumers. But be sure to take reasonable steps
to secure that information both when it’s transmitted
and when it’s stored. However, it’s unwise to collect or
retain sensitive consumer data “just because.” Think
of it another way: If you don’t collect data in the first
place, you don’t have to go to the effort of securing it.

●●

Default passwords quickly become widely known.
Don’t use them unless you require consumers to
change the default during set-up.

Take advantage of what experts have
already learned about security.
The product may be brand new, but you’re not writing
on a blank slate. There’s a lot you can pick up from the
20 years of lessons learned by security experts. They’ve
already identified solutions to some common concerns
raised by the Internet of Things. Another excellent source
of guidance is industry best practices. Here are a few
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back-to-basics suggestions that have become standard
operating procedure for security-conscious companies.
●●

Standard encryption techniques are available for
data your device transmits and for what it stores.
Select stronger encryption methods over weaker
ones (e.g., you can do better than WEP).

●●

Add “salt” – random data – to hashed data to make it
harder for attackers to compromise.

●●

Consider using rate limiting – a system for
controlling the traffic sent or received by a network
– to reduce the risk of automated attacks. Some
scammers try to break into networks by using
software that enters possible passwords over and
over again until they hit pay dirt. Rate limiting can help
thwart that kind of attack.

Design your product with
authentication in mind.
Authentication – assuring that people are who they say
they are – has always been important online. Proper
authentication also is a must in the Internet of Things.
If a device transmits or receives sensitive data, an
authentication failure could allow unauthorized access
to that information. But with connected devices, the risk
doesn’t stop there. An authentication failure could expose
sensitive data not just on the device, but on networks
to which it’s connected. In addition, if an unauthorized
person is able to access a device remotely and change
how it operates, the safety implications could be profound.
Consider investing additional resources in the design,
implementation, and testing of authentication. If the
risks are substantial, is it appropriate to put two-factor
authentication in place – for example, requiring the use of a
password and a secure token?
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Protect the interfaces between your
product and other devices or services.
Just as burglars look for unlocked doors, hackers case
networks for security soft spots. Even the strongest
dead bolt offers no security if the windows are left open.
Of course, you’ve considered all the ways consumers
will access your products, but have you thought about
whether those entry points might be misused by attackers?
A security weakness at the point where a service
communicates with your device could give scammers
a foothold into your network. That’s why each of those
interfaces needs to be secured. One example is the
interface between a mobile device and the cloud. Here
are two particular web-based threats to guard against:
cross-site scripting (XSS) attacks, where malicious scripts
are injected into otherwise trusted websites, and crosssite request forgery (CSRF) attacks, where unauthorized
commands are sent from a user the website trusts.
Fuzzing – a testing method that sends a device or system
unexpected input data to detect possible defects – is a
good approach. Consider using manual and automated
tools to test interfaces. A simple online search will yield
some helpful ones. Just be sure they’re from groups you
know to be trustworthy.

Consider how to limit permissions.
When consumers use your product, chances are you’ll
need access to certain data to make it work as advertised.
But given the risk if an interface is compromised, it’s wise
to be wary of accessing information you don’t really need.
Experts call it the principle of least privilege – crafting
permissions to limit access to the level that will allow for
normal functioning. Savvy businesses take time to think
through the implications of those choices to strike the
balance in a way that promotes utility and security.
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Take advantage of readily available
security tools.
There’s a tool out there for most basic security testing tasks
– network scanning for open ports, reverse engineering
of programming code or decompiling, checking password
strength, and even scanning for known vulnerabilities.
Many of these tools are free, and some of them work
automatically. Of course, using them can’t guarantee
security, but they’re important – and cost-effective – parts
of a comprehensive program.

Test the security measures before
launching your product.
Of course, you’re eager to get to market, but make sure
your product is ready for prime time. And don’t just evaluate
the in-the-box item. Try it out in scenarios that replicate
how consumers will use the product in the real world
– for example, with optional features. Are your security
precautions working in those foreseeable situations? Have
you closed back doors through which hackers could access
information or gain control of the device? If you’ve turned
security measures off during testing, be sure to switch them
back on before going live.

Select the secure choice as your default
setting.
Choose safer options as your default settings. That offers
out-of-the box protection for users new to the technology,
but gives experts the alternative to make the selections that
best suit their needs.
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Use your initial communications with
customers to educate them about the
safest use of your product.
Developers aim for a plug-and-play experience for
buyers. That’s great, but take advantage of just-in-time
opportunities to educate consumers about making sensible
security choices. For example, the initial registration email
you send to new customers offers a timely opportunity
to showcase your security features and explain how
customers can use them most effectively.

Establish an effective approach for
updating your security procedures.
If you’re going to play in the Internet of Things arena,
security can’t be a one-and-done proposition. Your
company may already conduct security evaluations every
so often. That’s an important step, but also re-evaluate
your security practices as the environment changes – for
example, when you deploy new technology, bring on
additional service providers, or introduce new products.
Other key considerations:
●●
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How will you provide updates for products that are
already out there? Will you offer them for free? Will
updates happen automatically? It’s wise to implement
a belt-and-suspenders approach to reach as many of
your users as possible. For example, if you need to
get important security information to consumers, send
a message to everyone who registered their product,
contact people who signed up for news and updates,
and put a prominent notice on your website. Some
companies use on-the-product alerts – say, a small
LED light – that cues users to visit the website for
more information.

●●

Even if your company has moved on to the Next Big
Thing, consider your obligations to customers who
bought earlier versions of your product. How long
will you offer security updates and patches?

●●

If the nature of the product makes updates unfeasible,
consider how you’ll respond if a significant security
flaw is identified. How will you contact people to
tell them about the problem? Product registration is
one solution, but let’s face it: Some consumers don’t
register products out of privacy considerations or
concerns that information will be used for marketing.
Forward-thinking companies prominently explain up
front to consumers why it may be important to contact
them in the future with critical security information.

Keep your ear to the ground.
Security is a dynamic process, and one advantage is the
cross-talk that goes on among tech experts, researchers,
and your customers. Some recent law enforcement actions
have cited companies’ failure to follow up when credible
sources warned them about security vulnerabilities in
their products. That’s why it’s wise to take advantage of
the wealth of expertise that’s already out there and listen
to what people are saying about your products and the
technologies you use. What else can you do?
●●

Stay on top of the latest threats by signing up for
email updates or RSS feeds from trusted security
sources.

●●

Mark your calendar to check free databases of
vulnerabilities identified by vendors and security
researchers regularly – for example, the National
Vulnerability Database. In particular, check for
vulnerabilities in third-party components that are
integrated into your products.
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●●

Maintain a channel where security researchers
or consumers can reach you about a risk they’ve
discovered in one of your products. Rather than
relying on a routine “contact us” link that sends an
automated reply, consider a hotline approach like
an easy-to-find email box on your website that you
monitor regularly. Serious inquiries related to the
security of your products should generate serious
responses.

●●

One method some companies have adopted: bug
bounty programs that offer rewards – perhaps free
products or cash – to people who identify significant
security vulnerabilities in their products.

Innovate how you communicate.
You’re ready to introduce a first-of-its-kind product. Don’t
hamper your chance for success by talking to consumers
like it’s 1999. Experienced marketers know that when you’re
explaining security or privacy options, dense blocks of fine
print, complicated legal or technical jargon, and hard-to-find
hyperlinks don’t communicate information effectively.
What’s more, the next generation of products may not
even have a screen. Now is the time for companies to put
their creative talents to work to meet the communications
challenges posed by the Internet of Things. Here are some
methods to consider:
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●●

Use a set-up wizard to walk consumers through the
process of implementing security features.

●●

Build in a dashboard or profile management portal
to make it easier for consumers to find the security
settings for your device, configure them, and change
them later.

●●

Let consumers set up “out of band”
communication channels. For example, design
your device so people can choose to get important
information via email or texts.

●●

Use icons, lights, or other methods to signal when an
update is available or when the device is connected
to the Internet.

Let prospective customers know what
you’re doing to secure consumer
information.
Right now, many companies still think of security as
primarily defensive – behind-the-scenes precautions to
help prevent the what-ifs. But the Internet of Things offers
entrepreneurs an opportunity to showcase the steps they’re
taking to keep information safe. The likely winners in the
burgeoning Internet of Things marketplace are companies
that out-innovate the competition both on the effectiveness
and security of their products.

One final note
Of course, it’s important to keep tabs on the latest
developments in security, but developers also should
consider how long-standing consumer protection
principles apply to the Internet of Things. When
making objective claims about your product, do you
have appropriate proof to support what you say? Are
your billing practices transparent? Are you honoring
the promises you’ve made to consumers about their
privacy? The FTC has free compliance resources at
business.ftc.gov.
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About the FTC
The FTC works for the consumer to prevent fraudulent,
deceptive, and unfair practices in the marketplace
and to provide information to businesses to help them
comply with the law. To file a complaint or to get free
information on consumer issues, visit ftc.gov or call toll-free,
1-877-FTC-HELP (1-877-382-4357); TTY: 1-866-653-4261.
Watch a video, How to File a Complaint, at
www.ftc.gov/video to learn more.
The FTC enters consumer complaints into the Consumer
Sentinel Network, a secure online database and
investigative tool used by hundreds of civil and criminal law
enforcement agencies in the U.S. and abroad.

Opportunity to Comment
The National Small Business Ombudsman and 10 Regional
Fairness Boards collect comments from small businesses
about federal compliance and enforcement activities.
Each year, the Ombudsman evaluates the conduct of
these activities and rates each agency’s responsiveness
to small businesses. Small businesses can comment to
the Ombudsman without fear of reprisal. To comment,
call toll-free 1-888-REGFAIR (1-888-734-3247) or go to
www.sba.gov/ombudsman.
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Gl b l C
Global
Considerations
id ti
• Understanding and educating the enterprise about
privacy
i
and
dd
data protection
i d
drivers
i
• Key regulatory issues and liability risks – consumer
and employee
• Special employee privacy issues
• Market
M k t requirements
i
t
• Common privacy challenges
• Consequences
C
ffor violations
i l ti
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T
Types
off Att
Attacks
k
•
•

•

•
•

Point-of-Sale Intrusions: Remote attacks in retail transaction
environments where credit card purchases were made
made.
Web Application Attacks: Exploiting code level weaknesses or
impersonating valid users to gain entry through web-based
applications.
Insider and Privilege Misuse: Unauthorized or malicious
misuse of resources byy insiders,, outsiders colluding
g with
insiders, or partners with granted privileges.
Physical Theft and Loss: Incidents where a data asset was
stolen or misplaced
misplaced.
Miscellaneous Errors: Unintentional mistakes outside of
physical theft or loss that directly compromised data security.
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T
Types
off Att
Attacks
k
•
•

•

•

•

Crimeware: Malware incidents that did not fit into other
observed patterns
patterns.
Payment Card Skimmers: Incidents involving physical
implantation of a skimming device on a payment card
magnetic stripe reader.
Cyber Espionage: Unauthorized electronic access connected
to state-affiliated actors or otherwise demonstrating
g espionage
p
g
motives.
Denial of Service (“DOS”) Attacks: Complex, large-scale
attacks intended to disrupt the availability of networks and
systems.
Social Engineering: Misleading administrators and account
h ld
holders
into
i t providing
idi th
their
i accountt credentials
d ti l and
d llogins.
i
5

Common Privacy Challenges
There are severall common challenges
Th
h ll
ffaced
d by
b
organizations when meeting global data security and
privacy’s demands:
• Creating a privacy strategy that accounts for a complex, multiregulatory, and changing environment
• Managing customer and employee concerns and perceptions
across different company cultural perceptions
• Managing the data lifecycle (legacy, current, and future)
– Knowing how PII is acquired, what they do with it, where it is,
who it is shared with, and how it is disposed of
• Reconciling inconsistent practices among business units,
departments affiliates and regions
departments,
6

C
Common
Privacy
Pi
Challenges
Ch ll
((cont’d)
t’d)
• Management and stakeholder buy-in
gp
policy
y into business p
practices and technology
gy
• Driving
• Adopting privacy values throughout the enterprise
• Managing
M
i a coherent
h
t compliance
li
program
throughout the enterprise
• Coordinating incident response & investigations
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C
Consequences
off Vi
Violations
l ti
•

Failure to adequately manage the risk of non-compliance
non compliance with
privacy laws and regulations may face the following:
• Brand damage
• Enforcement action and compliance with intrusive
enforcement requirements
• Loss of shareholder value
• Violation of laws
– Fines
Fi
– Private lawsuits brought by individual customers, or
groups of customers
• Impact to bottom line because of increase costs
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C
Consequences
off Vi
Violations
l ti
((cont’d)
t’d)
• Loss of confidence with regulators
• Breach of contract risks
• Liability
y for supplier
pp
or business p
partner
failures
• Business interruption due to regulatory
authority action
• Potential additional legislation or
regulations that will impose greater
restrictions
9

T h l
Technology
Innovation
I
ti Challenges
Ch ll
•
•
•
•
•

Mobile
M
bil applications
li ti
BYOD
Social media use
Cloud computing
Emerging data users:
• Google
– Targeted
a ge ed ads based o
on G
Gmail
a sca
scanning
g
– Cross-platform sharing
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U S Key
U.S.
K Regulatory
R l t andd Liability
Li bilit Risks
Ri k
• Fair and Accurate Credit Transactions Act (data
collection and destruction)
• Fair Credit Reporting
p
g Act ((use of consumer reports)
p
)
• Telephone Consumer Protection Act (unsolicited text
messages) and FCC’s TCPA Rules
• Security and Exchange Commission (Cyber-security
Incident Reporting Guidelines)
• CAN-SPAM
CAN SPAM Act (electronic marketing communications)
• HIPAA/HITECH Act (New Omnibus Regulation)
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K Regulatory
Key
R l t andd Liability
Li bilit Risks
Ri k
• Electronic Communications Privacy Act/ Communications
Storage Act
• Children Online Privacyy Protection Act
• State RFID Laws
• State Phishing and Spyware laws
• State labor and employment laws
• Data breach notification
• Common law privacy tort
• Payment card data compliance (e.g., PCI-DSS)
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St t Data
State
D t Security
S
it Laws
L
•
•

•

•

Some states require “reasonable
reasonable security procedures”
procedures
Some states have more prescriptive security requirements
• Massachusetts (200 CMR § 17.00)
– Written information security program
– Encryption
– Oversee service providers
Nevada (Nev. Rev. Stat. ch. 603A)
– Codifies PCI-DSS requirements
q
– Encryption
Many states have minimum standards for the proper
destruction of records containing PII

13

E l
Employee
Privacy
Pi
Although many commonalities exist between the privacy
concerns of customers and those of employees,
employee privacy presents unique challenges:
• Focused around employee relations and brand issues
• Companies tend to neglect employee privacy or view it as a
secondary issue
• HR records can contain PII that is much more sensitive in nature
than customer PII (e.g. medical benefits information, financial
beneficiary information, savings plan details)
• Complexity
C
l it off iinteractions
t
ti
with
ith employment
l
t and
d labor
l b laws
l
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E l
Employee
Privacy
Pi
(cont’d)
( t’d)
• Stringent requirements around employee monitoring,
use of biometric and government identifiers, and
conducting drug and genetic testing
• Needs to respond to internal disputes and “whistleblower” type complaints
• Internal marketing & spam increasingly becoming a
major issue
• Labor rations and EU works council consultation
requirements
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Federal Trade Commission
(FTC)

Federal Communications
Commission (FCC)

•

•

Jurisdiction based on Section 5
of FTC Act:
• Prohibits
P hibit (i) d
deceptive
ti and
d
(ii) unfair commercial trade
practices.
• E.g.,
E g when a company
informs consumers that it
will safeguard their
personal information—often
through a website privacy
policy—the FTC can bring
legal action if the company
then fails to follow through
on its promise to maintain
data security.

•

•

Latest to join the ranks of regulators
imposing fines for data breaches
against covered entities
• TerraCom Inc and YourTel
America Inc. ($10 million)
• AT&T ($25 Million)
Jurisdiction based on
Communications Act of 1934 and
FCC regulations of covered
companies that require collection of
customer personal information
(CPNI) in a manner that does not
expose its customer base to
considerable risk of data disclosure
Open Internet Order may expand
this jurisdiction to broadband
providers
16

Securities and Exchange Commission
• SEC requires public companies to disclose:
• Any material cyber-security risks
• Costs
C t associated
i t d with
ith preventing
ti cyber
b risks
i k
• Data breaches
• Legal proceedings pertaining to data breaches
• Disclosure control and procedures designed to
prevent cyber security risks
• Division of Corporation Finance, Securities and
Exchange Commission – “CF Disclosure Guidance:
Topic No. 2, Cybersecurity”
17
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Th EU Privacy
The
Pi
Di
Directive
ti 95/46/EC
• EU Data Directive provides governing standards
• Jurisdictions’ interpretations of Directive are
sometimes inconsistent
• Significant variance in enforcement activities
among different jurisdictions
• Compliance
C
li
iis costly
tl and
d complex
l
• Extending the “best practices” necessary to meet
EU law on an enterprise
enterprise-wide
wide basis will ensure
substantial compliance with the requirements of
other jurisdictions
j
18

Th EU Privacy
The
Pi
Di
Directive
ti 95/46/EC
• Restricts the transfer and processing of personal
d
data,
and
d prohibits
hibi transfer
f off personall d
data to
“inadequate” countries without consent or an
exemption
• Processed data must be adequate, relevant and
not excessive in relation to the purposes for
which it is collected
• Data subjects
j
must have the opportunity
pp
y to
correct erroneous data
• Personal data may not be retained longer than
necessary
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N ti l Law
National
L Implementation
I l
t ti
• The Privacy Directive is a floor, not a ceiling
• France / Germany / Spain - Strictest application of
data p
protection
otect o p
principles
c p es
• UK / Ireland- more lenient application of data
protection principles
• Member States each have a data protection authority
(DPA)
• Cultural differences
• National/regional structure
– Germany has 16 regional DPAs

• Financial Resources
– Spain is funded substantially by fines

• You need to be familiar with each country’s interpretation
and enforcement of the Privacy Directive
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EU – “Personal
“P
l Data”
D t ” Defined
D fi d
• Any information relating to an identified or identifiable
nat ral person (“data ssubject”)
natural
bject”)
• Could be a name, phone number, email address,
physical
p
y
description,
p
, etc.
– In Italy, personal data also includes information
relating to companies
– IP addresses can be considered as personal data
• Sensitive personal data
• Racial
R i l or ethnic
th i origin,
i i political
liti l opinions,
i i
religious
li i
or
philosophical beliefs, trade-union membership, health
or sex life
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EU Regulation
EUR l ti off Processing
P
i
• The “collection, recording, organization, storage,
adaptation,
d
i
or alteration,
l
i
retrieval,
i
l consultation,
l i
use, disclosure by transmission, dissemination or
otherwise making available
available, alignment or
combination, blocking, erasure or destruction” of
personal data.
p
• Near any action on data will constitute “processing”
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EU – Processing
P
i is
i B
Based
d on Consent
C
t
• Processing (including transfers) of personal data is
“permitted” if the data subject has provided
unambiguous consent. How is this test met?
• Freely given (with no consequences for refusal)
• Not withdrawn (a right with no consequences)
• Relates to specific data subject to processing /
transfer
• See
S A
Art.
t 29 W
Working
ki P
Party
t WP 187 on Consent
C
t
• Sounds fine in theory, but incredibly difficult to apply
or rely on.
• Processing of personal data is “permitted” if there is a
legitimate interest or for compliance with legal
obligations
bli i
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EU – Restrictions
R t i ti
on Transfers
T
f
• Permissible transfers out of EU:
• Data subject consents (not practical)
• Performance of contract with data subject
• Performance of contract with third party
concluded in interest of employee
• Bring or defend legal claims
• Protect vital interests of data subject
• “Adequate Protection” must still be ensured
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EU – Restrictions
R t i ti
on Transfers
T
f
• Transfers to countries that do not provide adequate
l
levels
l off d
data protection
i are prohibited
hibi d (i
(includes
l d
USA)
• They are permitted where adequate protection is
ensured, such as through:
• Model Contract Clauses
• Binding Corporate Rules
• Safe Harbor Certification (U
(U.S.
S only)
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Other Countries
Oth
C
t i with
ith Comprehensive
C
h i
Data Protection Laws
•

Australia: The Privacy Amendment (Private Sector) Act.

•

Hong Kong: Hong Kong Personal Data (Privacy) Ordinance, Chapter
486; Code of Practice on Human Resource Management

•

Japan: The Personal Information Protection Law.

•

Mexico: The Federal Act for Protection of Personal Data
in Possession of Private Persons.

•

Russia: Federal Law of 27 July 2006 N 152-FZ on Personal Data

•

United Arab Emirates: Data Protection Law (DIFC Law No. 1 of
2007)
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D t Localization
Data
L li ti a G
Growing
i Trend
T d
• Local IT infrastructure (such as data center) requirements
• Brazil, China, Denmark, Indonesia, Kazakhstan,
Nigeria, Norway, Malaysia, Russia, South Korea,
Ukraine,, Venezuela,, and Vietnam
• Local data storage requirements
• Argentina, Australia, Brazil, Brunei, Canada, China,
France, Greece, India, Indonesia, Kazakhstan,
Malaysia, New Zealand, South Korea, Taiwan,
Turkey, Venezuela, and Vietnam
• Local content requirements
• Brazil, China, India, Indonesia, Nigeria, Russia
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R i ’ D
Russia’s
Data
t L
Localization
li ti Law
L
• “Data operators” processing data of Russian
citizens,
ii
whether
h h collected
ll
d online
li or offline,
ffli
are
obliged to record, systematize, accumulate,
store update,
store,
update change and retrieve such data in
databases located within the territory of the
Russian Federation
• No explicit requirement that data operators perform
data processing operations solely within the
territory of the Russia
• No prohibition of cross-border transfer
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R i ’ D
Russia’s
Data
t L
Localization
li ti Law
L (con’t)
( ’t)
• DPA will create a register of those who violate the
d
data
llocalization
li i requirements
i
• The Law will permit restricting access to that
operator’s website
• No individual right of action
• Fines
Fi
are RUB 10
10,000
000 ((approximately
i t l US $250)
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EU B
Breach
hN
Notification
tifi ti Coming?
C i ?
• EU Data Protection Regulation – will replace the
current European
E
D
Data P
Protection
i Di
Directive
i and
d will
ill
data breach notification requirements for the EU
• EU Regulation 611/2013 requires notification of
data breaches by public electronic communications
service providers, which include both telecom
providers and ISPs
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F i Breach
Foreign
B
h Notification
N tifi ti L
Laws
•
•

•

•

•

•

Austria - Section 24 Paragraph 2a of the DPA 2000 requires notice to data
subjects is likely to suffer damage
Germany - Section 42a of the German Data Protection Act
(Bundesdatenschutzgesetz) requires notice depending on the type of data
and the severity of the breach
Mexico - Article 20 of the Federal Law for the Protection of Personal Data in
Possession of Individuals in Mexico and Article 64 of the Regulations of the
Mexican Data Privacy Law requires notice significantly affecting the financial
and moral rights of the data subject
Netherlands – DPA maintains that Personal Data Protection Act (“PDPA”)
requires data controllers to provide data subjects with notice under Article 6
and 33 PDPA in the event of a breach
S. Korea - Personal Information Protection Act (PIPA) and the Act on
Promotion of Information and Communications Network Utilization and
Information Protection requires notice the affected individuals
Taiwan - Article 12 of the Personal Information Protection Act of Taiwan
(PIPA) requires notice to data subject if there is a data breach
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C d Data
Canada
D t Breach
B
hN
Notice
ti Obligations
Obli ti
• No Federal notice requirement.
• Alberta – if required by the Privacy Commissioner of
Alberta (the “Alberta Commissioner”) upon receipt of a
notification p
pursuant to the Personal Information
Protection Act, S.A. 2003, c. P-6.5 (“PIPA”)
• Ontario, New Brunswick, Newfoundland, Nova Scotia and
L b d – with
Labrador
ith respectt to
t health-related
h lth l t d personall
information
• Manitoba – under the recent Personal Information
Protection and Identity Theft Prevention Act, S.M. 2013,
c. 17 (“PIPITPA”)
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Developing and Implementing a
Comprehensive Information
M
Management
t and
dS
Security
it Program
P
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Compliance Project Implementation Plan
•

Utilize a phased implementation approach to allow for the staged
allocation of financial, legal and other resources consistent with
an ongoing cost/risk-benefit determination.

•

Allows L
All
Legall and
dB
Business
i
U
Unit
it lleaders
d
tto d
develop
l and
d agree
upon phases over time, based on an ever-increasing knowledge
base, and thereby best fit the company’s business needs,
processes and environment
environment.

•

Implementation approach is broken down into these phases:
– Project Organization
– Program and Project Structure Refinement
– Detail Planning/Rollout
– Implementation
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Key Recommendations
• Establish Data Privacy Governance
• Team
• Policies
P li i andd processes

• Attorney-Client Privilege
j Approach
pp
• Phased Project
• Phase I
•
•

Develop Privacy Governance
Identify Legal and Business Requirements

• Phase II
•

Conduct Personal Data Assessment

• Phase III
•
•
•
•
•
•

Confidential, Financial
Confidential
Financial, and Environmental Data Assessment
Security Protocols
Third Party Compliance Processing
Breach of Data Policy/Guidelines
Audits/Maintenance
Data Remediation Project(s) – based on findings from Data Assessments

• Address International Data Compliance Obligations with Customers
pp
in new and existingg contracts
• Privacyy and data securityy approach
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Key Components of a Data Privacy Program
Data Privacy Feature
1

Establish a Governance Structure (Legal)
•Clear, cross‐functional ownership for program development and implementation.
•Depending on the applicable regulation, a Chief Privacy Officer or an ombudsman to address privacy‐related
allegations.

2

Determine Applicable Laws and Regulations (HR, Legal and IT)
•An inventory of actual program. IT and physical controls, policy, training and monitoring regulatory requirements
based on types of data collected and geographic locations.

3

Conduct a Data Assessment (GOS, HR and IT)
•An assessment of personal data collected, stored and used within the company ‐ (Phase II), Confidential, Financial
and Environmental – (Phase III)

4

Create and Distribute Policies and Procedures (HR, Legal and IT)
•An overarching policy containing the company’s privacy principles and philosophy.
•Policies and procedures specific to individual data types (customer, employee, and vendor), data retention and
data transfers.

5

Deploy Training and Awareness Programs (HR and IT)
•Online training based on fundamental privacy principles for all employees.
•Targeted training for specific high‐risk segments.

6

Verify Information Security Protocols (IT)
•Established measures to ensure security, including data storage protection, encryption, user authentication,
sharing rights,
rights identity management controls,
controls and database and network security.
security

7

Develop Data Transfer Protocols (Legal and IT)
•Contractual agreements, including intra‐company data transfers.

8

Ensure Third‐Party Compliance Processes (Legal and IT)
•Information security protocols and requirements for key third parties.
•Audits and certifications of third‐party security measures.
measures
•Privacy provisions in third‐party contracts.

9

Develop Data Breach Incident Plans (HR, Legal and IT)
•Data breach response team and plan to prepare for potential incidents.
•Well‐documented investigation and notification protocols to ensure a timely response after a breach.

10

Monitor and Audit Program Performance (Internal Audit and HR)
•Monitor/audit Policy Acknowledgement (Phase I)
•Program metrics to track effectiveness. (Phase III)
•Ongoing internal program assessments and/or third‐party audits of required by specific standard or regulation.
(Phase III)
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Phase I & II Scope

Phase III Scope

Privacy Council
P.O.

CIO
C.I.O.

COO
C.O.O.

(Possible for C.O.
CO
to serve in this role)

Legal
• U.S.

Privacy
Council

Research

• Foreign

Marketing/
Web

I.T.

H.R.

* C.O. – Compliance Officer
P.O. – Privacy Officer

Regulatory
C.O.

Security

Hub & Spoke
Dept
D
P.C.L

Dept
D
P.C.L

C.P.O.
Dept
P.C.L

Dept
P.C.L
Administrative / Resource
Provider

Privacy
C
Compliance
li
Director

Research

Legal
• U.S.
• Foreing

Marketing/
Web

I.T.
H.R.

* P.C.L. – Privacy Compliance Liaison

Regulatory
C.O.

Security
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