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Tab 1 – Biographies or CVs 

Abel Cruz 
As a Technology Strategist for State and Local 

Government agencies, Mr. Cruz works with many of the 

technology leaders helping with technology direction 

and guidance as government agencies seeks to innovate, 

manage risk and reduce cost.  Prior to his work in the 

Public Sector, Abel was responsible for driving the shift 

to the cloud for the Partner Space business at Microsoft; 

helping move the Microsoft IT (MSIT) partner-business 

applications from on premise to the Windows Azure 

platform. Mr. Cruz has been at Microsoft for over 18 

years and has serve in various technical and business 

roles there. Prior to Microsoft, Mr. Cruz worked for the 

U.S. Army Corps of Engineers and the Boeing 

Company. 

Mr. Cruz has a Bachelor of Science in Electrical Engineering and an MBA from SPU.  He is also a 

Certified Project Management Professional (PMP®) by the Project Management Institute (PMI) and also 

a Microsoft Certified Systems Engineer.  He is fluent in both English and Spanish and makes his 

residence in Redmond, Washington. 

 

Joe Banks 

Joe Banks is the Director of eDiscovery at Microsoft in 

Redmond, WA.  He has been employed at Microsoft for over 16 

years in the Litigation group.   Joe created Microsoft’s internal 

eDiscovery team 7 years ago for the Law and Corporate Affairs 

department.  Joe is responsible for managing Microsoft’s e-

discovery practices, procedures, technologies, and staffing in 

addition to managing the document retention hold notice policies, 

processes and compliance.   
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Sam Morgan 

As Global Managing Consultant, Discovery/EDRM, Sam Morgan is 

responsible for advising corporate and law firm clients on managing 

complex litigation and investigations encompassing all aspects of 

electronic discovery including collections, processing and hosting 

solutions. Mr. Morgan also provides client training programs 

covering eDiscovery management best practices. Given his 

extensive background in litigation support, electronic discovery and 

trial support, Mr. Morgan has become a trusted advisor to several 

clients in key industries including insurance, pharmaceutical, 

telecommunications and manufacturing.  

With more than 14 years of experience in the legal industry, Mr. 

Morgan’s areas of expertise include product liability litigation; 

FTC, SEC and FCC investigations; antitrust and M&A matters 

including second requests. His experience spans the entire EDRM 

Model, from information identification through trial. Given his level 

of hands-on experience, both inside and outside of the law firm 

arena, Mr. Morgan has gained an incredible understanding of the 

litigation process, as well as a high aptitude for identifying and creating best practices that helps law firms 

and corporate clients achieve budget predictability, enhance decision making abilities through the 

implementation of data analytics and reporting, and improve operational efficiencies.  

Prior to joining eTERA Consulting in 2009, Mr. Morgan led the temporary staffing division for an 

international legal staffing firm where he gained substantial experience staffing managed review projects. 

Prior to that, Mr. Morgan was a Senior Litigation Paralegal at Dechert LLP and Drinker Biddle & Reath 

LLP in Philadelphia, PA. While serving as a paralegal, Mr. Morgan managed a number of litigation 

assignments encompassing legal research, discovery planning, deposition and trial preparation, and 

coordination with attorneys and clients regarding work activities and technical resources.  

Mr. Morgan received his B.A. in political science from the State University of New York College at 

Fredonia. He is active in such organizations as the Minority Corporate Counsel Association and is a board 

member of the Philadelphia Volunteers for the Indigent Program (VIP). Mr. Morgan has also co-authored 

some of eTERA’s Insight Bulletins including Attorney’s Failure to Understand How Email Works 

Results in Sanctions and Spoliation Case Focus - Victor Stanley, Inc. v. Creative Pipe, Inc. et al. 269 

F.R.D. at 501. 

Anthony S. Lowe 

Mr. Lowe is associate general counsel and managing attorney for the Litigation Operations Group at 

Freddie Mac. He assists senior management to define, enhance and manage business operations to 

optimize the delivery of legal services. Anthony established the Litigation Support & eDiscovery group to 

bring eDiscovery in-house at Freddie Mac, which he now leads as eDiscovery counsel. In addition, he 

handles various litigation matters, frequently providing guidance on preservation and information 

governance issues. Anthony’s background includes service as a presidential appointee in the Department 

of Homeland Security, where he developed a national geospatial information program and served as 

Federal Insurance Administrator. He also worked as senior legislative counsel for the U.S. Senate 

Judiciary Committee. Anthony frequently speaks on eDiscovery, document preservation, Bring Your 

Own Device (BYOD), Defensible Deletion and other issues related to electronically stored information. 

April 10-11, 2014 Page 4 of 80



Tab 2 – Course Materials (articles, publications, other materials) 

 

 

April 10-11, 2014 Page 5 of 80



Ten Things You Need to Know about 
eDiscovery  
Authors: 

Lynch, Melody B. 

Source: 

Woman Advocate. Fall2014, Vol. 23 Issue 1, p32-34. 3p.  

Document Type: 

Article 

Subjects: 

ELECTRONIC discovery (Law) 

ELECTRONIC evidence 

PRACTICE of law 

EDISCOVERY Tools (Company) 

UNITED States. Supreme Court. Federal rules of civil procedure 

Abstract: 

The article offers information on electronic discovery in relation to the legal profession. 

Topics include the involvement of eDiscovery in all important data for litigation, the 

inclusion of eDiscovery in the Federal Rules of Civil Procedure in the U.S., and the need 

to understand the terminology of eDiscovery such as electronically stored information 

(ESI). It also discusses the issuance of litigation-hold letters for ESI custodians and 

production agreements at the litigation onset. 

Full Text Word Count: 

1433 

ISSN: 

1934-4481 

Accession Number: 

102472499 

Database:  

Legal Collection 

  

April 10-11, 2014 Page 6 of 80

javascript:__doLinkPostBack('','mdb~~lgh%7C%7Cjdb~~lghjnh%7C%7Css~~JN%20%22Woman%20Advocate%22%7C%7Csl~~jh','');
javascript:__doLinkPostBack('','ss~~DE%20%22ELECTRONIC%20discovery%20%28Law%29%22%7C%7Csl~~rl','');
javascript:__doLinkPostBack('','ss~~DE%20%22ELECTRONIC%20evidence%22%7C%7Csl~~rl','');
javascript:__doLinkPostBack('','ss~~DE%20%22PRACTICE%20of%20law%22%7C%7Csl~~rl','');
javascript:__doLinkPostBack('','ss~~DE%20%22EDISCOVERY%20Tools%20%28Company%29%22%7C%7Csl~~rl','');
javascript:__doLinkPostBack('','ss~~DE%20%22UNITED%20States.%20Supreme%20Court.%20Federal%20rules%20of%20civil%20procedure%22%7C%7Csl~~rl','');


Electronic discovery can be daunting for attorneys of all ages and stages, but certainly for older 

lawyers who did not grow up with technology at their fingertips. As a young lawyer, you are 

well equipped to grasp the eDiscovery process and to make significant contributions to your law 

firm through this expertise. In my first seven years of practicing law, I have leveraged my 

understanding of technology and my knowledge of eDiscovery to work on some of the largest 

and most complex cases handled by our firm, covering millions of records and terabytes of data. 

I have compiled a list of the 10 things that every lawyer, but especially young lawyers, should 

know about eDiscovery. 

All litigation, even the smallest of cases, involves eDiscovery. 

The vast majority of relevant data for litigation is now stored electronically, whether that means 

Microsoft Word documents, emails stored in Microsoft Outlook, Facebook messages, or text 

messages. Over 100 billion emails are sent and received each day. Therefore, whether you are 

handling a complex commercial dispute or a smaller landlord-tenant case, every lawsuit involves 

eDiscovery at some level. 

The Federal Rules of Civil Procedure (and many state court rules) cover eDiscovery and require 

litigators and litigants to deal with it as a regular part of litigation. 

The Federal Rules of Civil Procedure were amended in 2006 to include eDiscovery and the 

requirement that the parties have a case management conference to discuss electronically stored 

information (ESI). Many states have implemented procedural rules similarly requiring parties to 

discuss eDiscovery. For example, the Florida Rules of Civil Procedure were amended as of 

September 1, 2012, to address ESI. Moreover, while the Federal Rules do not expressly provide 

for cost-shifting, some federal courts have placed discovery costs for ESI on the requesting party, 

when the producing party has demonstrated that the information is not reasonably accessible 

because of undue burden or cost. Keep this in mind if eDiscovery requests become unwieldy. 

Know the basic terminology of eDiscovery. 

Part of demystifying eDiscovery is understanding the terminology associated with it. There are a 

few key terms that you need to know to converse about eDiscovery comfortably. The first term 

that you need to know is ESI. Electronically stored information includes email, web pages, word 

processing files, audio and video files, computer databases, and the like. Another term that you 

should know is metadata. Metadata refers to data that describes other data. For example, if I look 

at a document's metadata, I can determine things like who created the document, when the 

document was created, and when the document was altered or deleted. The next term you should 

know when you get ready to produce ESI is "load file." A load file is a computer file that 

instructs a review software package how to import data into a database. You will also want to 

know whether the files you are receiving have undergone the OCR process. OCR means optical 

character recognition and is the method of converting images so that they are text searchable. 

This can be critical when you are trying to find that "hot document," or needle in the proverbial 

haystack. 
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Determine the relevant universe of your client's ESI before the first request for production hits 

your desk. 

One common mistake is waiting for a request for production before speaking to your client about 

the relevant universe of data. Data may be stored locally on servers, in the cloud, or on 

employees' personal tablets or computers, among other possibilities. Hardcopy documents also 

must be considered. They may be stored at a business, home, warehouse, or offsite storage 

facility. If you can identify the universe of potentially relevant documents, you can design an 

organized approach to secure those records and allow ample time to collect, review, and produce 

relevant documents when that request for production arrives. 

Issue litigation-hold letters to custodians. 

At the onset of litigation, you and your client should identify all relevant custodians who may 

possess or maintain relevant ESI. All of these individuals should receive a litigation-hold letter 

that alerts them to immediately cease any routine document destruction until further notice. This 

instruction should come in writing, from you. I like to include an acknowledgement section, 

which provides further proof that you have identified the relevant individuals and they have 

taken measures to maintain all potentially relevant documents during the pendency of the 

litigation (and any appeals). Do not wait to issue a litigation-hold letter until you receive a 

discovery request. Litigation-hold letters should be promptly issued once litigation is reasonably 

foreseeable, but certainly no later than when a demand letter is served. 

Send litigation-hold warmer letters at frequent but reasonable intervals. 

So you have sent a litigation-hold letter--task complete, right? Not so fast! Depending on the 

type of case that you are handling, including the complexity of the case, how long the case has 

been pending, the number of custodians, and other factors, you should issue litigation-hold 

warmer letters. A litigation-hold warmer letter is essentially a reminder to the custodians that the 

litigation remains pending and that their obligation to maintain all potentially relevant documents 

is ongoing. Sometimes custodians think that if they haven't heard from the lawyers in a while 

that it is probably permissible to clean out their inbox or delete those old files, or they simply 

forget. This is a sure-fire way to end up with a spoliation claim. It is easily avoidable if you 

establish a timeline to issue warmer reminder letters at frequent but reasonable intervals. 

Enter into a production agreement at the onset of litigation. 

Waiting to determine production specifics until the time of production will cause your client 

additional legal fees and will give you headaches! I recommend reaching a production agreement 

between all parties at the outset of litigation. This agreement should cover things like 

confidentiality markings on documents, the format of electronic production, clawback 

procedures, and the treatment of privileged materials. For a large case with a lot of ESI, I also 

like to include the fields and metadata to be produced in the format of a production section so 

that you will receive information such as the custodian of the record; the family relationship 

between the documents (i.e., emails and attachments); the sender and recipient information; the 

file name; the file extension; the date created; the date modified; and the file path. You also can 
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include information about the use, protection, and destruction of documents produced. For 

example, at the conclusion of the litigation, do you want the other side to return the documents 

produced or can they be kept? Confidentiality or trade secret issues may guide you in this 

decision. 

Update your definitions in your discovery requests. 

Be proactive about the discovery requests you propound to the opposing party. Make sure to 

update your definitions to include all forms of ESI such as email, text messages, and social 

media posts. Cases are won and lost on gaining this valuable information, but you will never get 

this information if you don't ask for it or if your definitions are so narrow that they exclude 

relevant ESI! 

What is proportionality and how does it apply to my case? 

Proportionality is the process whereby you right-size your eDiscovery process to fit smaller 

cases. You should adjust your strategy by narrowing the types of ESI that you must preserve, 

collect, and produce during the litigation. You also can conduct abbreviated discovery on key 

issues or from key custodians, and then have a settlement conference, before you commence a 

full-blown discovery battle. Proposed amendments to the Federal Rules of Civil Procedure will 

provide more guidance on proportionality. 

What review tool should I use, if any? 

Once you collect the potentially relevant documents or receive production from the other side, 

you should determine which review tool to use for your particular case. There are two major 

types of document review. The first type is linear, or document-by-document review, which 

includes keywords and sampling. The second type is TAR, or technology-assisted-review, 

sometimes referred to as predictive coding or artificial intelligence. 

Once you understand these 10 concepts, you are ready to tackle eDiscovery head on. Mastery of 

the eDiscovery workflows and processes can make an associate an invaluable part of the 

litigation team. The senior partners at your firm will thank you. 

~~~~~~~~ 

By Melody B. Lynch 

Melody B. Lynch is a senior associate at Lowndes, Drosdick, Doster, Kantor, & Reed, P.A. in 

Orlando, Florida. 
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Avoiding the Hammer: 
Defensible Strategies for FRCP Proposed Rule 37(e)

Katherine Aversano, J.D. and Joe Starnes, J.D.

Following these four principles for developing and implementing a preservation program for elec-
tronically stored information will help your organization be prepared for e-discovery and avoid ad-
verse inferences, default judgments, and whatever other steps a court may take to restore “eviden-
tiary balance” under the FRCP proposed rule 37(e). As a bonus, it will also aid with satisfying public 
disclosure requirements and accessing historical organizational records.

The Supreme Court is consid-
ering changes to the Fed-
eral Rules of Civil Procedure 
(FRCP) that could significant-

ly impact the consequences for not 
properly preserving electronically 
stored information (ESI). As early 
as December 1, 2015, courts could 
be empowered to take a number of 
corrective actions, including entering 
default judgment, to address lost ESI. 

To avoid the most damaging find-
ings or inferences for lost ESI, records 
and information management (RIM) 
professionals and counsel need to de-
velop and implement a defensible ESI 
preservation program, which should 
include these four principles:

1. Distribute litigation holds.
2. Track custodians.
3. Maintain documentation.
4. Collect information.

These principles should be the 
cornerstones of an ESI preservation 
program that is consistently imple-
mented and regularly updated.

The Proposed Rule
Proposed Rule 37(e), “Failure to 

Preserve Electronically Stored Infor-
mation,” states:

If electronically stored information 
that should have been preserved in 
the anticipation or conduct of litiga-
tion is lost because a party failed to 
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take reasonable steps to preserve the 
information, and the information can-
not be restored or replaced through 
additional discovery, the court may:

(1) Upon a finding of prejudice to 
another party from loss of the 
information, order measures 
no greater than necessary to 
cure the prejudice;

(2) Only upon a finding that the 
party acted with the intent to 
deprive another party of the 
information’s use in the liti-
gation,

(A) presume that the lost in-
formation was unfavor-
able to the party;

(B) instruct the jury that it 
may or must presume the 
information was unfavor-
able to the party; or

(C) dismiss the action or en-
ter a default judgment.

Intent of the Changes

The proposed rule is intended to 
mitigate the over-preservation of ESI, 
which can pose a substantial finan-
cial liability, and to resolve a conflict 
between circuit courts as to making 
adverse inferences for lost ESI. 

The circuit courts have split on 
whether negligence (or gross negli-
gence) or acting in bad faith were 
the standards for applying adverse 
inferences.

For example, the 2nd Circuit 
Court in Residential Funding Corp. 
v. DeGeorge Finan. Corp. (306 F.3d 
99 (2d Cir.) (2002)) used a showing 
of negligence to equitably restore the 
“evidentiary balance” and place the 
risk on the party that lost the infor-
mation. 

This is compared with the 10th 
Circuit Court which has held that an 
adverse inference must be predicated 
on bad faith and that “when a party 
destroys evidence for the purpose of 
preventing another party from using 
it in litigation, one reasonably can in-
fer that the evidence was unfavorable 
to the destroying party.” The proposed 

presumptions and actions that may be 
taken by the court. It applies where 
one party has intentionally acted to 
deprive another party of informa-
tion; it does not require a showing 
of prejudice. 

The subdivision resolves the split 
in the circuit courts by rejecting the 
negligence and gross negligence stan-
dards. The court may find that a party 
intentionally acted to deprive another 
party of information during pretrial 
motions, a bench trial, and while de-
termining whether to issue adverse 
inference instructions to a jury.

Benefits of a
Preservation Program

A defensible ESI preservation pro-
gram may help forestall a court from 
applying the most forceful remedies, 
including adverse inferences or jury 
instructions, in the proposed Rule 
37(e).  Such a program that utilized 
litigation holds, tracked custodians, 
documented preserved records, and 
collected information on preserved 
records may be sufficiently reasonable 
to help clients avoid adverse cures to 
prejudice. The consistent application 
of those principles might also help 
rebut an argument that ESI was in-
tentionally lost.

Principle 1: 
Distribute Litigation Holds

Litigation holds are important 
tools that clarify and begin a party’s 
preservation obligation once litigation 
is reasonably anticipated. To avoid 
penalties for spoliation under the 
proposed Rule 37(e), an organization 
should stay aware of possible legal 
actions so it can issue timely litiga-
tion holds.

Timing of Holds
A litigation hold should be the first 

step of an organization’s defensible 
and reasonable preservation plan. It 
should be put in place as soon as liti-
gation is expected, before most other 
actions are taken to preserve, as a 

Subdivision (e)(1)
Subdivision (e)(1) is applicable 

where information should have been 
preserved; reasonable measures to 
preserve the information were not 
taken; information was lost as a result 
of not taking reasonable measures; 
and the information is not available 
through additional discovery.  

The rule does not assign a burden 
to either party, and courts have dis-
cretion about how best to determine 
prejudice in a particular matter. If 
the court finds that a party has been 
prejudiced, it may take such steps that 
are “no greater than necessary to cure 
the prejudice.” While the court has 
wide discretion, courts cannot order 
measures under subdivision (e)(1) that 
are reserved under subdivision (e)
(2) upon a finding of intentional loss.

Subdivision (e)(2)
Subdivision (e)(2) requires show-

ing of fact for intent and identifies 

Figure 1. Four Principles of a Defensible 
Preservation Program

Distribute
Litigation

Holds

Track
Custodians

Collect
Information

Maintain
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Defensible
Preservation

Program
Principles

subdivision (e)(2) would resolve the 
split by requiring intent.

The proposed Rule 37(e) is limited 
to ESI and is based on the common 
law duty to preserve evidence. The 
Committee Note expressly stated that 
the rule “does not attempt to create 
a new duty to preserve.” And hard 
copy or tangible evidence is not af-
fected and would still be subject to 
current law.
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delayed litigation hold can have seri-
ous consequences.

Communicating Holds
Litigation holds inform custodi-

ans who might possess potentially 
relevant records that they are not 
to destroy those potentially relevant 
data, whether it be ESI or hard copies. 

The hold is generally communicated 
by counsel to key personnel for im-
mediate implementation. 

Since the parties to the litigation 
hold fulfill different roles, it is neces-
sary that the initial litigation hold be 
clear, generally understandable, and 
require a response from custodians 
verifying their understanding and 
implementation. 

In accordance with The Sedona 
Conference® Commentary on Legal 
Holds Guidelines, the litigation hold 
should clearly communicate and de-
fine the information to be preserved 
and expressly suspend records dis-
position. [Editor’s note: Although the 
terms “litigation hold” and “legal hold” 
are often used interchangeably, The 
Sedona Conference® distinguishes 
legal hold as a broader concept that 
also includes holds for the purposes 
of audit or investigation.] 

The hold should contain informa-
tion as to the legal duty to preserve, 
a summary of the matter, examples 
of information to be preserved, pos-
sible data sources, and time periods 
covered.  

The receiving party should sus-
pend its records disposition schedule 
or destruction schedule as a result of 
the litigation hold. Many custodians 
fail to consider ESI as the sort of re-

cord that needs to be preserved. Some 
believe they have ultimate say over 
how e-mails, calendars, or memos they 
have created are to be dispositioned 
and destroyed. Other custodians sim-
ply delete documentation to make 
more space in their system. 

This is an unacceptable and reck-
less way of managing ESI and, under 

the proposed Rule 37(e), such reckless-
ness can have a significant impact on a 
party’s liability. A litigation hold that 
is communicated effectively should 
diminish unauthorized destruction 
of information.

Issuing Reminders
The initial distribution of a litiga-

tion hold is not always sufficient. Liti-
gation can last several years, involve 
records created after the hold was 
distributed, and extend past when 
custodians leave or retire. Litigation 
hold reminders and updates should 
be periodically distributed.  

Updated litigation holds should 
include the scope of the original litiga-
tion hold, as well as any revisions to 
what ESI should be preserved.

Realizing Benefits
As a legal duty, the correct applica-

tion of a litigation hold that includes 
ESI shifts part of the burden to the op-
posing party. Additionally, litigation 
holds save both parties money and 
time by forestalling possible conflicts 
over what records were preserved or 
should have been preserved. Both par-
ties suffer when organizations fail to 
issue timely and complete litigation 
holds that are uniformly followed. 

Courts generally look favorably on 

a reasonable litigation hold policy and 
view the activities performed under it 
as acting in good faith.

Principle 2: Track Custodians
Parties are accountable to the op-

position and the court for the informa-
tion collected and presented in support 
of their case. Proper ESI preservation 
can be verified only if the records and 
information can be traced back to their 
origin. Tracking custodians and their 
data helps satisfy that obligation and 
benefits the overall legal and RIM 
processes. 

Identifying Custodians
It should be clear which individu-

als hold responsibility for an orga-
nization’s information. Custodians 
should be identified during collection 
interviews with key personnel. After 
custodians are identified, the subject 
matter of their records, the types of 
records they create, what levels of 
secure or privileged information they 
maintain, and the physical location of 
ESI should be determined. This infor-
mation should be updated regularly.

Tracking Custodians
The practice of tracking custodi-

ans, which also is consistent with the 
ARMA Generally Accepted Record-
keeping Principles® Principle of Ac-
countability, is one that should be per-
formed consistently and periodically to 
account for changes in personnel. An 
organization will be better prepared 
for future litigation by maintaining 
and regularly updating its working 
knowledge of the custodians and the 
types of ESI they maintain.

In addition to being important for litiga-
tion needs, tracking custodians is important 
for organizations that are subject to the Free-
dom of Information Act (FOIA) and similar 
public disclosure laws. Under these types 
of laws, requestors need to identify only 
an office or agency and provide a reason-
able description of the records sought in 
their request for documents. As the records 
custodian, the identified office or agency is 

Courts generally look favorably on 
a reasonable litigation hold policy 
and view the activities performed 

under it as acting in good faith.
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responsible for identifying who and where 
the responsive records are stored. 

RIM professionals with offices and 
agencies subject to public disclosure laws 
could respond more efficiently to records 
requests by maintaining an updated list of 
custodians.

Principle 3: 
Maintain Documentation

To avoid penalty under the proposed 
Rule 37(e), RIM professionals should main-
tain accurate and detailed documentation 
of their organization’s records. 

ESI exists in many forms across most 
organizations. While organizations fre-
quently attempt to centralize e-mail and 
other ESI, this effort is often undermined 
by employees making personal copies and 
being delinquent in filing records, so de-
centralization persists.  

Maintaining detailed documentation on 
ESI and other records is a practical option 
for mitigating problems with decentralized 
records. Using the ARMA International 
guideline Establishing Alphabetic, Numeric, 
and Subject Filing Systems allows organiza-
tions to implement uniform file classification 
systems.

Documenting ESI
The manner of documenting ESI de-

pends on the size of the organization and 
the amount of ESI being produced and pre-
served. Documentation efforts should cap-
ture the information from when the records 
were created and edited, who transmitted 
the records and to whom, and the various 
versions produced.

This information should be contempo-
raneously tracked to reduce mistakes and 
improve overall accuracy for data that is 
potentially relevant to litigation. Documen-
tation should be reliable, in adherence to 
ARMA’s Principle of Integrity. Reliable 
recordkeeping is defensible should any 
conflicts arise.

A data map should be maintained with 
the records inventory to identify who con-
trols the ESI and other records, where they 
are stored and in what format or condition, 
and how often custodians catalog records 
in their possession.

Refreshing Documentation
Periodic review and verification of the 

data map provide assurance of being able to 
locate ESI when it is needed. The search for 
potentially relevant or responsive records 
is far more manageable when the location 
and format of ESI previously have been 
identified.

Documenting records’ custodians and 
transmittal history has the added benefit 
of substantiating ESI’s chain of custody 
and identifying possible witnesses. This 
can be invaluable to counsel as litigation 
progresses. 

Principle 4: Collect Information
Discovery occurs in the beginning   

stages of litigation; however, the collec-
tion of information is an ongoing process. 
As soon as litigation is reasonably antici-
pated and before collection begins, at least 
a preliminary case assessment should be 
performed to identify the key information 
and issues of anticipated or filed litigation.

Identifying Issues
As presented in The Sedona Confer-

ence® Commentary on Achieving Quality 
in the E-Discovery Process, Part III Ap-
plying Quality Measures in E-Discovery, 
knowledgeable personnel, such as the RIM 
professional, IT personnel, and counsel, 
should work together to identify all the rel-

evant issues so as to accurately identify the 
scope of ESI collection. 

This process should be repeated peri-
odically during the course of litigation. The 
iterative process of assessing ESI and other 
information that existed before litigation 
began and while it is ongoing is facilitated 
by adhering to the three principles outlined 
above.

Continuing Collection
While collection at the onset of litiga-

tion will ideally capture the majority of 
potentially relevant ESI, collection efforts 
should continue during the course of litiga-
tion to avoid penalty under proposed Rule 
37(e). New findings and legal positions 
might require amending the initial scope 
of collection; records that were once de-
termined unresponsive might suddenly be 
critical to the litigation. 

Additionally, expense and proportional-
ity should be applied to any assessment of 
the scope of collection of ESI. For more 
information about this, see The Sedona Con-
ference® Commentary on Proportionality in 
Electronic Discovery, which addresses the 
need to balance the expense and burden of 
ESI against the potential value and unique-
ness of the information.

Collecting All Formats
A major issue with ESI is the for-

   Read More About It 
 • ARMA International. “Generally Accepted Recordkeeping Principles. Available at 

www.arma.org/principles, (last accessed 04/10/15).

 • Judicial Conference of the United States, Committee on Rules of Practice and 
Procedure, 2014. Available at www.uscourts.gov/uscourts/RulesAndPolicies/rules/
Reports/ST09-2014-add.pdf, (last accessed 04/10/15).

 • Sedona Conference Commentary on Achieving Quality in the E-Discovery Process, 
The. Sedona, AZ: The Sedona Conference, 2013. Available at https://thesedona 
conference.org/download-pub/65, (last accessed 04/10/15; registration required.) 

 • Sedona Conference Commentary on Proportionality in Electronic Discovery, The. 
Sedona, AZ: The Sedona Conference, 2013. Available at https://thesedona          
conference.org/download-pub/1778, (last accessed 04/10/15; registration required). 

 • Sedona Conference WG1, The. “The Sedona Conference Commentary on Legal 
Holds: The Trigger & The Process.” The Sedona Conference Journal, Vol. 11, Fall 
2010. Available at https://thesedonaconference.org/download-pub/3992, (last ac-
cessed 04/10/15; registration required.)
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mat of the data. Courts have not been 
able to keep up with the advances in 
technology, but both permanent and 
transitory data are subject to preser-
vation and discovery. 

Custodians generally understand 
that permanent records, such as e-
mails and files stored locally and on 
servers, are subject to collection, as 
these forms of ESI are typically what 
are thought of when addressing elec-

Giving Back to 
Information Professionals

• Innovative Research
• Scholarships
• Training and Certification Grants

Donate today! 
www.armaedfoundation.org

tronic collection. However, voice mail, 
text messaging, instant messaging, 
video chats, and other interactive me-
dia should also be collected if they are 
reasonably accessible and are used for 
substantive conversations relevant to 
the litigation. 

RIM professionals and counsel 
should assess the need to preserve and 
produce transitory records consistent 
with the local rules and jurisdictions.

Reasonable Measures
The four principles – distribute 

litigation holds, track custodians, 
maintain documentation, and collect 
information – are reasonable mea-
sures. They will be part of the discus-
sion courts have as they interpret and 
implement proposed Rule 37(e)(1). 

These principles’ consistent and 
competent implementation will also 
help communicate to courts the in-
tent to preserve ESI, or at least that 
there was no intent to lose ESI, and 
that may be critical to avoiding the 
court’s use of proposed Rule 37(e)(2). 
Whatever side an organization is on 
in litigation, avoiding proposed Rule 
37(e) – or at least part 2 – will be criti-
cal to its litigation objectives.   

The dutiful execution of these four 
principles falls largely on RIM profes-
sionals and counsel and is critical to 
the litigation objectives of their or-
ganizations or clients. Implementing 
litigation holds, tracking custodians, 
documenting preserved records, and 
collecting information will further ob-
jectives and fulfill obligations, as well 
as aid with satisfying public disclosure 
requirements and accessing historical 
organizational records. 

This is true regardless of whether 
the Supreme Court or the U.S. Con-
gress enact the proposed Rule 37(e). 
However, if the proposed rule is en-
acted, these recommended principles 
will help counsel, custodians, RIM 
professionals, and their organiza-
tions avoid adverse inferences, default  
judgments, and whatever other steps 
a court may take to restore “eviden-
tiary balance” under it. Those prin-
ciples and the court’s steps can be 
the difference between successfully 
resolving litigation or suffering a fatal 
judgment and liability. END

Katherine Aversano, J.D., can be con-
tacted at katherine.aversano@gmail.com. 
Joe Starnes, J.D., can be contacted at 
jmstarnes@gmail.com. See their bios on 
page 47.
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UP FRONT

E-DISCOVERY 

Comments Prompt More Changes to FRCP

The Committee on Rules 
and Practice and Proce-
dure (the Standing Com-

mittee) has approved the chang-
es to the Federal Rules of Civil 
Procedure (FRCP) proposed by 
the Advisory Committee on 
Civil Rules (Rules Committee).

The Rules Committee approved 
the proposed changes to FRCP 
during a public hearing in April. 
According to Bloomberg BNA’s 
report on the meeting, the final 
changes were heavily influenced 
by the public hearings and more 
than 2,000 written comments it re-
ceived regarding proposed changes 
to the rules governing electronic 
discovery. 

One of the sections that drew 
the most fire was 37(e), which 
concerns the failure to preserve 
electronically stored information 
(ESI). Rules Committee mem-
ber Judge Paul Grimm, of the 
District of Maryland, said com-

menters raised serious questions 
about whether the framework and 
approach of Rule 37 adequately 
addressed issues of duty to pre-
serve and remedial and punitive 
measures. According to U.S. Judge 
David Campbell, chairman of the 
Rules Committee, the new phras-
ing is intended to reject the concept 
of strict liability because the most 
you can ask of people is reasonable 
conduct.

Members of the Standing Com-
mittee closely scrutinized this sec-
tion, according to Law Technology 
News (LTN), because the proposed 
changes differed so much from the 
original proposal. Campbell led 
the in-depth discussion, which 
included fielding several difficult 
hypothetical situations testing the 
application of the rule.

 Another area of controversy 
was Rule 26, dealing with propor-
tionality and discovery scope. Af-
ter extensive discussion, the Rules 

Committee amended the rule to 
require that discovery be propor-
tional to the needs of the case. 
Specifically, “Unless otherwise 
limited by court order the scope 
of discovery is as follows (italics 
denote revision): 

Parties may obtain discovery 
regarding any nonprivileged 
matter that is relevant to any 
party’s claim or defense and 
proportional to the needs of the 
case, considering the impor-
tance of the issues at stake in 
the action, the amount in con-
troversy, the parties’ relative 
access to relevant information, 
the parties’ resources, the im-
portance of the discovery in re-
solving the issues, and wheth-
er the burden or expense of the 
proposed discovery outweighs 
its likely benefit. Information 
within this scope of discovery 
need not be admissible in evi-
dence to be discoverable.
LTN also noted that the Stand-

ing Committee approved the ex-
plicit acknowledgement of the 
courts’ and parties’ responsibility 
to ensure a “just, speedy, and in-
expensive determination of every 
action” by the proposed changes 
to this text. The committee also 
acknowledged in its Committee 
Note the role of cooperation in the 
effort and the need to clarify that 
there is no intention to create a 
right to sanctions for failures to 
cooperate. 

The next step will be a review 
by the Judiciary Conference. From 
there, the amendments would pro-
ceed to the Supreme Court, which 
will be asked to review and vote on 
whether to send them to Congress. 
If all goes smoothly and Congress 
stamps its approval before May 
2015, the new rules will go into 
effect December 1, 2015.
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EXPLORING
Data Loss Prevention Systems for Legal Holds and E-Discovery
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rately store copies of communications,

including web browsing conduct, that

may be relevant in certain regulatory

and litigation contexts, this results in

the risk that such systems will be

overlooked as a potential source of

electronically stored information

(ESI) that should be considered for

legal holds and e-discovery purposes.

In fact, DLP systems may need to be

included in an organization’s targeted

ESI data map for purposes of Federal

What, if any, DLP systems
are being used?

An organization should identify

who is responsible for its DLP sys-

tems. Typically, only a few personnel

have access to these systems (e.g., in-

formation security group). Ask this

group what DLP system, if any, the

organization is using. Different DLP

systems may take different ap-

proaches to achieving the end goal –

detecting and preventing the unau-

Data loss prevention (DLP) systems police electronic communications to
prevent intellectual property and a variety of other sensitive information
from falling into the wrong hands. They also pose a challenge to records
and information management, legal, and IT professionals, who must work
together to ensure that the information DLP systems capture is addressed
properly to meet the organization’s legal holds and discovery requirements.

any organizations use

data loss prevention

(DLP) systems to monitor

and guard against unau-

thorized use and trans-

mission of proprietary

and/or confidential electronic infor-

mation, as well as against communi-

cations violating their code of conduct

policy (e.g., insider trading or sexual

harassment). However, they may not

know that their DLP systems store in-

M

M. James Daley, Laura Clark Fey, and Diana Fasching

formation that may be relevant to ac-

tual or reasonably anticipated litiga-

tion, government investigations, or

audits. And, this is a situation where

what they don’t know can hurt them.

DLP systems are designed to

monitor and classify electronic infor-

mation while it is:

n In motion (as users send e-mails or

instant messages)

n In use (as users create or modify

documents on their c:\drive)

n At rest (as users store documents

on network file shares)  

DLP systems generally work in a

way that is invisible to users. They

are primarily familiar to information

technology and information security

personnel and those responsible for

addressing violations. Thus, others

who need to know – such as inside

counsel and records and information

management professionals – may not

even be aware such systems exist. 

Because DLP systems may sepa-

Rules of Civil Procedure Rule 26 meet

and confer disclosures.  

Following are key questions an

organization should ask to gain a

more thorough understanding of

whether its DLP system contains in-

formation that may be subject to legal

holds and/or discovery obligations. 

1. What, if any, DLP systems are

being used?

2. What communications are being

monitored and for what purpose?  

3. What information is being saved

within the DLP system?

4. How long is such information

saved?

5. When implementing legal holds,

is information being saved by the

DLP system being taken into con-

sideration?

Answering these questions will

better position an organization to

evaluate what steps it can take to en-

sure compliance with legal hold and

discovery obligations.

thorized use and transmission of in-

formation. For example, some DLP

systems store only unauthorized com-

munications, while others store every

communication they monitor.

Additionally, some organizations

may use more than one DLP system

because it has concluded (or is testing

its assumptions) that two DLP sys-

tems working in conjunction better

help achieve its data loss prevention

goals. 

What communications are being
monitored and for what purpose?

DLP systems generally include a

wide selection of out-of-the-box, pre-

defined policies an organization can

selectively turn on to monitor com-

munications for content, such as per-

sonally identifiable information and

payment card industry data. DLP

systems are generally capable of

monitoring any information trans-

mitted over a network using corpo-
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rate e-mail, webmail, instant mes-

saging, file transfer protocol, web-

based tools, or any generic trans-

mission control/Internet protocols.

But, few organizations monitor every

communication. For example, an or-

ganization may monitor e-mail sent

to or received from people outside of

the organization, but it may not mon-

itor e-mails sent internally.

When an organization enables a

security policy, which is a set of rules

it has chosen to follow, the DLP sys-

tem monitors and, depending on how

it is configured, may even enforce

compliance with it. For example,

rather than allowing an employee

to send an e-mail with confiden-

tial information outside of the

organization, the DLP system 

may intercept and stop the

transmission of the e-mail and

notify the sender that the e-mail

containing confidential informa-

tion was not sent.

In addition to enabling out-of-

the-box, pre-defined policies, DLP so-

lutions generally allow organizations

to create custom policies. For exam-

ple, if an organization wants to mon-

itor e-mails for reference to a highly

confidential product or service in de-

velopment, it could create a custom

policy to detect e-mails sent outside

of the organization that contain the

product or service’s name.

Understanding the policies an or-

ganization has enabled provides in-

sight into the type of information

that may be stored in its DLP sys-

tem, which is invaluable to under-

standing whether the system may

contain information subject to legal

holds. 

For example, if an organization is

monitoring communications for

mergers and acquisitions, its DLP

system may contain information that

is subject to legal holds if it is facing

actual or anticipated litigation re-

lated to recent mergers or acquisi-

tions. Whether or not the DLP system

contains information subject to legal

holds depends on the specific configu-

ration of the organization’s business

and DLP system. Consider asking the

following:

n Does the organization monitor

e-mail that employees (including

anyone authorized to use its e-mail 

systems, such as contractors and

temporary workers) send or receive

when both the sender and recipi-

ent(s) are using its e-mail system?

n Does the organization monitor

e-mail that employees send to or re-

ceive from people outside of the or-

ganization?

n Does the organization monitor

e-mail that its employees send or

receive using web-based e-mail sys-

tems (e.g., Google Mail, Yahoo!

Mail, or Microsoft’s Hotmail)?

n Does the organization monitor in-

stant messaging communications?

If so, does it include instant mes-

sages sent employee-to-employee

and/or instant messages sent to or

received from people outside of the

organization?

n Does the organization monitor web-

sites that employees visit?

n Is the organization monitoring any

other communications?

Working with information secu-

rity personnel to refine the content it

monitors will help an organization

find a balance between protecting it-

self and monitoring – as well as po-

tentially storing – more information

than it can manage effectively.

General security policies, such as

monitoring for webmail usage, may

be overbroad for an organization’s

needs and result in a large amount of

information unnecessarily being

stored in the DLP system. There

may be opportunities to disable or

tailor security policies to appro-

priately balance data loss pre-

vention and litigation risk goals

while ensuring the organiza-

tion appropriately retains any

information under legal holds.

Because the security poli-

cies an organization enables

may change over time, there

should be an ongoing conversation

with information security personnel

concerning the type of communica-

tions the organization is monitoring

and how changes to the enabled poli-

cies are tracked over time.

What information is being saved
within the DLP system?

As mentioned earlier, an organi-

zation may have a DLP system that

captures all monitored communica-

tions or only those monitored com-

munications that trigger a security

policy violation. It’s helpful to under-

stand how and where the monitored

communications and policy violations

are stored. 

Some DLP systems have multiple

databases, such as a capture data-

base (where all monitored communi-

cations are stored), an incident

database (where policy violations are

stored), and a case database (where

cases containing multiple policy vio-

lations are stored), all of which could

Understanding 
the policies an 

organization has 
enabled provides insight

into the type of
information that may

be stored in its 
DLP system 
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contain information that might be

subject to legal holds. 

It is also important to understand

whether DLP systems routinely auto-

matically purge stored information

and, if so, how often or under what

conditions (i.e., when information ex-

ceeds a certain age or volume).

Is the DLP system backed up?

Some organizations back up only the

DLP system itself, but others also

back up the communications the

DLP system is capturing and stor-

ing. If the latter is the case, it’s im-

portant to know how long the

communications backups are

saved before being recycled.

If an organization oper-

ates in or does business with

other countries, it should con-

sider international data pri-

vacy issues with respect to the

communications captured and

stored by its DLP system. For ex-

ample, if a customer in France

sends the customer service depart-

ment an e-mail inquiry, and a copy of

that e-mail is captured and stored in

the DLP system, French data privacy

regulations must be followed. 

For more information, review the

Sedona Conference® Cross-Border Dis-

covery Framework available at www.

thesedonaconference.org/dltForm?

did=WG6 _Cross_Border and Article

29 Data Protection Working Party’s

Working Document 1/2009 on Pretrial

Discovery for Cross Border Civil Liti-

gation (Working Paper 158) available

at http://ec.europa.eu/justicehomefsj/

privacy/docs/wpdocs/2009/wp158_

en.pdf.

How long is such information saved?
An organization needs to know

how long it is saving communica-

tions that it monitors and/or com-

munications that provide evidence of

policy violations. 

For example, if a disgruntled em-

ployee sends an e-mail containing con-

fidential business information from

work to a personal e-mail account and

immediately deletes it from his or her

sent items mailbox, it may not exist in

the organization’s primary or backup

e-mail system because backup systems

generally run at night. However, de-

pending on the specifics of how the or-

ganization’s DLP system is configured

and working, the e-mail may reside 

there. It could be beneficial to have

that evidence.

Unnecessarily storing communi-

cations captured by current and/or

predecessor DLP systems longer than

needed creates the possibility that

they are discoverable and could be-

come subject to legal holds – even if

they are deleted from primary busi-

ness systems.

In addition, certain laws in the

United States (e.g., the Fair and Ac-

curate Credit Transactions Act and

the Health Insurance Portability and

Accountability Act) and elsewhere

(e.g., EU Data Protection Directive)

require mandatory deletion of stale

financial, medical, and other person-

ally sensitive information when it is

no longer needed for its particular

purpose.
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When implementing legal holds, is

information being saved by the DLP

system being taken into consideration?

A final important question to ask

is whether the organization is properly

taking the information saved by its

DLP system into account when con-

sidering its legal holds and discovery

processes. DLP systems generally are

not designed for ease of conducting e-

discovery. Search and targeted preser-

vation capabilities are often limited. It

is vital to understand what the orga-

nization’s capabilities – or lack thereof

– are in regards to searching, preserv-

ing, collecting, and producing infor-

mation from its DLP system.

Communicating Effectively
An organization should know

whether and to what extent it

uses a DLP system and how this

may impact legal holds and dis-

covery obligations. Start the con-

versation today among infor-

mation security, legal, and records

and information management per-

sonnel. Answering the above ques-

tions will provide the requisite

knowledge to determine when infor-

mation in the organization’s DLP

system may be discoverable and

will address whether and to what ex-

tent, if any, the organization needs to

preserve, review, and produce that

information.

Opening the lines of communica-

tion will make everyone involved bet-

ter informed and help them work

toward the end result: striking the

delicate balance between retaining

information for data loss prevention

and investigation purposes and

minimizing the associated risks and

costs this poses from a discovery

perspective.

M. James Daley can be contacted at

jdaley@daleylegal.com, Laura Clark

Fey can be contacted at lfey@daley

legal.com, and Diana Fasching can be

contacted at dfasching@daleylegal.

com. See their bios on page 50.

Unnecessarily 
storing communi-

cations captured by 
current and/or predecessor

DLP systems longer 
than needed creates 
the possibility that 

they are 
discoverable 
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Feature Story
By Zach Warren

Spoliation sanctions shift
N ew  FRCP a m en d m e n ts  v o w  to  lim it litig a to rs ’ e -d iscovery  burdens, 
b u t w h a t do  th e  changes m ean  in practice?

Y ou f o u n d  t i m e  t o  read this article? Consider 
it an accomplishment. After all, most trial 
lawyers and discovery experts are bobbing in 
a virtual ocean of e-discovery-produced docu

ments, simply trying to keep up with courts’ expecta
tions without bankrupting the company in the process.

They may be asking themselves: 
Where is the line between avoid
ing spoliation sanctions and keeping 
massive discovery costs down?

The good news is that many 
judges recognize burgeoning dis
covery costs, and the U.S. govern
ment is putting mechanisms in 
place to keep preservation obliga
tions low. The bad news is that there 
remains no clear guidance to tell 
lawyers how much to produce in 
order to avoid spoliation sanctions, 
and some e-discovery experts do not 
believe upcoming amendments to 
the Federal Rules of Civil Procedure 
(FRCP) will help much.

State of spoliation
Avoiding e-discovery spoliation 

sanctions isn’t exactly a straight
forward process, considering the 
myriad changes in case law.

“We hear about it so much: E- 
discovery law and technology is pro
lific, and keeping up with the pace 
can be challenging for legal profes
sionals,” says Giyoung Song, dis
covery counsel with Skadden, Arps, 
Slate, Meagher & Flom.

In Pension Committee v. Banc

o f America Securities, Judge Shira 
Scheindlin—one of America’s lead
ing e-discovery judges—said failure 
to issue a written preservation no
tice constituted gross negligence, an 
opinion she has reiterated in sub
sequent rulings. However, in 2012’s 
Chin v. Port Authority o f New York 
& New Jersey, the 2nd Circuit ar
gued that the better approach is to 
consider absence of written notice 
as just one factor in determining 
whether discovery sanctions should 
be issued.

Overall, there is no clear desig
nation whether courts are becoming 
stricter or more lenient in regards 
to spoliation. The lack of a distinct 
trend, says Adam Cohen, a princi
pal with Ernst & Young, comes from 
two competing factors.

“Yes, it’s true that there’s this 
movement to soften the blow from 
unintentional losses of electroni
cally stored information, but on the 
other hand, as we all become more 
sophisticated, from a process, policy 
and procedure point of view, there’s 
less tolerance for mistakes that, in 
the past, would have seemed inno
cent,” Cohen explains.

“I do not agree 
that the burden to 
prove prejudice 
from missing 
evidence lost as 
a result of willful 
or intentional 
misconduct 
should fall on the 
innocent party.” 

—Judge Shira 
Scheindlin, one of 
America’s leading 

e-discovery 
judges

With these factors in play, Song 
says, the natural tendency for busi
nesses is to default to adhering to 
the stricter standard. And in this 
case, that means high costs.

“A potential litigant operat
ing in multiple jurisdictions, given 
the current circuit split, is going 
to adhere to the highest standard, 
and preserve everything under the 
sun even though the law does not 
require it,” Song says. “That’s what 
happens—overpreservation is the 
result.”

Help (not) on the way?
With overproduction in mind, 

U.S. Judicial Conference’s Commit
tee on Rules of Practice and Proce
dure recently approved changes to 
FRCP Rule 37(e), which governs the 
failure to make disclosures in elec
tronic discovery.

“What you see in the Federal 
Rules amendments is an attempt 
to alleviate the effects of failures to 
preserve that are not intentional. So 
where there’s no intentional effort to 
destroy evidence, the courts are go
ing to be more lenient,” Cohen says.

Scott Seabolt, a partner at Foley 
& Lardner specializing in e-discov- 
ery, says that the new Rule 37(e) 
attempts to be more explicit in what 
constitutes spoliation.

“What’s interesting about the 
new rules is that they’re much more 
substantive than what you’ve seen 
in the past, in terms of how they
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deal with spoliation and articulat
ing the factors that ought to be con
sidered in deciding whether there’s 
been prejudice or not,” Seabolt says. 
“It’s one of those rare circumstances 
where I’ve seen the Rules go a little 
bit further into the weeds rather 
than leaving it to the judges to fig
ure it out through the development 
of case law.”

Some counsel, however, are 
skeptical that the Rules will actually 
succeed in the attempt to alleviate 
corporate burdens.

“I can tell you from our clients’ 
point of view, they’re not going to feel 
more comfortable about getting rid 
of data they don’t need because of 
this change in the Rule,” Cohen says.

Cohen says that some industries, 
such as life sciences and financial

“You’re going to  

see cases talking  

about w hat costs 

for preservation  

are appropriate  

for given cases 

because of 
proportionality.” 

— Adam Cohen, 
a principal w ith  

Ernst & Young

services, “are so heavily regulated, 
and they have so much going on in 
terms of compliance and regulatory 
investigations, that they have these 
incredibly burdensome preserva
tion obligations for other reasons, 
having nothing to do with civil 
litigation. Those are not going to 
be changed by the Federal Rules 
amendments.”

He also adds that the emergence 
of new technologies, such as text 
messaging and voicemails will con
tinue to place stress upon in-house 
counsel, even with the Rule chang
es. “We do not have well-developed 
case law in those areas,” Cohen says. 
“Just because I’m not going to get 
the most severe forms of punish
ment because I didn’t  preserve 
those things, I could still be at a ma
jor disadvantage in the litigation if I 
don’t preserve.”

The new normal
W ith the am endm ents’ cost- 

limiting powers in doubt, says 
Seabolt, many litigators are al
ready looking ahead at the next 
big fight in litigation.

“The other thing that’s interest
ing—and I think this is one of the 
more controversial pieces of it—is 
the question: ‘Is there prejudice? Is 
there not prejudice?’ And who has 
the burden?”

As to that last question, Seabolt 
says that courts are already begin
ning to dive into which party bears 
the burden of proving spoliation— 
the one who allegedly commit
ted the act or the one who did not. 
Seabolt points to Judge Scheindlin’s 
recent decisions as a bellwether for 
the next direction of judges’ e-dis
covery opinions.

In disagreeing directly with the 
proposed Rule 37 changes, Judge 
Scheindlir wrote in 20I3’s Sekisui 
American Corporation v. Hart, “I do 
not agree that the burden to prove 
prejudice from missing evidence 
lost as a result of willful or inten
tional misconduct should fall on the 
innocent party.”

In addition, widespread spolia
tion sanctions themselves may be a 
relic of an old age thanks to the new 
Rule. In fact, Song notes, even the 
wording is changing, as the Discov

ery Committee says that “adverse 
inference instructions, default and 
dismissal, in some cases are more 
appropriately termed curative 
measures needed to cure prejudice 
cause by the loss of ESI, without la
beling them as sanctions.”

T oat guideline, however, does 
not mean that courts are going to 
avoid certain penalties for e-discov- 
erv issues, Cohen says, as judges can 
still assign remedial measures that 
are “not that different than sanc
tions in a let of c ases.”

“Even w.th these amendments 
the courts are still going to be look
ing at that basic fairness issue,” he 
explains.

Cohen adds that courts are be- 
ginn ng to apply proportionality 
ideas to preservation, allowing costs 
to come into play in a different way 
at a judge’s discretion. “You’re going 
to see cases talking about what costs 
for preservation are appropriate 
for g.ven cases because of propor
tionality,” he says. “A proportional 
response to preservation in one case 
may be totally unwarranted and in
appropriate in another case.” •
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The Benefit of Single Instance  
Multi-tenant SaaS Architecture 

Identifying True vs. Fake SaaS 
Because software providers are trying to capitalize on 
customer demand for SaaS, many are saying that they 
too have a cloud solution to offer.  This can make it 
difficult to differentiate the imposters who talk a good 
line but don’t have the experience or architecture to back 
up the claim. True SaaS applications, architectures, and 
processes must be built from the ground up to produce 
exceptional results for customers. For companies seeking 
modern alternatives to the traditional on-premise software 
and maintenance models, the following are some key 
characteristics to look for that clarify and identify true vs. 
fake SaaS.

Multi-Tenant Architecture

It’s extremely valuable to know whether the solution is 
true SaaS (uses a multi-tenant architecture) because 
multitenancy eliminates many of the problems created 
by the traditional software licensing and upgrade 
model. According to Forrester, multitenancy is a key 
distinguishing feature of true SaaS. And it’s through this 
multi-tenant architecture that cloud services achieve the 
high cost efficiencies for which they are known.*

*[John R Rymer, Understanding Cloud’s Multitenancy, Forrester Blogs,  
Posted on March 20, 2012]

Conversely, fake SaaS applications are often a 
modification of a provider’s on-premise software that 
is deployed in the cloud using a single-tenant model, 
because the original software was not architected to 
support multi-tenancy. This can result in a time intensive, 
expensive, and complex-to-deploy solution. Additionally, 
vendors will find it challenging to scale performance 
and to deliver improvements efficiently to all customers, 
because there are multiple custom versions where 
performance can’t be guaranteed. 

Customization or Configuration

True multi-tenant SaaS solutions use configuration rather 
than expensive and complex customization to address the 
company’s specific needs. Corporate legal departments 
can easily configure the solution to meet business 
processes, without impacting the upgrade path. 

With fake SaaS, customizations and integrations are not 
guaranteed to work with future upgrades. Unfortunately 
this leaves companies paying for upgrades through 
ongoing maintenance fees yet unable to take full 
advantage of the new capabilities because the company-
specific customizations and integrations will have to be 
completely re-done. This costs even more company time, 
money and frustration.

Software-as-a-Service or (SaaS) is a modern business model for delivering business application software that runs in 
the cloud, rather than on-premise. SaaS applications allow customers to subscribe to and access software and support 
using a web browser without installing, managing, or maintaining any software or hardware. 

Prompted by the expanding volume, accelerating velocity, and multiplying variety of data, companies around the globe 
are launching SaaS initiatives and are embracing the cloud to reduce costs, improve scalability, and gain operational 
agility. To react to increasing demand for SaaS applications, there has been a proliferation of “fake SaaS” solutions. 
This is when a software provider mounts a web portal into a server hosting their on-premise software in an attempt to 
simulate cloud benefits. 

vs.TRUE FAKE

» Single tenant  has similar expense and limitations  
as legacy solutions even with web access

» Locked software version is complex, time consuming, 
and costly to upgrade

» Designed for legacy infrastructure

» Can’t scale without significant investment and time

» Unpredictable costs, up front investment, additional 
fees for maintenance and upgrades

» Multi tenant is essential to cost-effectiveness

» Continuous innovation and upgrades so software  
is always up-to-date

» Designed to fully use flexibility and affordability  
of the cloud

» Scale computing power to affordably meet needs

» Predictable total cost of ownership, no up-front 
investment, no hidden fees
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UNDERSTANDING MULTI-TENANT ARCHITECTURE

Frequent and Hassle-free Upgrades

True SaaS delivers continuous improvement that allows 
companies to be current with the latest innovations. 
Because real SaaS providers only have to maintain one 
version of the software and can upgrade all customers 
frequently and concurrently. Customers benefit from not 
having to deal with IT upgrade projects, and they can 
quickly start using the latest features without incurring 
additional fees typically associated with fake SaaS 
upgrades.   

Speed of Deployment

A true multi-tenant SaaS application gives corporations 
early entrée into the system they are deploying. This gives 
the business people a chance to offer feedback regarding 
configuration for business process in a timely fashion. 
Customers benefit from a deployment experience that 
is cost effective, easier, faster and can’t be matched by 
on-premise or fake SaaS providers. 

Integration Platform

A true multi-tenant SaaS application provides customers a 
secure platform that is specifically built to help companies 
lower the cost, time, and risk of integration with existing 
on-premise and SaaS applications. Corporations can 
reduce the amount of manual integration time and work 
required.  Fake SaaS solutions have complex integrations 
that can be a failure point upon implementation or a 
disruption point as upgrades occur. 

True SaaS The Only Path to 
Realize Cloud Benefits

When considering a SaaS solution, make sure your 
technology partner is experienced, fully committed to the 
SaaS delivery model, and has invested in a true multi-
tenant platform. This is the only path to realizing the true 
benefits of the cloud. 

Economies of scale -  SaaS infrastructure enables 
shared resources so that everyone shares in the benefit 
of a world-class global data center that is fully redundant, 
scalable, and secure, and is monitored 24x7x365 for high 
availability.

Scalability or ‘Elasticity’ - SaaS allows for near limitless 
computing processing and storage which expands and 
contracts instantly based on demand. True SaaS offer 
peace of mind because the application will be there 
and meet whatever needs a user has. Fake SaaS is only 
available on a small and finite number of instances which 
means on a day when demand is high, every single user 
suffers with slow performance -- or can even crash the 
server in extreme cases.

Immediate deployment and ease of use - Since there is 
no software or hardware to install, customers can rapidly 
deploy the solution. Because the software is designed 
with people’s processes in mind, users can intuitively 
configure the software with little training so that business 
benefits are immediately realized. 

Reliability - True SaaS offers top-tier infrastructure 
for its customers and service levels for availability 
and performance that are guaranteed in the license 
agreement.

Security - World-class security and data privacy is the 
default. Processes and policies encompass physical, 
network, application, and data-level security, as well 
as full backup and disaster recovery. The platform is 
compliant with security-oriented laws and auditing 
programs, including SSAE-16. 

Predictability of cost - The SaaS model offers enterprise-
class software for an affordable monthly subscription 
fee which allows companies of any size a pay-as-you-go 
option for capacity and requires no upfront investment. 

Constant innovation -  Customers benefit from 
continuous innovation and upgrades to capabilities 
and functionality throughout the contract period at no 
additional charge. In contrast, upgrading fake SaaS 
is costly and can take months for further testing and 
implementation.  

HTTPSCLIENT INTERNET FIREWALL LOAD  
BALANCER DATABASEAUTO SCALE COMPUTING
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 If your clients have not yet considered moving their 
electronically stored information (ESI) to the cloud, 

just wait, they will. The shift to storing digital infor-
mation remotely and conducting information opera-
tions in the cloud has been momentous. The move to 
the cloud creates new challenges for parties and their 
lawyers engaged in discovery. As lawyers and clients 
continue to adjust to the changing realities caused by 
the move from paper records to ESI, expect continued 
struggles as much of that information moves to the 
cloud. Courts must interpret existing discovery rules 
to address novel issues in a rapidly evolving informa-
tion environment that includes cloud sources such as 
social media, Web-based email accounts, third-party 
software providers, and outsourced data centers. 

 Cloud computing creates myriad new places for ESI to 
hide. A document may be on a server in a foreign county, 
or in bits and pieces on 50 diff erent servers in 50 diff er-
ent countries. The servers supporting cloud computing 
are managed by countless providers with varying levels 
of ability and capacity to assist your clients in preserv-
ing or collecting data when opposing counsel comes 
knocking. The cloud service providers’ obligations may 
be contingent on each individual service agreement and 
the specifi c facts of any given matter. The consequences 
to your clients for their cloud providers’ action, or inac-
tion, are an open and evolving question. 

 The uncertainties of the impact of cloud computing 
on litigation obligations present a potential minefi eld of 
discovery issues for litigators. These materials provide a 
brief discussion of several legal and practical concerns 
associated with eDiscovery and cloud computing with 
the focus on preserving, collecting, and producing ESI 
from the cloud. 

  Planning for Litigation—Consider 
the Cloud before the Storm  

 Cloud dwellers should consider the impact of their 
chosen habitat on litigation and discovery obligations 
well  before  litigation actually arises. Review your agree-
ments, understand the technical specifi cations, and for-
mulate a response plan to address preservation, collection, 
and production of ESI from the cloud. Proactive plan-
ning will avoid the inevitable fi re drills and errors caused 
by reactive responses to these issues  after  discovery obli-
gations and deadlines are pending. Understanding the 
answers to a few key questions should help you evaluate 
your state of readiness for litigation.   

•  Where is your cloud ESI stored?   

•  How is your cloud ESI stored?   

•  Who has access to and control of your cloud ESI?   

•  How much space is allocated for your ESI?   

•  Is your ESI comingled with others sharing your cloud?   

•  What happens if you exceed your space limitations?   

•  What procedures exist for issuing and tracking a liti-
gation hold/preservation notice?   

•  Who is responsible for the litigation hold and col-
lection process?   

•  What options are available to expand the storage 
space?   

•  What export options are available?   

•  Will the export alter metadata?   

    Cloud Control: eDiscovery and Litigation 
Concerns with Cloud Computing   
By Alison Grounds and Ben Cheesbro 

  Alison Grounds  is a partner in the Litigation and Intellectual 

Property practice groups of Troutman Sanders LLP. 

Ms.  Grounds is the co-founder and leader of the Electronic 

Discovery and Data Management practice group and the 

Managing Director of  Troutman Sanders eMerge, a wholly-

owned subsidiary of the firm dedicated to consulting, project 

management, and technology services related to ESI in litigation 

and internal/governmental investigations. She is experienced 

in litigating various complex, commercial and business disputes 

related to contractual rights, fraud, business torts, products 

liability, trademarks, copyrights, domain names, technology, 

false advertising, trade secrets, and unfair competition. 

 Ben Cheesbro  is an associate in Troutman Sanders’ Financial 

Services Litigation practice group. Ben received his JD from 

the University of Georgia School of Law, where he served as 

the Editor-in-Chief of the  Journal of Intellectual Property Law . 
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•  Can the end users extract ESI from the cloud?   

•  What procedures are involved with requesting the 
fi ltering and exporting of ESI?   

•  Does your cloud come equipped with eDiscovery 
tools to assist with the identifi cation, fi ltering, and 
collection process?   

•  Who is authorized or assigned with the tasks of 
 preserving, fi ltering, or exporting your cloud ESI in 
the event of litigation? Is anyone?   

•  How much time does it take to implement a pres-
ervation request? A fi ltering request? An export 
request?   

•  What costs are associated with storing, preserving, 
fi ltering, and extracting your cloud ESI?   

•  Is your cloud vendor familiar with the terms discov-
ery, subpoena, or litigation?   

 Litigation Preservation 
 The concept of preservation is not new, but apply-

ing preservation principles to the dynamic world of 
ESI is complicated—there is no clear-cut check list 
for compliance. Despite this lack of precise rules and 
clear guidance, preservation failures routinely result in 
devastating sanctions including adverse inferences, fees 
and costs associated with related motions, and even ter-
minating sanctions. Preserving evidence and avoiding 
sanctions can be signifi cantly more challenging, though 
not insurmountable, when relevant evidence is stored 
in the cloud. 

 In order to comply with the duty to preserve, the party 
(or future party) to the litigation needs to know when 
the duty to preserve attaches, and what evidence must 
be preserved. Both of these inquires can be complex. 

 Generally, the duty to preserve attaches when the per-
son in possession of the evidence has a reasonable antic-
ipation of litigation. The meaning of the key concepts of 
“reasonable,” “anticipation,” and even “litigation,” in the 
context of preservation is quite subjective. Accordingly, 
guidance must be gathered through hundreds of cases, 
commentaries, and Blog posts, each attempting to off er 
guidance and applying the standard language and terms 
to specifi c fact patterns. The existence of a preservation 
obligation, and the scope of that obligation, involves a 
fact-specifi c inquiry for every matter. 

 Addressing the issue of preservation, the court in 
the landmark eDiscovery case,  Zubulake v. UBS Warburg 
LLC , 1    stated: 

 Once a party reasonably anticipates litigation, it 
must suspend its routine document retention/
destruction policy and put in place a “litiga-
tion hold” to ensure the preservation of relevant 
documents. As a general rule, that litigation hold 
does not apply to inaccessible backup tapes ( e.g. , 
those typically maintained solely for the purpose 
of disaster recovery), which may continue to be 
recycled on the schedule set forth in the com-
pany’s policy. On the other hand, if backup tapes 
are accessible ( i.e. , actively used for information 
retrieval), then such tapes  would  likely be subject 
to the litigation hold. 

 Consequently, a party should be on guard, and under-
stand that there are limits to the preservation duty, but 
those limits can be diffi  cult to determine. 

 If the party, or potential party, reasonably anticipates 
litigation, he has a duty to take reasonable steps to preserve 
that relevant ESI. Although the duty to preserve typically 
will not require the possessor of the evidence to preserve 
every single piece of information in its possession, it will 
require reasonable preservation of information that it 
knows or reasonably should know is relevant to the action. 
This sounds simple enough, but in a world of massive 
volumes of ESI stored in multiple, often duplicative, loca-
tions, identifying and locating the universe of potentially 
relevant ESI for preservation can be challenging. 

 Moreover, the courts also impose a duty on counsel 
to oversee their client’s preservation eff orts. 2    An attor-
ney must advise her client to avoid losing, destroying, 
altering or corrupting relevant evidence. The attorney 
also should take steps to ensure that her client takes rea-
sonable, good faith steps when deciding about what evi-
dence to preserve. Failure to do so can result in sanctions 
being imposed against the attorney as well as the client. 

The attorney and client should 
collaborate as early as possible to 
determine the best approach for 
preserving cloud-stored information. 

 Working together, a party and its counsel should 
devise a specifi c and documented plan to deal with 
all aspects of preservation. Preservation of information 
stored on the cloud can present special problems, and 
the attorney and client should collaborate as early as 
possible to determine the best approach for preserving 
cloud-stored information. For example, routine deletion 
of information stored in the cloud may be more diffi  cult 
to suspend than routine deletion of information stored 
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on company servers. Similarly, implementing litigation 
holds can be more diffi  cult when the information is 
stored in the cloud and the party is unable to ensure 
that relevant data is identifi ed and preserved. In any case, 
the attorney and client must formulate a specifi c pres-
ervation plan, and promptly contact cloud computing 
vendors to determine the ability of the vendor to assist 
in preservation. 

  Avoiding Potential Cloud Preservation 
Pitfalls   

 The preservation challenges presented by ESI are 
particularly acute with cloud-based ESI. The most com-
mon ESI preservation failures result from a failure of 
process, including a failure to identify a source as hav-
ing potentially relevant, non-duplicative ESI, failing to 
inform appropriate people about the need to preserve, 
and failing to take practical steps to avoid the deletion 
of relevant ESI. A few key steps to avoiding common 
pitfalls are described below. 

 Identify Relevant ESI Floating in the Clouds 
 The fi rst potential pitfall is failing to determine 

whether any relevant ESI resides in the cloud. Your 
chances of properly preserving cloud data are reduced 
signifi cantly if you have failed to even realize that rel-
evant cloud data exists—a failure that is far too easy 
to commit. Simply asking a key custodian whether it 
“stores anything in the cloud” will likely lead to a blank 
stare. Failure to consult with the appropriate person-
nel and technologists who understand your systems and 
business practices will result in failing to identify rele-
vant ESI stored in various locations, including the cloud. 

 Assuming, without verifying, that users comply with 
company policies prohibiting the use of third party 
applications for creation, storage, and distribution of rel-
evant documents is a risk when litigation arises. Instead, 
you need to explore specifi c and common cloud loca-
tions for individual and enterprise data to determine 
what you have, whether it is relevant, and whether it 
needs to be preserved. You need the right resources con-
ducting this investigation: a combination of the custodi-
ans with substantive knowledge regarding the contents 
of the ESI, their practices, and habits as well as the tech-
nologists who understand where the ESI physically sits. 
You must drill down into specifi c issues:   

•  Do relevant custodians use Web-based email for 
work purposes?   

•  Do relevant custodians use Web-based document 
sharing platforms such as Google Docs or Drop 
Box?   

•  Are relevant custodians creating or storing social 
media content that is relevant?   

•  What enterprise data is in the cloud? Back-up data? 
Emails? Shared drives? Databases?   

•  What are the terms of your service agreement with 
respect to preservation or retention?   

•  Is there a data map or other documentation that 
provides insights into the data and confi gurations of 
your cloud environment?   

•  Are third-party providers used for certain business 
applications such as customer relations manage-
ment, accounting, procurement, billing, shipping, or 
others?   

•  What policies or practical limitations may prevent 
users from creating and storing data in the cloud?   

•  What practices or procedures may push users into 
the cloud?   

•  Do your systems track use of cloud-based storage or 
applications?   

•  How do cloud applications and data sources inter-
act with network and locally stored data? Is there 
duplication?   

 Preservation must be reasonable—not perfect. These 
issues will evolve as the litigation proceeds, and you 
should note the scope and methodology used to iden-
tify the custodial and non-custodial sources for pres-
ervation. Document the information gathered about 
cloud data to justify the scope of preservation eff orts. 
Note the substantive scope of the type of information 
you were trying to identify and why. Note the custodi-
ans and relevant systems. 

 Develop a Preservation Plan for the Cloud 
 Once you have determined that you have cloud 

data that needs to be preserved, the second potential 
pitfall is failing to understand the unique issues asso-
ciated with preserving cloud ESI. You can avoid this 
pitfall by making sure you understand the resources 
and technology required to preserve ESI in your par-
ticular environment. In some instances, your cloud 
provider may have protocols and options for pres-
ervation, but in other situations, you may have to 
export data, add additional space, or preserve a reason-
able sub-set due to technical or practical limitations 
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associated with your particular cloud arrangement or 
data. If you have not previously asked these ques-
tions before litigation was pending, you must quickly 
determine:   

•  Do you have the ability to preserve ESI in the 
cloud?   

•  What terms or conditions of the cloud provider 
agreement impact preservation (space limitations, 
data location, costs, etc.)?   

•  Is there a notifi cation procedure to request preser-
vation by the cloud provider? What is the process?   

•  Is there enough space to preserve the relevant ESI in 
the cloud? For how long? At what cost?   

•  Is preserving in the cloud the most effi  cient and 
cost-eff ect option?   

•  What options are available to expand storage space?   

•  Are there any procedures or practices that will result 
in the automatic purging, deletion, overwriting, or 
other loss of ESI in the cloud?   

•  What happens if the space limitations are exceeded?   

•  What type of ESI can be preserved (change histories; 
system metadata; fi le metadata; user access)?   

•  Who is responsible for ensuring identifi ed ESI is 
preserved? What options to verify?   

•  Must certain ESI be exported or transferred in order 
to preserve it? Will such export/transfer alter meta-
data? Any limitations?   

•  How long will it take to implement the preservation 
request?   

•  Who will implement such a request?   

 Document who, what, when, and where of the 
cloud preservation plan. Note any technical limitations 
or substantive decisions that inform your decisions. If 
you are asked to revisit the basis for your decisions, it 
will likely be months or years after your initial pres-
ervation plan, and you may no longer remember, for 
example, why you decided the cloud back-up of your 
email server was not a necessary part of your preserva-
tion plan. 

 Address Preservation Pitfalls Early 
 The third most common preservation pitfall for 

cloud data is failing to address potential problems early. 
Other aspects of your litigation or discovery plan may 
be more interesting and pull the attention of key deci-
sionmakers, but preservation failures are diffi  cult to cure 
and need to be addressed early. Pause for a moment dur-
ing your rigorous damages estimates to consider you 
may not recover any damages if you fail to preserve the 
evidence that supports such claims. 

The rapid pace of change requires 
early and frequent analysis of your 
cloud preservation plan to address 
the practical and technical realities.

 Once you understand what ESI you have in the 
cloud, and the limitations, costs, and burdens associ-
ated with preservation of such ESI, attempt to reach an 
agreement with opposing counsel regarding the scope 
of each side’s obligations. If there are serious issues, for 
example, the cloud provider is going out of business, 
and you will lose your ESI unless you pony-up hun-
dreds of thousands of dollars to recover your own data 
and move it to a new location; you will want to address 
those sooner rather than later and seek Court interven-
tion, if required. 

 ESI is overwritten, recycled, updated, modifi ed, cop-
ied, and moved in the regular course of business, and the 
cloud is no exception. The rapid pace of change requires 
early and frequent analysis of your cloud preservation 
plan to address the practical and technical realities. If 
you do not have the practical control to preserve cloud 
data, raise that issue early to avoid the appearance of fail-
ing to comply with any duty to preserve. 

  “Custody & Control” in the Cloud  
 Whether or not a party has a duty to preserve cloud 

data is inextricably tied to the duty to produce ESI. 
The essential question governing whether a party has 
an obligation to produce ESI from any given source 
is tied to Federal Rule of Civil Procedure 34, and its 
state law equivalents, which obligate a party to produce 
ESI deemed to be in the party’s “possession, custody, or 
control.” 

 In the case of information stored in the cloud, the 
issue of “possession, custody, or control,” becomes sig-
nifi cantly more complicated. Although the data, includ-
ing documents and communications, may be accessed 
from the customer’s onsite terminals, the data physi-
cally is stored at an off -site location, maintained and 
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controlled by the cloud computing service vendor. The 
data is not, technically, in the “possession” of the cus-
tomer; however, the customer may be obligated to pro-
duce information stored in the cloud, if it is deemed to 
be in the customer’s “custody or control.” 

 Historically, courts have only needed to address the 
issue of custody and control when a party deposits or 
stores documents with a third-party. For example, when 
a client provides documents to an attorney, and no longer 
possesses those documents, the party might argue that 
he is not obligated to produce the documents because 
they are not in his possession, custody, or control. Courts 
have rejected the argument, holding that even if the 
documents are not in the party’s possession, the docu-
ments are in the party’s control. In doing so, the courts 
interpret those terms broadly, holding, for example, that 
documents are in the custody and control of the party if 
the party has the legal right to obtain those documents. 3    

 Alternatively, some courts defi ne control as the 
“practical ability” to obtain documents. 4    The issue of 
custody and control of documents is most likely to be 
raised defensively, for example, in defense to a motion 
to compel, in support of a motion for protective order, 
or in opposition to a request for sanctions. 

 Few cases deal with custody and control of informa-
tion stored in the cloud, but those that address the issue 
tend to treat such information as within the control of 
the party. In  Flagg v. City of Detroit , 5    the court held that 
a party was obligated to produce text messages sent and 
received by a party’s employees, and maintained by a 
third-party vendor, on the third party’s servers because 
such ESI was within the custody and control of the 
party. The court looked to the terms of the agreement 
between the party and the third-party vendor, which 
required consent by the party for the third party to 
release information, and held: “[I]f the [party] can block 
the disclosure of [the text] messages by withholding its 
consent, it surely follows that it can permit the disclo-
sure of these communications by granting its consent. 
This acknowledged power readily qualifi es as a ‘legal 
right to obtain’ the messages held by [the third-party 
vendor], and hence constitutes ‘control’ within the 
meaning of Rule 34(a)(1).”  6    Notably, the consent pro-
vision played strongly into the court’s conclusion that 
the Stored Communications Act, which in some cases 
prohibits the enforcement of a subpoena directed at a 
third-party vendor, was no impediment to the party’s 
duty to produce the requested documents, pursuant to a 
Rule 34 document request. 

 Despite the current legal backdrop, giving “custody 
and control” a broad reach, the costs and burdens associ-
ated with the preservation, collection, review, and pro-
duction of ESI will likely cause parties to seek to limit 

or exclude certain cloud-based ESI from the scope of 
the discovery process. Cloud computing is becoming 
more common and more complex. Clients who store 
their information in the cloud may encounter increas-
ing diffi  culty preserving and producing information in 
response to litigation. Indeed, data stored around the 
globe on a diff use network of servers, managed and 
operated by third-party vendors, may be more diffi  cult 
to obtain than data stored domestically and controlled 
by the owner. But the precise diffi  culty and level of con-
trol will vary by the specifi c arrangement and data type. 
In some instances, cloud storage may simplify the col-
lection process. Courts will consider the nature of the 
agreement and practical realities of each case. 

  Flagg ’s broad defi nition of the custody or control did 
not address a situation in which the party faces a real 
challenge to accessing its cloud-stored data. Given that 
real impediments—practical and legal—exist to obtain-
ing data stored in the cloud, it is quite likely that the 
issue of custody and control will become more promi-
nent in coming years. While cases such as  Flagg  tend to 
fi nd that the information stored on servers maintained 
by third-parties is within the control of the party, those 
cases have not dealt with situations in which the party 
faces any real or substantial diffi  culty in obtaining the 
information. Those situations will naturally become 
more common, and when they do, courts will have to 
face thorny issues of custody and control. Increasingly, 
courts will expect parties to anticipate such issues 
when entering into cloud agreements and will not 
look favorably on a party who attempts to avoid dis-
covery obligations by avoidable and self-imposed bur-
dens and costs. 

  Common Cloud Collection Challenges 
and Guidance  

 Many common cloud collection challenges stem 
from limitations on the information that can be 
exported without the assistance of the cloud provider 
and include the potential delays caused by having to 
“get in line” for the cloud provider to assist you with 
those aspects that require their involvement. Each case 
requires a detailed analysis of the nature of the dispute, 
the type of ESI that is relevant, and the most effi  cient 
way to collect such ESI from the cloud. A few questions 
to guide your analysis:   

•  What is the most appropriate/effi  cient method to 
export ESI from the cloud?   

•  Are there reports or summary information that can 
be run and exported by the users without requiring 
assistance from the cloud provider?   
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•  Does your cloud come equipped with eDiscovery 
tools to assist with the identifi cation, fi ltering, and 
collection process?   

•  What, if any, search and retrieval tools exist for nar-
rowing the volume of ESI that actually gets col-
lected from the cloud?   

•  Who can assist with the tasks of fi ltering, or export-
ing your cloud ESI?   

•  Can you apply the fi lters and export yourself, or must 
you coordinate through the provider? How do you 
validate the accuracy of the results of their eff orts?   

•  How much time does it take to fi lter and export the 
requested ESI?   

•  What costs are associated with fi ltering and extract-
ing your ESI?   

 One of the most common collection challenges 
stems from cloud provider relationships where access to 
exports is limited and self-directed. For example, you 
may be able to easily download an entire active Gmail 
account, but you may need assistance from Google if you 
need to access deleted items. Get in line. Alternatively, 
you may have cloud data stored in a proprietary soft-
ware application without a meaningful export option 
to capture the information in the same manner as the 
native application. Consider producing some reasonable 
subset of the information; whether other sources may 
have the same information in another format; or allow-
ing limited access to certain systems as part of a “quick 
peak” production. 

 Is the Cloud “Not Reasonably 
Accessible”? 

 These collection concerns highlight another discov-
ery rule that may provide guidance and assistance when 
addressing cloud collection. By way of a 2006 amend-
ment, Federal Rule of Civil Procedure 26(b)(2)(B) 
provides a protection for litigants confronted with bur-
densome ESI discovery requests. The Rule states that 
a “party need not provide discovery of electronically 
stored information from sources that the party identi-
fi es as not reasonably accessible because of undue bur-
den or cost.” Rule 26(b)(2)(B) can off er real protection 
for responding parties who are called on to produce 
information stored in inaccessible locations, and may 
be relied on by cloud computing clients in some situa-
tions. Because the rule initially requires the responding 
party to self-assess the accessibility of ESI, attorneys and 

their clients need to understand how courts view the 
Rule 26(b)(2)(B) standard. 

 Although cost is not the only concern in evaluating 
whether data is reasonably accessible, it is an extremely 
important factor, and often is determinative. In 
 Zubulake v. UBS Warburg LLC , ( Zubulake I ), 7    the court 
explained that “whether production of documents is 
unduly burdensome or expensive turns primarily on 
whether it is kept in an  accessible or inaccessible  format 
(a distinction that corresponds closely to the expense 
of production).”  8    Thus, when data collection and pro-
duction would be inordinately expensive, courts have 
held that the data is not reasonably accessible, alleviating 
the duty for the responding party to produce the data. 9    
However, the costs associated with data retrieval must 
be considered in light of the circumstances of the case; 
retrieval and search costs of $100,000 may be unduly 
burdensome in one case but not another. 10    

 In addition to cost concerns, courts also may con-
sider whether some aspect of the data storage method 
makes the data not reasonably accessible. For example, 
in   Chen-Oster v. Goldman, Sachs & Co. , 11    the court 
observed that the cost of retrieval and production alone 
is not enough to make data not reasonably accessible, 
particularly where there is no technological impedi-
ment to accessing the data, and ordered the responding 
party to produce information maintained in regularly 
accessed databases. Parties should be sure to identify 
any practical or technological impediments to retriev-
ing, searching, and producing stored data, in addition to 
costs related to retrieving the data. 

Whan data collection and production 
would be inordinately expensive, courts 
have held that the data is not reasonably 
accessible, alleviating the duty for the 
responding party to produce the data.

 Some courts presume that certain categories of data 
are presumptively not reasonably accessible. 12    Other 
courts have gone further and promulgated lists of data 
that presumptively are not reasonably accessible. For 
example, the Seventh Circuit Pilot Project Model 
Standing Order states that the following categories of 
ESI generally are not reasonably accessible:   

1.  Deleted, slack, fragmented, or unallocated data on 
hard drives;   

2.  Random access memory (RAM) or other ephem-
eral data;   
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3.  Online access data such as temporary Internet fi les, 
history, cache, cookies, etc.;   

4.  Data in metadata fi elds that frequently are updated 
automatically, such as last-opened dates;   

5.  Backup data that substantially is duplicative of data 
that is more accessible elsewhere; and   

6.  Other forms of ESI whose preservation requires 
extraordinary affi  rmative measures that are not uti-
lized in the ordinary course of business.   

 While presumptions that entire categories of data 
are not reasonably accessible can be helpful in identify-
ing the considerations that factor into the reasonably 
accessible analysis, litigants should be very cautious in 
relying too heavily on such presumptions. Information 
technology is changing rapidly, and so are the costs asso-
ciated with accessing and using that technology—data 
that is considered not reasonably accessible in 2013 may 
be easily accessed in 2014. 

 Once a responding party determines that requested 
information is not reasonably accessible, the party’s 
attorney should be prepared to prove that production is 
not required under Rule 26(b)(2)(B), likely in the con-
text of a motion for protective order or in defending 
against a motion to compel. 13    Generalized statements 
such as “the data stored on back-up tapes is not reason-
ably accessible” are insuffi  cient for invoking the protec-
tions of Rule 26(b)(2)(B). 14    

 The Federal Judicial Center provides this useful 
guide for judges dealing with the question of whether 
ESI is reasonably accessible: “A judge might require, 
among other things, an affi  davit from a person with 
knowledge of the relevant systems, or from a qualifi ed 
third party, detailing the procedures, anticipated costs, 
and foreseeable burdens of producing the ESI, presented 
in the context of the party’s resources. A judge should 
not be content with generalized or conclusory state-
ments about costs and burdens.” 15    Thus, a party relying 
on Rule 26(b)(2)(B) protections is more likely to be 
successful when it provides ample information support-
ing the claim that information is not reasonably acces-
sible. At a minimum, the responding party should be 
prepared to describe sources and devices on which the 
data is stored and the cost associated with retrieving and 
producing the data. 

 It is easy to imagine a number of situations in which 
data stored in the cloud could be considered not rea-
sonably accessible. For example, a cloud computing 
vendor could become insolvent, and the responding 
party might have no idea where the data is physically 

located. Or a vendor might have archived the requested 
data, storing it in an inactive form, and now refuses to 
retrieve that data for the customer. While the question 
of whether cloud data is reasonably accessible has not 
been widely addressed by courts, it can be assumed 
that the same sorts of inquires made in relation to 
other ESI will control: (1) What is the cost of retrieval, 
search, and production of the data? (2) Do other prac-
tical or technological impediments exist that make 
access to the data burdensome? (3) Is the cloud data 
of a category that is presumed to be not reasonably 
accessible? 

A party claiming that cloud data 
is not reasonably accessible should 
be prepared to present specific and 
credible evidence on the burden 
imposed by collection.

 The answers to these questions will depend on 
several aspects of the data storage situation, including 
the agreement between the vendor and the vendee, 
whether the data is stored in an active or inactive 
form, and the cost involved in obtaining the infor-
mation. In any case, a party claiming that cloud data 
is not reasonably accessible should be prepared to 
present specifi c and credible evidence on the burden 
imposed by collection. Such evidence should include 
documentation of eff orts taken to access the data, a 
quote from a third-party discovery service provider, 
or an affi  davit from the cloud computing vendor. A 
court may not be sympathetic to costs that are the 
result of decisions to limit other expenses or any deci-
sions that appear to purposely limit access to avoid 
discovery obligations. 

  Cooperating About the Cloud  
 As with most eDiscovery issues, early cooperation 

and discussion with opposing counsel may help to 
focus the scope and identify any areas of disagreement. 
Promptly raising these issues and seeking the Court’s 
intervention on areas of dispute will reduce risks and 
downstream problems. Discuss the scope of preserva-
tion, collection, and production of cloud-based ESI 
after conducting your own due diligence and iden-
tifying a plan that can serve as a baseline for discus-
sions. Being able to provide specifi c details about the 
substantive and technical limitations and options for 
production cloud data will facilitate agreement, and 
if agreement fails, prepare you for fi ling appropriate 
motions with the Court. 
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 Contractual Terms That May Increase 
or Decrease Costs or Burdens When 
Litigation Arises 

 Clients can use contract provisions to manage some 
of the risks associated with cloud computing. An 
exhaustive list of such terms is beyond the scope of 
these materials, but it is worthwhile to consider some of 
the common and useful provisions. 

 As discussed above, with regards to preservation, 
the initiation or in some cases even likelihood of liti-
gation against a client triggers a duty to preserve evi-
dence related to the dispute. If a client is likely to store 
information that could be relevant to litigation, then 
a record-hold provision in the vendor agreement can 
be critical. A record-hold provision should identify 
the method for notifying the vendor of pending or 
potential litigation and include a detailed description 
of the methods that the vendor will use to preserve 
relevant data. A well-defi ned record-hold provision 
can help avoid protracted litigation and detrimental 
sanctions. 

 A cloud-computing customer also should consider 
including a provision that allows third-party eDiscovery 
fi rms to access and gather the customer’s data with min-
imal restrictions. Once the duty to preserve evidence 
attaches, the party and its counsel have a duty to move 
with a sense of urgency to preserve relevant evidence. 
Failure to do so can result in sanctions. By allowing an 
eDiscovery vendor to access the party’s data, crucial 
time can be saved and the collection and preservation of 
information can begin without impediment. 

 The cloud-computing agreement also should 
defi ne exactly how customer data will be produced 
in the event of a request for production. For example, 
the agreement could defi ne the fi le types produced, 
the  transmittal method ( i.e.,  physical production of 
solid state hard drives, electronic delivery via an ftp, etc.). 
Establishing the method for production at the out-
set of the agreement—instead of during the throes of 
 litigation—helps ensure that the provider and the cus-
tomer are on the same page if the customer is ever sued 
or brings a lawsuit. The agreement should include pro-
visions about the types and amounts of metadata that 
the vendor will maintain and defi ne how and where 
that metadata is stored. Ideally, the agreement should 
defi ne the geographic locations of the data centers 
where customer information is stored and any security 
measures the provider takes at those facilities, includ-
ing personnel screening and physical loss prevention 
protocols. 

 Vendor insolvency during litigation is crushing, but 
the risk associated with insolvency can be mitigated 

by proactive contract drafting. For example, a client 
can demand that a vendor place essential source code 
in escrow, with provisions for the client’s use of that 
source code in the event that the vendor becomes insol-
vent. While an escrow provision provides some security, 
the client will need to have a fully-developed plan for 
employing the escrowed code later on. Audit provisions 
that require regular fi nancial disclosures to assess the 
vendor’s fi scal health and bonding provisions in the case 
of a threatened shut down also may be appropriate in 
some circumstances. 

 Finally, many cloud vendors have take-it-or-leave-
it provisions that govern the use of their storage. 
Understanding those terms and the implications on 
your discovery obligations is essential. 

 The potential contract provisions addressed here 
represent just a few of the important considerations 
that should be addressed in cloud computing agree-
ments. A well-developed contract underlying a cloud 
computing relationship can save time and money dur-
ing litigation, and may help the client avoid detrimental 
sanctions. 

 Conclusion 
 Although these materials highlight some of the chal-

lenges that cloud computing presents for preserving and 
producing ESI, cloud computing also off ers signifi cant 
eDiscovery benefi ts. Commentators note that as users 
move their data from local servers and devices to the 
cloud, searching for data becomes more centralized, 
retention policies become more manageable, and many 
forensics issues, such as imaging hard drives and inspect-
ing devices, disappear altogether. Indeed, the possibility 
of cheaper and easier eDiscovery from the cloud is a 
strong selling point for some cloud computing provid-
ers. Google, a titan in the cloud-computing industry, has 
even released its own cloud-data eDiscovery applica-
tion, Google Apps Vault. Google Apps Vault is an add on 
for Google Apps users, which allows a user to perform 
numerous eDiscovery functions, such as issue litiga-
tion holds, manage data searches, and export results, all 
within a familiar cloud computing framework. Indeed, 
many eDiscovery solutions for effi  ciently handling ESI 
after it is collected are cloud-based. 

 While cloud computing certainly off ers some eDis-
covery benefi ts, the inevitable complications created 
by cloud computing should not be ignored. No mat-
ter how centralized cloud data may be, that data is 
always stored remotely by a third party, and thus the 
acquisition process is more complicated than accessing 
locally stored data. Furthermore, because discovery of 
data stored in the cloud must pass through a third-party 
cloud computing vendor, there is always a possibility 
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of disputes over data access, retention procedures, and 
production methods. Whether cloud computing ulti-
mately will make eDiscovery easier or more diffi  cult is 
unclear. There is, however, no question that the wide-
spread adoption of cloud-based computing will cause a 
sea change in the world of eDiscovery. 
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level cervical fusion and your defense is 
that this accident didn’t cause it. Repair-
ing the vehicle and not preserving the 
EDR (event data recorder) information 
has prejudiced her. I could exclude your 
expert but I’m afraid that a jury could still 
make an inference that the crash was in-
sufficient to cause her severe injuries, so 
I’m striking your answer.”

Counsel: “But judge!”
Judge: “Next motion.”

O
ne of the first things a 
claims professional or attor-
ney must do when assigned 
a claim is to preserve the 

related evidence or notify others to pre-
serve it. If you doubt how important this 
is, consider this hypothetical exchange 
based upon actual judicial hearings be-
tween judges and defense counsel. 

The plaintiff brings a motion to strike 
defendant’s answer because the defense 

repaired a vehicle involved in an accident:
Judge: “Counsel, I think that the only 

appropriate sanction is to strike your an-
swer and allow the plaintiff to prove up 
her damages.”

Counsel: “Your honor, we have pic-
tures of the vehicle, it’s just that the vehi-
cle was repaired before anyone got notice 
of a claim. It was a minor accident and no 
one reported being injured at the scene!”

Judge: “This plaintiff is scheduling a 4 

Why Protecting Claims 
Evidence Matters
By Thomas J. Lincoln, Esq.
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Spoliation of evidence is the destruc-
tion or significant alteration of evidence 
or the failure to preserve evidence for an-
other’s use in pending or future litigation. 
(Williams v. Russ (2008) 167 Cal. App. 4th 
1215). Spoliation destroys “fairness and 
justice, for it increases the risk of an er-
roneous decision on the merits of the un-
derlying cause of action.” (Cedars-Sinai 
Medical Center v. Superior Court (1998) 
18 Cal.4th 1) 

In Cedars-Sinai Medical Center v. Supe-
rior Court, the California Supreme Court 
eliminated spoliation of evidence as a 
cause of action. The Court emphasized 
the availability of other remedies, includ-
ing terminating sanctions, to punish or 
correct spoliation of evidence. 

The way spoliation claims are handled 
depends on the jurisdiction. Some re-
quire the plaintiff to actually send a no-
tice to preserve evidence and others place 
the burden on the defense as long as the 
defense knew or should have known 
about the potential for a claim. 

Most auto claims start pretty much the 
same way. There is an accident between 
two vehicles. Each party notifies its insur-
ance company and each investigates to 
some degree. Property damage is usually 
settled between the carriers. Cars are re-
paired or salvaged. In the meantime, one 
of the parties, usually the one not at fault, 
starts treatment for bodily injuries (BI). 
That party notifies the other party’s in-
surance company of the BI claim perhaps 
saying she has neck and back pain and is 
being treated by a chiropractor. 

Around this time, a lawyer for the 
claimant becomes involved. The claim 
does not settle and the suit is filed and 
served. The insurance company then 
has its lawyer or panel counsel defend 
it. The claim’s file, including the inves-
tigation, is sent to the defense attorney 
for his use and evaluation. By the time 
the lawyer gets the case, some of the evi-
dence may have already been modified 
or destroyed. Even after the lawyer gets 
the case, there is still a risk that evidence 
may be modified or destroyed if he does 
not handle it properly.

The minor accident with a soft tissue 
claim then takes a turn. The first set of 
interrogatories are sent and responded to 
and it is now disclosed that the plaintiff is 

claiming she has degenerative disc disease 
and the accident has caused it to become 
symptomatic to such an extent that she 
cannot work and needs to have surgery to 
correct it. The potential value of the claim 
has gone from thousands of dollars to 
hundreds of thousands of dollars. 

The defense attorney and the claim’s 
manager both agree that this minor, no 
damage auto accident could not have 
caused these injuries. They agree to bud-
get $5,000 to hire an expert accident 
reconstructionist and a biomechanical 
engineer to look at all the evidence and 
offer an opinion on whether the acci-
dent, in terms of the force and direction 
of the impact, was a substantial factor in 
causing the plaintiff ’s injuries. The cars 
have been repaired by this time and the 
event data recorder (EDR) in each car 
has been erased over. The experts look 
at photos, review the police report, look 
at the scene, read the depositions of the 
parties and come up with their opinion 
that there was insufficient force to cause 
these injuries. 

The plaintiff ’s attorney sends inter-
rogatories and asks for all defenses to be 
disclosed. The defense discloses that it 
will claim that there is insufficient impact 
to cause the injuries. It is also disclosed 
that the vehicle has been repaired and the 
EDR no longer has information related to 
this accident. However, there are photos 
of the damage to each vehicle (black and 
white and not of very good quality) and 
there are repair invoices showing what 
was repaired. 

The plaintiff ’s attorney gets the re-
sponses and immediately files a motion 
to strike the answer of the defendant for 
willfully destroying evidence that the de-
fense is relying on to defeat causation. The 
motion indicates that the defense is going 
to claim that the force and direction of the 
impact was such that the accident could 
not have caused these “tragic injuries” to 
the plaintiff. Further, it indicates that the 
defendant repaired the vehicle without 
notifying the plaintiff ’s attorney and also 
failed to preserve the data in the EDR. Fi-
nally, it argues that simply excluding de-
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fendant’s experts would not be sufficient 
as a sanction because the jury could still 
“make the mistake of finding that there 
was insufficient impact to cause the ter-
rible injuries plaintiff suffered.”  

The defense replies that plaintiff re-
paired her car as well without telling the 
defense. The plaintiff could have asked 
for the evidence to be preserved know-
ing that repairs were likely, that there 
are photos that exist and can be used, 
and that the experts could be deposed 
and that the issue goes to the weight of 
the experts’ testimony, not its admissibil-
ity. The defense argues that there is no 
evidence that the destruction was done 
maliciously or in an attempt to prejudice 
the plaintiff. The judge rules in favor of 
the plaintiff and strikes the answer say-
ing, “Insurance companies know better.” 
At that point, the judge sets a date for the 
plaintiff to come to court and prove up 
her damages. The defense can attend but 
not take part. 

This scenario can occur in just about 
any case. Striking an answer is an ex-

treme remedy but not so extreme that it 
is not used by the courts. It is up to the 
claims manager and the defense attorney 
to take reasonable steps to preserve evi-
dence and avoid this situation. 

From the claims standpoint it should 
be standard procedure to notify the po-
tential claimant (and attorney if there 
is one), that the evidence is going to be 
changed (i.e., repaired, destroyed) so if 
they want to examine it or take custody 
of it, they need to so advise. Likewise, 
the notification should alert the claimant 
who must also advise the claims manag-
er if there is going to be any change to 
the evidence. In some cases cars or other 
vehicles should actually be stored to al-
low for their use as evidence throughout 
the case. 

From the defense attorney’s stand-
point, as soon as she has been advised of 
the matter, she should take steps to ensure 
all evidence is preserved. In the initial let-
ter to the client notifying of representa-
tion, the attorney should advise that all 
evidence must be preserved and should 

not be modified or destroyed without 
first contacting the attorney. In addition, 
the attorney should also send notifica-
tion to the claimant and the attorney for 
the claimaint to do the same thing. Such 
a notification is generally referred to as a 
“litigation hold notification.”

There are various ranges of sanctions 
that courts impose for not properly pre-
serving evidence. They range from in-
structions to the jury to make an adverse 
inference, to monetary sanctions, to ex-
cluding experts and striking answers. 
All of that can and should be avoided by 
carefully dealing with that issue from the 
first moment a claim is made. 

Thomas J. Lincoln is a founding member of 
Lincoln, Gustafson and Cercos, LLP, a civil 
defense and business firm with offices 
in California, Nevada and Arizona. His 
practice focuses primarily on civil litigation 
relating to personal injuries, product liabil-
ity and general business matters. He can 
be reached at tlincoln@lgclawoffice.com. 
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Agenda

April 10-11, 2014

Meeting of the Advisory Committee on Civil Rules

 1. Welcome by the Chair

     Standing Committee Meeting and Judicial Conference

 2. ACTION ITEM: Minutes for November meeting

 3. Legislative Activity

 4. ACTION ITEM: Recommend Duke Conference Rules for Adoption

 5. ACTION ITEM: Recommend Rule 37(e) for Adoption

 6. ACTION ITEMS: Recommend Rules 6(d), 55(c) for Adoption

 7. ACTION ITEM: Recommend abrogation of Rule 84, adoption of Rule

4 amendments and forms

 8. ACTION ITEM: Recommend publication of amended Rule 82

 9. ACTION ITEM: Recommend publication of amended Rule 4(m)
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11. Report of Rule 23 Subcommittee (oral)
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Discovery Subcommittee Report
Rule 37(e)

Introduction

The Discovery Subcommittee recommends approval of a new Rule
37(e) to replace present Rule 37(e). The form recommended for
adoption has evolved from the version published for comment, but
the basic approach remains the same. The differences respond to
the extensive public comment process, which provided many helpful
criticisms and suggestions. The public comments included many
that responded to the five specific questions posed in the
Invitation for Public Comment.

The Subcommittee began its re-examination of the proposed
rule the day after the third public hearing in Dallas, with a
half-day meeting to discuss the adjustments that seemed warranted
by the public commentary received.  That meeting was followed by
conference calls on February 17, 20, 25, and 28, and March 5 and
12.  Notes on the February 8 meeting and all these conference
calls should be included in these agenda materials.

Also included in the agenda materials should be a summary of
the testimony on Rule 37(e) at all three public hearings and
comments up to no. 804.  A large number of comments were received
after no. 804, and are available for review at Regulations.gov.

This memorandum introduces the issues the Subcommittee has
addressed during this redrafting effort, and which inform the
rule proposal below.  That amendment proposal is presented as an
amendment to the current rule, which seemed simpler than
presenting it as a revision of the proposed amendment.  For
purposes of background, an Appendix to this memorandum presents
the published amendment proposal.

Background

Present Rule 37(e) was adopted in 2006. The Committee
recognized then that the continual expansion of electronically
stored information ("ESI") might provide reasons to consider a
more detailed response to problems arising from the loss of ESI.
A panel at the Duke Conference in 2010 presented a unanimous
recommendation that the time had come for a much more detailed
rule.

Two goals have inspired this work. One has been to establish
greater uniformity in the ways in which federal courts respond to
a loss of ESI. The courts agree unanimously that a duty to
preserve ESI arises when a party reasonably anticipates
litigation.  But they differ significantly in the approaches
taken after finding a loss of ESI that should have been
preserved. A new rule that illuminates the purposes and methods
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of responding to the loss can do much to promote uniformity and
to encourage desirable judicial responses.

The other goal has been to relieve the pressures that have
led many potential litigants to engage in what they describe as
massive and costly over-preservation. An accumulation of
information from many sources, including detailed examples
provided in the public comments and testimony, persuasively
supports the proposition that great costs are often incurred to
preserve information in anticipation of litigation, including
litigation that never is brought. Given the many other influences
that bear on the preservation of ESI, however, it is not clear
that a rule revision can provide complete relief on this front.

During the two years following the Duke Conference, the
Subcommittee considered several basic approaches, including
successive drafts that undertook to establish detailed
preservation guidelines. These drafts started with an outline
proposed by a Duke Conference panel, which called for specific
rule provisions on when the duty to preserve arises, its scope
and duration in advance of litigation, and the sanctions or other
measures a court can take when information is lost.  In the end,
however, it became apparent that the range of cases in federal
court is too broad and too diverse to permit such specific
guidelines. The Subcommittee chose instead to pursue a different
basic approach that addresses court actions in response to a
failure to preserve information that should have been preserved
in the anticipation or conduct of litigation.

Under this approach, as with present Rule 37(e), the
proposed Rule 37(e) does not itself create a duty to preserve.
The new rule takes the duty as it is established by case law.
Although some comments urged that the rule should eliminate any
duty to preserve before an action is actually filed, the
Subcommittee continues to believe that a rule so limited would
result in the loss or destruction of much information needed for
litigation.  The Committee Note, responding to concerns expressed
in the comments, also makes clear that this rule does not affect
any common-law tort remedy for spoliation that may be established
by state law.

Modifications Based on Public Comments

Many of the public comments reinforced conclusions previously
reached by the Subcommittee, while others provided valuable new
insights.  Some of the Subcommittee’s general conclusions will be
addressed here, with more specific explanations provided in the
discussion of specific rule recommendations.

The Subcommittee remains firmly convinced that a rule
addressing the loss of ESI in civil litigation is greatly needed. 
The explosion of ESI in recent years has affected all aspects of
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civil litigation; the preservation of ESI is a major issue
confronting parties and courts; and the loss of ESI has produced a
bewildering array of court cases. 

Loss of information has produced a significant split in the
circuits.  Some circuits, like the Second, hold that adverse
inference jury instructions (viewed by most as a serious sanction)
can be imposed for the negligent or grossly negligent loss of ESI.
Other circuits, like the Tenth, require a showing of bad faith
before adverse inference instructions can be given.  The public
comments credibly demonstrate that persons and entities over-
preserve ESI out of fear that some might be lost, their actions
with hindsight might be viewed as negligent, and they might be sued
in a circuit that permits adverse inference instructions or other
serious sanctions on the basis of negligence. Resolving this
circuit split with a more uniform approach to lost ESI remains a
primary objective of the Subcommittee.

At the same time, the public comments made the Subcommittee
more sensitive to the need to preserve a broad range of trial court
discretion for dealing with lost ESI.  Among other steps taken by
the Subcommittee since the Dallas meeting has been an intensive
look at cases addressing the loss of information relevant to
litigation.  This analysis has highlighted the wide variety of
situations faced by trial courts and litigants when information is
lost, and has strongly underscored the need to preserve broad trial
court discretion in fashioning curative remedies.  

The public comments also made clear that the explosion of ESI
will continue and even accelerate.  One industry expert reported to
the Committee that there will be some 26 billion devices on the
Internet in six years – more than three for every person on earth.
Significant amounts of ESI will be created and stored not only by
sophisticated entities with large IT departments, but also by
unsophisticated persons whose lives are recorded on their phones,
tablets, eye glasses, cars, social media pages, and tools not even
presently foreseen.  Most of this information will be stored
somewhere in the “cloud,” complicating the preservation task.  In
other words, the litigation challenges created by ESI and its loss
will increase, not decrease, and will affect unsophisticated as
well as sophisticated litigants.  The need for broad trial court
discretion in dealing with these challenges will likewise increase.

These comments caused the Subcommittee to conclude that its
previously recommended approach of limiting virtually all forms of
“sanctions” to a showing of substantial prejudice and willfulness
or bad faith is too restrictive.  It does not afford trial courts
the flexibility they will need to deal with the wide range of ESI
issues they will confront in the coming years.

The value of preserving flexibility was reinforced by a
related conclusion.  One reason for the Subcommittee’s previous
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proposal to significantly limit sanctions was the goal of reducing
the costly over-preservation that had been emphasized by many.  The
Subcommittee felt that reducing the risk of sanctions would
correspondingly reduce the incentives for over-preservation.  The
Subcommittee continues to believe that this is a worthwhile goal,
but has realized that the savings to be achieved from reducing
over-preservation are quite uncertain. Many who commented noted
their high costs of preservation, but none was able to provide any
precise prediction of the amount that would be saved by reducing
the fear of sanctions.  And many incentives for significant
preservation will remain – the need for the information in everyday
business operations, preservation obligations imposed by statutes
and regulations, and the desire to preserve information that could
be helpful in litigation. So the potential savings from reducing
over-preservation, although still worth pursuing, are too uncertain
to justify seriously limiting trial court discretion.  

The Subcommittee also concluded that many measures
characterized as “sanctions” in Rule 37(b)(2)(A) – the category of
sanctions significantly limited in the published proposal – could
be viewed as appropriate curative measures in some cases. The
Subcommittee therefore refined its approach to ensure that some of
these measures would be available when needed to cure prejudice
caused by the loss of ESI without labeling them as sanctions.

The Basic Rule Framework

The basic framework of the published Rule 37(e) proposal is
carried forward in the revised proposal.  The foundation remains
the same; the rule applies when a party has failed to preserve
information that should have been preserved, in the anticipation or
conduct of litigation.  For reasons explained below, the
Subcommittee recommends that the new rule, like current Rule 37(e),
be limited to a failure to preserve ESI:

If a party failed to preserve discoverable electronically
stored information that should have been preserved in the
anticipation or conduct of litigation, the court may:

The rule leaves it to the courts to develop the tests that
guide a determination whether ESI "should have been preserved in
the anticipation or conduct of litigation." In addition to the fact
that the case law is well developed and fairly consistent in this
area, determining what should be preserved will be an intensely
case-specific determination. There also are more general elements
that courts need to remember. Complex organizational structures and
information systems often thwart perfect preservation, even when
every reasonable effort is made. Moreover, because a single item of
ESI often is found in multiple locations, the loss of ESI from one
source does not necessarily mean it is lost forever.  The ESI often
can be found in another source.  The massive scope of electronic
information, further, means that ample information for effective
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litigation often remains available even when it is not possible to
know with certainty what information was contained in the lost
source.

Having recognized the common law duty to preserve, the rule as
published and the current recommended rule focus on the measures a
court may take to address a failure to preserve ESI that should
have been preserved. The published proposal divided these measures
into two categories — "curative measures" and "sanctions." As
explained below, many comments criticized this distinction and its
implementation. The revised proposal further develops the approach
to curative measures by distinguishing between measures that are no
greater than necessary to cure a loss of information without any
finding of prejudice, and measures that are no greater than
necessary to cure the prejudice when prejudice is found. The
provisions for "sanctions" are revised by omitting any reference to
that word, which appears in other rules, such as Rule 11 and Rule
37. Many of the steps that might be described as sanctions remain
available when appropriate as curative measures. The most severe
measures, however, are limited to cases in which the court finds
"that the party acted with the intent to deprive another party of
the information’s use in the litigation." These measures include
the "case-terminating" orders dismissing an action or entering a
default judgment, as well as the court’s presumption that the lost
information was unfavorable to the party who lost it, and an
adverse-inference jury instruction.

The published proposal included a non-exclusive list of
factors to be considered in determining whether a party failed to
preserve information that should have been preserved, and whether
the failure was "willful or in bad faith" as generally required for
"sanctions." The value of any list of factors has been vigorously
debated, and the wisdom of several of the factors also has been
questioned. The Subcommittee's proposal carries forward a list of
factors in rule text, but some Subcommittee members believe the
list should be moved to the Committee Note.  This will be an issue
to address at the April meeting. Preservation of ESI remains a very
complex subject, and one that continues to evolve. The list may
help potential litigants make reasonable preservation decisions,
may help counsel frame effective arguments, and may help courts to
understand and respond to the arguments. On the other hand, it may
be better to address the factors only in the Committee Note.  The
proposed amendment therefore has brackets around the rule and Note
"factors" provisions.

The Rule in Detail

Limiting the Rule to ESI

As shown above, the present proposal changes the opening
clause of Rule 37(e) by deleting "discoverable" and substituting
"electronically stored": " * * * failed to preserve discoverable
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electronically stored information * * *."

The invitation to comment asked whether the proposed rule
should be limited to ESI.  The public comment was mixed on this
issue, and a significant number of comments endorsed a rule that
was not so limited.  Nonetheless, the Subcommittee recommends that
the rule as adopted be limited to ESI.  That is the subject that
launched this venture in the first place, and it clearly is the
subject which most requires uniform guidance.  The Subcommittee's
review of numerous cases caused it to conclude that the law of
spoliation for non-ESI is well developed and long-standing, and
should not be supplanted without good reason.  The Subcommittee
heard little complaint about this body of law as applied to
information other than ESI, and concluded that it should be left
undisturbed by a new rule designed to address the unprecedented
challenges presented by ESI.

The Subcommittee recognizes that its recommendation to confine
Rule 37(e) to failure to preserve electronically stored information
could be debated.  Some contend that there is no principled basis
for distinguishing ESI from other forms of evidence, such as hard-
copy documents, at least in terms of the approaches set out in Rule
37(e). But repeated efforts have shown that it is very difficult to
craft a rule that deals with failure to preserve tangible things.
The classic case is Silvestri v. General Motors Corp., 271 F.3d 583
(4th Cir.2001), involving loss of a wrecked automobile after the
plaintiff’s expert had inspected it but before the manufacturer had
an opportunity to inspect it. The published proposal -- which was
not limited to ESI -- sought to accommodate this sort of event by
allowing "sanctions" if a party’s actions in failing to preserve
information "irreparably deprived a party of any meaningful
opportunity to present or defend against the claims in the
litigation." This provision drew many comments suggesting that it
opened the door to avoiding the limits otherwise imposed on
"sanctions." Limiting the new rule to ESI avoids this complication.

In addition, there are some practical distinctions between ESI
and other kinds of evidence.  ESI is created in volumes previously
unheard of and often is duplicated in many places.  The potential
consequence from its loss in one location often will be less severe
than the loss of tangible evidence.  ESI also is deleted or
modified on a regular basis, frequently with no conscious action on
the part of the person or entity that created it -- another
distinction from tangible evidence.  Further, the Committee is
responding to civil litigation challenges that arise from ESI, not
from other forms of evidence.  These practical distinctions, the
difficulty of writing a rule that covers all forms of evidence, and
an appropriate respect for the spoliation law that has developed
over centuries to deal with the loss of tangible evidence, all
persuade the Subcommittee that the new Rule 37(e), like the present
Rule 37(e), should be limited to ESI.
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The Subcommittee recognizes that the dividing line between ESI
and other evidence may in some instances be unclear.  But the
Subcommittee concludes that courts are well equipped to deal with
this dividing line on a case-by-case basis, and that the reasons
for limiting the rule to ESI outweigh the potential complication
presented by this issue.

(e)(1)

The published proposal provided for curative measures in
(e)(1)(A): "the court may: (A) permit additional discovery, order
curative measures, or order the party to pay the reasonable
expenses, including attorney’s fees, caused by the failure."

The recommended proposal divides the published proposal into
two parts. The first, (e)(1), focuses on loss of information
without any need to consider whether the loss caused prejudice.
(Curing prejudice is addressed in proposed (e)(2).) New (e)(1)
provides that the court may:

Order measures no greater than necessary to cure the loss
of information, including permitting additional
discovery; requiring the party to produce information
that would otherwise not be reasonably accessible; and
ordering the party to pay the reasonable expenses caused
by the loss, including attorney’s fees.

This provision makes clear that the court's first concern
should be to cure the loss of the ESI that should have been
preserved.  It provides that the measures be no greater than
necessary to cure the loss. This refinement responds to repeated
urgings during the public comment period that a "least severe
sanction" limitation be included in the rule.

This limit does not mean that the court must persist in
pursuing measures until it is assured that the loss has been
entirely cured. Instead, it means that the court cannot adopt
measures greater than those necessary to cure the loss. Successful
efforts to overcome the loss may resolve the prejudice question
before it need be addressed.

The word "including" is added to make clear that the examples
in rule text are not the only curative measures available to
address a loss of information. The Committee Note published with
the original proposal offered other examples that are carried
forward in the revised Committee Note, including requiring the
party that failed to preserve information to restore or obtain the
lost information, or to develop substitute information that the
court would not have ordered the party to create but for the
failure to preserve. The added example of producing information
that otherwise would not be reasonably accessible is moved from the
published Committee Note to the new proposed rule text. And, as
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with the published proposal, the Committee Note says that a failure
to preserve may justify discovery that otherwise would be precluded
under the proportionality analysis of proposed Rule 26(b)(1) and
(2).

(e)(2)

Subdivision (e)(2) also grows out of the published curative
measures provision, but also reflects the revision of the published
provision for "sanctions." It puts a separate focus on curative
measures designed to cure prejudice. The court may:

Upon a finding of prejudice to another party from the
loss of information, order measures no greater than
necessary to cure the prejudice.

The published proposal mentioned prejudice only in addressing
"sanctions," and then conditioned sanctions on a finding of
"substantial prejudice" coupled with willfulness or bad faith. 
Alternatively, absent a finding of willfulness or bad faith,
sanctions would be permitted if the loss "irreparably deprived a
party of any meaningful opportunity to present or defend against
the claims in the litigation."  The difficulties presented by
"substantial prejudice," "willful or in bad faith," and
"irreparably deprived of any meaningful opportunity" were the
subjects of many comments.

The (e)(2) proposal preserves broad trial court discretion to
cure prejudice caused by the loss of ESI that cannot be remedied by
the measures in (e)(1).  Like (e)(1), it adds a limit urged by many
of the comments -- that the measures be no greater than necessary
to cure the prejudice. As the Note makes clear, a court is not
required to exhaust all possibilities of curing prejudice.

The court must find prejudice to order corrective measures
under (e)(2), but this proposal does not say which party bears the
burden of proving prejudice.  Many comments raised concerns about
assigning such burdens, and this rule does not do so, a point
emphasized in the Note.  Each party is responsible for providing
such information and argument as it can. The court may draw on its
experience in addressing this or similar issues, and may ask one or
another party, or all parties, for further information.

Because this proposal departs from the published version’s
approach of limiting all sanctions under Rule 37(b)(2)(A) to a
showing of substantial prejudice and bad faith, it preserves the
trial court’s ability to use some of the Rule 37(b)(2)(A) measures
to cure prejudice.  For example, in cases of serious prejudice, a
court may preclude a party from presenting evidence or deem some
facts as having been established. See Rule 37(b)(2)(A)(i), (ii).
The proposed rule does not attempt to draw fine distinctions as to
the measures a trial court may use to cure prejudice under (e)(2),
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but instead limits those measures in three more general ways –
curative measures under (e)(2) require a finding of prejudice, the
measures must be no greater than necessary to cure the prejudice,
and the court may not impose the severe measures limited by (e)(3)
unless it makes a finding that the party acted with the intent to
deprive another party of the information's use in the litigation.

(e)(3)

Under the published proposal, the court could:

(B) impose any sanction listed in Rule 37(b)(2)(A) or
give an adverse-inference jury instruction, but only if
the court finds that the party’s actions:

(i) caused substantial prejudice in the litigation
and were willful or in bad faith; or

(ii) irreparably deprived a party of any meaningful
opportunity to present or defend against the
claims in the litigation.

The revision proposed by new (e)(3) makes many changes in
response to difficulties and potential confusions highlighted by
the public comments. Under it, the court may:

(3) Only upon a finding that the party acted with the intent
to deprive another party of the information’s use in the
litigation:

(A) presume that the lost information was unfavorable to
the party;

(B) instruct the jury that it may or must presume the
information was unfavorable to the party; or 

(C) dismiss the action or enter a default judgment.

Any reference to "sanctions," or to Rule 37(b)(2)(A) as a
source of sanctions, is deleted.  One concern is that labeling any
measure as a "sanction" generates overtones of professional
responsibility and of censure. Another concern is that the
sanctions listed in Rule 37(b)(2)(A) are justifiably called
sanctions in that provision because they result from disobeying a
court order, whereas the same measures in other settings might
rightly be viewed as curative rather than punitive.  Some of the
(b)(2)(A) sanctions, further, seem inapposite to failure to
preserve information in the absence of a court order — for example,
(iv) "staying further proceedings until the order is obeyed" and
(vii) contempt.
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Further questions were raised by the references in the
published draft to "substantial prejudice" and "willful or in bad
faith." The invitation for comment asked whether these terms should
be further defined in the rule text. Many comments urged that
further definitions should be adopted. Particularly forceful
comments addressed "willful." Depending on the context, "willful"
has been defined by courts in many different ways. Under some
definitions, willfulness could be found from an act intentionally
done even though there was no thought about the effect on
information that should be preserved for anticipated or pending
litigation. A party, for example, might "willfully" trade in a
smart phone without any thought about preserving the information
stored in it. Nor did "bad faith" entirely escape criticism.

As noted earlier, published (e)(1)(B)(ii) drew particular
criticism on the ground that it risked undoing the attempt in (i)
to limit "sanctions" to circumstances of substantial prejudice and
either willfulness or bad faith. "[I]rreparably deprived" and "any
meaningful opportunity to present or defend against the claims in
the litigation" were said to lie in the eye of the beholder. A
judge who is not prepared to find willfulness or bad faith might
seize on these phrases to justify sanctions in circumstances not
covered by what was intended to be a very narrow exception to the
requirements of substantial prejudice and willfulness or bad faith.

These concerns also affect the use of an adverse-inference
jury instruction. In the universe of instructions for spoliation or
withholding evidence, the most forceful tells the jury it must
decide the case on the assumption that the lost information was
unfavorable to the party who lost it. This presumption follows
logically from the loss only if the party intended to deprive
another party of the information’s use in the litigation.

The Subcommittee’s analysis of existing cases also shed light
on the use of adverse inference instructions. Such instructions
historically have been based on a logical conclusion – when a party
destroys evidence for the purpose of preventing another party from
using it in litigation, one reasonably can infer that the evidence
was unfavorable to the destroying party. Why else would the party
have destroyed it? Some courts hold to this traditional rationale
and limit adverse inference instructions to instances of bad faith
loss of the information.  See, e.g., Aramburu v. Boeing Co., 112
F.3d 1398, 1407 (10th Cir. 1997) (“The adverse inference must be
predicated on the bad faith of the party destroying the records.
Mere negligence in losing or destroying records is not enough
because it does not support an inference of consciousness of a weak
case.”)(citations omitted). 

Circuits that permit adverse inference instructions on a
showing of negligence or gross negligence adopt a different
rationale – that the adverse inference restores the evidentiary
balance, and that the party that lost the information should bear
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the risk that it was unfavorable. See, e.g., Residential Funding
Corp. v. DeGeorge Finan. Corp., 306 F.3d 99 (2d Cir. 2002).
Although not without some logical appeal, the Subcommittee has
several concerns with this approach when applied to ESI.  First,
negligently lost information may have been favorable or unfavorable
to the party that lost it.  Consequently, an adverse inference may
do far more than restore the evidentiary balance; it may tip the
balance in ways the lost evidence never would have.  Second, in a
world where ESI is more easily lost than tangible evidence,
particularly by unsophisticated parties, the sanction of an adverse
inference instruction imposes a heavy penalty for losses that are
likely to become increasingly frequent as ESI multiplies
exponentially and moves to the “cloud.”  Third, permitting an
adverse inference for negligence creates powerful incentives to
over-preserve, often at great cost.  Fourth, as noted above, the
ubiquitous nature of ESI and the fact that it often may be found in
many locations presents less risk of severe prejudice from
negligent loss than may be present due to the loss of tangible
things or hard-copy documents.

These reasons have caused the Subcommittee to conclude that
the circuit split, at least with respect to ESI, should be resolved
in favor of the traditional reasons for an adverse inference.  ESI-
related adverse inferences drawn by courts when ruling on motions
for summary judgment, deciding sanctions motions, or ruling in
bench trials, and adverse inference jury instructions, should be
limited to cases where the party who lost the ESI did so with an
intent to deprive the opposing party of its use in the litigation.

Thus, the measures described in (e)(3) can be taken only on
finding that the party who failed to preserve information "acted
with the intent to deprive another party of the information’s use
in the litigation." This extends the logic of the mandatory
adverse-inference instruction to embrace as well the still more
severe sanctions of dismissal or default. The Subcommittee has
thought it anomalous to allow dismissal or default in circumstances
that do not justify the instruction.

A difficult drafting issue presented by (e)(3) arises from the
multiplicity of instructions that may be available to guide a
jury’s consideration of a failure to preserve ESI.  Subdivision
(e)(3) covers any instruction that directs or permits the jury to
infer from the loss of information that the information was in fact
unfavorable to the party that lost it.  The subdivision does not
apply to jury instructions that do not involve such an inference or
to conclusions that jurors may draw from evidence presented at
trial.  For example, it would not prohibit a court, in appropriate
circumstances, from allowing the parties to present evidence and
argument to the jury concerning the loss of information.  Nor would
it bar a court form instructing a jury that it may determine from
evidence presented during the trial -- as opposed to inferring from
the loss of information alone -- whether lost information was
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favorable or unfavorable to positions in the litigation.  These
measures would be available under subdivision (e)(2) if no greater
than necessary to cure prejudice.  In addition, subdivision (e)(3)
does not limit the discretion of courts to give traditional missing
evidence instructions based on a party's failure to present
evidence it has in its possession at the time of trial.

(e)(4) Factors

The question whether rule text should include an illustrative
list of factors to guide exercise of discretion conferred by the
general text provisions arises continually. Proposed (e)(4) is
brought forward in brackets to make clear the choice that must be
made.

The arguments against lists of factors are familiar. The list
may be mistaken as exclusive, never mind that the rule says "all
factors" and "The factors include." Or the list may become a
routine set of items to be checked off, approached without
sufficient care. Or the enumerated factors themselves may be less
important than other factors omitted from the examples, either when
the rule is adopted or as the world changes — and changes in the
world of electronically stored information are notoriously rapid.
Or a wisely chosen list of factors may be expressed poorly. Or
confusion may arise from the proper use of factors that bear
differently on different determinations. The reasonableness of
efforts to preserve information, for example, may have scant
bearing in determining whether the loss caused prejudice — at most,
there is a common element in the apparent importance of the
information. For reasons like these it is common experience to
begin with rule drafts that list factors, then to demote the
factors to discussion in a Committee Note, and perhaps to take the
final step of expunging all references to suggested factors for
decision.

A list of factors for decision, on the other hand, may provide
valuable guidance to courts and parties approaching complex
questions, particularly when acting in an environment that changes
as rapidly as practices change in the electronic storage of
information. The Subcommittee recommends that the Committee
consider whether to carry forward in the revised rule a provision
that tracks, with some changes, the factors listed in the published
proposal:

(4) In applying Rule 37(e), the court should consider all
relevant factors, including:

(A)  the extent to which the party was on notice that
litigation was likely and that the information
would be relevant;
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(B) the reasonableness of the party’s efforts to
preserve the information;

(C)  the proportionality of the preservation efforts to
any anticipated or ongoing litigation; and

(D) whether, after commencement of the action, the
party timely sought the court's guidance on any
unresolved disputes about preserving discoverable
information.

This version addresses the factors to application of all of
revised 37(e). Factors (A), (B), and (C) are carried forward
unchanged from the published proposal, although proportionality,
now listed as factor (C), was published as factor (D). Factor (D)
in the revised version was published as factor (E); it has been
revised by adding "after commencement of the action," to dispel the
implication that a party might seek guidance from a court before an
action is filed.  Factor (C) in the published draft -- focusing on
demands for preservation -- has been removed.  It received
considerable negative commentary during the public comment period,
and a mention of the possible role of such demands has been added
to the Note.

Subcommittee members who favor including the factors in the
rule believe they would be helpful to parties and judges in
addressing the loss of ESI.  They also believe the factors would
provide some guidance to those called upon to make preservation
decisions before litigation commences. They would at least identify
some of the factors a judge may someday consider in judging the
party’s preservation efforts.

Were the factors removed from the rule, at least portions of
the Note discussion of them could be relocated into the Note
discussion of the provision in the rule related to failure to
preserve electronically stored information that should have been
preserved.  But as noted above, the question whether such a
discussion is adequate in the Note (where it may not receive
attention from all lawyers, and therefore not be called to the
attention of all judges) is open to debate.

Acts of God

The published version attempted to address a concern raised by
the Standing Committee – whether the rule would permit sanctions to
be imposed for events outside the party’s control. The example
given was the destruction of a hospital’s computer records by
flooding from SuperStorm Sandy. The published draft met this
problem by providing for "sanctions" only if "the party’s actions"
caused the loss. The same protection exists in the current
recommendation. The new rule applies only when a party fails to
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preserve information that should have been preserved, and the
Committee Note makes clear that loss of information due to a cause
outside the party’s control does not constitute a failure by the
party to preserve the information. 

Replacing Present Rule 37(e)

Answering a question raised in the invitation for public
comment, the Subcommittee recommends that present Rule 37(e) be
replaced in its entirety by the revised proposal, as intended for
the published proposal.

The present rule addresses only a failure to provide
electronically stored information "lost as a result of the routine,
good-faith operation of an electronic information system." It
generally excludes "sanctions under these rules," but allows such
sanctions in "exceptional circumstances." It does not address any
other measures a court may take to address the loss of information,
even if occasioned by the routine, good-faith operation of an
electronic information system. Inherent power, and the authority
conferred by Rules 16 and 26, could readily justify any measures
available under the proposed rule, and perhaps more. The proposed
rule, moreover, supersedes reliance on inherent power to adopt
measures it does not authorize. There is no further use for present
Rule 37(e), and its retention could cause confusion in applying the
proposed new rule.
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Proposed Rule 37(e)

Rule 37.  Failure to Make Disclosures or to Cooperate in
Discovery; Sanctions

* * * * *
1

(e) FAILURE TO PRESERVE PROVIDE ELECTRONICALLY STORED INFORMATION. Absent2
exceptional circumstances, a court may not impose sanctions3
under these rules on a party for failing to provide4
electronically stored information lost as a result of the5
routine, good-faith operation of an electronic information6
system.  If a party failed to preserve electronically stored7
information that should have been preserved in the8
anticipation or conduct of litigation, the court may:9

10
(1) Order measures no greater than necessary to cure the loss11

of information, including permitting additional12
discovery; requiring the party to produce information13
that would otherwise not be reasonably accessible; and14
ordering the party to pay the reasonable expenses caused15
by the loss, including attorney’s fees.16

17
(2) Upon a finding of prejudice to another party from loss of18

the information, order measures no greater than necessary19
to cure the prejudice.20

21
(3) Only upon a finding that the party acted with the intent22

to deprive another party of the information’s use in the23
litigation:24

25
(A) presume that the lost information was unfavorable26

to the party;27
28

(B) instruct the jury that it may or must presume the29
information was unfavorable to the party; or 30

31
(C) dismiss the action or enter a default judgment.32

33
[(4) In applying Rule 37(e), the court should consider all34

relevant factors, including:35
36

(A) the extent to which the party was on notice that37
litigation was likely and that the information38
would be relevant;39

40
(B) the reasonableness of the party’s efforts to41

preserve the information;42
43

(C) the proportionality of the preservation efforts to44
any anticipated or ongoing litigation; and45
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(D) whether, after commencement of the action, the46
party timely sought the court's guidance on any47
unresolved disputes about preserving discoverable48
information.]

COMMITTEE NOTE
1

Present Rule 37(e), adopted in 2006, provides: "Absent2
exceptional circumstances, a court may not impose sanctions under3
these rules on a party for failing to provide electronically stored4
information lost as a result of the routine, good-faith operation5
of an electronic information system." This limited rule has left6
the way open for federal courts to resolve problems of preservation7
— and loss — of electronic information.8

9
At the same time, the continued exponential growth in the10

volume of such information, and the increasing dispersion of11
devices that generate, store, and discard electronic information,12
have greatly increased the time, money, and effort expended before13
and during civil litigation on the preservation, management,14
review, and loss of such information. Some specific problems have15
been identified. Federal circuits have established significantly16
different standards for imposing sanctions or curative measures on17
parties who fail to preserve electronically stored information.18
This not only produces different outcomes in different courts for19
the same conduct, it also drives persons and entities to over-20
preserve because they must assume that their preservation efforts21
will be judged by the most stringent standard of the various courts22
in which they might be sued. In addition, the greater availability23
of sanctions in some courts has encouraged the filing of sanctions24
motions for tactical purposes, increasing the cost and complexity25
of civil litigation. Because of these and related problems, many26
have urged the Committee to adopt a uniform approach to the loss of27
electronically stored information.28

29
Present rule 37(e) no longer provides suitable guidance to30

resolve these problems. It addresses only "sanctions" "under these31
rules," providing no guidance for the exercise of inherent32
authority. It is limited to losses caused by the "routine, good-33
faith operation" of an electronic information system, without34
addressing losses caused by other means.  35

36
New Rule 37(e) replaces the 2006 rule. The new rule provides37

guidance for measures to be taken when information that should have38
been preserved is lost, something not addressed in the present39
rule. Loss of information through the routine, good-faith operation40
of an electronic information system — the only topic addressed in41
the present rule — will not support any curative measures under the42
new rule if it occurs before a duty to preserve arises. If it43
occurs after such a duty arises, a court can address the loss44
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through measures designed to cure the loss of the information,45
measures that were also available under the present rule as the46
2006 Committee Note makes clear.47

48
The new rule also directs that such measures be no greater49

than necessary to cure prejudice resulting from the loss. Although50
these curative measures could in other contexts be viewed as51
"sanctions," and therefore may not generally have been available52
under the 2006 rule, they would be available under that rule in53
"exceptional circumstances." The new rule provides clearer guidance54
for the imposition of curative measures than the broad "exceptional55
circumstances" phrase. In addition, the new rule makes clear that56
severe measures such as adverse-inference instructions, dismissal,57
or default are available only if the court finds the information58
was lost with the intent to deprive another party of the59
information's use in the action.60

61
Amended Rule 37(e) applies to loss of discoverable information62

"that should have been preserved in the anticipation or conduct of63
litigation."  This preservation obligation has been recognized by64
many court decisions. Rule 37(e) is based on this common-law duty;65
it does not attempt to create a new duty to preserve. The duty to66
preserve may in some instances be triggered or clarified by a court67
order in the case. Preservation orders may become more common, in68
part because Rules 16(b)(3)(B)(iii) and 26(f)(3)(C) are amended to69
encourage discovery plans and orders that address preservation.70
Violation of a court order is subject to all measures and sanctions71
that may be invoked for violating an order; Rule 37(e) addresses72
only the measures to be taken outside a preservation order. [Rule73
37(e)(4) identifies several of the factors that should be74
considered in determining, in the circumstances of a particular75
case, when a duty to preserve arose and what information should76
have been preserved.]77

78
Because Rule 37(e) applies only when a party has failed to79

preserve information that should have been preserved in the80
anticipation or conduct of litigation, it does not apply when81
information is lost before a duty to preserve arises. Nor does it82
apply when information is lost after such a duty arises, but not83
from the party’s failure. For example, the information may not be84
in the party’s control. Or information the party has preserved may85
be destroyed by events outside the party’s control — the computer86
room may be flooded, a "cloud" service may fail, a malign software87
attack may disrupt a storage system, and so on. Assuming the party88
acted reasonably, the new rule does not apply to such situations89
because it cannot be said that the party was responsible for the90
failure to preserve the information, but neither does the new rule91
impede a court’s power to deal with such losses of information92
through traditional case-management powers under Rules 16 and 26.93

94
The amended rule authorizes and specifies a graduated series95

of measures a court may employ if information that should have been96
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preserved is lost, and specifies the findings necessary to justify97
these measures. It therefore forecloses reliance on inherent98
authority or state law to determine when certain measures should be99
used. But the rule does not affect the validity of an independent100
tort claim for spoliation if applicable state law authorizes the101
claim. The cognizability of such a claim in federal court is102
governed by the applicable substantive law, not Rule 37(e).103

104
Rule 37(e) continues to address only the failure to preserve105

electronically stored information. The widespread problems that106
have been pressed on the Committee all arise from electronically107
stored information. The problems may be distinguished from other108
forms of information by sheer — often staggering — volume; the109
nearly inevitable failure of even the most carefully designed110
preservation efforts to preserve everything that, in hindsight,111
"should have been" preserved; and the prospect that the very112
proliferation of electronically stored information means that the113
information in a particular lost source may well have close or114
exact substitutes. Courts appear to have resolved problems arising115
from failures to preserve other forms of information by suitable116
means.117

118
The new rule is structured to focus attention on three119

different purposes for taking measures to respond to a failure to120
preserve electronically stored information that should have been121
preserved in the anticipation or conduct of litigation. One122
purpose, reflected in (e)(1), is to permit measures no greater than123
necessary to cure the loss of information, including measures that124
might recreate the information or develop adequate substitutes. A125
second purpose, reflected in (e)(2), is to determine whether the126
loss caused prejudice, to assess the severity of the prejudice, and127
to take measures no greater than necessary to cure the prejudice.128
A third purpose, reflected in (e)(3), is to specify measures129
available when a party failed to preserve information with the130
intent to deprive another party of the information’s use in the131
litigation. These purposes may be approached in sequential steps,132
but even then they may overlap. A measure that effectively replaces133
or substitutes for lost information, for example, avoids the need134
to consider the prejudice that might result if the measure had135
failed. And in some cases the circumstances will justify going136
straight to measures to cure prejudice when the lost information137
cannot be recovered.138

139
Subdivision (e)(1).  When the court concludes that a party140

failed to preserve information that should have been preserved in141
the anticipation or conduct of litigation, it may employ measures142
to cure the loss of information.  The rule authorizes measures "no143
greater than necessary" to cure the loss of information, and144
provides a non-exhaustive list of examples.  These include145
permitting additional discovery that would not have been allowed146
had the party preserved information as it should have.  Similarly,147

April 10-11, 2014 Page 65 of 80



19
41037E.WPD

discovery might be ordered under Rule 26(b)(2)(B) from sources of148
electronically stored information that are not reasonably149
accessible because of undue burden or cost.  More generally, the150
fact that a party has failed to preserve information may justify151
discovery that otherwise would be precluded under the152
proportionality analysis of Rule 26(b)(1) and (2)(C).153

154
In addition to, or instead of, ordering further discovery, the155

court may order other curative measures, such as requiring the156
party that failed to preserve information to restore or obtain the157
lost information, or to develop substitute information that the158
court would not have ordered the party to create but for the159
failure to preserve.  The court may also require the party that160
failed to preserve information to pay another party's reasonable161
expenses, including attorney fees, caused by the failure to162
preserve.  Such expenses might include, for example, discovery163
efforts caused by the failure to preserve information.  164

165
The authority established by subdivision (e)(1) does not mean166

that the court is required to make every order that might replace167
or substitute for lost information, even if a first attempt or168
multiple attempts fail. Although it may be impossible to know169
exactly what the lost information was — it is not truly lost if an170
exact duplicate exists — proportionality is as important here as171
elsewhere. A sense that the lost information likely was not172
important, particularly when much information is available from173
other sources, may justify accepting the loss and moving on with174
the case. On the other hand, a sense that the information may have175
been important may justify an order for additional measures no176
greater than necessary to attempt to cure the loss.177

178
Subdivision (e)(2).  This subdivision authorizes measures to179

cure demonstrated prejudice resulting from loss of information.  If180
the measures to cure the loss of information authorized by Rule181
37(e)(1) are effective, resort to these measures should be182
unnecessary.183

184
Resort to these measures is authorized "[u]pon a finding of185

prejudice to another party from loss of the information."  The rule186
does not place a burden of proving or disproving prejudice on one187
party or the other.  Determining the content of lost information188
may be a difficult task in some cases, and placing the burden of189
proving prejudice on the party that did not lose the information190
may be unfair.  In other situations, however, the content of the191
lost information may be fairly evident or the abundance of192
preserved information may appear sufficient to meet the needs of193
all parties.  Requiring the party seeking curative measures to194
prove that loss of the information caused prejudice may be195
reasonable in such situations.  The rule leaves judges with196
discretion to determine how best to assess prejudice in particular197
cases.  198
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Once a finding of prejudice is made, the court is authorized199
to employ additional measures "no greater than necessary to cure200
the prejudice."  The range of such measures is quite broad if they201
are necessary for this purpose.  The rule provides that the measure202
should be no greater than necessary to cure the prejudice, but203
there is no all-purpose hierarchy of the severity of various204
measures.  The severity must be calibrated by the effect on the205
particular case.206

207
In an appropriate case, it may be that very serious measures208

are necessary to cure substantial prejudice found by the court,209
such as forbidding the party that failed to preserve information210
from putting on certain evidence or supporting certain claims or211
defenses, permitting the parties to present evidence and argument212
to the jury regarding the loss of information, or giving jury213
instructions other than those limited by subdivision (e)(3) as214
discussed below. Care should be taken, however, to ensure that215
curative measures under subdivision (e)(2) do not have the effect216
of dismissal or default, measures that are permitted under217
subdivision (e)(3) only on a finding of intent to deprive another218
party of the lost information’s use in the litigation.219

220
As with subdivision (e)(1), authority to order measures no221

greater than necessary to cure prejudice caused by a loss of222
information does not require the court to adopt measures calculated223
to cure every possible prejudicial effect. Assessments of prejudice224
often will be uncertain. The power to attempt a cure does not225
impose a requirement that all prejudice be cured, nor adoption of226
every measure that might reasonably be employed. Much is entrusted227
to the court’s discretion.228

229
Subdivision (e)(3).  This subdivision authorizes courts to use230

specified and very severe measures to address or deter failures to231
preserve electronically stored information, but only on finding232
that the party that lost the information acted with the intent to233
deprive another party of the information’s use in the litigation. 234
It is designed to provide a uniform standard in federal court for235
use of these serious measures when addressing failure to preserve236
electronically stored information.  It rejects cases such as237
Residential Funding Corp. v. DeGeorge Financial Corp., 306 F.3d 99238
(2d Cir.2002), that have authorized the giving of adverse-inference239
instructions on a finding of negligence or gross negligence.240

241
Adverse-inference instructions were developed on the premise242

that a party’s intentional destruction of evidence to prevent its243
use in litigation gives rise to a reasonable inference that the244
evidence was unfavorable to the destroying party. Negligent or even245
grossly negligent behavior does not logically support that246
inference. Information lost through negligence may have been247
favorable to either party, including the party that lost it, and248
inferring that it was unfavorable to that party may tip the balance249

April 10-11, 2014 Page 67 of 80



21
41037E.WPD

at trial in ways the lost information never would have.  Although250
some courts have reasoned that the party that lost the information251
should bear the risk that it was unfavorable, and therefore may be252
subjected to an adverse-inference instruction for mere negligence,253
the Committee is persuaded that such reasoning should not apply to254
electronically stored information.  Such information is easily255
lost, particularly by unsophisticated parties who possess ever-256
increasing amounts of it from everyday activities such as using a257
phone, sending electronic messages, participating in social media,258
or even driving a car. The better rule for the negligent loss of259
electronically stored information, in the Committee’s view, is to260
preserve a broad range of measures to cure prejudice caused by its261
loss, but to limit the most severe sanctions to instances of262
intentional loss or destruction.263

264
Similar reasons apply to limiting the court’s authority to265

presume or infer that the lost information was unfavorable to the266
party who lost it. Some cases permit courts to infer lost267
information was unfavorable to a negligent party when deciding what268
measures to impose on that party or when ruling on motions for269
summary judgment.  In addition, judges presiding at bench trials270
may be called upon to make decisions in light of lost information. 271
Subdivision (e)(3) limits the ability of courts to engage in272
adverse inferences based on the loss of information, permitting273
such inferences only when a court finds that the information was274
lost with the intent to prevent its use in litigation.275

276
The measures authorized in subdivision (e)(3) are limited to277

instances of intentional conduct for another reason. The committee278
has been credibly informed that persons and entities seeking to279
preserve electronically stored information in anticipation of280
litigation are driven to preserve virtually all such information,281
often at great cost, out of fear that they may be subjected to282
adverse-inference instructions if something is lost and their283
actions are later judged, by hindsight, to have been negligent. One284
intent of the original Rule 37(e) was to assure potential parties285
that they could not be sanctioned "under these rules" for good286
faith conduct. The limitation of (e)(3) similarly assures potential287
parties that they will not be subjected to adverse-inference288
instructions or to the case-terminating sanctions of dismissal or289
default unless they engage in the kind of conduct that has long290
formed the premise for an adverse inference – intentional loss or291
destruction of information to prevent its use in litigation.292
Because potential parties can be subjected under (e)(2) to293
significant measures designed to cure any prejudice caused by their294
loss of information, the limitations of (e)(3) should not have the295
effect of encouraging negligent or sloppy preservation practices.296

297
Subdivision (e)(3) does not limit the ways in which a court298

may arrive at a finding of intentional conduct.  Intent is rarely299
proved by direct evidence, and a court has substantial leeway to300
determine intent through circumstantial evidence, witness301
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credibility, and other relevant factors.302
303

Subdivision (e)(3) applies to jury instructions that permit or304
require the jury to presume or infer that lost information was305
unfavorable to the party that lost it.  Thus, (e)(3) covers any306
instruction that directs or permits the jury to infer from the loss307
of information that the information was in fact unfavorable to the308
party that lost it.  The subdivision does not apply to inferences309
that may be drawn from evidence introduced during a trial or jury310
instructions that do not involve such an inference. For example, it311
would not prohibit a court, in an appropriate case, from allowing312
the parties to present evidence and argument to the jury concerning313
the loss of information.  Nor would it bar a court from instructing314
a jury that it may determine from evidence presented during the315
trial – as opposed to inferring from the loss of information alone316
– whether lost information was favorable or unfavorable to317
positions in the litigation.  These measures would be available318
under subdivision (e)(2) if no greater than necessary to cure319
prejudice.  In addition, subdivision (e)(3) does not limit the320
discretion of courts to give traditional missing evidence321
instructions based on a party’s failure to present evidence it has322
in its possession at the time of trial.  323

324
Finding an intent to deprive another party of the lost325

information’s use in the litigation does not require a court to326
adopt any of the measures listed in subdivision (e)(3). The court327
may instead adopt less severe measures designed to cure the328
prejudice, if any, or otherwise to address the party's conduct.329

330
[Subdivision (e)(4). Subdivision (e)(4) lists factors that331

bear on the court’s determination whether a party lost information332
that should have been preserved in the anticipation or conduct of333
litigation, and in application of the measures authorized in334
subdivision (e)(1), (2), and (3). They are open-ended and335
interdependent, and each is more likely to bear on some336
considerations than on others.337

338
The list of factors in (e)(4) is not exclusive. A339

determination that information not preserved reasonably appeared to340
be cumulative with materials that were preserved, for example,341
bears on whether the failure to preserve was reasonable, whether342
overall preservation efforts were proportional, and whether any343
significant prejudice flowed from the failure to preserve.344

345
The first factor is the extent to which the party was on346

notice that litigation was likely and that the information lost347
would be relevant in that litigation.  A variety of events may348
alert a party to the prospect of litigation.  But often these349
events provide only limited information about that prospective350
litigation, so that the scope of information that should be351
preserved may remain uncertain. It is important not to be blinded352
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to this reality by hindsight arising from familiarity with an353
action as it is actually filed. Nor should prelitigation requests354
that a potential adversary preserve information control. Although355
such requests may provide useful guidance on what information may356
be relevant to the issues that may arise if litigation is filed, a357
potential party may reasonably whittle down overbroad requests, or358
even plan preservation without paying attention to a manifestly359
extravagant request. 360

361
The second factor focuses on the reasonableness of what the362

party did to preserve information after the prospect of litigation363
arose.  The party's issuance of a litigation hold is often364
important on this point.  But it is only one consideration, and no365
specific feature of the litigation hold — for example, a written366
rather than an oral hold notice — is dispositive.  Instead, the367
scope and content of the party's overall preservation efforts368
should be considered.369
 370

One focus would be on the extent to which a party should371
appreciate that certain types of information might be relevant in372
the litigation, and also what it knew, or should have known, about373
the likelihood of losing information if it did not take steps to374
preserve.  The court should be sensitive to the party's375
sophistication with regard to litigation in evaluating preservation376
efforts; some litigants, particularly individual litigants, may be377
less familiar with preservation obligations than other litigants378
who have considerable experience in litigation.379

380
Although the rule focuses on the common-law obligation to381

preserve in the anticipation or conduct of litigation, courts may382
sometimes consider whether there was an independent requirement383
that the lost information be preserved. Such requirements arise384
from many sources — legislation, administrative regulations, an385
order in another case, or a party’s own information-retention386
protocols. The court should be sensitive, however, to the fact that387
such independent preservation requirements may be addressed to a388
wide variety of concerns unrelated to the current litigation. The389
fact that a party failed to observe some other preservation390
obligation does not itself prove that its efforts to preserve were391
not reasonable with respect to a particular case.392

393
The third factor emphasizes proportionality. The initial focus394

should be on the foreseeable information needs of the anticipated395
litigation. But proportionality also is affected by the prospect of396
related litigation. Proportionality may require more extensive397
preservation efforts when other potential or pending litigation398
involves the same information. One injury related to use of a399
product, for example, may not generate the same preservation duties400
as a hundred injuries related to use of the same product. So Rule401
37(e)(4)(C) explains that this calculation should be made with402
regard to "any anticipated or ongoing litigation."403

404
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Making a proportionality determination often depends in part405
on specifics about various types of information involved, and the406
costs of various forms of preservation.  The court should be407
sensitive to party resources; aggressive preservation efforts can408
be extremely costly, and parties (including governmental parties)409
may have limited resources to devote to those efforts.  A party may410
act reasonably by choosing the least costly form of information411
preservation, if it is substantially as effective as more costly412
forms.  It is important that counsel become familiar with their413
clients' information systems and digital data -- including social414
media -- to address these issues.  A party urging that preservation415
requests are disproportionate may need to provide specifics about416
these matters in order to enable meaningful discussion of the417
appropriate preservation regime.418

419
The fourth factor looks to whether the party, once litigation420

was commenced, sought guidance from the court if agreement could421
not be reached with the other parties.  This is not meant to422
encourage premature resort to the court; amendments to Rule423
26(f)(3) direct the parties to address preservation in their424
discovery plan, and amendments to Rule 16(b)(3) invite discussion425
of this subject at the initial case management conference and in426
the scheduling order. Ordinarily the parties' arrangements are to427
be preferred to those imposed by the court.  But if the parties428
cannot reach agreement, they should not forgo available429
opportunities to obtain prompt resolution of the differences from430
the court.]
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APPENDIX
Published Rule 37(e) Amendment Proposal

Rule 37.  Failure to Make Disclosures or to Cooperate in
Discovery; Sanctions

* * * * *

(e) FAILURE TO PROVIDE ELECTRONICALLY STORED INFORMATION.  Absent
exceptional circumstances, a court may not impose sanctions
under these rules on a party for failing to provide
electronically stored information lost as a result of the
routine, good-faith operation of an electronic information
system.

1
(e) FAILURE TO PRESERVE DISCOVERABLE INFORMATION.2

3

(1) Curative measures; sanctions.  If a party failed to4
preserve discoverable information that should have been5
preserved in the anticipation or conduct of litigation,6
the court may:7

8

(A) permit additional discovery, order curative9
measures, or order the party to pay the reasonable10
expenses, including attorney’s fees, caused by the11
failure; and12

13

(B)  impose any sanction listed in Rule 37(b)(2)(A) or14
give an adverse-inference jury instruction, but15
only if the court finds that the party's actions:16

17

(i) caused substantial prejudice in the litigation18
and were willful or in bad faith; or19

20

(ii) irreparably deprived a party of any meaningful21
opportunity to present or defend against the22
claims in the litigation.23

24

(2)  Factors to be considered in assessing a party's conduct. 25
The court should consider all relevant factors in26
determining whether a party failed to preserve27
discoverable information that should have been preserved28
in the anticipation or conduct of litigation, and whether29
the failure was willful or in bad faith.  The factors30
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include:31

32

(A)  the extent to which the party was on notice that33
litigation was likely and that the information34
would be discoverable;35

36

(B)  the reasonableness of the party’s efforts to37
preserve the information;38

39

(C) whether the party received a request to preserve40
information, whether the request was clear and41
reasonable, and whether the person who made it and42
the party consulted in good faith about the scope43
of preservation;44

45

(D)  the proportionality of the preservation efforts to46
any anticipated or ongoing litigation; and47

48

(E)  whether the party timely sought the court's49
guidance on any unresolved disputes about50
preserving discoverable information.51

COMMITTEE NOTE

1

In 2006, Rule 37(e) was added to provide protection against2
sanctions for loss of electronically stored information under3
certain limited circumstances, but preservation problems have4
nonetheless increased.  The Committee has been repeatedly informed5
of growing concern about the increasing burden of preserving6
information for litigation, particularly with regard to7
electronically stored information.  Many litigants and prospective8
litigants have emphasized their uncertainty about the obligation to9
preserve information, particularly before litigation has actually10
begun.  The remarkable growth in the amount of information that11
might be preserved has heightened these concerns.  Significant12
divergences among federal courts across the country have meant that13
potential parties cannot determine what preservation standards they14
will have to satisfy to avoid sanctions.  Extremely expensive15
overpreservation may seem necessary due to the risk that very16
serious sanctions could be imposed even for merely negligent,17
inadvertent failure to preserve some information later sought in18
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discovery.19

20

This amendment to Rule 37(e) addresses these concerns by21
adopting a uniform set of guidelines for federal courts, and22
applying them to all discoverable information, not just23
electronically stored information.  The amended rule is not24
limited, as is the current rule, to information lost due to "the25
routine, good-faith operation of an electronic information system." 26
The amended rule is designed to ensure that potential litigants who27
make reasonable efforts to satisfy their preservation28
responsibilities may do so with confidence that they will not be29
subjected to serious sanctions should information be lost despite30
those efforts.  It does not provide "bright line" preservation31
directives because bright lines seem unsuited to a set of problems32
that is intensely context-specific.  Instead, the rule focuses on33
a variety of considerations that the court should weigh in34
calibrating its response to the loss of information.35

36

Amended Rule 37(e) supersedes the current rule because it37
provides protection for any conduct that would be protected under38
the current rule.  The current rule provides:  "Absent exceptional39
circumstances, a court may not impose sanctions under these rules40
on a party for failing to provide electronically stored information41
lost as a result of the routine, good-faith operation of an42
electronic information system."  The routine good faith operation43
of an electronic information system should be respected under the44
amended rule.  As under the current rule, the prospect of45
litigation may call for altering that routine operation.  And the46
prohibition of sanctions in the amended rule means that any loss of47
data that would be insulated against sanctions under the current48
rule would also be protected under the amended rule.49

50

Amended Rule 37(e) applies to loss of discoverable information51
"that should have been preserved in the anticipation or conduct of52
litigation."  This preservation obligation was not created by Rule53
37(e), but has been recognized by many court decisions. It may in54
some instances be triggered or clarified by a court order in the55
case.  Rule 37(e)(2) identifies many of the factors that should be56
considered in determining, in the circumstances of a particular57
case, when a duty to preserve arose and what information should58
have been preserved.59

60

Except in very rare cases in which a party's actions cause the61
loss of information that irreparably deprives another party of any62
meaningful opportunity to present or defend against the  claims in63
the litigation, sanctions for loss of discoverable information may64
only be imposed on a finding of willfulness or bad faith, combined65
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with substantial prejudice.66

67

The amended rule therefore forecloses reliance on inherent68
authority or state law to impose litigation sanctions in the69
absence of the findings required under Rule 37(e)(1)(B).  But the70
rule does not affect the validity of an independent tort claim for71
relief for spoliation if created by the applicable law.  The law of72
some states authorizes a tort claim for spoliation.  The73
cognizability of such a claim in federal court is governed by the74
applicable substantive law, not Rule 37(e).75

76

An amendment to Rule 26(f)(3) directs the parties to address77
preservation issues in their discovery plan, and an amendment to78
Rule 16(b)(3) recognizes that the court's scheduling order may79
address preservation.  These amendments may prompt early attention80
to matters also addressed by Rule 37(e).81

82

Subdivision (e)(1)(A).  When the court concludes that a party83
failed to preserve information that should have been preserved in84
the anticipation or conduct of litigation, it may adopt a variety85
of measures that are not sanctions.  One is to permit additional86
discovery that would not have been allowed had the party preserved87
information as it should have.  For example, discovery might be88
ordered under Rule 26(b)(2)(B) from sources of electronically89
stored information that are not reasonably accessible.  More90
generally, the fact that a party has failed to preserve information91
may justify discovery that otherwise would be precluded under the92
proportionality analysis of Rule 26(b)(1) and (2)(C).93

94

In addition to, or instead of, ordering further discovery, the95
court may order curative measures, such as requiring the party that96
failed to preserve information to restore or obtain the lost97
information, or to develop substitute information that the court98
would not have ordered the party to create but for the failure to99
preserve.  The court may also require the party that failed to100
preserve information to pay another party's reasonable expenses,101
including attorney fees, caused by the failure to preserve.  Such102
expenses might include, for example, discovery efforts caused by103
the failure to preserve information.  Additional curative measures104
might include permitting introduction at trial of evidence about105
the loss of information or allowing argument to the jury about the106
possible significance of lost information.107

108

Subdivision (e)(1)(B)(i).  This subdivision authorizes109
imposition of the sanctions listed in Rule 37(b)(2)(A) for willful110
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or bad-faith failure to preserve information, whether or not there111
was a court order requiring such preservation.  Rule 37(e)(1)(B)(i)112
is designed to provide a uniform standard in federal court for113
sanctions for failure to preserve.  It rejects decisions that have114
authorized the imposition of sanctions -- as opposed to measures115
authorized by Rule 37(e)(1)(A) -- for negligence or gross116
negligence.  It borrows the term "sanctions" from Rule 37(b)(2),117
and does not attempt to prescribe whether such measures would be so118
regarded for other purposes, such as an attorney's professional119
responsibility.120

121

This subdivision protects a party that has made reasonable122
preservation decisions in light of the factors identified in Rule123
37(e)(2), which emphasize both reasonableness and proportionality. 124
Despite reasonable efforts to preserve, some discoverable125
information may be lost.  Although loss of information may affect126
other decisions about discovery, such as those under Rule 26(b)(1),127
(b)(2)(B), and (b)(2)(C), sanctions may be imposed only for willful128
or bad faith actions, unless the exceptional circumstances129
described in Rule 37(e)(2)(B)(ii) are shown.130

131

The threshold under Rule 37(e)(1)(B)(i) is that the court find132
that lost information should have been preserved; if so, the court133
may impose sanctions only if it can make two further findings. 134
First, the court must find that the loss of information caused135
substantial prejudice in the litigation.  Because digital data136
often duplicate other data, substitute evidence is often available. 137
Although it is impossible to demonstrate with certainty what lost138
information would prove, the party seeking sanctions must show that139
it has been substantially prejudiced by the loss.  Among other140
things, the court may consider the measures identified in Rule141
37(e)(1)(A) in making this determination; if these measures can142
sufficiently reduce the prejudice, sanctions would be inappropriate143
even when the court finds willfulness or bad faith.  Rule144
37(e)(1)(B)(i) authorizes imposition of Rule 37(b)(2) sanctions in145
the expectation that the court will employ the least severe146
sanction needed to repair the prejudice resulting from loss of the147
information.148

149

Second, it must be established that the party that failed to150
preserve did so willfully or in bad faith.  This determination151
should be made with reference to the factors identified in Rule152
37(e)(2).153

154

Subdivision (e)(1)(B)(ii).  This subdivision permits the court155
to impose sanctions in narrowly limited circumstances without156
making a finding of either bad faith or willfulness.  The need to157
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show bad faith or willfulness is excused only by finding an impact158
more severe than the substantial prejudice required to support159
sanctions under Rule 37(e)(1)(B)(i).  It still must be shown that160
a party failed to preserve discoverable information that should161
have been preserved.  In addition, it must be shown that the162
party's actions irreparably deprived a party of any meaningful163
opportunity to present or defend against the claims in the164
litigation.165

166

The first step under this subdivision is to examine carefully167
the apparent importance of the lost information. Particularly with168
electronically stored information, alternative sources may often169
exist. The next step is to explore the possibility that curative170
measures under subdivision (e)(1)(A) can reduce the adverse impact.171
If a party loses readily accessible electronically stored172
information, for example, the court may direct the party to attempt173
to retrieve the information by alternative means.  If such measures174
are not possible or fail to restore important information, the175
court must determine whether the loss has irreparably deprived a176
party of any meaningful opportunity to present or defend against177
the claims in the litigation.178

179

The "irreparably deprived" test is more demanding than the180
"substantial prejudice" that permits sanctions under Rule181
37(e)(1)(B)(i) on a showing of bad faith or willfulness. Examples182
might include cases in which the alleged injury-causing183
instrumentality has been lost.  A plaintiff's failure to preserve184
an automobile claimed to have defects that caused injury without185
affording the defendant manufacturer an opportunity to inspect the186
damaged vehicle may be an example. Such a situation led to187
affirmance of dismissal, as not an abuse of discretion, in188
Silvestri v. General Motors Corp., 271 F.3d 583 (4th Cir. 2001). 189
Or a party may lose the only evidence of a critically important190
event. But even such losses may not irreparably deprive another191
party of any meaningful opportunity to litigate.  Remaining sources192
of evidence and the opportunity to challenge the evidence presented193
by the party who lost discoverable information that should have194
been preserved, along with possible presentation of evidence and195
argument about the significance of the lost information, should196
often afford a meaningful opportunity to litigate.197

198

The requirement that a party be irreparably deprived of any199
meaningful opportunity to present or defend against the claims in200
the litigation is further narrowed by looking to all the claims in201
the litigation. Lost information may appear critical to litigating202
a particular claim or defense, but sanctions should not be imposed203
— or should be limited to the affected claims or defenses — if204
those claims or defenses are not central to the litigation.205
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A special situation arises when discoverable information is206
lost because of events outside a party’s control. A party may take207
the steps that should have been taken to preserve the information,208
but lose it to such unforeseeable circumstances as flood,209
earthquake, fire, or malicious computer attacks. Curative measures210
may be appropriate in such circumstances — this is information that211
should have been preserved — but sanctions are not. The loss is not212
caused by "the party’s actions" as required by (e)(1)(B).213

214

Subdivision (e)(2).  These factors guide the court when asked215
to adopt measures under Rule 37(e)(1)(A) due to loss of information216
or to impose sanctions under Rule 37(e)(1)(B).  The listing of217
factors is not exclusive; other considerations may bear on these218
decisions, such as whether the information not retained reasonably219
appeared to be cumulative with materials that were retained.  With220
regard to all these matters, the court's focus should be on the221
reasonableness of the parties' conduct.222

223

The first factor is the extent to which the party was on224
notice that litigation was likely and that the information lost225
would be discoverable in that litigation.  A variety of events may226
alert a party to the prospect of litigation.  But often these227
events provide only limited information about that prospective228
litigation, so that the scope of discoverable information may229
remain uncertain.230

231

The second factor focuses on what the party did to preserve232
information after the prospect of litigation arose.  The party's233
issuance of a litigation hold is often important on this point. 234
But it is only one consideration, and no specific feature of the235
litigation hold -- for example, a written rather than an oral hold236
notice -- is dispositive.  Instead, the scope and content of the237
party's overall preservation efforts should be scrutinized.  One238
focus would be on the extent to which a party should appreciate239
that certain types of information might be discoverable in the240
litigation, and also what it knew, or should have known, about the241
likelihood of losing information if it did not take steps to242
preserve.  The court should be sensitive to the party's243
sophistication with regard to litigation in evaluating preservation244
efforts; some litigants, particularly individual litigants, may be245
less familiar with preservation obligations than other litigants246
who have considerable experience in litigation.  Although the rule247
focuses on the common law obligation to preserve in the248
anticipation or conduct of litigation, courts may sometimes249
consider whether there was an independent requirement that the lost250
information be preserved.  The court should be sensitive, however,251
to the fact that such independent preservation requirements may be252
addressed to a wide variety of concerns unrelated to the current253
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litigation.  The fact that some information was lost does not254
itself prove that the efforts to preserve were not reasonable.255

256

The third factor looks to whether the party received a request257
to preserve information.  Although such a request may bring home258
the need to preserve information, this factor is not meant to259
compel compliance with all such demands.  To the contrary,260
reasonableness and good faith may not require any special261
preservation efforts despite the request.  In addition, the262
proportionality concern means that a party need not honor an263
unreasonably broad preservation demand, but instead should make its264
own determination about what is appropriate preservation in light265
of what it knows about the litigation.  The request itself, or266
communication with the person who made the request, may provide267
insights about what information should be preserved.  One important268
matter may be whether the person making the preservation request is269
willing to engage in good faith consultation about the scope of the270
desired preservation.271

272

The fourth factor emphasizes a central concern --273
proportionality.  The focus should be on the information needs of274
the litigation at hand.  That may be only a single case, or275
multiple cases.  Rule 26(b)(1) is amended to make proportionality276
a central factor in determining the scope of discovery.  Rule277
37(e)(2)(D) explains that this calculation should be made with278
regard to "any anticipated or ongoing litigation."  Prospective279
litigants who call for preservation efforts by others (the third280
factor) should keep those proportionality principles in mind.281

282

Making a proportionality determination often depends in part283
on specifics about various types of information involved, and the284
costs of various forms of preservation.  The court should be285
sensitive to party resources; aggressive preservation efforts can286
be extremely costly, and parties (including governmental parties)287
may have limited resources to devote to those efforts.  A party may288
act reasonably by choosing the least costly form of information289
preservation, if it is substantially as effective as more costly290
forms.  It is important that counsel become familiar with their291
clients' information systems and digital data -- including social292
media -- to address these issues.  A party urging that preservation293
requests are disproportionate may need to provide specifics about294
these matters in order to enable meaningful discussion of the295
appropriate preservation regime.296

297

Finally, the fifth factor looks to whether the party alleged298
to have failed to preserve as required sought guidance from the299
court if agreement could not be reached with the other parties. 300
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Until litigation commences, reference to the court may not be301
possible.  In any event, this is not meant to encourage premature302
resort to the court; amendments to Rule 26(f)(3) direct the parties303
to address preservation in their discovery plan, and amendments to304
Rule 16(b)(3) invite provisions on this subject in the scheduling305
order.  Ordinarily the parties' arrangements are to be preferred to306
those imposed by the court.  But if the parties cannot reach307
agreement, they should not forgo available opportunities to obtain308
prompt resolution of the differences from the court.
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