
 

Title: Conducting Effective Internal Investigations: An In-House 
and Outside Counsel’s Perspective    

Date: Thursday, September 3, 2015 

Time: 1:45 – 3 p.m. 

Moderator:  
Name: Michael D. Marin 
Title: Partner 
Employer: Boulette Golden & Marin L.L.P. 
Email: mmarin@boulettegolden.com 
 

Panelists:   
Name: Roberto M. Braceras 
Title: Partner 
Employer: Goodwin Procter LLP 
Email: rbraceras@goodwinprocter.com  
 
Name: Amelia R. Medina 
Title: Associate 
Employer: King & Spalding 
Email: amedina@kslaw.com 
 
 
 
 
 
 

 



Tab 1 – Biographies or CVs 

  



Michael D. Marin, Partner 
BOULETTE GOLDEN & MARIN L.L.P.
mmarin@boulettegolden.com 
512.732.8924

Listed in The Best Lawyers in America in Commercial Litigation (2009-2015), Michael is a 
former Vinson & Elkins litigation partner in his 21styear of practice. Michael represents clients in 
business, employment, and non-compete litigation matters. In addition, his practice includes 
internal investigations, federal and state agency compliance, employment contracts, and non-
disclosure agreements. 

As a trial lawyer, Michael has first or second chaired over a dozen jury and bench trials, secured 
and defeated motions for preliminary injunctive relief, argued dozens of dispositive and other 
motions, presented oral argument and assisted in appellate matters, and resolved numerous high 
exposure litigation matters. His litigation experience includes business and technology, 
healthcare and managed care, covenants not to compete, trade secrets, construction and real 
estate, personal injury, public finance, and employment litigation. 

Michael’s clients come from a broad spectrum of industries, including Internet, media, 
biotechnology, healthcare, medical, pharmaceutical, semiconductor, retail, computer, 
telecommunications, government contracts, public finance, finance, construction, insurance, real 
estate, energy, and professional services. 

In addition to being listed in The Best Lawyers in America in Commercial Litigation for six 
years, Michael is recognized as a Texas Super Lawyer by Law & Politics Magazine (2007-2015) 
in Business Litigation, and he is rated AV® Preeminent™ (2005-present) by the Martindale-
Hubbell Peer Review Ratings system. A well-respected leader in the legal profession, Michael 
has held prominent positions in local, state, and national bar associations, and he has lectured and 
authored numerous articles on the American Jury System, litigation, and employment law. In 
2006, Michael was honored by the American Bar Association with its prestigious Spirit of 
Excellence Award.



Distinctions 

Best Lawyers in America® in Commercial Litigation, 2009, 2010, 2011, 2012, 2013, 
2014, 2015 
Texas Super Lawyer in Business Litigation, Texas Monthly, 2007, 2008, 2009, 2010, 
2011, 2012, 2013, 2014, 2015

 AV® Preeminent Peer Review Rating, 2005, 2006, 2007, 2008, 2009, 2010, 2011, 2012, 
2013, 2014 , 2015

 Top Rated Lawyer in Intellectual Property, Martindale-Hubbell, 2012, 2013 
 Top Rated Lawyer in Commercial Litigation, American Lawyer Media, 2012 
 Top 25 Extraordinary Minorities in Texas Law, selected by Texas Lawyer in 2009 

Inaugural Edition (to be published every 5 years) 
Spirit of Excellence Award, American Bar Association, 2006 
Excellence in Public Interest Award, Texas Law Fellowships, University of Texas 
School of Law, 2005 
Texas Rising Star, Texas Monthly, 2004, 2005, 2006, 2007 
Austin Under 40 Award (Legal Category), Austin Young Men’s and Women’s Business 
Alliance, 2002 
Outstanding Young Lawyer Award, Austin Young Lawyers Association, 2001 
President’s Award for Outstanding Community Service, Hispanic Bar Association of 
Austin, 2001 and 2002 
President’s Award for Most Outstanding Director, Austin Bar Association, 2000 

Affiliations

Chair
o Corporate Counsel Section, State Bar of Texas (Chair, 2013-2014, Chair-Elect,

2012-2113; Vice-Chair, 2011-2012; Secretary, 2010-2011; Council Member,
2009-present; SBOT Board Advisor, 2008-2009)

o Special Standing Committee on Ethics and Professionalism, ABA TIPS Section,
2008-2009 (Chair-Elect, 2007-2008; Liaison to CPR-SOC Joint Committee on
Ethics and Professionalism and ABA Standing Committee on Professionalism)

o Austin Bar Foundation, 2005-2006 (Founding Chair)
o Hispanic Bar Association of Austin Charitable Foundation, 1998-2001 (Founding

Chair) (Director, 2009-2012)

President
o Austin Bar Association, 2004-2005
o Hispanic Bar Association of Austin, 1997-1998

Director
o State Bar of Texas, District 9, Place 1, 2005-2008 (Executive Committee, 2006-

2007)

Fellowships
o American Bar Foundation (Life Fellow, 2012-present; Fellow, 2005-2012)



o Austin Bar Foundation (Founding Life Fellow, 2005-present) 
o Texas Bar Foundation (Life Fellow, 2012-present; Fellow, 2002-2012) 

Appointments
o Attorney Admissions Committee, U.S. Western District of Texas, Austin 

Division, 2004-present 
o U.S. Magistrate Reappointment Committee, U.S. Western District of Texas, 

Austin Division, 2007 
o ABA Commission on the American Jury Project, 2008-2011 
o ABA Standing Committee on the Delivery of Legal Services, 2006-2008 
o ABA Tort, Trial, and Insurance Practice Section, CLE Committee, 2007-2008 
o ABA Tort, Trial, and Insurance Practice Section, Long Range Planning 

Committee, 2006-2007 
o Texas Supreme Court Task Force on Jury Assembly and Administration, 2006-

2008

Memberships
o American Bar Association 
o American Inn of Court, Robert Calvert Inn (Master of the Bench) 
o Austin Bar Association 
o Austin Young Lawyers Association (Sustaining Member) 
o Defense Research Institute 
o El Paso Bar Association 
o Federal Bar Association (Austin Chapter) 
o Harvard Club of Austin 
o Hispanic National Bar Association 
o Leadership Austin 
o San Antonio Bar Association 
o State Bar of Texas 
o Supreme Court Historical Society 
o Vinson & Elkins Diversity Committee 
o Vinson & Elkins Pro Bono Committee 
o Includes past memberships 

 Admissions
o Texas, 1994; U.S. District Court for the Western District of Texas, 1996; U.S. 

District Court for the Southern District of Texas, 1998; U.S District Court for the 
Eastern District of Texas, 2002; U.S. District Court for the Northern District of 
Texas, 2002; U.S. Fifth Circuit Court of Appeals, 2007; U.S. Supreme Court, 
2008



Community 

Board Member
o KLRU-TV, Capital of Texas Public Communication Council, 2004-present; 

(Executive Committee, 2006-2007, 2008-2009, 2011-2012, 2012-2013, 2013-
2014, 2014-2015; Chair of KLRU-TV Endowment Committee, 2012-present) 

o Leadership Austin, 2008-2011 (Secretary 2010-2011) 
o CASA of Travis County, 2003-2005 
o Anti-Defamation League Jurisprudence Award Luncheon Steering Committee, 

Austin, TX, Spring 2009 

PUBLICATIONS 

“Internal Investigations: Workplace Investigation of Current Employees,” University 
of Texas Corporate Counsel Institute, April 2013 (co-author and co-presenter) 
“Employment: Hiring from the Competition,” University of Texas Corporate Counsel 
Institute, April 2011 (co-author and co-presenter) 
“The Practical Implications of Twombly, Iqbal, and the New Federal Pleadings 
Standards,” Texas State Bar’s 33rd Annual Advanced Civil Trial Course, June 2010 (co-
author and presenter) 
“Discovery in the Western District,” Federal Practice Seminar, Federal Bar Association – 
Austin Chapter, November 2008 (presenter) 
“The Texas Decision to Increase Jury Pay,” Texas Bar CLE Bill of Rights Program, 
May 2008 (co-author and presenter) 
“Doe v. MySpace, Inc.: Liability for Third Party Content on Social Networking Sites,”
The Communications Lawyer, Spring, 2007 (co-author) 
“Doe v. MySpace, Inc: Defining the Limits of Liability for Third Party Content,”
presented at the 20th Annual University of Texas Technology Law Conference, May 
2007 (co-author) 
“MySpace Wins Dismissal in ‘Sexual Predator’ Suit,” MediaLawLetter, February 2007 
(co-author)
“Insights from the Inside: What Every Lawyer Should Know Before Appearing in 
Federal Court,” A Day in Federal Court CLE, Travis County Women Lawyers 
Association, June 2005 (moderator) 
“Are We Getting a Jury of Our Peers,” 68 Tex. Bar J. No. 2, February 2005 (co-author) 
Jury of Our Peers: An Unfulfilled Constitutional Promise, 58 SMU Law Review 319, 
2005 (co-author) 
“Management of Product Liability Litigation,” 4th Annual UT/IEEE Central Texas 
Engineering Management Workshop, August 2003 (panelist) 
“Trade Secrets-Protecting Your Company’s Confidential Business and Technical 
Information,” Minority Corporate Counsel Association CLE Expo, Chicago, May 2003 
(panelist)





Amelia R Medina
ASSOCIATE

ATLANTA
T: +1 404 572 3507
F: +1 404 572 5100

E-mail

PROFILE   |   NEWS & INSIGHTS

Amelia Medina is an associate in the Special Matters/Government Investigations Practice 
Group at King & Spalding.  Her practice focuses on white-collar criminal defense, internal 
corporate investigations, complex civil litigation, and compliance counseling.  She has 
assisted clients in favorably resolving investigations by multiple federal and state 
government agencies.

Ms. Medina joined the firm after serving as a law clerk to the Honorable José A. Cabranes of 
the United States Court of Appeals for the Second Circuit and the Honorable Michael M. 
Baylson of the United States District Court for the Eastern District of Pennsylvania.

Ms. Medina received her Juris Doctor from Yale Law School, where she served as Articles 
Editor of the Yale Law Journal.  During law school, Ms. Medina was a member of the Board of 
Directors of the Arthur Liman Public Interest Program and of the Latino Law Students’ 
Association.  She earned her undergraduate degree with honors from Princeton University, 
where she received the R.W. van de Velde Award for Outstanding Independent Work and was 
inducted into Phi Beta Kappa.

Ms. Medina is a member of the firm’s Hiring Committee for Atlanta.  She also serves on the 
Junior Board of Directors of the Atlanta Volunteer Lawyers’ Foundation.

Representative Matters

• Represent Fortune 500 company in parallel criminal and civil investigations 
conducted by U.S. Attorney’s Office, U.S. Dept. of Homeland Security, U.S. Dept. of 
Labor, U.S. Dept. of Health & Human Services’ Office of Inspector General (HHS OIG), 
and state Attorney General’s Office into alleged healthcare fraud and immigration 
worksite enforcement violations.

• Represent major military contractor in $2.5 billion qui tam litigation under the False 
Claims Act alleging misuse of congressional funding.

• Represent leading global financial institution in parallel investigations by U.S. 
Attorney’s Office, U.S. Dept. of Justice’s Tax Division, the Internal Revenue Service, 
the Securities & Exchange Commission, the New York Federal Reserve Bank, and 
various other domestic and foreign regulatory agencies.

• Represent Chief Executive Officer of global pharmaceutical and surgical device 
company in investigation by  U.S. Attorney’s Office, U.S. Dept. of Justice’s National 
Security Division, U.S. Dept. of Treasury’s Office of Foreign Asset Controls, and U.S. 
Dept. of Commerce regarding alleged unlicensed shipments of goods into 
embargoed foreign countries.

• Represent Fortune 100 company in civil investigation conducted by U.S. Attorney’s 
Office into alleged “off-label promotion” of pharmaceutical and medical device 
products.  

• Represent national manufacturing company as witness in municipal public corruption 
investigation conducted by U.S. Attorney’s Office and Federal Bureau of Investigation.

• Represented privately-held office supply and telemarketing company in investigation 
by state Office of Consumer Protection regarding alleged unfair trade practices.

• Represented large medical device manufacturer in parallel criminal and civil 
investigations by U.S. Attorney’s Office and HHS OIG stemming from False Claims Act 
complaint alleging violations of the Anti-Kickback Statute; represented same 
manufacturer with respect to related civil claims by individual plaintiff regarding 
attorneys’ fees and employment retaliation.

• Represented stalking victim in “first chair” capacity in state superior court, 
successfully obtaining a 30-day and then a 12-month Protective Order on victim’s 
behalf. 

Publications

• Transmission of Corporate Documents Between the Government and Relators During 
False Claims Act  Investigations and Litigation: Are There Any Limits on “Self Help” 
Discovery and Government Disclosure of Subpoenaed Materials?, White Collar Crime 
Institute, January 31, 2014.

Government Investigations
Energy Appellate

False Claims Act / Qui Tam 
Whistleblower

Health Govt Investigations
Pharma Government 

Investigations
Healthcare Civil Litigation

Healthcare Industry
Crisis Management

Appellate, Constitutional and 
Administrative Law

PRACTICE AREAS

CLERKSHIPS
Law Clerk, Jose A. Cabranes, U.S. 
Court of Appeals for the Second 

Circuit
Law Clerk, Michael M. Baylson, U.S. 

District Court for the Eastern District 
of Pennsylvania

EDUCATION
J.D., Yale Law School

A.B., Princeton University

ADMISSIONS
Georgia

U.S. Court of Appeals for the Second 
Circuit

U.S. District Court for the Northern 
District of Georgia



• 3 Challenges of Corporate Internal Investigations Counsel Should Know: When to 
Make a Disclosure? (Part III), Inside Counsel, January 13, 2014.

• Preparing for an FCPA “Industry Sweep,” Corporate Counsel, December 13, 2013.

• 3 Challenges of Corporate Internal Investigations Counsel Should Know: Fact-finding 
Efforts(Part II), Inside Counsel, December 11,  2013.

• 3 Challenges of Corporate Internal Investigations Counsel Should Know: The Scope of 
Representation and the Corporation as Client (Part I), Inside Counsel, November 7, 
2013.

• Comment, Applying the Absolute Priority Rule to Nonprofit Enterprises in Bankruptcy, 
118 Yale L.J. 1231 (2009).

• Article, Contract Formation in an Internet Age, 10 Colum. Sci. & Tech. L. Rev. 200 
(2009).

© 2015 KING & SPALDING 



Tab 2 – Course Materials (articles, publications, other materials) 

INDEX 

1. Jennifer L. Chunias et al., Conducting Effective Internal Investigations: A Corporate
Counsel’s Guide, Massachusetts Continuing Legal Education, Inc. (January 28, 2015)

2. Anrew M. Schpak, Conducting An Effective Internal Investigation, American Bar
Association, Young Lawyers Division, The 101 Practice Series: Breaking Down the
Basics (2007)

3. Gregory P. Miller et al., Guidelines for Conducting Internal Investigations in High
Profile Public Matters, American Bar Association Section of Litigation and Criminal
Justice Section Annual CLE Conference: Conducting the Internal Investigation While the
Rest of the World Watches (April 2011)

4. Joseph M. McLaughlin, Corporate Litigation: Privilege and Work Product in Internal
Investigations, New York Law Journal (April 10, 2014)

5. Steven S. Sparling and Arlelle Warshall Katz, Internal Investigation Strategies in a Post
Dodd-Frank World, New York Law Journal (August 11, 2011)

6. Jones Day, Corporate Internal Investigations: Best Practices, Pitfalls to Avoid (2013)

7. Paul Murphy and Amelia Medina, 3 Challenges of Corporate Internal Investigations
Counsel Should Know, InsideCounsel.com (January 13, 2014)

8. Latham & Watkins, How to Protect the Attorney-Client Privilege in Internal 
Investigations (December 11, 2014)   

9. Gemma Dreher et al., Conducting Ethical Internal Investigations: 
Considerations for Corporate Counsel, New Hampshire Bar Journal (Spring 
2012)



CONDUCTING EFFECTIVE INTERNAL INVESTIGATIONS:  A CORPORATE 
COUNSEL’S GUIDE 

Jennifer L. Chunias
Roberto M. Braceras

Goodwin Procter LLP1

Senior management, human resources teams, and compliance personnel of corporations 

of all sizes and in a wide variety of industries are confronted every day with evidence or 

allegations of potential wrongdoing at their companies.  These scenarios may range from 

notification of a government investigation into allegations of violations of federal law by the 

corporation or senior management to a routine internal complaint of violations of the employee 

code of conduct or other company policy.  In most instances, the company would be best served 

by conducting some type of internal investigation into the allegations.  However, deciding 

whether and how to conduct an internal investigation requires consideration of a variety of 

factors.  Such factors typically include the nature of the corporation, the specific conduct or 

subject matter at issue, the applicable law, and, where appropriate, the government’s 

enforcement priorities.  And in the event an internal investigation is undertaken, there are a 

number of decisions that should be made at the outset, including who should conduct the 

investigation, the goals and parameters of the review, and whether a report—written or oral—

will be issued.  This article sets forth a framework of best practices for conducting internal 

investigations, as well as the most common pitfalls to avoid.  

I. DECIDING WHETHER TO INITIATE AN INVESTIGATION

The threshold issue to be considered upon learning of potential wrongdoing is whether to 

initiate an internal investigation at all.  Is it worth the costs and distraction?  On balance, most 

1 Mr. Braceras and Ms. Chunias would like to thank Christine Dieter and Ted Koehler, associates at Goodwin 
Procter LLP, for their assistance preparing this article.  
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cases demand an internal investigation, both for business purposes and potential litigation.  

Increasing regulatory and government scrutiny of corporations has become a fact of life.  U.S. 

regulators increasingly expect that companies will monitor their own conduct and report 

potential wrongdoing to the appropriate enforcement agencies.  Likewise, private plaintiffs are 

filing more and more cases with significant allegations that attempt to call corporations’ conduct 

into question.  Under the right circumstances, conducting an effective internal investigation 

protected by the attorney-client privilege can benefit the company in a number of ways:

 Developing a comprehensive understanding of the facts necessary to assess a 

company’s potential criminal and civil exposure; 

 Remedying the conduct to prevent further violations;  

 Memorializing the company’s good faith response to the facts as they become known; 

 Insulating senior management and/or the company board against allegations of 

complicity;  and 

 Promoting a culture of transparency and compliance.  

If it appears that the government has already initiated an investigation into the alleged 

conduct or that one is probable, then the case for initiating an internal investigation is even more 

compelling.   It is almost always in the best interests of the company to gather information to 

allow it to respond effectively to the government.  By controlling the facts, counsel is best 

equipped to argue against prosecution and to respond to government requests.  An internal 

investigation also reduces surprises that may arise during a government investigation, allowing 

the company’s legal advisors to stay ahead of the outside investigators.  

The results of an internal investigation also can help the company determine whether it 

should seek to settle the government investigation, or persuade the government to agree to a 
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favorable settlement.   In the event that a government investigation is threatened but has not yet 

been initiated, disclosing the results of an internal investigation may assist the company in 

persuading the government that no government investigation is necessary, or that the government 

investigation need not be as far-reaching as it might otherwise be.2

A careful internal investigation also allows the corporation to discuss the subject matter 

of the investigation with employees and potentially mitigate unnecessarily harmful testimony 

down the road.  It may provide an opportunity to help lock in the testimony of witnesses at an 

early stage.  An internal investigation is also particularly prudent if private litigation has been 

commenced or is probable.  A prompt and effective internal investigation and appropriate 

remediation of certain allegations of misconduct may assist a company in mounting a successful 

affirmative defense in private litigation.  Finally, an internal investigation allows a company to 

assess its systems and controls, and to develop an appropriate system of remedial measures to 

address any deficiencies.  

Whether to initiate an internal investigate may be a more difficult decision when 

government has not yet initiated an investigation, or is unlikely to do so.  Despite its many 

benefits, an internal investigation does have certain costs.  They generally do not override the 

need for an internal investigation, but the potential costs of such a review must nevertheless be 

addressed.  For instance, if the investigation is not privileged, it could create a roadmap for 

2 In addition, in the criminal context, the federal sentencing guidelines for corporations provide for an increase 
in criminal fines to be imposed on corporations in connection with criminal violations of federal law if senior 
corporate personnel “participated in, condoned, or [were] willfully ignorant of the offense” or if “tolerance of the 
offense by substantial authority personnel was pervasive throughout the corporation.”  U.S.S.G. § 8C2.5(b)(1)(A)(i)-
(ii).  Likewise, the guidelines provide for a reduction in a corporate criminal fine under certain circumstances, if the 
criminal offense occurred despite “an effective program to prevent and detect violations of law.”  § 8C2.5(f)(1).  
There is a presumption that the program was not effective if senior management participated in, condoned, or were 
willfully ignorant of the offensive conduct. § 8C2.5(f)(3)(B).  On the other hand, if, upon learning of potential 
misconduct, a company promptly undertook an internal investigation and implemented appropriate remedial action, 
this can assist a company in arguing against the imposition of criminal or civil penalties.  
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government officials and private (perhaps class action) litigants.  Even if general counsel has 

faithfully cloaked an investigation with layers of privilege, the company may be forced (or, at 

least, strongly encouraged) to waive that privilege and share all aspects of its internal 

investigation with the government.  Finally, an internal investigation can be disruptive and costly 

in terms of fees and lost business opportunities.  Document collection, e-mail review, and 

difficult questions in interviews may be distracting and impact employee morale.  Ideally, the 

internal review remains privileged and confidential from the public, but there also could be 

reputational concerns if the investigation becomes known to the public.  

But despite the potential costs, it is almost always preferable to get to the bottom of the 

matter.  For one thing, a company’s willingness and capacity to conduct an effective internal 

investigation is an important component of an effective compliance program.  And senior 

management has an obligation to take appropriate steps when confronted with indications of 

potential misconduct.  Conducting an internal review now also can avoid exposing the company 

and board to risk of regulatory action or private litigation later—if, for instance, the problem 

goes undetected or is not remediated and ultimately recurs.  

II. STAFFING THE INVESTIGATION

Despite the potential costs, in most instances an internal investigation is necessary.  The 

next decision is who should conduct the investigation.  Generally speaking, the answer to this 

question depends on the nature and seriousness of the allegations, as well as the strength of the 

evidence suggesting misconduct has occurred. 
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Counsel, auditors, or human resources

Allowing internal auditors, compliance personnel, or human resources staff to conduct 

the investigation (as opposed to in-house or outside counsel) may be less disruptive and could 

decrease the employees’ level of concern over the seriousness of the situation.  Such internal 

reviewers may also be the most economical solution.  In-house or retained counsel, however, 

may be more experienced or better skilled at conducting an investigation.  Counsel may also 

have greater objectivity and independence in assessing the progress and results of the 

investigation.  Further, attorneys are often asked to provide legal services based on the results of 

the investigation.  For instance, it is possible that there will be the need for company counsel to 

deal with law enforcement or regulatory agencies in connection with the subject matter under 

review, and it may be most advantageous for these attorneys to be intimately familiar with the 

facts and results of the internal investigation.  Most important, counsel will cloak the 

investigation with the attorney-client and work product privilege.

In-house counsel or outside counsel  

If counsel is selected to lead the internal investigation, the next question is whether the 

company should use in-house or outside counsel.  The following general factors should be 

considered in determining whether the investigation is sufficiently serious to warrant the 

retention of outside counsel:  the seniority and prominence of the individuals who will likely be 

the subject of the investigation;  the potential financial exposure to the company;  and the extent 

to which the subject matter of the review is likely to result in law enforcement activity.   

Outside counsel present a number of benefits.   For instance, in most cases, outside 

counsel will be more objective and, perhaps more important, will appear more objective to 

outsiders, including the government.  Such independence may be important to prosecutors who 
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may seek to rely on reports or presentations provided by counsel conducting the investigation.  If 

the subject matter of the investigation implicates senior management or the legal department, the 

independence of the outside law firm might provide the board of directors additional comfort in 

relying on the results of the investigation.  

Outside counsel also frequently have greater resources and more experience in 

conducting internal investigations.  In-house corporate counsel are busy running a business or 

managing disparate litigations.  Outside counsel, on the other hand, are in the business of 

conducting investigations.  

Outside counsel also may provide a greater degree of privilege protection.   While the 

attorney-client privilege and attorney work product doctrine can apply to the work of an in-house 

attorneys, courts have applied stricter standards to in-house counsel in determining whether 

material is protected.  The work of in-house counsel is more likely to be viewed as “business” in 

nature, whereas courts are less likely to find that a business purpose was the primary purpose of 

an internal investigation if that investigation is conducted by outside counsel.  

On the other hand, in-house counsel have a greater familiarity with their own 

organization and will not have to spend time learning the industry.  And the presence of outside 

counsel may increase the level of concern among employees.   Depending on the circumstances, 

it may make the most sense to implement a staged approach, with in-house counsel handling the 

investigation during its early stages, consulting with outside counsel as needed, and ultimately 

turning the investigation over if it escalates.  For one thing, the expense of outside counsel 

cannot be undertaken every time a company needs to conduct an inquiry into potential 

wrongdoing.  In addition, especially at the early stages, it may make the most sense to leverage 

in-house counsel’s superior knowledge of the company’s business, procedures, and personnel.  
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In the event the decision is made that outside counsel should lead the investigation, 

additional consideration should be given to whether the company’s existing outside counsel or an 

unaffiliated law firm should conduct the investigation.  This decision turns in large part on the 

need for a truly “independent” review.  For instance, if the allegations involve the board as a 

whole, it may make the most sense to form a committee of new directors or independent 

directors, who should retain an unaffiliated law firm to assist.  If the allegations implicate high-

level executive officers, the investigation most likely should be overseen by the Audit 

Committee or other independent directors, which typically will choose an unaffiliated law firm to 

assist.  If the allegations involved non-executive managers or other employees, in-house counsel 

or other regular outside counsel generally should oversee the investigation.  

Other outside consultants or forensic investigators

Internal investigations often require the assistance of private investigators, forensic 

accountants, technology experts, and other specialized consultants who can be helpful in fact-

finding and analysis of data.  One of the decisions that must be made early in an investigation is 

whether to rely on in-house expertise or outside experts for that expertise.  Although personnel 

who are already familiar with the matters at issue may be most efficient in many cases, this may 

put these personnel at risk of having to testify regarding the factual analysis performed in 

connection with this work.3  

Steps also must be taken when using non-attorney consultants or investigators to protect 

the privileged nature of the work.  Among other things, counsel, preferably outside counsel, 

should retain the consultant.  Retainer letters should state that the consultant is retained by 

counsel in anticipation of litigation, subjecting all consulting work to the attorney-client privilege 

3 See, e.g., In re Six Grand Jury Witnesses, 979 F.2d 939 (2d Cir. 1992). 
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and work product doctrine.  Reports, if any, should be created only upon request of counsel, and, 

if created, such reports should state at the outset that they were created at the direction of 

counsel.  All documents should be addressed and sent to counsel with the usual and appropriate 

“Privileged and Confidential; Attorney Work Product” label.

III. GOALS AND PARAMETERS OF THE INVESTIGATION

Once decisions are made to investigate and regarding who is going to handle the 

investigation, the company must set the goals and parameters of its work.  A typical internal 

investigation can accomplish a number of goals, including: (i) developing the facts and evidence;  

(ii) determining the extent of potential civil and criminal liability;  (iii) formulating a strategy for 

future compliance; and (iv) remedying past misconduct.

Once the goals are established, the team should determine the appropriate scope of the 

review.  Internal investigations of every size require balancing efficiency with quality, 

thoroughness, and completeness.  Approaching an investigation in phases and staying focused on 

specific issues or allegations can help manage costs and avoid “mission creep.”  Likewise, it is 

generally sensible to start with a set of preliminary investigative steps to identify supporting 

evidence that would help the company determine the need to probe further.  While a broad 

investigation will likely produce more information and will put the company in a better position 

to assess its overall exposure, the more detailed the investigation, the greater the internal 

disruption and the more likely the investigation will open the proverbial “Pandora’s box.”

A related point to consider at the outset is the timing of the investigation.  Depending on 

the nature of the investigation, this could be dictated by outside factors, most notably, the 

government.  The length of the investigation is, of course, also contingent on its scope:  how 
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much information needs to be gathered and reviewed.  But an extended investigation risks 

information leaks and further disrupts business.  

To ensure the effectiveness of the investigation, a control group should be established and 

be involved in developing a strategy for the investigation.   Among other things, this group will 

determine who needs to be informed about the investigation.  Although confidentiality must be 

considered and carefully preserved, certain supervisors and managers will need to know what is 

happening in order to facilitate the collection of documents and the scheduling of employee 

interviews.  

Clear direction also must be provided to employees and managers as to the 

confidentiality of the investigation.  Employees should be instructed as to how they should 

respond to inquiries from the government, media, or other outside parties.  Cooperation of 

employees should be expected and received, but employees, of course, have competing concerns:  

If an employee is a subject or target of a criminal investigation, the employee may choose to 

invoke the Fifth Amendment and refuse to cooperate, regardless of the employment 

ramifications.  

The investigative team should identify key documents, employees, and other information 

to be evaluated during the investigation at the outset.  Finally, the team should consider how the 

results of the investigation will ultimately be reported.  Beginning with the end in mind will save 

time and help the investigation stay more organized as it moves ahead. 

IV. DOCUMENT REVIEW 

Document review is a critical component of any internal investigation.  Among other 

things, documents can assist counsel in obtaining information from witnesses, and in educating 
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law enforcement officials on the issues under review.  As soon as the company becomes aware 

of allegations or evidence of misconduct, it should suspend normal document retention 

procedures and preserve all relevant documents relevant to the subject matter of the 

investigation, including e-mails.  If the company has become a target or subject of an 

investigation, potentially responsive documents cannot be destroyed, regardless of general 

document retention policies.  A diligent search should be conducted to locate and secure 

documents that relate to the subject transaction or incident.  

It is important to review and become familiar with all documents potentially relevant to 

the investigation, even those that are not responsive to any pending document requests or 

subpoenas, including:

 Policies, procedures, and manuals;

 All emails and other electronic data, including, if economically feasible, archived 

emails; 

 Personnel files;

 Minutes from Board of Directors meetings and related Board materials; and

 Privileged documents that are not subject to production.  

If the government has opened its own investigation, it may request that the company produce 

documents on certain topics.  A thorough document review gives investigators a preliminary 

understanding of the factual landscape so that it may position the company in the best light while 

remaining forthcoming to the government.  It also provides context for the next step of the 

investigation—witness interviews—and helps the investigators develop the facts and questions 

for each interview.
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V. WITNESS INTERVIEWS

Witness interviews are a key part of the investigative process and, along with documents, 

are generally the primary source of information that will be gathered during the investigation.  

While interviews have great potential to provide useful information, they come with significant 

challenges.   Thoughtful planning and execution are critical to maximize the former and 

minimize the latter.  Careful consideration should be given to who should conduct the interviews, 

and whether anyone from the company should be present.   

It generally is best if attorneys conduct the interviews.  For one thing, having an attorney 

conduct the interview strengthens the argument that what is said during the interview is covered 

by the attorney-client privilege, and that notes or memoranda documenting the interview are 

similarly privileged.4  Further, counsel generally have more training and experience in 

synthesizing relevant facts and questioning witnesses.  

Other logistical factors also play a significant role in conducting effective interviews.  

The timing and location of the interviews should be convenient for the employee.  The 

interviewer should make the employee feel comfortable.  If the employee is “on guard,” it is less 

likely that he or she will be candid during the interview.  

Interviews should be conducted of all company personnel likely to have knowledge 

regarding the relevant transaction or the alleged violation.  Before interviewing personnel, 

counsel should review the relevant documents and interviews, prepare an outline of topics to be 

covered with the witness, and select the documents that should be shown to the witness during 

the interview.  The interviews should be prioritized, as the order in which they are conducted 

makes a difference.  The investigative team also should be alert to sensitivities in interviewing 

4 Upjohn Co. v. United States, 449 U.S. 383, 394-399 (1981)(attorney-client privilege protects attorney notes 
taken during interviews with employees during internal investigation).  
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directors and senior management, and consider whether senior management really needs to be 

interview.  On the other hand, it is important to ensure that all necessary interviews are 

conducted and that there is no perception of favoritism shown to senior management.

When considering whom to interview, the investigative team should also look beyond 

current employees.  Former employees may have knowledge of the alleged wrongdoing.  If that 

is the case, assess whether they are willing to cooperate.  An employee’s willingness may be 

influenced by the circumstances under which she or he left the company.  If the employee left on 

unfavorable terms, she or he may be less likely to assist the company.  And if particularly 

disgruntled, the employee may pose a risk of disclosing unfavorable information to the 

government or the media.  By diligently researching these matters, investigators increase the 

likelihood of gaining useful information and simultaneously reinforce another benefit of internal 

investigations: reducing surprises.

Conducting the Interview

Suffice to say, it is critical to preserve the attorney-client privilege and the work product 

doctrine at each stage of an internal investigation.  Employee interviews are subject to the 

attorney-client privilege.  Recordings of interviews, however, may be considered purely factual 

communications that, as verbatim transcriptions, are not subject to the attorney work product 

doctrine.5  Accordingly, it is best not to record interviews and instead have the interviewer (or, 

more likely, another attorney in the room) take written notes which include his or her thoughts 

and mental impressions.  Because opinion work product receives greater protection than fact 

work product, it is more likely that written notes including an attorney’s thoughts and 

impressions will be protected.6 

5 The Federal Rules of Criminal Procedure also require production of contemporaneously recorded statements 
after the witness has testified on direct examination at trial.  Fed. R. Crim. P. 26.2. 
6 However, counsel should be aware that the fact that interview memoranda contain mental impressions can 
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Counsel also should give the employee an Upjohn warning.  In Upjohn v. United States, 

449 U.S. 383 (1981), the Supreme Court held that communications between company counsel 

and company employees are privileged, but the privilege belongs to the company, not to the 

employee.  Providing the warning makes clear that counsel represents only the company.  

Anything the employee states in the interview is privileged only between counsel and the 

company.  The company may choose to waive the privilege in the future, and in that event, the 

employee’s statements may be disclosed to the government.  If clearly given, an Upjohn warning 

sets the boundaries of the interview and removes any doubt about whether counsel represents the 

employee.  Of course, if employees know that they will not control the fate of their own 

statements, they may be less likely to speak candidly with the interviewer.  But given the ethical 

consequences posed by an ambiguous or altogether omitted Upjohn warning, some loss of 

candor is a necessary risk. 

After giving the Upjohn warning, counsel should clarify his or her role.  Inform the 

employee about the scope of counsel’s representation and the general purpose of the 

investigation.  But stick to generalities.  It is best not to discuss strategies and theories of the case 

with people who do not need to know them.  In the same vein, consider whether anyone from the 

company should be present during the interviews.  Sometimes this may be preferable, but usually 

it is best to minimize the presence of observers in the room.  Think twice about addressing 

sensitive topics with employees.  The employee may repeat the information the interviewer 

discloses to the government or become otherwise unfavorable to the company’s case.  These tips 

result in complexities later if the memoranda are disclosed to the government.  Although the Department of Justice 
may no longer request (and corporations need not produce) protected notes and memoranda as a condition of a 
company receiving cooperation credit for providing factual information, to receive such credit, the corporation does 
need to produce, and the government may request, relevant factual information obtained through witness interviews.    
See August 8, 2008 Memorandum from Deputy Attorney General Mark R. Filip to Heads of Department 
Components and United States Attorneys,  Principles of Federal Prosecution of Business Organizations (the “Filip 
Memorandum”) at 10 n. 3.
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are small parts of a bigger objective: carefully controlling what information is disclosed, and to 

whom.  

Separate Counsel and Joint Defense Agreements7

In some circumstances, it may be appropriate to recommend that a current or former 

employee hire separate counsel.  This may be advisable if, for example, the employee’s interests 

may become adverse to the company’s interests at some time in the future.  The same holds true 

if the government may interview the employee down the road.  So, too, if counsel representing 

the company faces a conflict of interest.  Even if there is no current conflict, counsel may 

potentially be forced to withdraw if a conflict becomes evident at a later date.     

If an employee does obtain separate counsel, company counsel should explore the 

possibility of a joint defense agreement (“JDA”) between the company and the employee.  The 

joint defense privilege, sometimes a “common interest privilege,” was recognized by courts as 

early as 1964 as an exception to the normal rule that attorney-client privilege and attorney work 

product protections are waived whether otherwise privileged communications or materials are 

disclosed to a third party.8  Pursuant to this exception, privileged communications between a 

client and his attorney, and that attorney’s work product, remained protected even if disclosed to 

certain third parties.  In essence, pursuant to the joint defense privilege, information is permitted 

to be shared among defendants as if they were represented by joint counsel, but with each 

defendant having the benefit of individual counsel to fully protect and advocate for its own 

separate interests.  

7 This section is intended to provide general information regarding the use of JDAs, with a focus on federal 
law.  Courts’ recognition of the existence and scope of the joint defense privilege varies across federal and state 
jurisdictions, and practitioners should research local law to confirm applicability to their particular circumstances.  
8 See Continental Oil Co. v. United States, 330 F.2d 347, 350 (9th Cir. 1964).  
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The privilege can be asserted defensively, to avoid having to disclose information to the 

government, and also offensively, to prevent another party to the joint defense group from 

disclosing joint defense information.  The party seeking to establish the existence of a joint 

defense privilege and assert its protections must demonstrate that (1) the communications were 

made in the course of a joint defense effort; (2) the communications were designed to further the 

joint defense effort; (3) the communications were intended to be kept confidential;  and (4) the 

privilege has not otherwise been waived.9  JDAs need not be written and can be formed by 

anything from simple oral undertakings to detailed written agreements.10  Some attorneys choose 

not to reduce agreements to writing so that the agreements are not subject to production.11  

Others wish to avoid lengthy negotiations regarding nuanced waiver and limitations concerning 

issues that may or may not ever come into play.  

At the same time, there are risks to JDAs.  It is important for counsel to remember that, 

even though they are preparing a joint defense, they still owe an independent professional duty to 

their individual clients.  Company counsel must do what is best for the company; the employee’s 

counsel must do what is best for the employee.   If counsel anticipate that their clients’ interests 

may diverge in the future, they should structure the JDA accordingly.  One solution is to restrict 

the JDA to a limited issue on which the parties have common interests.  Furthermore, the 

common interest privilege only protects the confidentiality of information exchanged to further 

the joint defense. 

Companies may also want to consider indemnifying their current and former employees 

and advancing their legal fees, if they have separate counsel.  Doing so may improve employee 

9 See, e.g., Continental Oil Co., 330 F.2d at 350.
10 Id.    
11 Some courts have held that JDAs are not privileged and are subject to production for at least in camera 
review.  See, e.g., United States v. Stepney, 246 F. Supp.2d 1069, 1074-75 (N.D. Cal. 2003).  
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cooperation, save time, and improve the company’s control over the litigation.  The government, 

however, may view indemnification as inconsistent with cooperation or as an endorsement of 

misconduct.  Companies should compare the perceived benefit from indemnification with the 

risk that the government will adopt this view, and the consequences it if does so.  

Preemptive Disciplinary Action

Not surprisingly, investigations often identify misconduct.  In these instances, the company 

may consider taking preemptive disciplinary action against the responsible individuals.  Whether 

or not this is advisable will depend on a variety of factors, including the seriousness of the 

employee’s conduct and strength of evidence against him or her, the need to stop further 

misconduct, and the company’s obligations under federal and state employment laws.  For 

instance, while discipline may be helpful in that it stops or limits the actions of people who are 

damaging the company’s interests, it may also be harmful by creating discontented, disloyal 

employees who become more willing to cooperate with the government against the company.  

However, sometimes the wrongdoers’ actions are so egregious that there is no question discipline 

will be administered; it is just a matter of timing.  If discipline is inevitable, the company may 

wish to put the matter behind it by addressing it early.  The company also should consider what 

will happen if the company does not discipline the wrongdoers.  If the company must discipline 

someone to prevent future harm from occurring, the case for preemptive action becomes 

stronger.  

The company needs to consider how the government will interpret discipline.  Depending 

on the circumstances, the government could plausibly interpret it as a good faith effort to remedy 

the problem, or as an admission of wrongdoing.  Finally, depending on the seniority of the 

personnel and the nature of the conduct warranting discipline, such employment actions could 
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trigger some reporting requirement, which could cause the subject of the investigation to become 

known outside the company earlier than anticipated.  

VI. ESTABLISH A PUBLIC RELATIONS STRATEGY

Corporate misconduct can damage a company’s reputation.  Controlling the timing and 

content of the information disseminated to the public is important.  Companies, in conjunction 

with counsel, should designate a spokesperson to whom all outside inquiries should be directed.  

In-house or outside counsel may be adept at handling these inquiries.  Another option is hiring a 

public relations firm.  Companies should be aware that disclosure of investigation reports to the 

public may waive attorney-client privilege merely by referencing protected information.  

Mandatory disclosures made in the normal course of business—including, for example, quarterly 

reports—should conform to the public relations strategy.  The goal is to control the message to 

the greatest extent possible.  But at no point should the public relations message trump the 

litigation strategy.  And, indeed, public relations mistakes can adversely impact the investigation 

itself.  Early public denials, pronouncements of innocence, or, worse yet, statements of 

questionable veracity may provoke the government into a more vigorous investigation than it 

would otherwise undertake.  Above all, the goal of an investigation is to resolve the alleged 

misconduct in the way that best suits the company’s interests.  Public relations should not be 

ignored, but it also should not distract from that goal. 

VII. CONCLUDING THE INVESTIGATION

The final consideration after the investigative team’s workplan is complete are (1) how to 

report out the investigative team’s findings, and (2) how to proceed with the information that has 

been ascertained.  While the company’s next steps and decisions about possible disclosures will 

ultimately be dictated by the investigative team’s substantive findings, decisions regarding the 
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form of the investigative report to senior management and the company’s boards should be 

considered at the outset of the investigation.

Reports

At the conclusion of the investigation, counsel may wish to prepare a written report which 

summarizes the investigation, predicts risk of liability, presents arguments against prosecution, 

and recommends corrective action the company can take.  There are many reasons why counsel 

may do this.  A written report can be a useful tool to present the investigative team’s findings to 

management or the company board.  This is particularly the case if the factual evidence is 

voluminous or the issues are particularly complex.  A report may be necessary to justify and 

document employee disciplinary actions that arise out of the investigation.  It may also be used 

as the basis for an eventual oral or written submission to the government, if the company chooses 

to do so.  The report can highlight the remedial measures the company takes to prevent similar 

misconduct in the future, and the report may be necessary proof of the thoroughness of the 

investigation.  Whatever the reason, counsel should consider the benefits and risks of drafting a 

written report before beginning the task.

A report can demonstrate the thoroughness of the investigation, setting forth the 

company’s goals in opening the investigation, as well as the steps it has taken to achieve those 

goals.  Indeed, if a report is not prepared, the government may suspect the investigation was 

cursory.  The company should understand, however, that a report, if prepared, may have to be 

disclosed.  If a written report is prepared, it may be inevitable that the government will request a 

copy once the investigation becomes known to them.  And once privilege has been waived, the 

report can be obtained for use by private litigants.  Thus, counsel and consultants should 

anticipate the risk of having to produce the report when they draft it.
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As counsel consider the question whether to prepare a report at the end of an investigation, 

it is worthwhile to return to the beginning: the goals of the investigation.  Will an oral report, 

rather than a written one, accomplish the goals and objectives of the investigation?  If a written 

report will not further the goals, it may be better to avoid it.  But if a report will meaningfully 

address the investigation’s goals, it may be worth producing one.  

Whether the report of the investigative findings is delivered orally or in written form, it 

usually includes: (1) identification of the evidence or allegations that prompted the investigation 

and a statement that the investigation was conducted in anticipation of litigation and for the 

purpose of providing legal advice; (2) a description of the work plan that was implemented; (3) a 

summary of the relevant background facts; (4) analysis of the key evidence; (5) an outline of the 

pertinent law; (6) an application of the law to the evidence; (7) a description of the remedial 

measures that should be considered (or have been taken) as a result of any issues identified 

during the investigation; and (8) a recommendation as to whether there should be a self-report or 

disclosure to the government.

Disclosure to the Government

Depending on the circumstances, at the end of an investigation the company may be forced 

to decide whether to voluntarily disclose the contents of the investigation to the government.  As 

with producing a report, voluntary disclosure may persuade the government that the company 

has greater transparency and integrity.  In other words, the company is not hiding anything from 

the government; it is simply investigating an alleged problem and reporting what it found.  This, 

in turn, may lead to a more favorable resolution of the issue.  Of course, self-reporting will not 

necessarily prevent prosecution, but it may lead to better settlement terms by demonstrating 

cooperation and good faith.  And, at a minimum, voluntary disclosure provides the government 
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with the company’s version of the facts.  The government may use these facts to structure its 

own investigation, allowing the company to shape the matter as it moves forward.  

Disclosure also has significant risks that the company should consider before it proceeds.  

First, disclosure to the government may waive the attorney-client privilege and work product 

protection in all other contexts.  And by waiving privilege, the company may provide a roadmap 

for liability to civil litigants, including class action litigants.  Although the case law is not 

uniform, courts typically do not uphold non-waiver or selective waiver agreements.   To reduce 

the possibility of waiver, the company should frame disclosures in terms of possible settlement 

negotiations with the government.  Settlement discussions generally receive greater protection, 

but even these ultimately may not remain privileged.  The company also should consider 

entering into a confidentiality agreement with the government, in which the government agrees 

not to disclose company information to third parties.  

Second, disclosure can chill future discussions between company employees and 

attorneys and may thereby impair the corporation’s ability to detect and prevent future 

wrongdoing.  If employees believe that the company will report misconduct to the authorities, 

they are less likely to cooperate with the company’s investigation.  The company does not want 

to develop an “us vs. them” relationship with its own employees. 

Third, the company should be careful about preemptively disclosing materials.  It should 

time the disclosures so as not to interfere with the ongoing investigation (if indeed it is ongoing) 

and to ensure that unnecessary materials are not disclosed.  To do so, it may seek to limit the 

disclosure to a limited issue or subject matter.  

Sometimes, an internal investigation uncovers misconduct that is not yet on the 

government’s radar screen.  Should the company disclose this misconduct?  Here again, the 
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government may view voluntary disclosure as forthcoming, but disclosure may not prevent 

prosecution.  At the same time, if the government is already conducting its own investigation, 

and if it is likely to discover the misconduct anyway, self-reporting may be the preferred course.  

Remedial Measures

Based on the information gathered during the investigation, the investigative team should 

recommend and the company should decide what remedial measures, if any, should be 

undertaken.  Disciplining employees tends to demonstrate that the company takes wrongdoing 

seriously.  Some discipline may be necessary from a business standpoint to ensure that 

employees do not continue to cause trouble.  There is a risk that employee discipline could be 

viewed as an admission of wrongdoing.  And, if disciplined, employees could refuse to cooperate 

with the company and instead cooperate with the government.  Unwarranted or overly severe 

discipline may also damage morale.  Employees who feel a connection to their colleagues may 

take the discipline personally.  If the company does decide to discipline an employee, it may 

have to create a memorandum or report to justify its action.  That record, though, may be deemed 

part of the employee’s personnel file and may need to be disclosed.  

If the investigation revealed evidence of potential ongoing or recurring violations, the 

company also should consider taking procedures necessary to prevent any further violations.  

This might include instituting new procedures, instituting new training sessions, revising 

compliance materials or developing new internal audits or oversight committees to review 

compliance on a periodic basis.  Policing internal misconduct through an investigation is, in 

many ways, no different than other business matters.  It is best to be thorough in preparation and 

action, learn from mistakes, and make improvements when necessary. 

* * *
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An internal investigation can be a critical tool when allegations or evidence of misconduct 

within a company, or within a company’s industry, arise.  Internal investigations of every size 

require balancing efficiency with quality, thoroughness, and completeness.  And above all else, 

an effective internal review requires careful planning at the outset.  While the best compliance 

program and training regime cannot completely prevent some types of misconduct—or, at the 

very least, allegations of misconduct—from occurring, practical preparedness and a carefully 

scoped internal review of the situation is the best defense.  
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Conducting an Effective Internal Investigation   
  
By Andrew M. Schpak 

 
Introduction 
The quality of the employer's internal investigation is always relevant in employment discrimination lawsuits. A court's review of the employer's 
investigation usually arises in one of two ways. First, proof of a competent investigation of an employee complaint shows that the employer took 
prompt remedial action, which can sometimes serve as an affirmative defense. Second, employees who are terminated as the result of an 
employer's investigation often cite the inadequacy of the investigation itself as evidence of discrimination or disparate treatment. The goal of this 
101 Article is to provide some insight into how courts will evaluate the quality of an internal investigation. 
 
When to Conduct an Investigation 
Internal investigations are warranted by any of three occurrences: 

1. instances of known misconduct;  
2. suspected misconduct of which the employer has notice; and  
3. the employer plans to take disciplinary action or adverse employment action against an employee.  

 
Planning the Investigation 
Investigations should be done quickly because employee misconduct can be harmful to the organization, the general public, and coworkers. In 
addition, any delays in gathering information could taint subsequent disciplinary action. When selecting an investigator, choose someone who 
has institutional credibility, personal credibility, availability, and expertise. 
 
Remember that good investigations take time. If the investigation becomes involved or time consuming, the employer should consider 
suspending the employee pending the investigation. A suspension with pay shows that the employer is not pre-judging the situation, and 
prevents employees who may be disciplined later from arguing that the suspension itself constituted discipline. Where suspension is not a viable 
option, the employer should consider transfers, shift re-arranging, assigning extra supervision, restricting access to loci of trouble, or temporarily 
limiting the employee's responsibilities. 
 
Chain of Command Decision-Making 
Avoid "cat's paw" liability by having a review process of the proposed decision reviewed by someone removed from the situation. Cat's paw 
liability arises when a decision maker accepts the recommendations of a biased supervisor without conducting an independent investigation or 
review of the facts. Telephone and email communications are nearly always insufficient to resolve something as important as an employee's 
termination, especially when those conversations are not subsequently documented in a format suitable for the personnel file. 
 
Maintaining Complete Employee Records 
Employee personnel files must contain legible, clear, and specific accountings of every meeting with an employee involving:  

 personnel actions (including positive ones like commendations and certifications); 
 policy and procedure discussions;  
 grievances; 
 investigations; and  
 any other significant work-related events  

 
Interviewing 

 Cover your bases 
Interview all the relevant players - not just the complainant and the accused (although that is a good place to start). 
Consider team (2-person) interviews. Select interview locations with care. Make sure to remind the complainant that 
there is a policy against retaliation of any kind, and remind all other people of the policy and that it protects them. 

 Coercion always backfires  
If witnesses need prodding, that is okay, but never threaten a witness in order to extract information. Information 
gained by threat is given under duress and is likely unreliable. Never threaten employees with criminal prosecution for 
failure to cooperate. Don't ever create the impression that the employee is not free to leave by locking or blocking 
doors. Don't ever provide misinformation in an attempt to obtain the truth, such as pretending to have evidence that 
either doesn't exist or is not in your possession. 

 No false promises 
Employers may have to divulge information learned in the course of an investigation, including the identity of 
witnesses. Accordingly, don't promise confidentiality. You can and should advise witnesses that you will make every 
reasonable effort to keep their identities confidential. In addition, witnesses should be contacted before disclosing their 
names, should that become necessary. 

 
Questioning techniques 
Witnesses can aid an investigation in 3 ways:  

1. they can provide background information, such as possible motivations for conduct, and the existence of relationships or alliances;  
2. they can provide direct observations: what they saw, heard, and know to be true; and 
3. they can corroborate or discredit particular versions of events. 

 
Begin interviews with an explanation of the interview process and what you hope to learn. Answer questions honestly and explain when you are 
not at liberty to answer. Ask open-ended questions. Ask enough background questions for witnesses to add context and fill in blank spots. Ask 
clarifying questions to understand how witnesses use words (e.g., what do you mean by "yell?"). Make sure to acquire consent if you are going 
to tape-record the interview. 
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Protecting the investigation 
Make sure to keep investigative documents in a place where only a few people have access. Investigative documents remain sensitive even 
after the investigation has ended, but must be stored in a retrievable manner or else destroyed. Adopt and follow a logical document destruction 
policy. 
 
You can attempt to protect investigative documents from discovery through the attorney-client privilege and work-product doctrine. To do so, 
follow these steps: 

 State when the purpose of a communication is to obtain legal advice. 
 Identify the parties to privileged communications by name and title 
 Mark privileged documents "privileged." 
 Keep facts and opinions segregated; privilege attaches to communications, evaluations, analysis and opinions, but not 

facts. 
 Limit disclosure to persons outside the scope of the protection. 
 State when the document has been prepared in anticipation of litigation, which can include documents prepared 

anytime after the employer has identified the likelihood of litigation. 
 Write for an audience; expect that a jury will read and scrutinize your documents as evidence, even if you hope that it 

will remain privileged. 
 
Close the loop 
Before you complete the investigation, summarize your process with the complainant and accused to determine whether they have any 
complaints about the process, and schedule a debriefing with each of them for after the investigation is complete.  
 
Conclusion 
Independent investigations are about process. The law does not require that investigations be error free; it requires that they be independent 
and fair. Have a solid policy, and include some procedural safeguards, such as: 

 investigations begin with reviewing involved parties' personnel files for completeness 
 complainants and subjects of complaints must be interviewed 
 progressive discipline should be followed 
 disciplinary determinations must be approved in written format prior to execution 
 only certain human resources staff are authorized to conduct investigations 

 
Andrew M. Schpak is an associate with Barran Liebman LLP in Portland, Oregon, where he practices labor and employment law. Mr. Schpak is admitted to practice 
in Oregon.  
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1. THE INCREASINGLY PUBLIC NATURE OF INTERNAL INVESTIGATIONS 

Secrecy was once the cornerstone of conducting an internal investigation on behalf of a corporate 
client.  However, as waiving privilege has become a baseline expectation of cooperation with 
governmental authorities, and notifying the public of an ensuing internal investigation is many 
companies’ first response in crisis management, the practice of internal investigations is growing 
increasingly public.   
In the past year, several major companies and institutions assured the public that they would 
conduct an internal investigation as part of their response to a major problem.  From oil spills to 
product recalls to law school ranking scandals, a broad spectrum of events prompted 
organizations to pursue internal investigations as a tool to assure the public that they were taking 
the necessary remedial steps.   
However, now in the center of the public spotlight, counsel hired to conduct internal 
investigations must exercise heightened precautions to avoid harm to both their corporate clients 
and their own professional reputations.  Public scrutiny over the independence and credibility of 
the investigators and their findings, the scope of the investigation, and the presentation of the 
final results has impacted the practice of conducting internal investigations.   

  1  



 

This presentation seeks to first highlight some major, recent cases of highly public organizations 
promising internal investigations in the wake of a problem.  With these examples illustrating the 
current trend in making internal investigations a public matter, the presentation will then 
consider how to adjust best practices in light of the corresponding concerns and legal obligations 
that arise from publicly disclosing the existence and results of an internal investigation. 
 
2. RECENT EXAMPLES 
2.1 BP 

One of the most prominent examples of a public company conducting an internal investigation as 
part of its crisis response was BP’s investigation into the causes of the Gulf of Mexico oil spill.  
BP’s investigation, led by Mark Bly, its own Head of Safety and Operations, and conducted by a 
mixed team of people both inside and external to BP, was commissioned immediately after the 
Macondo well exploded in April 2010, and lasted for four months.2   
Facing a public and government demand for some explanation as to how such a destructive event 
came to pass, it is unsurprising that BP chose to take a very public approach with its internal 
investigation.  Upon completion of the investigation, BP issued a press release summarizing the 
findings of the report and posted both an executive summary and the full text of the report on its 
website.3  BP stated that the results of its investigation concluded that “decisions made by 
‘multiple companies and work teams’ contributed to the accident which . . . arose from a 
‘complex and interlinked series of mechanical failures, human judgments, engineering teams, 
operational implementation and team interfaces.’”4 
However, upon releasing its investigation report, BP quickly faced critics in the press who 
questioned the credibility and validity of its findings.  Questions arose as to whether the 
investigative team, consisting in-part of BP employees, “could really take the kind of tough look 
at BP that some of these other independent investigations that are still going on might.”5  
Commentators also predicted that the report’s findings, which shared blame between BP and 
major contractors including Transocean and Halliburton, gave the public “a glimpse into the 
defense that BP might deploy if it faces criminal charges from the Justice Department or that it 
might deploy in some of the private lawsuits against it.”6 This public speculation as to BP’s 
future legal strategy illustrates yet another consideration that counsel should take seriously when 
navigating the course of a highly-publicized internal investigation. 
Given the magnitude of this natural disaster, multiple government agencies -- including a 
commission set-up by President Obama -- conducted their own investigations into the causes of 
the oil spill at the same time as BP.  In January 2011, the National Commission on the BP 
Deepwater Horizon Oil Spill and Offshore Drilling issued its own report, which may further call 
into question the results of the BP investigation.  The commission, like BP, found that the 
accident “was the result of multiple causes, involving multiple companies,” but unlike BP’s 
investigation, the commission’s report focused heavily on BP’s ownership of the well and 
oversight of drilling operations, and criticized BP for its well design – a factor which BP’s 
internal investigation had dismissed as irrelevant.7   
 
2.2 TOYOTA 

Starting in 2009 and throughout 2010, Toyota recalled almost 8 million vehicles in the United 
States due to drivers’ reports of a defect that became known as “sudden unintended 
acceleration.”8  During the recall process, Toyota suggested that sticky gas pedals or misplaced 
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floor mats could be the cause of these incidents.  Toyota was criticized in the press for 
responding too slowly to safety complaints; many in the public speculated that the real cause of 
the problem was flaws in Toyota’s engine electronics.   
Early in 2010, Toyota promised its customers an extensive, broad-scope internal investigation 
into the causes of the recall, including a “top-to-bottom review of every process related to quality 
in design, production, sales and service, and verifying the causes that prompted our recent 
recalls.”9  Toyota also stated publicly that it had hired an engineering and scientific consulting 
firm, Exponent, to “conduct a comprehensive, independent analysis” of Toyota’s electronic 
throttle control system, and promised to make the results public.10   Despite Toyota’s attempts to 
secure customer and public confidence with its promises of internal investigations and quality 
control measures to come, Toyota faced strong criticism and skepticism in the press related to 
documents that the company had shared with congressional investigators during the recall 
process.  The press reported on an internal presentation from July 2009, in which Toyota praised 
its Safety Group for saving $100 million or more by negotiating with regulators to narrow the 
scope of recalls, as well as by delaying safety regulations and avoiding defect investigations.11  
This raised speculation as to whether Toyota had “put profits ahead of customer safety.”12 
In February 2011, government investigators concluded based on work by NASA engineers that 
electronic defects were not the cause for unintended high-speed acceleration in Toyotas.  
However, the press continues to report that Toyota critics (particularly plaintiffs’ counsel in 
lawsuits that have been filed on behalf of Toyota owners) argue that the report was not 
dependable and that its results were wrong.13   
 
2.3 MCNEIL CONSUMER HEALTHCARE 

McNeil Consumer Healthcare, a division of Johnson & Johnson, has continued to deal with a 
string of recalls from 2009 to the present.  Many of these recalls concerned popular over-the-
counter products, such as Tylenol, Motrin, and Benadryl, and resulted from manufacturing 
quality issues which led to the shutdown of the company’s Fort Washington, Pennsylvania 
manufacturing plant in April 2010.  Although McNeil’s recalls were voluntary, they triggered 
various government investigations. 14 
As part of its response to the recall problem, McNeil submitted to the FDA its Comprehensive 
Action Plan on quality improvements in July 2010, which included steps for fully investigating 
and assessing its processes, equipment, facilities, and products.15  In carrying out the internal 
assessment phase of the Plan, J&J reported that McNeil thoroughly investigated historical 
records going back to 2007 to determine whether, for products manufactured internally and sold 
in the U.S., the correct processes and quality standards had been met and followed.16 
With more publicized internal investigations comes a greater public expectation for updates and 
follow-up.  On a J&J media relations site, JNJBTW.com, an article describing the plan stated that 
McNeil planned to update the FDA as to its progress at least once a month, and emphasized 
McNeil’s commitment to “continuing to cooperate and transparent dialogue with FDA.”17  
Additionally, following the completion of the internal assessment phase of the plan, J&J reported 
that the investigation had identified a number of areas for improvement; therefore McNeil issued 
another recall of affected products accordingly.18   
The potential for pressure to expand the scope of such a public internal investigation is also an 
important consideration for counsel.  When reporting on McNeil’s progress under the plan, J&J 
also stated that McNeil would be conducting investigations at other external sites that 
manufacture its products, and would “not hesitate to take whatever steps are needed to ensure 
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that its products meet world-class quality standards, including further market action if 
warranted.”19 
  
2.4 VILLANOVA LAW SCHOOL 

On February 4, 2011, Dean John Gotanda emailed members of Villanova University School of 
Law’s community about a major problem with the school’s reporting of admissions data to the 
American Bar Association (ABA).20  Gotanda stated that, on January 20, 2011, he had become 
aware of school officials having knowingly reported inaccurate data to the ABA for years prior 
to 2010.  Gotanda assured that, upon learning of the problem, he had notified offices within the 
University who worked to:  (1) immediately begin a comprehensive internal investigation; and 
(2) commission an independent audit by Ropes & Gray to determine the scope of the reporting 
problem.   University spokesman Jonathan Gust also provided a statement to the ABA Journal 
describing the actions the university had taken to address the issue and promising that, “[t]he 
University takes this matter extremely seriously, and will hold those responsible accountable for 
their actions.” 21 
In the context of widely publicized internal investigations, counsel should anticipate the potential 
public demand for fast, comprehensive results.  Within days of Villanova’s initial 
communications about the reporting problem, legal blogs and other press sources were quick to 
comment on the effectiveness and transparency of Villanova’s internal investigation.  One report 
positively noted that the ABA’s consultant on legal education, Hulett H. (Bucky) Askew, had 
commented that Dean Gotanda had “handled this in a very responsible and forthcoming way.”22  
However, a popular legal blog, Abovethelaw.com, pointed-out that the university’s 
administration had not yet disclosed “exactly what data was inaccurate, who was responsible, 
and what the school is doing to make sure that this kind of thing won’t happen again.”23  The 
blog also expressed some skepticism as to whether, because of the internal investigation, the 
public will ever actually know the extent of the false reporting.  Finally, the blog warned that, 
“Villanova is (rightly) concerned about its reputation. …  [u]ntil the school makes a full 
accounting of exactly what happened, prospective students and potential employers won’t be 
able to know exactly what they’re getting out of a Villanova education.”24 
Sites like Abovethelaw.com, which run many stories based on content received from readers, 
highlight a dangerous pitfall of conducting an internal investigation in the public spotlight.  Not 
only did the site run the text of Dean Gotanda’s email in a story on the same day he sent it to 
members of his community, it also reported in a follow-up story that it had been contacted by 
multiple sources who stated that, at that point, Villanova had identified and fired three people 
allegedly responsible.25  In an era of public interest in the process and outcome of internal 
investigations, counsel must account for the dangers of employees or other insiders sharing 
information or tipping-off the press.   
 
3. EVOLVING BEST PRACTICES  

As the practice of conducting internal investigations continues to grow, a great deal of literature 
has been written recommending best practices for companies deciding to undergo this process 
and the lawyers who serve as their investigators.26  Given the increasingly public nature of 
internal investigations, however, it is important for companies and their counsel to consider how 
these best practices might evolve given the special risks and additional legal and professional 
obligations of conducting an internal investigation while the rest of the world watches.  
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Highlighted below are certain areas of internal investigation practice that may be particularly 
affected by the public status of the investigation. 
 
 

3.1 ORGANIZING THE INVESTIGATION AND INITIAL MATTERS 

Establishing parameters and creating basic guidelines is an important first step in any internal 
investigation.  With highly publicized internal investigations, certain preliminary steps may 
involve more complicated decision making.  Some decisions that could be affected by the 
onlooking public include: 

 Who is in charge of conducting the investigation?  -  The independence of the 
investigative team will be a high priority in establishing the credibility of the 
investigation, and its results, in the press.   

 What is the extent of the scope of the investigation?  -  The investigation may have to 
extend beyond the incident that sparked the investigation for the public to feel reassured 
that the problem is under control. 

 How should the investigation be documented and reported?  -  Although it will be 
necessary to keep some record of the investigation’s progress and findings, consider the 
potential risks for documents being leaked to the press, and the public’s demand to have 
access to the investigation’s results.  Privilege issues, as well as concerns about exposing 
sensitive company information, should be carefully considered. 

 What will be the process for determining whether to waive attorney-client privilege when 
the investigative team is dealing with demands for information from the government, the 
public, or other third parties?  -  In the context of a very public investigation, there is 
likely to be great demand from the government, the press, and other public groups for 
information related to the investigation.  The company and its counsel need to decide at 
the start of the investigation to what extent counsel has the authority to share privileged 
information, or what process counsel must go through to obtain such permission from the 
company.  Strategies for protecting against waiver in unwanted circumstances should also 
be addressed. 

 
3.2 CONDUCTING THE INVESTIGATION 

Most internal investigations will involve similar processes, such as issuing a litigation hold, 
collecting and reviewing key documents, and interviewing employees.  When an investigation is 
being conducted as the rest of the world watches, however, certain procedural aspects of the 
investigation may be uniquely impacted --  particularly those pertaining to interactions with the 
company’s employees.  Issues that counsel should consider include: 

 How should the company notify employees and the press about the prospective 
investigation?  -  It will be important in any investigation to explain to employees early-
on the nature of the investigation, how to comply with a litigation hold, the possibility of 
employee interviews, and the expectation of employee cooperation (including the 
consequences of non-cooperation).  However, in the context of a publicized investigation, 
the timeline for notifying employees and the press may be complicated.  Counsel should 
consider how information that is provided to employees might be shared with, or leaked 
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to, the press, and how information that is relayed by the press might affect employees’ 
understanding of the purpose and nature of the investigation. 

 How will information in the press affect employee interviews?  -  In addition to taking the 
general precautions in administering Upjohn warnings, such as explaining issues of 
representation and attorney-client privilege, counsel should clearly advise employees at 
the outset of the interview if the company is considering waiving privilege to share the 
content of interviews with government agencies, the press, or other third-parties.  
Counsel should consider the impact that reading and hearing about the investigation in 
the press might have on employees’ willingness to cooperate and the integrity of their 
responses.  Obtaining objective responses is an important goal, and counsel will need to 
consider whether they are obtaining responses from employees based on their personal 
knowledge of events, or colored by what they have heard in the press.   

 What process should be followed for recording and reporting on the progress of the 
investigation?  -  When keeping track of the documents reviewed, witnesses examined, 
and issues raised during the course of a highly-publicized investigation, counsel should 
anticipate to what extent these records may be shared with government agencies and the 
press.  When internally reporting about the early stages of the investigation, a policy of 
oral reporting may prevent information or speculation that could turn out later to be 
untrue from being released to the government or public.   

 
3.3 REPORTING THE INVESTIGATION’S FINDINGS 

Perhaps the area of the internal investigation process that will be most impacted by an increasing 
public presence is reporting the investigation’s findings.27  Basic questions, such as what form 
the final report should be presented in, must be asked at the conclusion of any investigation.  
However, in highly publicized investigations, where the company has promised to share its 
findings in an effort to manage a crisis and restore public confidence, the company may have 
committed itself to more extensive reporting obligations.  Certain events may occur during the 
course of an investigation, whether run internally by the company or externally by a government 
agency, that can give rise to a duty to disclose under federal securities law.28  Some examples of 
reporting duties that counsel must consider when navigating a very public investigation include: 

 Are there additional reporting obligations under Regulation S-K?  -  Relevant 
requirements include:  (1) Item 103, which requires a company to disclose in the “Legal 
Proceedings” section of the nonfinancial statement portion of a registration statement or a 
periodic report whether the company knows of any material pending legal proceedings 
being contemplated by governmental authorities;29 (2) Item 303, which requires a 
company to report any changes in a financial condition and results of operations;30 (3) 
Item 503(c), which requires a company to discuss the most significant risk factors that it 
faces;31 and Item 401(f), which requires a company to identify whether a director or 
executive officer is a named subject of a pending (or imminent) criminal proceeding.32 

 Are there disclosable events under Form 8-K?  -  Certain events that could arise during an 
investigation include:  (1) the resignation or removal of a director or officer; (2) non-
reliance on financial statements because of error; (3) the resignation or dismissal of an 
auditor; and (4) the company’s entry into a material definitive agreement with a 
government agency to conclude an investigation.33   
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 Does the report disclose all material information?  Whether a company discloses 
information out of legal obligation or because it chooses to do so voluntarily, it is 
required to make a complete disclosure.34  While there is no general duty for a company 
to disclose that “an internal investigation has been launched into particular conduct, 
courts generally have held that if one discloses something about an investigation, the 
disclosure must include all material information.”35   

 
4. CONCLUSION 

The practice of internal investigations has traditionally been complicated because of such 
difficulties as explaining issues of representation to employees while trying to secure their 
cooperation, and weighing interests in guarding privilege and cooperating with government 
agencies.  However, as the practice of internal investigations becomes increasingly more public, 
counsel will have to take into account even more obligations and risks when navigating this 
challenging area of practice.  This presentation has sought to demonstrate that highly-publicized 
internal investigations are becoming a reality for many companies and institutions, and to 
introduce some of the questions and factors that companies and counsel should consider when 
determining how to conduct their investigations in the public eye.  As the world watches, 
companies and their counsel will have to exercise even greater caution during the course of their 
internal investigations in order to satisfy their legal and professional obligations.   
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When a client decides to conduct an internal investigation, one of the threshold 
responsibilities of the client’s advisors ordinarily is to structure the investigation in 
a manner that maximizes the client’s flexibility to assert attorney-client privilege 
and work product protection over the investigation and its conclusions. Chief 
among the initial considerations will be (a) after assessing potential conflicts, 
determining who will oversee and who will conduct the investigation, (b) defining 
the scope and objectives of the investigation, and (c) deciding when and with whom 
the results are reported and subsequently shared, and in what form. This column 
focuses on recent guidance on the circumstances under which materials created in a 
company’s internal investigation are subject to the attorney-client privilege and 
work product protection. 

Last month, the U.S. District Court for the District of Columbia ruled that certain 
reports relating to a company’s internal investigation were not entitled to either 
attorney-client privilege or work product protection. In two decisions in Barko v. 
Halliburton,1 addressing a challenge by a former employee bringing a qui tam 
action, the court concluded that investigative documents were not privileged 
because the defendants failed to establish that the documents were created for the 
primary purpose of seeking legal advice, and were not attorney work product 
because they were not created in anticipation of litigation. 

The Barko decisions do not undermine or qualify established practice under Upjohn 
v. United States,2 the seminal U.S. Supreme Court decision applying the attorney-
client privilege and work product doctrine in the corporate context. The Barko cases 
(and other recent case law) remind practitioners, however, that a client’s ability to 
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shield from discovery materials and communications created during an internal 
investigation depends on how the internal investigation is structured and 
conducted, and with whom materials are subsequently shared. 

Attorney-Client Privilege 

The attorney-client privilege has long been held to apply to communications 
between attorneys and their corporate clients. The Supreme Court in Upjohn 
acknowledged the privileged nature of communications made by a company’s 
employees, regardless of rank, to the company’s counsel, “at the direction of 
corporate superiors in order to secure legal advice from counsel.” Upjohn is a 
reminder of the hallmarks of protected corporate communications. There, the court 
recognized privilege for communications between the company’s employees and its 
counsel made during an internal investigation into questionable payments made to 
foreign government officials. 

Upjohn highlighted that in-house and outside counsel can be integral to the 
management of a corporate investigation. In the investigation, the company’s 
attorneys drafted and sent a letter containing a questionnaire to company 
managers, seeking detailed information concerning the relevant payments. The 
letter noted that the chairman of Upjohn’s board had requested that the company’s 
general counsel conduct an investigation to determine the nature and size of the 
payments. A policy statement included with the questionnaire explained the legal 
nature of the investigation, and specified that any questions regarding the policy 
should be addressed to the company’s general counsel. 

The employees also were informed that the reason they were being questioned was 
to facilitate the provision of legal advice to the company. Finally, the responses to 
the questionnaire were sent directly to Upjohn’s general counsel, and he and 
outside counsel interviewed the recipients of the questionnaire and other corporate 
officers or employees as part of the investigation. 

While Upjohn concluded that the communications between the company’s counsel 
and employees were privileged, the court cautioned that privilege determinations 
are necessarily fact-sensitive. The facts surrounding the investigation at issue in 
Barko were sufficiently different from Upjohn to lead the Barko court to conclude 
that the communications in question were not privileged, because they were not 
made for the purpose of obtaining legal advice. As Barko indicated, the attorney-



 

 Page 3 

client privilege attaches only to communications made for the primary purpose of 
securing either a legal opinion or legal services; in other words, the party seeking to 
invoke the privilege must show that “the communication would not have been 
made ‘but for’ the fact that legal advice was sought.” 

The documents sought by qui tam plaintiffs in Barko related to the corporate 
defendants’ Code of Business Conduct (COBC), and investigations conducted 
pursuant to Department of Defense regulations requiring contractors to maintain 
certain internal control systems to “[f]acilitate timely discovery and disclosure of 
improper conduct in connection with Government contracts.” In contrast to 
Upjohn’s internal investigation, which Barko observed was “conducted only after 
attorneys from the legal department conferred with outside counsel on whether and 
how to conduct an internal investigation,” the “COBC investigation was a routine 
corporate, and apparently ongoing, compliance investigation required by 
regulatory law and corporate policy.” 

Additionally, although the COBC investigation culminated with the investigator 
drafting a report and submitting it to the general counsel’s office, the report neither 
requested legal advice, nor identified possible legal issues for further review, which 
the court concluded suggested the document was created to inform the company’s 
determination of whether it needed to report kickbacks or contractor fraud to the 
government. Similarly, none of the other documents created in the course of the 
investigation requested or provided legal advice. Significantly, the Barko interviews 
were conducted by non-lawyers and, unlike in Upjohn, the interviewed employees 
were advised only that the investigation was “sensitive,” not that the purpose of the 
interview was to facilitate the company’s obtaining legal advice. The court 
concluded that the “but for” test was not met: “[T]he primary purpose of the 
investigations was to comply with federal defense contractor regulations, not to 
secure legal advice.”3 

Work Product Protection 

Whether interview notes, summaries, and other reports prepared during an internal 
investigation qualify as protected work product frequently is a companion question 
to the privilege question. The work product doctrine separately protects attorneys’ 
“mental impressions, conclusions, opinions, or legal theories” created in 
anticipation of litigation.4 Work product status turns on whether materials were 
prepared in anticipation of litigation. It bears emphasis that the traditional “but for” 
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test used in Barko to evaluate whether privilege applies does not govern whether 
work product protection applies to investigative material. 

In Barko, the court’s work product assessment asked whether “the document[s] can 
fairly be said to have been prepared or obtained because of the prospect of 
litigation.”5 This “because of” test requires “a subjective belief that litigation was a 
real possibility” and a finding that such belief was “objectively reasonable,” but 
unlike the “but for” test, it allows for the protection of material created for dual (or 
multiple) purposes, so long as it was prepared because of the prospect of litigation. 

According to Barko, however, where a document has more than one purpose, the 
party seeking work product protection bears a heavier burden, since work product 
protection does not attach to documents prepared by lawyers “in the ordinary 
course of business or for other non-litigation purposes.” The proponent of the work 
product protection must, therefore, demonstrate that “the prospect of litigation was 
an independent, legitimate, and genuine purpose for the document’s creation.” 

Applying the work product “because of” test, Barko concluded that the 
investigation documents at issue were not entitled to work product protection. The 
court found that the corporate defendants conducted the internal investigation in 
the ordinary course of business—after all, any responsible company would 
investigate allegations of fraud or waste—and pursuant to government regulation. 

Thus, the court concluded that the investigation documents were prepared 
irrespective of the prospect of litigation. The fact that the investigations were 
conducted by non-attorneys who did not consult with outside counsel bolstered 
this conclusion. While material prepared by non-lawyer consultants and agents 
may enjoy work product protection if their work assists an attorney’s litigation 
preparation, “[m]inimal attorney involvement in an internal investigation 
represents a distinct difficulty for corporations claiming work-product privilege 
because it is the rare case in which a company genuinely anticipating litigation will 
leave its attorneys on the outside looking in.”6 

Disclosure to Government 

Even when a client conducts an internal investigation in a manner qualifying for 
attorney-client privilege and/or work product protection, the client and its counsel 
should be mindful of potential circumstances that could waive the privilege. 
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Waiver ordinarily will follow sharing investigative material with any entity outside 
the privileged relationship or who does not share a common legal interest. A 
recurring question that arises in the investigations context is whether voluntary 
disclosure of privileged or protected material to a government agency (typically as 
part of cooperation with the agency’s related investigation) constitutes a waiver of 
the privilege as to third parties. 

In the 1978 decision Diversified Industries v. Meredith,7 the U.S. Court of Appeals for 
the Eighth Circuit introduced the doctrine of “selective waiver” in the privilege 
context, ruling that a company’s disclosure of outside counsel’s memoranda of 
employee interviews to the Securities and Exchange Commission (SEC) in response 
to a subpoena resulted in only a limited waiver of privilege, thereby allowing the 
company to withhold the documents in a subsequent third-party lawsuit. 

In the decades since Diversified, however, every federal circuit court to consider the 
issue has rejected the “selective waiver” doctrine in whole or in part. Most recently, 
the U.S. Court of Appeals for the Ninth Circuit in In re Pacific Pictures8 held that 
“selective waiver” (even when disclosure is made pursuant to a confidentiality 
agreement) is incompatible with the rationale underpinning the attorney-client 
privilege—”selective waiver does not serve the purpose of encouraging full 
disclosure to one’s attorney in order to obtain informed legal assistance; it merely 
encourages voluntary disclosure to government agencies, thereby extending the 
privilege beyond its intended purpose.” 

Similarly, the leading case in the U.S. Court of Appeals for the Second Circuit, In re 
Steinhardt Partners, held that voluntary disclosure of attorney work product to 
government authorities waives the protection, because once a party allows its 
adversary access to counsel’s mental impressions and opinions, the need for work 
product protection disappears. The Second Circuit, however, “decline[d] to adopt a 
per se rule that all voluntary disclosures to the government waived work product 
protection.” Instead, in dicta, it expressly noted two circumstances where waiver 
may not occur: “situations in which the disclosing party and the government may 
share a common interest in developing legal theories and analyzing information, or 
situations in which the SEC and the disclosing party have entered into an explicit 
agreement that the SEC will maintain the confidentiality of the disclosed material.”9 

Because most courts have rejected the concept of “selective waiver,” many parties 
have sought to retain attorney-client privilege and work product protection over 

http://advance.lexis.com/api/document/citation?cite=+572+F.2d+596+
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http://advance.lexis.com/api/document/citation?cite=+9+F.3d+230
http://advance.lexis.com/api/document/citation?cite=+9+F.3d+230
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documents provided to an investigating government agency by entering into a 
confidentiality agreement with the agency that (a) restricts the agency’s ability to 
disclose the protected material and (b) asserts the company’s intention not to waive 
any applicable privilege as against third parties. This strategy has had a mixed 
reception in recent case law. Certain circuit courts have rejected the idea that a 
confidentiality agreement can preserve privilege and work product protection as to 
materials provided to a government agency, while others (such as the Second 
Circuit in Steinhardt) have left the question open. 

New York federal courts are likewise divided on whether work product protection 
can be maintained through use of a confidentiality agreement with the 
government.10 Though not settling the debate, two related opinions last year by 
Southern District of New York Judge Paul D. Gardephe in Gruss v. Zwirn,11 offer 
recent guidance. 

There, the company’s counsel signed a confidentiality agreement with the SEC’s 
Enforcement Division and voluntarily produced interview notes and summaries 
created by lawyers during an internal investigation into potential financial 
irregularities at certain hedge funds. The agreement provided, in part, that the 
agency “will maintain the confidentiality of the Protected Materials…except to the 
extent that the Staff determines that disclosure is required by law or would be in 
furtherance of the Commission’s discharge of its duties and responsibilities.” 

A private plaintiff thereafter sought the factual portions of the lawyer-created 
interview notes and summaries. Judge Gardephe reversed as clearly erroneous a 
magistrate judge determination that defendants did not waive privilege and work 
product protection as to these materials voluntarily furnished to the SEC. 
Concluding that the SEC’s investigation placed the disclosing parties in an 
adversarial posture with the SEC, the court held that under Steinhardt and its 
progeny, voluntary provision of documents to a government adversary ordinarily 
waives both privilege and work product protection as to those documents. 

The court acknowledged Steinhardt’s observation that under certain circumstances, 
a confidentiality agreement might affect the waiver analysis, but cautioned that 
Steinhardt itself had no occasion to explicate those circumstances. In Gruss, 
Gardephe determined that the “unfettered discretion” the agreement afforded the 
SEC to disclose the protected materials created an “illusory” commitment to 
maintain confidentiality. The court added that “Steinhardt is now nearly twenty 

http://advance.lexis.com/api/document/citation?cite=+296+F.R.D.+224
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years old, and more recent circuit court decisions have not permitted parties who 
produce documents to an adverse government agency to assert attorney-client 
privilege and work product protection as to those same documents when 
demanded by a third party in an unrelated litigation.” 

Practical Takeaways 

While these recent decisions do not upend familiar principles of privilege and work 
product protection available in the internal investigation context, they remind 
clients and practitioners that immunity from disclosure will not attach or be 
preserved without careful attention to the structure and conduct of internal 
investigations. Create a record that will support the assertion of privilege. Interview 
notes, summaries, and memoranda generated in the investigation are far more 
likely to be protected if, from inception attorneys are contemplated to be and in fact 
are meaningfully involved in the investigation. Specifically, having counsel conduct 
witness interviews, review documentary evidence, and provide ongoing legal 
advice with respect to the investigation will help demonstrate that the resulting 
materials were produced for the purpose of obtaining legal advice. 

Moreover, attorneys conducting interviews should make sure to provide Upjohn 
warnings to employees, informing them that the attorneys represent the company, 
that the purpose of the interview is to enable the company to obtain legal advice, 
that the conversation is privileged, and that the privilege belongs to the company. 
Any non-attorneys conducting interviews should similarly be instructed to notify 
witnesses about the legal purpose and privileged nature of the investigation. 

Attorney interview notes and other documents generated during the investigation 
should have a “confidential, attorney-client privileged/attorney work product” 
legend, and be drafted and maintained in a manner consistent with those 
designations. Any written reports arising from the investigation should be directed 
to the client and company counsel, bear the same designations, and recite that they 
contain legal advice. 

Counsel should be mindful at every turn of conduct that may result in waiver of 
privilege and work product protection. Multiple constituencies will likely be 
looking to obtain access to investigative materials. It may be reasonable for the 
client to decide that voluntarily providing investigative materials to the 
government is in its best interests. 
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A negotiated confidentiality agreement with the government agency is an essential 
protective measure, but there is no guarantee that the agreement will preserve 
privilege or work product protection as against third parties. If possible, it is also 
preferable to negotiate disclosure to the government that is limited to factual 
information. Under current law, a disclosing party can better resist an assertion that 
waiver arose from disclosure to the government if the confidentiality agreement 
expressly limits the government’s ability to disclose the documents it receives. 

Endnotes: 

1. 2014 WL 1016784 (D.D.C. Mar.ch 6, 2014); 2014 WL 929430 (D.D.C. March 11, 
2014). 

2. 449 U.S. 383 (1981). 

3. 2014 WL 929430, at *2. 

4. Fed. R. Civ. P. 26(b)(3)(B). 

5. 905 F.Supp.2d 121, 133-34 (D.D.C. 2012) (internal citations and quotations omitted) 
(emphasis added). 

6. Id. at 138. 

7. 572 F.2d 596 (8th Cir. 1978). 

8. 679 F.3d 1121 (9th Cir. 2012). 

9. In re Steinhardt Partners, 9 F.3d 230, 236 (2d Cir. 1993). 

10. Compare In re Natural Gas Commodity Litig., 2005 WL 1457666, at *8 (S.D.N.Y. 
June 21, 2005) (“[E]xplicit written confidentiality and non-waiver agreements with the 
government agencies…go[ ] a long way to a finding of non-waiver….”) with In re 
Initial Public Offering Sec. Litig., 249 F.R.D. 457, 466 (S.D.N.Y. 2008) (“Voluntary 
disclosure of attorney work product, regardless of the existence of a confidentiality 
agreement, will waive work product privilege absent special circumstances.”). 

11. 296 F.R.D. 224 (S.D.N.Y. 2013); see also 2013 WL 3481350 (S.D.N.Y. July 10, 
2013). 

This article is reprinted with permission from the April 10, 2014 issue of New York Law Journal. © 2014 
Incisive Media US Properties, LLC. Further duplication without permission is prohibited. All rights reserved. 



T
he recent enactment of the Dodd-Frank 

Wall Street Reform and Consumer Pro-

tection Act and the finalization of the 

Securities and Exchange Commission’s 

related whistleblower rules significant-

ly impact three interrelated facets of corporate 

internal investigations, namely, implementing and 

educating employees about corporate internal 

controls to set the foundation for an investiga-

tion, conducting the investigation itself, and 

interacting with regulators. Internal investiga-

tions enable a company to examine and respond 

to potential corporate malfeasance in a manner 

that signals to shareholders and regulators that 

the company is committed to good corporate 

citizenship. Internal and outside investigative 

counsel must therefore understand how Dodd-

Frank impacts internal investigations and how to 

use Dodd-Frank—both before an investigation is 

on the horizon and during an investigation—to a 

company’s advantage.

Sarbanes-Oxley Model

For nearly a decade, internal investigations 

have been conducted against the backdrop of 

the Sarbanes-Oxley Act of 2002 (SOX), including 

its requirement that corporations enact internal 

controls, such as “up the ladder” reporting require-

ments. SOX also reinforces that a corporation’s 

independent directors (and in particular the audit 

committee) function as a “watch dog” to guard 

against corporate mischief, i.e., SOX establishes 

a model by which a company’s board is expected 

to root out problems. 

In many cases, this model for internal inves-

tigations allows a company to understand and 

self-report (when appropriate) a problem before 

it becomes a public firestorm. And while SOX is 

generally applicable to issues concerning finan-

cial reporting requirements, it colors the man-

ner in which most internal investigations are 

conducted.
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Enter Dodd-Frank, which added a new Sec-

tion 21F to the Securities Exchange Act of 1934.1 

this provision created a whistleblower “bounty” 

program allowing the SEC to pay significant mon-

etary awards—10 percent to 30 percent of sanc-

tions over $1 million—to persons who provide 

the SEC with “original” information about viola-

tions of the securities laws, while also affording 

whistleblowers anti-retaliation protections. these 

whistleblower bounties are available to company 

employees (including, in some circumstances, 

those engaged in the wrongdoing) and to people 

outside the company. 

And the final rules implementing Dodd-Frank 

make clear that employees are not required to 

report “up the ladder” internally before reporting 

a potential violation directly to regulators. Hence, 

Dodd-Frank represents a shift in emphasis from 

the “watch dog” model established by SOX to 

a regime that financially incentivizes corporate 

employees to bypass internal controls and speak 

directly to regulators. 

Internal and outside investigative counsel 

must now construct strategies for handling the 

potentially harmful financial, reputational, and 

legal repercussions that may flow from potential 

securities law violations being handed directly 

to regulators before they are investigated and 

understood internally. In doing so, counsel must 

consider how to appropriately utilize a company’s 

internal controls and investigative process to 

encourage employees to use internal reporting 

mechanisms, conduct investigations in a man-

ner that minimizes the risk of premature whistle-

blower leaks, and anticipate and defend against 

false whistleblower complaints.

Race to Report to Regulators

the first issue to consider is one of timing. 

the risk that whistleblowers will go directly to 

the government to collect a bounty puts pres-

sure on companies to “race to report” potential 

violations to regulators in order to receive greater 

“cooperation” credit and to get ahead of the issue 

in the eyes of shareholders. Naturally, racing to 

report potential violations of law is a risky busi-

ness. Mistakes can be made in hastily assessing an 

issue and a company can unwittingly give regula-

tors incomplete or (worse) incorrect information, 

compounding the problem.

Counsel must therefore consider strategies 

to encourage employees to report internally 

and thereby temper or avoid a race to report. 

to this end, counsel should understand that the 

commission’s final rules implementing Dodd-Frank 

intentionally created three “incentives” for whistle-

blowers to report potential violations internally 

before going to regulators. First, the rules allow 

120 days for a whistleblower to remain eligible 

for a bounty if he first reports an issue internally, 

i.e., a whistleblower can secure his place in line 

with the SEC for purposes of providing “original” 

information under the Dodd-Frank bounty provi-

sions on the date he reports an issue internally, 

provided he reports the information to a regulator 

within 120 days of the internal report.2

Another incentive for employees to report 

internally first is found in Rule 21F-4(c)(3), which 

provides that if a whistleblower first makes a 

report to the company, and the company subse-

quently provides the SEC with information—or 

the results of any investigation initiated based 

on that information—and that information leads 

to a successful enforcement action, the SEC will 

give the whistleblower credit for all of the infor-

mation the company provides to the SEC. this 

means that any additional information generated 

by the company’s investigation and disclosed to 

the SEC will be credited to the whistleblower for 

purposes of determining whether the whistle-

blower qualifies for a bounty and how much 

of a bounty she should receive, i.e., she will 

be permitted to “piggyback” on the company’s 

own investigative work and potentially increase 

her chances of recovering an award by report-

ing internally first rather than reporting only  

to the SEC.

Finally, when determining the amount of an 

award, the SEC will consider a whistleblower’s 

voluntary participation in a company’s internal 

reporting and compliance program, and the extent 

to which he assisted in any internal investiga-

tion as factors that can increase the amount of 

an award.3 Conversely, a whistleblower’s interfer-

ence with the internal compliance functions of a 

company is a factor that can decrease the amount 

of an award.4 Companies should keep in mind, 

however, that increases and decreases in awards 

will not change the minimum or maximum percent-

age range (10 percent to 30 percent of recoveries 

exceeding $1 million) of an award available to a 

qualifying whistleblower.

these incentives provide an opportunity for 

a company to use Dodd-Frank to its advantage 

before an investigation even starts. A company 

should consider specifically educating its work-

force about how Dodd-Frank’s whistleblower pro-

visions (and even its anti-retaliation provisions) 

are designed to work alongside a company’s 

internal reporting process. In other words, in a 

world where plaintiffs’ lawyers are aggressively 

advertising certain provisions of Dodd-Frank on 

television, on the Internet, in movie theaters, 

and elsewhere to lure whistleblower clients, it 

is prudent for corporate counsel to consider 

educating employees about Dodd-Frank so that 

they feel secure in utilizing internal procedures 

and understand how they may actually be bet-

ter served under Dodd-Frank by reporting  

internally first.

Disseminating a message that the company 

takes its obligations seriously and expects 

employees to report potential wrongdoing also 

sets a foundation for demonstrating later on to 

regulators and shareholders that the corporation 

maintains a culture of compliance. Put simply, 

emphasizing the need for and safety in reporting 

internally has the derivative benefit of casting the 

corporation in the appropriate light with those 

who will judge its conduct. 

to further signal its commitment to ferreting out 

corporate misconduct and to guard against false 

whistleblower complaints, companies should also 

consider an annual certification by employees that 

they have not only reviewed the code of conduct, 

but also are not aware of any potential violations 

of the codes of conduct—including violations of 

the securities laws—that have not otherwise been 

reported to the company. Doing so may create a 

written record establishing that an employee was 

not aware of any potential violation, which could 

help convince the SEC that a subsequent whistle-

blower complaint dating back to the certification 

period was contrived to obtain a bounty.

It is important, however, to understand the lim-
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its of these incentives for individuals to comply 

with internal reporting requirements. None of these 

rules incentivize individuals who are not subject 

to a company’s internal reporting requirements. 

For example, a competitor will not be deterred by 

the 120-day rule from running immediately to the 

SEC. And given the current “sector-wide” regula-

tory investigations and prosecutions—such as 

stock options backdating or expert network insider 

trading—counsel would be wise to closely moni-

tor investigations to anticipate and get ahead of 

potential whistleblower complaints by individuals 

outside the company (including competitors or for-

mer employees) who may seek to blow the whistle 

for a bounty, retaliation, cooperation credit, or 

simply to try to create a business advantage. 

Indeed, when there is a sector-wide investiga-

tion related to a company’s business, it may be 

prudent to initiate an internal investigation to con-

firm whether the company has a similar problem. 

Moreover, even employee-whistleblowers need not 

wait the 120-day period before going to the SEC, 

e.g., the clock can run to zero if a whistleblower 

reports internally but decides to report to the SEC 

the next day. Counsel simply cannot view the 120 

days as a cushion for conducting the investiga-

tion, but must instead proceed under the reality 

that Dodd-Frank still threatens a race to report, 

or at least places pressure on counsel to initiate a 

substantive dialogue with regulators even earlier 

in the process.

Post Dodd-Frank

Dodd-Frank’s anti-retaliation provisions 

provide another nuance to consider. A whistle-

blower may be protected by the anti-retaliation 

protections regardless of whether (1) the SEC 

actually investigated the underlying complaint; 

(2) the reported conduct constituted a violation; 

and (3) the whistleblower ultimately qualifies 

for an award. Accordingly, companies should 

proceed with heightened care when making 

employment decisions regarding employee-

whistleblowers, including those found through 

the investigation to have engaged in wrongdoing, 

and should consider including outside employ-

ment counsel as part of their legal team. More-

over, under Dodd-Frank, the SEC acts as enforcer 

of its anti-retaliation provisions. to navigate 

the anti-retaliation provisions of Dodd-Frank, 

investigative counsel may wish to consider a 

more detailed dialogue with the commission 

before any potential adverse employment action 

is taken.

Another factor to consider is that, in light 

of Dodd-Frank’s lucrative bounty provisions, 

employees will be incentivized more than ever 

to disclose information they obtain through the 

internal investigation. But Dodd-Frank provides 

that information obtained from an “excluded” 

source, such as lawyers and auditors, as well as 

information protected by privilege, generally (with 

certain exceptions) cannot constitute “original” 

information for purposes of the bounty program.5 

Indeed, the commission said, “if an employee only 

learns about possible violations [from counsel] 

because he or she is interviewed in the course of 

a company internal investigation, Rule 21F-4(b)

(4)(vi) will not permit that employee to file a 

whistleblower submission claiming the informa-

tion as [‘original’].”6 Investigative counsel should 

ensure that information about the investigation—

in particular findings and witness statements—are 

communicated only to the client. 

In addition, a contemporaneous record of what 

information a witness learned during a confiden-

tial interview may assist in explaining to the SEC 

why a whistleblower’s information is not “original” 

and, even more importantly, may help claw back 

privileged information that was inappropriately 

disclosed to regulators. Education about these 

exclusions may also help dampen an employee’s 

enthusiasm to use information learned through 

the investigation for personal gain.

In light of these rules, investigative counsel 

should also re-calibrate privilege waiver con-

siderations. While efforts by the Department of 

Justice and the SEC to demand a privilege waiver 

by a company in exchange for cooperation credit 

have been blunted in recent years, companies 

must still consider whether and to what extent to 

waive the privilege when trying to avoid or mitigate 

regulatory exposure. For example, investigative 

counsel may now seek to further delay such deci-

sions until after conducting witness interviews, 

and make clear during witness interviews that 

the company has not yet waived the privilege. 

Investigative counsel and the client may thereby 

be able to cabin the use of information divulged 

during an interview because it is still privileged, 

and assess the need for and control the timing of 

any disclosure to regulators.

Dodd-Frank has changed the way counsel must 

think about internal controls and investigations. 

Corporate and investigative counsel who think 

critically and creatively (before and during internal 

investigations) about how to utilize Dodd-Frank 

will best serve their clients in navigating the post 

Dodd-Frank world and in shaping how the new 

law is understood and applied.
•••••••••••••••••••••••••••••

1. the final whistleblower provisions, Securities Whistle-
blower Incentives and Protections, 76 Fed. Reg. 34,300 (June 
13, 2011) (to be codified at 17 C.F.R. pts. 240 & 249), become 
effective Aug. 12, 2011.

2. Rule 21F-4(b)(7).
3. Rule 21F-6(a)(4).
4. Rule 21F-6(b)(3).
5. Rule 21F-4(b)(4).

6. Securities Whistleblower Incentives and Protections, 76 

Fed. Reg. at 34,321.
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Corporate internal investigations
best practices, pitfalls to avoid





introDUCtion: tHe BeneFits oF an eFFeCtive Corporate internal investigation
Corporations are being scrutinized today as never before. 

Public and private companies alike are examined and in-

vestigated not only by the U.S. government, but by increas-

ing numbers of local, state, and foreign government agen-

cies. Private plaintiffs are also filing more and more cases 

with significant allegations that attempt to call a corpora-

tion’s conduct into question. Frequently, corporate scrutiny 

focuses on compliance issues: that is, whether companies 

comply with the legal obligations to run the business ethi-

cally around the world. Corporations are clearly facing sig-

nificant challenges.

 

There is a path, though, for corporations to best protect 

themselves in the harsh glare of the spotlight on compli-

ance issues. That is: When a company is confronted with 

evidence or allegations of potential wrongdoing, the com-

pany is well served to respond deliberately and thought-

fully by making sure that it understands all the facts. If the 

facts evidence a violation of policy—or worse, of law—the 

company should respond promptly with appropriate dis-

cipline, remediation, and (in certain cases) perhaps even 

discussions with the government. 

Under the right circumstances, conducting an effective 

corporate internal investigation protected by the attorney- 

client privilege can benefit the company in a number of 

ways: 

• Revealing all of the relevant facts so that management 

and/or the board can make a fully informed decision as 

to how best to proceed; 

• Stopping the conduct to prevent further violations; 

• Memorializing the company’s good-faith response to the 

facts as they become known; 

• Insulating management and/or the board against allega-

tions of complicity; and 

• Promoting a culture of transparency and compliance 

throughout the organization. 

Each of these benefits can be achieved if the investigation 

is well designed with a specific work plan that addresses 

document collection and review, witness interviews, care-

ful analysis, and periodic reporting in the format that best 

serves the client’s interests.

Jones Day has developed one of the deepest benches 

in the world of former prosecutors and regulators and of 

lead trial lawyers, all of whom guide and defend companies 

every day through their most sensitive and urgent issues. 

The materials in this collection, written by the partners and 

associates within the Firm’s Corporate Criminal Investiga-

tions Practice, describe different aspects of our practice 

as related to corporate internal investigations. The materi-

als cover best practices in witness interviews, reflections 

on the corporate attorney-client privilege, representation 

issues in internal investigations, joint defense agreements, 

the effective use of experts, the growing prevalence of 

global corporate investigations, and protecting a compa-

ny’s interests after self-disclosure.

We hope that you find these materials instructive and 

helpful.

Charles Carberry and Richard Deane

Practice Leaders

Corporate Criminal Investigations
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Witness interviews are a critical part of virtually every inter-

nal corporate investigation. Witnesses have the facts—the 

who, what, where, when, and why—and how successfully 

interviewers extract those facts can make or break the in-

ternal investigation.

In any particular investigation, witnesses can, and often do, 

run the gamut; some may truthfully recite what they do and 

do not know and also offer leads that further advance the 

investigation, while others may obscure the facts, if not flat-

out lie, and thereby sidetrack or even obstruct the investi-

gation. Finally, there are witnesses who come clean at the 

last minute.

From this perspective, a good interview is, fundamentally, 

one that enables: (i) the discovery of as many relevant facts 

(or sources of such facts) from the witness as possible; and 

(ii) an accurate assessment of the witness’s credibility. 

This section sets forth certain considerations and best prac-

tices for conducting an effective witness interview. It should 

be emphasized, however, that conducting a good interview 

is at least as much art as science. Meticulous preparation, 

well-crafted questions, and facility with documents can en-

sure that the relevant substantive topics are covered during 

best practices 
for conducting 

Witness 
intervieWs
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the interview, but well-honed “soft” skills are often neces-

sary for eliciting information that the witness may be reluc-

tant to share and determining whether the witness is telling 

the truth. In particular, interviewers should be adept at de-

tecting and interpreting various indicia of veracity, such as 

signals the witness gives about her candor, interests, and 

motivations through her body language, speech patterns 

and other verbal cues, and overall demeanor. 

Against this backdrop, it should be clear that each inter-

view in each investigation is a distinctly unique event de-

serving of careful planning and its own strategy, tailored to 

the witness in question.

 

ConsiDer FaCtors tHat May iMpaCt 
WHetHer, WHen, WHere, anD/or HoW to 
ConDUCt tHe intervieW
Internal investigations and related interviews do not oc-

cur in a vacuum. Instead, there are invariably surrounding 

circumstances and potential collateral consequences of 

which investigators should be cognizant when developing 

and implementing an investigative plan and preparing for 

individual interviews. 

Is the InvestIgatIon oveRt oR CoveRt? 

Investigators should consider whether the subjects of  

an investigation and other prospective witnesses know of 

the investigation. Investigators’ ability to obtain evidence 

and information through certain means can be diminished 

once the investigation goes “overt.” The element of sur-

prise can be an especially valuable tool for investigators—

substantial covert investigative activity leading up to un-

scheduled “drop-in” interviews of key subjects can help 

ensure both that the interviewers are knowledgeable about 

the conduct within the scope of the investigation and the 

witness’s participation therein and that the witnesses are 

not afforded the opportunity to individually or collectively 

rehearse—or, worse, fabricate—answers to difficult ques-

tions. Of course, when dealing with a witness, investigators 

should refrain from misleading or harassing her and should 

adhere to any applicable legal rules, contractual rights, or 

corporate policies governing the scheduling and conduct 

of an interview. Even when an investigation has remained 

covert, the best investigative approach may very well be to 

give witnesses ample and explicit notice of the existence 

and nature of the investigation so that they can likewise be 

fully prepared (factually and mentally) when they eventually 

sit for their interviews. The salient point, as with most of the 

other practice tips outlined in this section, is not that there 

is a singular best practice to be followed in every instance, 

but that investigators should understand and use the range 

of tactical options available to them in a way that avoids 

certain pitfalls and helps yield the greatest benefit to the 

investigation.

Is a goveRnment agenCy also InvestIgatIng 
the same ConDuCt? If not, Is the InteRnal 
InvestIgatIon lIkely to leaD to a DIsClosuRe to 
the goveRnment? 

If the government is conducting its own investigation 

into the same conduct at issue in an internal corporate 

theodore t. Chung  |  Chicago  |  +1.312.269.4234  |  ttchung@jonesday.com
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investigation, and if the company is already engaged in 

discussions with the government, some level of coordina-

tion is often highly advisable. For instance, a government 

agency may be inclined to delay or forgo altogether its own 

investigation in favor of the internal investigation if the com-

pany offers a credible representation that it will fully report 

its findings to the agency. Conversely, the agency may ask 

the company to delay or forgo investigative activity out of a 

concern that an internal investigation would undermine the 

government’s investigation and any subsequent prosecu-

tion (e.g., obtaining multiple—and potentially conflicting—

statements from the same witness about the same events). 

In this regard, open and regular communication among the 

parties involved can facilitate a sensible accommodation, 

build credibility for the company, and reduce delays or 

inefficiencies.

aRe theRe WItness-speCIfIC Issues to ConsIDeR? 

Occasionally, issues related to specific witnesses affect 

decisions about the interviews. In contrast to law enforce-

ment authorities with subpoena power, companies and 

their internal investigators are generally limited in their abil-

ity to compel cooperation on the part of witnesses. This 

means that internal investigators may not have access to 

all witnesses with knowledge and are instead left to obtain 

information only from those individuals and entities obligat-

ed to cooperate with an internal probe by virtue of their 

employment with the company or as a matter of contract. 

Investigators should be aware of which witnesses are ob-

ligated to cooperate and whether this obligation will ter-

minate, thus ensuring that they don’t miss out on the best 

opportunity to interview these witnesses during the peri-

od in which they are most likely to cooperate. For this rea-

son, investigators should monitor the status of witnesses 

whom the company does control—particularly current em-

ployees—and stand ready to adjust the investigative plan 

should a change in any witness’s status so warrant (e.g., 

expedite an interview of an employee about to leave the 

company). Similarly, employees who are, or may become, 

whistleblowers may merit special attention. An employee 

who has already blown the whistle internally should often 

be an investigator’s first source of information; promptly in-

terviewing the employee is not simply a means of obtaining 

that information, but also an opportunity to gain the em-

ployee’s trust and demonstrate to the employee that the 

company is treating her allegations with due care. This may 

convince the employee not to report the allegations outside 

the company, at least pending the outcome of the internal 

investigation. An employee who has reported alleged mis-

conduct to a government agency or the media also should 

be interviewed, though the interviewers should recognize 

that the em ployee may in turn report the interview to the 

same agency or media outlet.

tHink CareFUlly aBoUt  
tHe logistiCs oF tHe intervieW
The mental state of the witness and the physical environ-

ment for the interview can often affect an interview for 

better or worse—these details are, in fact, often the key 

to unlocking the witness’s information. While investigators 

should never lose focus on eliciting the substantive infor-

mation that a witness may possess, they should give care-

ful thought to how, when, and by whom an important inter-

view will be sought and conducted.

sequenCIng InteRvIeWs 

At an early stage of the internal investigation, the investi-

gators should develop an interview plan that arranges the 

contemplated interviews in a logical sequence. As the in-

vestigation proceeds, this plan should be modified as ap-

propriate. Investigations often commence with “scoping” 

interviews of witnesses who have little, if any, personal 

knowledge of the conduct in question, but who can pro-

vide an overview of relevant corporate processes, prac-

tices, and/or personnel. Exigent circumstances (e.g., the 
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impending retirement or termination of a key employee 

witness) may dictate a different approach, but interviews 

of fact witnesses typically proceed in ascending order of 

importance. In this way, the investigators can build their 

knowledge of the matter as they prepare to conduct the 

highest-priority interviews.1

the InteRvIeW loCatIon anD foRmat 

Unless there is something to be gained from conducting an 

interview without advance notice and/or at a particular time 

or location, scheduling the interview is ordinarily a matter of 

convenience to the witness, the company, and the investiga-

tors. The investigators should normally try to avoid unneces-

sary business disruption and choose a site for the interview 

that will best induce candor on the witness’s part (usually 

somewhere that puts the witness at ease). Every effort 

should be made to conduct important interviews in person; 

when it comes to sizing up a witness and her statements, the 

opportunity to observe and listen to the witness firsthand is 

critically important—a telephone interview is a poor substi-

tute, and a videoconference is only marginally better.

prepare tHoroUgHly anD antiCipate 
Witness ConCerns
The key to a successful interview is, of course, intelligent and 

exhaustive preparation. Best practices for interview prepa-

ration include canvassing the investigative file and other 

information relating to the witness to be interviewed, thor-

oughly analyzing this information, collecting and organizing 

any materials for use in the interview, and preparing a de-

tailed outline to guide the questioning of the witness.

DoCument RevIeW anD oRganIzatIon

It is difficult to over-

state the importance 

of document review to 

an internal corporate 

investigation. Simply 

put, without docu-

ments, investigators 

are significantly hampered in their ability to arrive at the 

truth—documents allow significant events to be pieced to-

gether and witnesses to be refreshed, corroborated with 

consistent statements, and confronted with inconsistent 

statements, often ones that they themselves put forth in 

writing. Assuming that investigators have enough time to 

complete a meaningful document review, they should be-

come very familiar with the key documents pertaining to 

each witness and think deliberately about how to present 

each witness with these documents during the interview.2 

Indeed, the mere act of bringing a well-organized stack of 

documents to an interview as a display of preparation may 

have a disciplining effect on a witness who, in the absence 

of documentary proof to the contrary, might have thought 

that she could stray from the truth and get away with it.

InvestIgate the WItness’s BaCkgRounD

Oftentimes, it is important to have an understanding of 

aspects of a witness’s background (e.g., financial informa-

tion, criminal or litigation history, job performance, prior 
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employment experience, and relationships with  other em-

ployees) insofar as they shed light on any “agenda” or “bag-

gage” that the witness may have and her general propensity 

for truth telling. Investigators should consider reviewing, at a 

minimum, background information maintained by the com-

pany (e.g., the witness’s personnel file) or available in pub-

licly accessible databases and through internet searches.

pRepaRe WItness outlInes

While an experienced and exceptionally gifted interviewer 

might be able to “wing it,” the best practice is to draft a 

suitably comprehensive and detailed interview outline that 

includes all relevant documents and emails to be shown 

to the witness. Such an outline can help ensure that the 

major substantive topics are covered during the interview 

and that particularly important questions are asked. The in-

terviewer should be prepared to deviate from the outline as 

necessary to follow up and explore answers given during 

the interview.

antICIpate WItness questIons

Investigators should not be surprised if the witness  raises 

questions during the interview. These questions are  often 

motivated by the witness’s concern about the conse-

quences of her statements. Anticipating such questions 

and consulting with the right company personnel in ad-

vance of the interview will enable the investigators to intel-

ligently address the questions, if not conclusively answer 

them, and perhaps avoid what would otherwise have been 

a misstatement to the witness or a disruption or postpone-

ment of the interview. Set forth below are certain questions 

that witnesses raise with some regularity, along with sug-

gested responses.

Do I need a lawyer? Before the interview, the investigators 

should determine whether any company policies, company 

bylaws, contractual provisions, or statutes would afford the 

witness the right to counsel or other representation at the 

interview.

Suggested Answer: “I cannot answer that question for you 

because, as I have explained, I am not your lawyer. If you 

think you want a lawyer as we go on, please let me know, 

and we can talk more about that.” (Note that through the ini-

tial Upjohn warnings, discussed below, the witness will have 

been advised that the investigators represent the engaging 

entity, not the witness.)

Will I be fired or disciplined if I don’t answer your ques-

tions? Before the interview, the investigators should deter-

mine what, if any, legal rules or company policies govern an 

employee’s obligation to cooperate in an internal investiga-

tion. Generally, employees have a duty to cooperate and 

may be subject to disciplinary action for failing to do so.
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Suggested Answer: “My understanding is that employees 

are required to cooperate with internal investigations au-

thorized by the company, such as this one. The duty to co-

operate includes truthfully answering questions during an 

interview conducted as part of the investigation. I am not 

a member of the company’s management, however, so I 

cannot tell you what the company may or may not do if you 

do not answer my questions.”

Whom will you tell if I tell you . . . ? Before the interview, 

the investigators should determine whether the company 

has already agreed to disclose the substance of the inter-

view to the government or any other third parties. Typically, 

the disclosure decision is not made until the investigation  

is complete.

Suggested Answer: “Again, our conversation is confidential, 

but this investigation is being conducted on behalf of the 

company, so what you tell me is information that belongs 

to the company. As for whether your interview will be dis-

closed to any third parties, as I mentioned, that’s a deci-

sion that the company, and the company alone, will make 

at some point in the future.” (Note that the Upjohn warnings 

will have addressed this topic as well; see below.)

I’d like to say something off the record. Can you stop tak-

ing notes? In general, investigators should try to avoid ac-

cepting off-the-record statements. If a statement is truly 

“off the record” and therefore not documented, it has es-

sentially not been made and has next to no value for the 

investigation. Interviewers should ordinarily indicate that 

they will not accept such statements, but they should also 

seek to understand the witness’s reasons for wanting to go 

off the record (e.g., fear of attribution, retaliation, or physical 

harm) and address them to the extent practicable.

Suggested Answer: “I’m sorry, we cannot accept off-the-

record comments. I hope you understand. We’re trying to 

discover the facts, and we’re interested in hearing anything 

you have to say that can help us. Can you tell us why you’d 

like to go off the record? Maybe we can address any issues 

or concerns that you have.” 

strUCtUre tHe intervieW WitH Central 
FaCt-DisCovery anD Witness-assessMent 
oBjeCtives in MinD
Asking the right questions in an interview is just the start; 

the goal is to get meaningful answers that, as noted above, 

further the investigation because they add to the investi-

gators’ knowledge base and/or permit a more informed 

evaluation of the witness. Giving attention to the interview 

setting can increase the odds of obtaining meaningful 

answers.

paRtICIpants In the InteRvIeW anD theIR Roles 

Much thought should be devoted to who should participate 

in the interview of an important witness. The presence or 

absence of particular persons can significantly affect the 

tenor of the interview and the witness’s cooperation lev-

el. There should be at least two participants—a principal 

questioner and a principal note taker or “prover”3—who are 

fairly regarded as independent of the company and there-

fore not biased in favor of any particular investigative out-

come. The prover should focus on accurately recording the 

interview and will be available thereafter to testify to the in-

terview, if necessary. Beyond these two participants, others 

should be permitted to attend only if their presence is likely 

to serve a legitimate investigative purpose, such as evok-

ing greater candor on the witness’s part. For instance, the 

it is imperative for interviewers to clearly set the ground rules for the interview at the very 
outset, before substantive questioning begins. this can be accomplished by explaining the 
general subject matter of the investigation, thanking the witness for her cooperation, and 
reciting the upjohn warnings in a straightforward and nonintimidating manner.
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presence of an appropriate company representative with-

out a personal stake in the investigation and with whom the 

witness is familiar (e.g., in-house counsel not involved in the 

conduct being investigated) may reasonably be believed to 

have a positive effect on the witness’s comfort level and re-

sponsiveness.4 If the witness insists on being accompanied 

at the interview by counsel or another person, the investi-

gators should determine whether the employee is so enti-

tled by virtue of any legal, policy, or contractual provision. 

Even if there is no such entitlement, allowing the witness a 

reasonable accommodation in this regard may be tactical-

ly sound as a show of good faith and fairness, so long as it 

does not threaten harm to the investigation.

settIng the BasIC gRounD Rules (Upjohn) upfRont 

It is imperative for in-

terviewers to clearly set 

the ground rules for the 

interview at the very out-

set, before substantive 

questioning begins. This 

can be accomplished 

by explaining the gener-

al subject matter of the investigation, thanking the witness 

for her cooperation, and reciting the Upjohn warnings in 

a straightforward and nonintimidating manner. In fact, the 

Upjohn recitation can be delivered not as a “warning,” but 

as a gesture of courtesy to assist the witness in under-

standing the context for the interview and the respective 

roles of the participants. Substantively, the Upjohn warn-

ings should make clear that the investigators have been 

hired by the engaging entity (e.g., the company or the audit 

committee) and do not represent the witness; that the in-

vestigators are gathering facts in order to provide legal ad-

vice to the entity; that the investigation is confidential and 

covered by the attorney-client privilege; that the privilege 

belongs to the entity, and only the entity can waive the priv-

ilege and disclose privileged information to third parties; 

and that the witness must maintain the confidentiality of 

the investigation.5

Maintain proFessionalisM anD a tone  
oF Civility DUring tHe intervieW, BUt Don’t  
sHy aWay FroM ConFronting Witnesses  
on DeMonstraBly False stateMents
Interviews should not normally be hostile “interrogations,” 

and investigators should never attempt to embarrass, be-

rate, or demean a witness. That said, investigators should 

be prepared to appropriately challenge a witness who ex-

hibits a disregard for the truth or is otherwise unjustifiably 

uncooperative. Indeed, subtly or dramatically different in-

terview approaches may be necessary in the course of a 

single interview, particularly where the witness herself vac-

illates between factually supportable and patently false an-

swers. For investigators, this puts a premium on developing 

tools and techniques that enhance their adaptability and 

nimbleness in interviews—investigators who can modulate 

their questioning and manner in tune with (or in contrast 

to) the witness, as circumstances warrant, are certain to be 

more effective than those who are stuck at one speed and 

in one mode.
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When the oBJeCtIve Is puRely faCt gatheRIng, 
use nonleaDIng questIons anD tRy to get the 
WItness to open up as muCh as possIBle 

The first task in most interviews is determining what, if any-

thing, the witness knows about the subject matter of the 

investigation. To get there, it is usually helpful to develop 

some initial rapport with the witness so that the witness 

feels sufficiently comfortable in the interview setting to 

“open up” to the interviewers. A good way to build this rap-

port is to begin an interview with questions about the wit-

ness’s background, even if this information is not directly 

relevant to the investigation. This tends to help the witness 

be less anxious and less guarded by the time the inter-

view transitions to questions focused on the investigation. 

Throughout a fact-gathering interview, investigators should 

generally use nonleading questions, which are the best way 

to elicit narrative answers with as much or as little elabo-

ration from the witness as the interviewers deem appropri-

ate.6 In addition, interviewers should make intelligent use of 

any documents relating to the witness (e.g., refreshing the 

witness, clarifying ambiguous terms or passages, authenti-

cating documents, identifying other persons whose names 

appear on documents, etc.). Interviewers should also ex-

plore the witness’s knowledge of other potential sources 

of relevant information; it is a good practice in such an in-

terview to ask questions like, “Who might know more about 

[the matter]?” and “Where might there be documents relat-

ed to [the matter]?” and a catch-all question like, “Is there 

anything else you think we should know?”

When a WItness may Be lyIng oR mInImIzIng, 
ConsIDeR ConfRontIng heR WIth ContRaRy 
evIDenCe 

Through document review, forensic analysis, and other inter-

views, investigators may have already developed a reason-

ably complete understanding of the facts about which they 

intend to question a witness. This means that the upcom-

ing interview is in all likelihood more about assessing the 

the most accurate—and therefore most 
useful—interview report is one that is 
prepared very soon after the interview 
and based on the recollections and 
copious notes of the participants.
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witness than about acquiring additional factual information. 

For possibly culpable witnesses, in particular, investigators 

should: (i) anticipate the possibility that the witness will lie 

about material facts and/or minimize her conduct; and (ii) 

be prepared to confront the witness with contrary evidence 

if she does lie (assuming the investigators are then in a 

position to reveal that evidence). One effective tactic here 

is to try to preempt any falsehood on the witness’s part 

by presenting her with the contrary evidence before she 

is questioned on the facts; alternatively, the interviewer 

can ask the witness about the facts and then confront her 

with the contrary evidence only if she does not fully “come 

clean.” In choosing between these two approaches in a 

particular interview, the investigator should determine how 

important it is to test the witness’s truthfulness—the more 

important such testing is, the more the latter approach is 

generally preferred.

ConClUDe tHe intervieW  
WitH iMportant reMinDers
The conclusion of an interview can be just as important as 

its initiation and content. Investigators may need to have 

continuing contact with the witness after her interview (or 

even re-interview the witness), and the terms on which they 

leave the witness can affect such future communications. 

Moreover, the end of the interview is a good time to remind 

the witness of key admonitions and instructions, including 

the following:

• Maintaining the confidentiality of the investigation, es-

pecially refraining from discussing the investigation with 

persons other than her counsel (if represented);

• Preserving relevant documents and data, consistent with 

any previously issued preservation notice (if no notice 

has been issued, the witness should be told to preserve 

specified documents and data, and a written notice 

should follow as soon as possible);

• Providing the witness with an investigator’s contact infor-

mation so that the witness knows whom to call with any 

questions or additional information; and

• Advising the witness of any company policy or practice, 

or providing other appropriate guidance, on what the wit-

ness should do in the event she is contacted by a gov-

ernment investigator or third party regarding the same 

subject matter.7

proMptly anD aCCUrately MeMorialize 
tHe intervieW in a Written report
An interview is only as good as the report that memorial-

izes it. Memories fade and interview notes do not always 

cogently reflect what was said during the interview. Failing 

to accurately summarize in a written report the relevant in-

formation obtained from the witness can defeat the central 

purpose of the interview: to incorporate that information 

into the collective knowledge base of the investigation.

The most accurate—and therefore most useful—interview 

report is one that is prepared very soon after the interview 

and based on the recollections and copious notes of the 

participants. The principal note taker should ordinarily 

prepare the first draft of the report and then circulate it to 

other participants for editing and comment. The result of 

this  process, which may involve multiple drafts, should be a 

final report that reflects the shared recollection of the inter-

view participants and contains an accurate and complete 

summary of the information gathered.8

The interview report should identify the witness and all 

other persons who participated in the interview; specify 

the date, time, duration, and location of the interview; and 

summarize the information conveyed by the witness. In 

addition, the interview report should describe any admo-

nitions or instructions given to the witness (e.g., Upjohn 

warnings; see also a more elaborate discussion of this 

at “Representation Issues in Corporate Internal Investi-

gations: Identifying and Addressing Risks”) and indicate 

that it contains the interviewers’ mental impressions and 

thought processes related to the interview. The inclusion 

of mental impressions and thought processes, specifi-

cally denoted as such, should ensure that the report will 

be protected from disclosure to third parties by the attor-

ney-client privilege and the work-product doctrine.9
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the corporate 
attorney-client 
privilege today: 
is Waiver still  

a Worry?

Corporations facing the question of whether to waive the 

attorney-client or work-product privilege during a gov-

ernment investigation should carefully consider the pres-

ent-day benefits and pitfalls of doing so. Beginning with 

the “voluntary disclosure policy” of the Securities and Ex-

change Commission (“SEC”) in the 1970s, government con-

sideration of corporate cooperation in making charging 

decisions—including waiver of the attorney-client and 

work-product protections—has been a part of the fabric 

of corporate criminal investigations.10 Since the issuance 

of the Holder Memorandum by the Department of Justice 

(“DOJ”) in 1999, waiver of the attorney-client and work-prod-

uct doctrines has taken center stage. The policy of the DOJ 

and numerous other governmental investigative agencies 

has evolved in response to changing investigative needs 

and the outcry of many against government intrusion into 

the attorney-client relationship. Now, more than three years 

after the DOJ released its most recent pronouncement on 

the issue of waiver, many wonder whether waiver is still a 

worry. The short answer is yes.

The DOJ’s nuanced stance on waiver does not guaran-

tee that a corporation can keep its privileged materi-

al privileged and still get the full benefit of a coopera-

tion credit. Further, the DOJ is not the only government 
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agency conducting investigations, and other agencies 

have varying approaches to waiver of the attorney-client 

and work-product protections. Even now, corporate coun-

sel must be keenly aware of government interest in a cor-

poration’s waiver of the attorney-client and work-product 

protections and be prepared to counsel her clients on the 

benefits and drawbacks of waiving the privilege or with-

holding that waiver. This section outlines the pitfalls as-

sociated with the question of waiver today and identifies 

certain best practices for corporate counsel addressing 

the issue of waiver.

tHe governMent’s HistoriCal approaCH 
to Waiver oF tHe Corporate attorney-
Client anD Work-proDUCt proteCtions
“The DOJ’s longstanding policy and practice on coopera-

tion credit has arguably always been a coercive one.”11 In 

1999, in an attempt to counter the growing belief that the 

DOJ was inconsistently exercising prosecutorial discretion 

in the context of corporate investigations, Deputy Attorney 

General Eric Holder issued a memorandum listing guide-

lines for federal prosecutions of corporations. Included in 

the list of nonmandatory factors meant to guide DOJ attor-

neys in deciding whether to charge a corporation was the 

corporation’s “willingness to cooperate in the investigation 

of its agents, including, if necessary, the waiver of the cor-

porate attorney-client and work product privileges.”12 The 

SEC followed suit in 2001, issuing the Seaboard Report, 

which permits SEC attorneys to consider whether a corpo-

ration waived the attorney-client and work-product protec-

tions in evaluating corporate cooperation.13

As Enron and other corporate scandals ushered in a new 

decade, Deputy Attorney General Larry D. Thompson is-

sued a new memorandum in 2003 aimed at developing an 

aggressive approach toward corporate prosecution. The 

Thompson Memorandum made the factors guiding the de-

cision to charge mandatory. It also “increased emphasis 

on and scrutiny of the authenticity of a corporation’s co-

operation,” including its waiver of the attorney-client and 

work-product protections.14 While the Thompson Memoran-

dum indicated that the DOJ did not “consider waiver of a 

corporation’s attorney-client and work product protection 

an absolute requirement,” such waivers became the status 

quo for companies seeking to avoid criminal prosecution.15

In 2004, the DOJ’s and SEC’s waiver policies were but-

tressed by amendments to the commentary to Section 

8C2.5 of the United States Sentencing Guidelines.16 The 

amended commentary stated: “Waiver of attorney-client 

privilege and of work product protections is not a prerequi-

site to a reduction in culpability score . . . unless such waiver 
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is necessary in order to provide timely and thorough disclo-

sure of all pertinent information known to the organization.”17 

Coupled with the Thompson Memorandum and Seaboard 

Report, the new Sentencing Guidelines commentary led to 

“a culture of waiver.”18

Challenges to the Thompson Memorandum, including the 

2006 case of United States v. Stein, dominated the corpo-

rate criminal landscape in the mid-2000s. By late 2006, 

the rancor had become loud enough that Senator Arlen 

Specter introduced the Attorney-Client Privilege Protection 

Act of 2006, aimed at rolling back portions of the Thomp-

son Memorandum regarding the near-mandatory waiver of 

the attorney-client privilege.19 The DOJ responded with a 

revised corporate prosecution memorandum from Depu-

ty Attorney General Paul J. McNulty, announcing that DOJ 

attorneys could request a waiver of the attorney-client or 

work-product protections only “when there is a legitimate 

need for the privileged information.”20

The McNulty Memorandum further separated attorney-cli-

ent information into two categories. Category I included 

“purely factual information,” such as copies of key docu-

ments, witness statements, or “purely factual interview 

memoranda regarding the underlying misconduct.” Cat-

egory II included attorney-client communications and non-

factual attorney work product, including “legal advice given 

to the corporation before, during, and after the underlying 

misconduct occurred.” While waiver of Category I infor-

mation could be requested when a “legitimate need” was 

shown, Category II information was to be requested only in 

“rare circumstances” when “the purely factual information 

provides an incomplete basis to conduct a thorough inves-

tigation.” Waiver requests for both categories of information 

required high-level authorization.21 Despite the changes 

adopted by the McNulty Memorandum, corporations con-

tinued to feel enormous pressure to waive the privilege in 

order to receive credit for cooperating.

In 2008, the DOJ attempted once again to hone its  policy  

on waiver of the attorney-client privilege after Senator 

Specter introduced another version of the Attorney-Client 
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Privilege Protection Act. In the Filip Memorandum, Dep-

uty Attorney General Mark Filip recognized that “a wide 

range of commentators and members of the American le-

gal community and criminal justice system have asserted 

that the [DOJ’s] policies have been used, either wittingly 

or unwittingly, to coerce business entities into waiving at-

torney-client privilege and work-product protection.” The 

memorandum confirmed that the DOJ “understands that 

the attorney-client privilege and attorney work product pro-

tection are essential and long-recognized components of 

the American legal system.”22

The Filip Memorandum focuses on the DOJ’s policy regard-

ing corporate cooperation on the “relevant facts,” mandat-

ing that cooperation credit be based not on the waiver 

of the attorney-client and work-product protections, but 

on disclosure of the relevant facts about the underlying 

misconduct, whether they are privileged or not. That focus 

has been adopted by the United States Attorneys’ Manual: 

[T]he government’s key measure of cooperation 

must remain the same as it does for an individ-

ual: has the party timely disclosed the relevant 

facts about the putative misconduct? That is the 

operative question in assigning cooperation cred-

it for the disclosure of information—not whether 

the corporation discloses attorney-client or work 

product materials.23

The Filip Memorandum also prohibits prosecutors from 

explicitly requesting waiver of “core” attorney-client or 

attorney work-product material (essentially, the McNulty 

Memorandum’s Category II information) or from crediting 

corporations that do waive the privilege with respect to this 

type of information. The Filip Memorandum also encour-

ages corporate counsel who feel pressured to waive the 

privilege in violation of the memorandum’s guidance to 

take their concerns up the ladder in the DOJ. The SEC’s 

new Enforcement Manual similarly discourages explicit re-

quests for waiver of the privilege.24

is Waiver still a Worry?
While the Filip Memorandum may have ushered in a kinder, 

gentler DOJ approach to waiver of the attorney-client privi-

lege and attorney work-product doctrine, waiver remains a 

While the filip Memorandum may have 
ushered in a kinder, gentler doJ approach 
to waiver of the attorney-client privilege 
and attorney work-product doctrine, 
waiver remains a significant and complex 
issue in corporate investigations. 
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significant and complex issue in corporate investigations. 

First, the Filip Memorandum applies only to investigations 

and prosecutions undertaken by the DOJ. While the DOJ 

prohibits requests for waiver of “core” attorney-client and 

work-product material, numerous other government agen-

cies have yet to adopt such clear demarcations.25 And, 

while the Filip Memorandum and SEC Enforcement Manual 

instruct DOJ and SEC attorneys not to explicitly ask for a 

waiver, an organization may still enhance its cooperation 

credit with those agencies by voluntarily waiving the privi-

lege and turning over attorney notes and memoranda.

Further, even with the prohibition of requests for waiv-

er of “core” privileged materials, cooperation under the 

 Filip Memorandum requires full disclosure of the “rele-

vant facts”—establishing a new pitfall of which companies 

should be aware. A corporation that does not disclose rele-

vant facts to the government for whatever reason is not en-

titled to receive credit for cooperation. “The obvious prob-

lem is that the ‘facts’ uncovered in an internal investigation 

are actually an attorney’s distillation of numerous interviews 

and documents and therefore work product.”26 While the 

Filip Memorandum states that it is up to the organization to 

decide whether to conduct internal investigations in a priv-

ileged or nonprivileged manner, “there is still a pressure to 

waive attorney-client privilege if you have ‘relevant factual 

information’ covered by attorney-client privilege . . . [a]nd 

quite a bit of ‘relevant factual information’ is subject to priv-

ilege claims.”27 As a result, the Filip Memorandum’s require-

ment of full factual disclosure may have actually reduced 

the protection afforded to Category I privileged information 

under the McNulty Memorandum.

Because of these waiver considerations, corporate coun-

sel should be careful to clearly identify and separate 

attorney-client and work-product material from factual 

matter. When deciding to reduce the results of interviews 

to writing, therefore, corporate counsel should consider 

whether the corporation will choose to turn over those in-

terviews to provide full disclosure of the relevant facts. If so, 

all attorney impressions and strategy should be excluded. 

Similarly, corporate counsel should carefully consider how 

to present factual findings to investigative agencies. Rather 

than turning over interview memoranda or notes, corpora-

tions may want to consider as an alternative an oral attor-

ney proffer of factual information coupled with an explicit 

agreement from the investigating agency that such proffers 

do not constitute waiver of the privilege. These consider-

ations may also impact the degree of detail included in 

notes memorializing a witness interview.

Anytime a corporation considers waiving the attorney-cli-

ent privilege, corporate counsel should keep in mind that 

waiver of the privilege in response to a government inquiry 

almost always results in waiver regarding that same subject 

matter in any other litigation, whether it is an investigation 

by another government agency, civil enforcement based 

When weighing the cooperation decision, corporate counsel 

should be aware that there are still times when the best strategy 

is to not waive the privilege and to decline to cooperate at all.
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ConClUsion
While the Filip Memorandum and the new SEC Enforcement 

Manual have strengthened a corporation’s ability to keep 

core attorney-client and work-product material protected, 

it has not eliminated the possibility that the privilege should 

be waived to maximize cooperation credit. Until such time 

as waiver of the privilege is no longer a factor in determin-

ing cooperation credit, corporate counsel must continue 

to vigilantly protect the privilege of her corporate clients 

throughout an internal investigation and counsel them on 

the advantages and disadvantages of waiver during gov-

ernment investigations.
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on the investigation, or litigation instituted by a private par-

ty.28 Before suggesting that a corporation waive the privi-

lege, corporate counsel should instruct her client that the 

waived communications could be presented in any civil suit 

brought against that company, and the client should con-

sider the consequences.

Likewise, it is important to consider that waiver of the 

privilege on a narrow set of documents could result in a 

broader waiver of the entire subject matter to which those 

documents refer. Under Federal Rule of Civil Procedure 

502, intentional waiver of any communication will generally 

result in the waiver of any document related to the sub-

ject matter of that communication. For this reason, coun-

sel should not take a document-by-document approach 

to waiver, but instead should consider the implications of 

waiving the attorney-client privilege or work-product pro-

tection of all documents involving a single subject matter.

Finally, when weighing the cooperation decision, corporate 

counsel should be aware that there are still times when the 

best strategy is to not waive the privilege and to decline 

to cooperate at all. The circumstances requiring that de-

cision may vary, from circumstances in which cooperation 

is not likely to prevent prosecution or significantly reduce 

a penalty, to cases in which the government is unlikely to 

seek to obtain evidence in a corporation’s control without 

corporate assistance. In those circumstances, not waiving 

the privilege permits legal advice and strategies to remain 

confidential throughout the entire course of the investiga-

tion and the subsequent legal or administrative proceeding.
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representation 
issues in 

corporate 
internal 

investigations: 
identifying and 

addressing risks

Corporate entities compelled to respond to allegations of 

corporate malfeasance are often required to undertake in-

ternal investigations in order to uncover the facts, maintain 

management integrity, and fulfill their obligations to share-

holders. Once a complaint is generated, whether internally 

by an employee or externally by a governmental inquiry, both 

in-house and outside counsel engaged by the corporation 

must be cognizant of the complexities of client represen-

tation that are present in virtually every corporate internal 

investigation. Most significantly, it is important to determine 

“who is the client” and clarify the application of the attor-

ney-client privilege and the reporting relationships for the 

attorney conducting the investigation. This process neces-

sarily requires a full understanding of the scope and objec-

tives of the internal investigation and the hazards posed by 

failure to appreciate the potential conflicts of interest that 

might emerge during the course of the investigation.

This section will discuss some of the practical issues that 

arise in representing a corporate client in an internal inves-

tigation. From the inception of the investigation to the de-

livery of the report summarizing its conclusions, the client 

and its counsel must be vigilant about preserving the at-

torney-client privilege, dealing with potential conflict issues 

inherent in multiple representation, and avoiding the pitfalls 
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associated with an investigation that has “too many chefs in 

the kitchen” or conflicting agendas by different principals 

within the corporate client.

The adoption of a disciplined, pragmatic approach to these 

issues will go a long way toward maintaining the integrity 

of an internal investigation and avoiding the costly conse-

quences that can result from failure to anticipate these po-

tentially problematic areas.

representing a Corporation or an 
inDiviDUal: ConFliCts oF interest anD 
privilege ConsiDerations
When faced with a whistleblower complaint or an adminis-

trative or criminal subpoena that suggests possible man-

agement or corporate misconduct, corporate counsel will 

generally retain an outside attorney to respond and con-

duct an internal investigation. Outside counsel who have 

not previously represented the company are viewed by 

the government as more independent than the company’s 

usual outside counsel and may have more credibility if the 

company later decides to share the findings of the investi-

gation with the government or other third parties.

The scope of the engagement generally depends on the 

scope of the subpoena or the nature of the allegations. 

While the investigation should stay focused on what is per-

ceived to be the alleged misconduct, counsel cannot turn 

a “blind eye” to related conduct or other questionable ac-

tivities, especially if the company intends to seek credit for 

its investigatory efforts at a later time.

The investigating outside counsel often will be hired by the 

corporation itself or by the corporation’s general counsel. 

In either case, the corporation is the client, and as the cli-

ent, the corporation is the holder of the attorney-client priv-

ilege. The attorney-client privilege provides, generally, as 

follows: (i) When legal advice of any kind is sought (ii) from 

a professional legal advisor in his capacity as such, (iii) the 

communications relating to that purpose, (iv) made in con-

fidence (v) by the client, (vi) are, at the client’s insistence, 

permanently protected (vii) from disclosure by the client or 

by the legal advisor (viii) unless the protection is waived.29

Navigating the twists and turns of the attorney-client privi-

lege can become tricky in the context of corporate repre-

sentation. For instance, when a corporation undertakes an 

internal investigation, it can conduct the review in-house 

through its attorneys or compliance officer. While this is 

generally the most cost-effective approach in the short 

term, it runs the risk that management, tasked with inves-

tigating itself, will not be viewed as sufficiently objective 

or may not be experienced enough to adequately protect 

the corporation in the investigative process. If the corpo-

ration retains an outside consultant to head up the effort 

and the consultant retains outside counsel to assist with 

the legal analysis, the advice of that outside attorney may 

not be viewed as privileged because the attorney is provid-

ing legal advice to the consultant, not to the corporation. 

If, on the other hand, the corporation itself hires the out-

side counsel to conduct the investigation, and the outside 

counsel retains the third-party consultant pursuant to a 

Kovel agreement,30 the attorney can share information with 

the consultant without risking waiver of the attorney-client 

privilege.31

After an internal investigation is concluded, the question 

often arises whether to share the results of the investigation 

with the Department of Justice (“DOJ”) and/or government 

regulators, such as the Securities and Exchange Commis-

sion (“SEC”), in order to obtain “cooperation credit” and 
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increase the chance of avoiding indictment or reaching 

a favorable settlement. Under the DOJ’s Filip Memoran-

dum,32 a corporation deserves cooperation credit if it dis-

closes “relevant facts” uncovered in its internal investiga-

tion.33 Similarly, the SEC’s Seaboard Report states that the 

Commission will consider the extent to which the company 

made available the results of its internal review.34 

The decision to disclose the results of an internal investi-

gation frequently highlights the tension between represen-

tation of the company and representation of an individual 

officer, director, or employee of the company.

While communications between company counsel and em-

ployees of the company are privileged,35 the privilege be-

longs only to the company, not to the individual. As a result, 

it is within the company’s sole discretion to waive privilege 

and attempt to obtain cooperation credit for the company 

by sharing with the government information revealed during 

the course of an internal investigation. The company need 

not obtain permission from the employee to disclose the 

employee’s interview statements, nor need it even advise 

the employee of its decision to disclose.

However, prior to conducting the employee interview, the 

lawyer must sufficiently and unequivocally advise the em-

ployee that the lawyer represents the company, not the in-

dividual; that the company is the holder of the attorney-cli-

ent privilege; and that the individual has no control over 

whether the company may elect to waive the privilege, in-

cluding by disclosing facts of the investigation to the gov-

ernment, and that it is not uncommon in general for corpo-

rations to do so. This is the Upjohn warning—based on the 

seminal Supreme Court decision in Upjohn Co. v. United 

States36 and commonly referred to as the “corporate Miran-

da warning”—that the investigating lawyer must provide to 

a company employee at the start of any interview. Other-

wise, individual officers, directors, and employees may er-

roneously conclude that the lawyer represents not only the 

corporation, but each of them as individuals. The absolute 
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worst-case scenario for inside and outside counsel is to 

be deemed by a court to have unintentionally misled the 

witness-employee into believing she was personally repre-

sented by the corporate counsel.

This can present a conundrum for the attorney. On the 

one hand, it is in the interest of the company to encourage 

the employee to be candid and complete during the fact- 

finding interview, but on the other hand, the Upjohn warning 

risks silencing the employee, who may hesitate to reveal in-

criminating information, knowing that it is entirely the com-

pany’s decision whether to disclose that information to the 

authorities.

If the attorney fails to give an adequate warning and the 

employee concludes reasonably and in accordance with 

the applicable law37 that the company counsel also rep-

resents her personally, the company—which generally can-

not waive the employee’s attorney-client privilege38—may 

be prohibited from disclosing the employee’s interview 

statements and may thus be limited in its ability to secure 

cooperation credit for the company and may suffer a host 

of more serious consequences.

This was sharply illustrated in United States v. Nicholas,39 

where the company’s outside counsel, in an effort to se-

cure cooperation credit, turned over to the government 

the interview statements of the company’s CFO, William 

Ruehle, ostensibly without Ruehle’s consent. Ruehle was 

subsequently indicted and moved to suppress his state-

ments on the ground that he believed that company coun-

sel represented him personally and that the statements 

he made to those attorneys were protected by the attor-

ney-client privilege. The district court agreed, suppressed 

Ruehle’s statements, and lambasted the law firm that con-

ducted the interview for failing to give a proper Upjohn 

warning.40 The Ninth Circuit reversed on appeal, finding 

that Ruehle’s statements were made not “in confidence” 

but for the purpose of disclosure to the company’s outside 

auditors—a fact of which Ruehle was well aware—and that 

therefore Ruehle could not rely on the attorney-client priv-

ilege to suppress the use of the statements in his criminal 

prosecution.41

Although Ruehle was reversed, the lessons from the district 

court opinion linger:

• First, the attorney representing the corporation in the 

internal investigation must assess the existence of po-

tential conflicts of interest early on in the investigation, 

before substantive information is obtained from individu-

als, and then continue to reassess potential conflicts as 

the matter proceeds so that separate counsel can be 

retained timely.

• Second, the attorney should advise any employee who 

is, or is likely to become, a subject, target, or material 

While communications between company counsel and 
employees of the company are privileged, the privilege 
belongs only to the company, not to the individual. 
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witness to retain separate counsel. This should be done 

before the individual provides substantive information to 

company counsel.

• Third, the Upjohn warning must make it clear that the law-

yer represents the company only and not the individual. 

A comprehensive Upjohn warning advises the individual 

being interviewed that: (i) the lawyer represents the cor-

poration, not the individual; (ii) the lawyer is conducting 

the investigation in order to gather information and pro-

vide legal advice to the company; (iii) the attorney-client 

privilege belongs to the company, and the company may 

elect to waive the privilege and disclose to third parties—

including the government—any information learned from 

the interview, without the individual’s consent; and (iv) in 

order to maintain the privilege, the substance of the in-

terview is and should remain confidential.42 If the compa-

ny is cooperating with law enforcement authorities and 

there is a reasonable expectation that the company will 

share the substance of its investigation with the author-

ities, counsel should advise the employees of this likeli-

hood. The lawyer should memorialize, either in a memo-

randum or in contemporaneous notes, that a full Upjohn 

warning was given and that the individual acknowledged 

understanding it.

• Fourth, if the attorney concludes that simultaneous rep-

resentation of the company and one or more individuals 

is appropriate, the lawyer should obtain a written conflict 

waiver from both the company and the individual client, 

possibly vetted by independent counsel for each poten-

tial client. Even a complete, well-documented Upjohn 

warning is not sufficient to guard against the possibili-

ty that an actual, irreconcilable conflict of interest could 

arise that would prevent the attorney from representing 

any client in the matter. Ideally, the written conflict waiv-

er or engagement letter will expressly state that if an ir-

reconcilable conflict arises and the attorney is forced to 

withdraw as counsel for one client, she may nonetheless 

continue to represent another client in the matter.

representing a Corporation anD BoarD 
oF DireCtors or CoMMittee oF tHe BoarD: 
ConFliCts oF interest anD privilege 
ConsiDerations
Other thorny issues may arise when a conflict of interest 

comes to light between the corporation and senior man-

agement. For example, if corporate counsel retains an 

outside attorney to respond to a grand jury subpoena and 

conduct an internal investigation, the outside counsel nor-

mally would report to the legal department that initiated the 

engagement.

However, the investigation may reveal that the legal de-

partment itself has exposure for the conduct under inves-

tigation such that it becomes impossible for the outside 

attorneys to continue reporting to corporate counsel. This 

requires walling off the legal department from the internal 

investigation and offering separate counsel to the in-house 

lawyers involved in the matter under investigation. In such 

a situation, where the corporation effectively is investigat-

ing its own management, the audit committee or a special 
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committee of the board of directors would likely be con-

vened for the specific purpose of supervising the internal 

investigation. Outside counsel would report to the commit-

tee, keep it abreast of the factual and legal developments, 

and present to it the oral or written report of investigation. 

When an internal investigation focuses on conduct that po-

tentially implicates corporate management, it is especial-

ly important that the investigating attorneys be viewed as 

independent. They should not be from the same firm as 

the corporation’s regular outside counsel; indeed, regular 

outside counsel may themselves be percipient witnesses 

to the conduct under investigation.

When outside counsel 

report to a committee 

of the board of direc-

tors, privilege consid-

erations often result in 

walling off senior man-

agement or certain 

members of senior management. Committees of a board 

of directors have their own attorney-client privilege, sep-

arate from that of the corporation.43 The privilege extends 

only to those directors who are members of the special 

committee or audit committee, i.e., those who are outside 

directors or who otherwise have no involvement in or ex-

posure for the conduct under investigation.44 As a result, 

when outside counsel reports on the status of its investiga-

tion, those board members who are not part of the special 

committee must leave the boardroom, and the minutes of 

the meeting, which are privileged and confidential, must 

be kept separate from the regular board minutes. If the 

committee members or the attorneys conducting the inter-

nal investigation communicate about the investigation with 

anyone other than the special committee of the board, they 

risk waiving the privilege.45

Walling off senior management or an influential or con-

trolling shareholder raises delicate issues for the attorney 

conducting the investigation. The excluded individuals can-

not have any role in directing the investigation, nor can they 

receive any feedback on the results of the investigation as 

it progresses. Both in-house and outside counsel must take 

measures to ensure that walled-off individuals do not exert 

any inappropriate influence on the investigation. Any per-

ceived pressure from such individuals must be firmly dealt 

with from the outset, by putting in place explicit guidelines 

or, if necessary, establishing recusal procedures in order 

to maintain the integrity and the independence of the in-

ternal review. Failure to timely and firmly address these is-

sues could seriously undermine the ultimate credibility and 

effectiveness of the internal investigation and its findings.

Brian a. sun  |  Los Angeles  |  +1.213.243.2858  |  basun@jonesday.com

Brian Sun has earned a national reputation as a distinguished trial lawyer in complex business litigation and 
white-collar criminal defense. He has successfully litigated cases against some of the nation’s top trial lawyers. 
His cases have included representing Dr. Wen Ho Lee in his successful civil suit against the U.S. government; 
former Clinton fundraiser Johnny Chung; and former Orange County Sheriff Michael Carona.  Brian is a fellow 
of the American College of Trial Lawyers, and in 2005 he was named one of America’s “500 Leading Lawyers” 
by Lawdragon magazine.

Brian’s practice covers a wide range of areas, including matters involving unfair competition, intellectual property disputes, en-
tertainment litigation, executive compensation, and shareholder rights. His practice covers the full spectrum of business crimes, 
such as securities fraud, corporate internal investigations and fraud, tax fraud, bank fraud, FCPA investigations, technology trans-
fer violations, fraud in government procurement, and public corruption prosecutions involving prominent elected officials.

When an internal investigation focuses 
on conduct that potentially implicates 
corporate management, it is especially 
important that the investigating 
attorneys be viewed as independent. 
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In sum, the representation of a corporation in an internal 

review presents varied and complex issues. When asked to 

represent a corporate entity, the practitioner should con-

sider the following types of questions:

• To whom will you report?

• If you are retained by corporate counsel, does the gener-

al counsel or someone else in the legal department have 

potential exposure for the conduct under investigation? If 

so, can that individual be walled off, or will the entire legal 

department have to be disqualified from the internal in-

vestigation? Is there a way to keep the legal department 

in the loop without sharing investigation details?

• Sometimes the legal department itself will have conduct-

ed a due diligence review, and outside counsel will be 

called in as independent outside counsel. Can you re-

port to the legal department, or does the legal depart-

ment have an irreconcilable conflict of interest such that 

it should be walled off from the investigation?

• If the legal department is implicated in the alleged 

wrongdoing or has itself conducted a review, to whom do 

you report? Do you report to the board of directors? Are 

any of the directors potentially implicated? If so, can you 

report to the audit committee? Or if members of the au-

dit committee are potentially involved, must the board of 

directors convene a special committee, comprising indi-

viduals having no connection to the conduct under inves-

tigation, for the purpose of supervising the investigation?

• If you report to a special committee, how will you pro-

tect privileged communications? Can you share the re-

sults of your investigation with the entire board? Can 

you share it with the company’s regular outside litigation 

counsel?

• If the goal is to conduct an internal investigation and im-

plement remedial measures in order to secure coopera-

tion credit, how do you position yourself so that, as inde-

pendent outside counsel, you have maximum credibility 

with the government? Can you share the results of your 

investigation with corporate counsel? With outside litiga-

tion counsel? And if not, how can the corporation and 

individual targets mount a meaningful defense to allega-

tions of corporate wrongdoing?

• What steps must you take to ensure that the reporting 

relationship is free of any internal conflicts? When is it 

necessary to exclude an in-house attorney, senior exec-

utive, or major shareholder who might have an interest in 

influencing the direction of the investigation?

ConClUsion
The issues addressed in this section often arise in the 

context of a corporate internal investigation. The integrity 

of the investigation can be seriously compromised if the 

company and its counsel are not mindful of the hazards 

inherent in the process. And, even more importantly, the 

potential adverse consequences of creating unintention-

al attorney-client relationships are draconian.There are no 

easy answers. But it is important that the practitioner be 

alert, at the outset, to the different issues of privilege and 

conflicts of interest that arise when counsel is called upon 

to represent a corporation in an internal investigation. An-

ticipating these complexities is the best way to ensure the 

credibility and effectiveness of the representation.
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best practices 
regarding 

Joint defense 
agreeMents

The joint defense privilege—whereby multiple defendants 

in a case and their legal counsel are allowed to communi-

cate with one another without jeopardizing the attorney-cli-

ent privilege and risking disclosure of the substance of 

those communications to the government—can be a pow-

erful tool in corporate criminal defense. Indeed, it can be so 

powerful that for years the Department of Justice (“DOJ”) 

actively discouraged joint defense agreements (“JDAs”) 

by considering their use among a corporation and its em-

ployees as evidence that the corporation was “protecting 

its culpable employees and agents” and thus more deserv-

ing of prosecution.46 However, the JDA is also a tool that 

is fraught with pitfalls and uncertain interpretation across 

jurisdictions. Thus, though JDAs are often a necessity in 

corporate criminal defense, they should not be entered into 

without foresight and due attention to several key aspects.47

joint DeFense agreeMents:  
WHat tHey are, WHy tHey are iMportant
The joint defense privilege, also known as the “common 

interest privilege,” was recognized by courts as early as 

1964 as an exception to the normal rule that attorney-client 

privilege and attorney work-product protections are waived 
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when otherwise privileged communications or materials 

are disclosed to a third party.48 Pursuant to this exception, 

privileged communications between a client and his attor-

ney, and that attorney’s work product, remain protected 

even if disclosed to certain third parties.49 The privilege can 

be asserted defensively (to avoid having to disclose infor-

mation to the government) and also offensively (to prevent 

another party of the joint defense from disclosing informa-

tion that was gained through the joint defense effort). The 

party seeking to establish the existence of a joint defense 

privilege and assert the protections it conveys must show, 

at a minimum, that: (i) the communications were made in 

the course of a joint defense effort; (ii) the statements were 

designed to further the effort; (iii) the communications were 

intended to be kept confidential; and (iv) the privilege has 

not otherwise been waived.50 JDAs need not be written and 

can be formed by anything from simple oral undertakings 

to detailed written agreements.51

The benefits of such agreements among codefendants can 

be extremely valuable. Without the privilege, codefendants 

represented by separate counsel would not be able to 

share information or work product without making the com-

munications subject to disclosure by compulsion to the 

government. The prospect of such disclosure would greatly 

increase the cost of litigation and require significant dupli-

cation of investigative and litigation work. Fear of disclosure 

could also significantly hinder the effectiveness of inves-

tigations (for example, a company’s ability to conduct an 

internal investigation would be severely curtailed because 

employees would be wary of sharing information with the 

company or other employees) and formation of a unified 

legal strategy. In contrast, the government has the power 

of the grand jury to gather and compile information from 

all sources and present a single prosecution strategy while 

leaving defendants guessing about what the others know 

or intend to do. Thus, the privilege allows codefendants to 

somewhat counter the government’s information-gathering 

and unified legal strategy advantage. Essentially, pursuant 

to the joint defense privilege, information is allowed to flow 

among defendants as if they were represented by joint 

counsel, but with each defendant having the benefit of in-

dividual counsel to fully protect and advocate for their own 

separate interests.
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The DOJ, recognizing the benefits to defendants of JDAs, 

effectively discouraged their use for years. In addition to 

a widespread practice of routinely asking if defendants 

had entered into a joint defense arrangement (which had 

the implicit effect of discouraging their use), in 1999 the 

DOJ explicitly included in its statement of principles of 

prosecution of business organizations that prosecutors 

should consider a company’s “providing information to the 

employees about the government’s investigation pursu-

ant to a joint defense agreement” in evaluating whether it 

was “protecting its culpable employees and agents,” and 

thus in weighing whether the company was cooperating 

with an investigation.52 Consequently, a corporation’s par-

ticipation in a JDA could make a federal prosecutor more 

likely to bring charges against the corporation. This prin-

ciple was included in subsequent restatements of DOJ 

policy in 200353 and 2006.54 Facing intense criticism and 

proposed legislation55 over this and other provisions that 

discouraged corporations from asserting privilege or pay-

ing the legal fees of employees, the DOJ revised its pol-

icy in August 2008 to state that “the mere participation 

by a corporation in a joint defense agreement does not 

render the corporation ineligible to receive cooperation 

credit, and prosecutors may not request that a corpora-

tion refrain from entering into such agreements.”56 The 

protection offered by this revision, however, is suspect, 

given that the revised policy also includes important ca-

veats stating that the government may withhold coopera-

tion credit if a corporation—notwithstanding the existence 

of a JDA—fails to share information with the government 

or shares sensitive information with other defendants that 

the government has provided to the corporation.57

pitFalls anD Best praCtiCes
Though there are a number of advantages to utilizing JDAs 

to communicate among codefendants, entering into one 

should not be done lightly. There are a number of pitfalls—

some explicitly noted in the DOJ Principles of Prosecution, 

and others that can be latent traps for the unwary—so de-

liberate attention should be given to a number of issues pri-

or to the exchange of communication with codefendants. A 

few of the primary ones are discussed below.

WRItten v. oRal agReements

There is no requirement that JDAs be reduced to writing.58 

Consequently, many JDAs remain oral, despite courts’ stat-

ed preference for written agreements.59 Some attorneys 

purposely choose not to reduce agreements to writing so 

that the agreements are not subject to production.60 At other 

times, oral agreements are made for the sake of expediency 

(it can take time to draft a document and get signatures 

from multiple defendants and their respective attorneys) or 

perhaps to avoid a breakup of the joint defense effort that 

may be instigated by uncomfortable negotiation of the fine 

points of waivers and limitations discussed below (concern-

ing eventualities that may never even come to pass). Very few 

such agreements ever end up being challenged in court, so 

the lack of a written agreement does not often become an 

issue. Nonetheless, courts have expressed a preference for 

written agreements that are clear, set forth all parties’ ob-

ligations and responsibilities, and contain knowing and in-

formed waivers and commitments. Memorializing the agree-

ment in writing also makes it less likely that a court would 

find that no joint defense—express or implied—was ever 

formed. Furthermore, the existence of a written agreement 
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with explicit waivers may be the only way to avoid serious 

conflict issues that can be imputed to an attorney’s current 

and subsequent firms, or to resolve a conflict about what 

information can or cannot be disclosed to the government.

To the extent that lack of time to draft a written agreement is 

a factor, it should be noted that at least two courts have spe-

cifically endorsed a form JDA published by the ALI-ABA.61

WaIveR RegaRDIng CRoss-examInatIon of 
testIfyIng WItness

One of the most com-

mon ways in which 

JDAs become prob-

lematic—and thus one 

of the issues that de-

serves the most signif-

icant thought and at-

tention before entering 

into a JDA—is when, in 

the event a participant ultimately becomes a testifying wit-

ness for the government, that person waives confidentiality 

of his own privileged materials such that another member of 

the joint defense may use those materials to cross- examine 

the witness. Thus, a defendant who withdraws from the JDA 

and agrees to testify for the government against other de-

fendants may be cross-examined by use of the materials 

and information he disclosed in the course of the joint de-

fense. At least one court has held that this waiver is an in-

herent aspect of the joint defense privilege.62

Due to the conflicts of interest that may arise when an at-

torney cross-examines a former JDA participant with his 

own confidential communications, this is the situation re-

sulting from JDAs that is of most concern to courts. Ac-

cordingly, attorneys should make sure that clients fully un-

derstand this waiver (and that the waiver is clearly stated 

in a written JDA).63

WaIveR RegaRDIng CReatIon of attoRney-ClIent 
RelatIonshIp

Attorneys should, for their own benefit, include explicit dis-

claimers of the creation of an attorney-client relationship 

with other members of the joint defense group. Though the 

analysis varies by jurisdiction and by various ethics rules, 

some courts have held that entering into a JDA does not 

create a duty of loyalty between an attorney and other joint 

defense members.64 However, there is still a duty to avoid 

future conflicts of interest arising from the receipt of confi-

dential information from, and resulting fiduciary obligations 

to, the joint defense members.

The Bar of the District of Columbia has issued a detailed 

ethics opinion that analyzes various issues arising from 

exchange of confidential information among JDA partici-

pants.65 That opinion explains that although a JDA does 

not make parties “clients” of the participating lawyers, 

the agreement creates an obligation for the participating 

lawyers to maintain the confidentiality of the information 

shared pursuant to the JDA.66 Such confidentiality obliga-

tions can give rise to a conflict of interest and preclude a 

lawyer from undertaking a representation adverse to JDA 

parties in a substantially related matter that implicates the 

confidential information.67 The opinion concludes that at-

torneys are—absent a release from the obligations—per-

sonally disqualified from substantially related matters ad-

verse to a joint defense member.68 However, it is possible to 

prevent this disqualification from following the attorney and 

being imputed to a new law firm if the attorney is screened 

from adverse matters.69 It may also be possible to prevent 

the conflict from being imputed to the attorney’s current 

law firm, depending on the circumstances, if the attorney 

takes proactive measures from the outset, such as screen-

ing the matter from other attorneys at the firm and signing 

the attorney’s own name to the JDA instead of signing on 

behalf of the firm.70

though the analysis varies by jurisdiction and by various ethics rules, some courts 
have held that entering into a Jda does not create a duty of loyalty between an 
attorney and other joint defense members.
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aBIlIty to WIthholD InfoRmatIon

A well-drafted JDA should also include a disclaimer of any 

affirmative duty to share information with the joint defense 

group. Though this element may be implicit in any JDA, it 

would be prudent to explicitly state it. This is even more 

important in light of the statement in the current DOJ Prin-

ciples of Prosecution that the DOJ may make cooperation 

credit for an individual or corporation contingent upon that 

person or entity not transmitting certain sensitive informa-

tion to others in the group.71

ReseRvatIon of RIght to pRovIDe InfoRmatIon to 
the goveRnment

A much more sensitive waiver issue, and one that has not 

been addressed by many courts, is whether one party can 

reserve the right to provide to the government certain in-

formation gathered during the course of the joint defense 

effort. This issue will typically be raised by a corporation that 

may, pursuant to SEC or other agency regulations, have ob-

ligations to disclose evidence of wrongdoing by employees 

or may be facing pressure from the DOJ to demonstrate 

cooperation in an effort to avoid indictment. While the cur-

rent DOJ Principles of Prosecution state that “mere partici-

pation by a corporation in a joint defense agreement does 

not render the corporation ineligible to receive cooperation 

credit,” that document also contains a caveat which sig-

nificantly undermines that statement. Specifically, the DOJ 

Principles go on to state:

Of course, the corporation may wish to avoid put-

ting itself in the position of being disabled, by vir-

tue of a particular joint defense or similar agree-

ment, from providing some relevant facts to the 

government and thereby limiting its ability to seek 

such cooperation credit. Such might be the case 

if the corporation gathers facts from employees 

who have entered into a joint defense agreement 

with the corporation, and who may later seek to 

prevent the corporation from disclosing the facts 

it has acquired. Corporations may wish to address 

this situation by crafting or participating in joint 

defense agreements, to the extent they choose 

to enter them, that provide such flexibility as they 

deem appropriate.72

It is not clear exactly what “flexibility” the DOJ envisions 

corporations including in JDAs to account for this concern. 
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Courts may be hesitant to accept efforts by a corporation 

to reserve a unilateral right to disclose joint defense com-

munications—such a unilateral right might indicate that the 

information disclosed by other parties was not intended to 

be kept confidential and thus might prevent the privilege 

from ever attaching.

A more likely option would be for the corporation to request 

a temporary limited waiver of the joint defense privilege 

when disclosure is necessary. At least one court confronted 

with such a situation upheld a temporary deviation from the 

JDA where a corporation’s counsel announced a desire to 

interview employees (who had entered into a JDA with the 

corporation) and provide notes of the interview to the gov-

ernment.73 The employees acquiesced to the interview, and 

the corporation did in fact provide notes of the interview to 

the government. The court found that the employees had 

accepted the proposed carve-out of the joint defense priv-

ilege as to the notes of the interview, with the JDA otherwise 

continuing in force. Corporations relying on this approach, 

however, obviously run the risk that the employees will not 

agree to the requested waiver at the time of the request.

Furthermore, even if members of a JDA agreed to a limit-

ed waiver, a corporation that discloses information to the 

government should be mindful of inadvertently making a 

broader waiver of privilege. For example, disclosure of at-

torney work product to a government agency, even if the 

disclosure is made pursuant to a confidentiality agreement, 

may destroy the privilege and make the materials subject to 

disclosure to all other government entities and even  private 

parties.74 Most courts have shown hostility to the concept of 

selective waiver, i.e., providing otherwise privileged materi-

als to a third party, such as the DOJ or SEC, without waiving 

privilege to underlying or related materials. Thus, if such a 

limited disclosure is necessary, attorneys should take care 

to limit the scope of potential waiver. One possible method 

is to confine disclosed information to solely factual materi-

als by drafting separate memoranda after interviews—one 

memoranda to reflect factual information and a sepa-

rate one (which is not disclosed) to reflect the attorney’s 

thoughts, impressions,  legal analysis, and strategy.

takeaWay
JDAs can be a powerful tool to counter the inherent ad-

vantages enjoyed by the government in criminal and relat-

ed civil litigation and can also be a way to greatly reduce 

litigation costs by encouraging the sharing of information 

and coordination of efforts among defendants. However, 

attorneys should not enter into such agreements without 

due consideration of the potentially serious complications 

that may arise and without taking prospective steps prior 

to committing to the agreement to ensure that the form and 

content of the agreement meet their clients’ needs. In the 

case of counsel for a corporation, attorneys should be par-

ticularly mindful of the DOJ’s vague principles of prosecu-

tion in relation to JDAs and of other potential competing 

disclosure requirements. Different courts’ interpretations of 

similar language and concepts can vary and must be ex-

plained clearly to the client.
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choosing  
and using 

experts 
effectively

Retaining qualified and experienced experts early in an 

internal corporate investigation or litigation can be excep-

tionally valuable. Many lawyers, however, wait until late in the 

process even to start thinking about retaining experts, when 

key interviews have already taken place, strategic decisions 

have been made, and time for a thorough search and vetting 

of potential experts is limited. Starting the search early max-

imizes the expert’s ability to develop a comprehensive un-

derstanding of the facts, potential claims, and objectives in 

the case to add significant value. This section addresses the 

pitfalls counsel may encounter in the process of retaining 

experts and outlines best practices in working with experts 

in corporate investigations and litigation.

ConsUlting experts anD testiFying 
experts
Procedurally, there are two types of experts: consulting ex-

perts and testifying experts. Appreciating the difference—

namely, how they are used and what information may be 

discoverable by the opposition—will impact the selection 

of experts and the way in which lawyers work with experts 

throughout the case. A consulting expert is retained in con-

fidence, and the fact of his retention need not be disclosed 
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to anyone. The consulting expert’s work, advice, and opin-

ions are not discoverable as long as you segregate the 

consultant’s work from that of any testifying experts.

In contrast, the methodology, opinions, and credentials of 

a potential testifying expert must be disclosed in civil and 

criminal cases, and the testifying expert likely will be sub-

ject to a pre-trial deposition in civil litigation.75 Thanks to a 

December 2010 change in the Federal Rules of Civil Pro-

cedure, drafts of testifying experts’ reports are protected 

work product and not discoverable, regardless of the form 

in which the draft is recorded.76 That said, communications 

between a party’s attorney and any potential testifying ex-

pert are discoverable in civil cases in three circumstances: 

(i) if they relate to compensation for the expert’s “study or 

testimony”; (ii) if they identify facts or data the attorney pro-

vided and the expert considered in forming his opinions; or 

(iii) if they identify assumptions the attorney provided to the 

expert that the expert relied upon in forming an opinion.77 If 

litigation could ensue in state court, counsel should review 

relevant state and local rules regarding discoverability of 

expert drafts and other information before beginning work 

with any experts.

The protections afforded consulting experts are often 

useful for testing theories, data, and analyses—including 

through strategy meetings with the attorneys—that you 

would not want disclosed to your opponent. Often, how-

ever, when the outcome of the consulting expert’s analysis 

is immaterial or is affirmatively helpful, the team considers 

converting the consultant into a testifying expert. For this 

reason, it is important to keep the applicable disclosure 

rules in mind so that the consulting expert is not tainted 

with information you would not want disclosed, which could 

foreclose the opportunity to use that person as a testifier. 

Discussed below are considerations for choosing and us-

ing both consulting and testifying experts effectively in the 

investigation and litigation stages of a matter, all of which 

may overlap.

CHoosing tHe rigHt expert
Selecting an expert begins with an open-minded approach 

to the pool of potential candidates. Certainly, in some cases 

it may be easier or more cost-effective to use an in-house 

company employee as an expert, but this will not always 

be possible or advisable. Assuming there is an in-house 

employee with the relevant expertise, if the employee lacks 

objectivity, his analysis may be flawed. When an in-house 

expert does not exist or is not appropriate for a particular 

case, such as when that individual has actual knowledge 

relevant to the matter and may be a fact witness, the legal 

team must look elsewhere for an expert.

Many lawyers simply canvass friends, colleagues, or search 

firms for expert recommendations. While this is generally a 

good starting point, the search can and should be much 

broader. Consider, for example, authors of pertinent arti-

cles relevant to your subject matter or other sources cited 

When an in-house expert does not exist or is not appropriate for a particular case, 
such as when that individual has actual knowledge relevant to the matter and may 
be a fact witness, the legal team must look elsewhere for an expert.
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within those articles. University professors who teach in the 

relevant field may make good consulting or testifying ex-

perts. Indeed, professors typically are well versed in how 

to break complex concepts down into understandable 

pieces, a valuable skill for working with the legal team and 

for deposition or trial testimony. Industry organizations can 

also be excellent sources of potential experts who are re-

spected in their fields.

Lawyers must also consider what to look for in a particular 

expert. Clearly, it is critical to retain an expert with signifi-

cant education and experience in the relevant subject mat-

ter, ideally with premier credentials in his field. Take time 

to investigate the expert’s resume, as some credentials 

are relatively meaningless and require little more than an 

application fee and a basic test. In contrast, meaningful 

credentials generally require difficult tests, lengthy experi-

ence requirements, and peer or even client evaluations. An 

investigation of the expert’s educational background and 

credentials, including a thorough reference check, is par-

ticularly important if you were not referred to the expert 

by a trusted source. If the expert is “puffing” in his resume 

or marketing materials and ends up serving as a testifying 

expert, you can be sure your opponent will discover and 

exploit the inflated information.

The expert’s attitude toward the case is also important. 

Identify imaginative people with energy and enthusiasm for 

their work. Someone who is interested only in his own small 

piece of the case is not likely to contribute as much strat-

egic thinking as a more interested and participatory expert, 

who can add significant value to the case by helping the 

lawyers shape discovery and investigation.

The expert’s substantive attitude toward the investigation is 

also relevant. Make sure the expert is truly comfortable with 

the nature of the investigation and/or the position he has 

been asked to support in litigation. Even if the final strategy 

has not yet been determined and data has not yet been an-

alyzed, your expert should understand your position and be 

comfortable generally with the directions in which the case 

could go. Certainly, the data will speak for itself, and you 

want an expert who will not support an untenable position, 

but if a potential expert expresses discomfort with the inves-

tigation, litigation, or your likely position, that expert may not 

be the best match for the engagement. At the same time, 

however, be wary of an expert who is too quick to agree with 

your position or jumps to conclusions. A critical expert who 

can thoughtfully explain and justify his position will be more 

effective and add greater value to your team.
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Consider also the expert’s availability for any known key 

dates, as well as his flexibility for dealing with changing 

deadlines. Explore the expert’s general accessibility, in-

cluding at night and on weekends. Determine how—and 

how well—the expert juggles multiple projects on his plate.

The expert’s flexibility may be influenced in large part by his 

access to staff and colleagues. Therefore, it is also import-

ant to inquire about the depth and breadth of the potential 

expert’s access to staff and how he works with his staff. 

Consider talking to or meeting the expert’s key staff, or at 

least reviewing the resumes of those individuals the expert 

intends to rely on during the investigation. At the same time, 

it is important that the expert be personally conversant in 

the case facts and strategies, particularly those that impact 

his role in the case. If the expert relies on a quick review of 

deposition and fact summaries prepared by others, he may 

not have the depth of knowledge necessary to perform 

effectively as a strategist, advisor, or testifier. By requiring 

timely, task-based billing from experts (while being mindful 

not to reveal work product when bills may be discoverable), 

you can see who is doing the work and can make sure the 

expert has personally developed detailed knowledge of 

key case information.

Once you have narrowed the field of potential experts, the 

inquiry shifts from whether the expert can perform the re-

quired tasks to whether the expert is someone with whom 

you want to work. In addition to interviewing the expert, talk 

to other lawyers who have worked with him and ask about 

all aspects of that experience. Did the expert return calls 

and emails timely, deliver timely and quality drafts, and ex-

plain complex concepts to the case team and others in a 

clear, concise, and noncondescending manner? When the 

expert attended strategy sessions, interviews, depositions, 

or court proceedings, did he provide useful observations 

about the evidence, other witnesses, the judge, the jury, op-

posing counsel, or his expert counterpart? Ultimately, you 

should feel comfortable working with this expert. 

speCial ConsiDerations For Hiring 
testiFying experts
Additional considerations are at issue when selecting testi-

fying experts. Perhaps most importantly, the lawyer should 

be confident that the expert can survive a challenge to his 

credentials, his analytical methodology, and the relevance 

of his proposed testimony. The Supreme Court has held that 

before admitting testimony from a purported expert, the tri-

al court must make a “preliminary assessment of whether 

the reasoning or methodology underlying the testimony is 

scientifically valid and of whether that reasoning or meth-

odology properly can be applied to the facts in issue.”78 

The Supreme Court further held that the basic principles of 

Daubert apply to all expert testimony whether it is scientific, 

technical, or based on other specialized knowledge.79 But 

not all courts consistently adopt Daubert principles. Gen-

erally, the proposed testimony will not be admitted if it is 

found to be irrelevant or unreliable; irrelevant or unreliable 

testimony wastes time and money and significantly jeopar-

dizes case strategies.
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When considering potential testifying experts, lawyers of-

ten operate with tunnel vision and are determined to hire 

only those experts with substantial testifying experience. 

In reality, there are positive and negative aspects of using 

experienced and nonexperienced testifiers. Once again, 

the best practice is to be open-minded at the outset of  

your search.

Experts with experience testifying hopefully have learned 

how to successfully communicate opinions and method-

ologies in the contrived and high-stress setting of deposi-

tions or a courtroom. Such experts will have experienced 

firsthand—and learned how to successfully defeat—

cross-examination traps and other courtroom chal lenges. 

And, theoretically, experienced experts should require 

less time (and thus less expense) to prepare for testifying, 

whether at trial or during depositions.

That said, if the expert is an experienced testifier, make 

sure he does not come across as too experienced or 

“slick.” If the expert looks like a “hired gun,” his credibility 

and effectiveness with a jury are materially reduced. The 

same problem can occur when an expert has almost ex-

clusively testified or worked for your side of the litigation. 

To avoid the appearance of bias, consider an expert who 

has worked for both sides or, in appropriate circumstances, 

an expert who has worked extensively for your opponent’s 

side. In fact, retaining an expert you think is likely to be 

retained by the other side can have substantial credibility 

if he agrees with your position, and if the engagement ulti-

mately is not successful, you will have conflicted him out of 

assisting your opponent in this matter.

Perhaps the most important piece of due diligence when 

selecting an expert with extensive prior testifying experi-

ence is to determine whether the expert’s library of depo-

sition and trial transcripts will provide fodder for cross-ex-

amination. Likewise, investigate the expert’s written work 

for positions inconsistent with your position in the present 

case. If your expert has ever testified or written in a man-

ner contrary to the position he will be taking in your case, 

see if those positions are reconcilable before retaining that 

expert. Finally, find out if the experienced testifier you are 

considering has ever failed to qualify as an expert or if his 

testimony has ever been stricken and, if so, why.

At the other end of the spectrum are potential testifying 

experts who are eminently qualified in the relevant sub-

ject matter but have little or no prior experience testifying. 

Many attorneys shy away from hiring such experts, which 

can be a short-sighted and counterproductive approach. It 

is often possible to get a strong sense of how an individual 

will perform as a testifier after meeting him in person. Ask 

questions designed to assess the expert’s ability to explain 

simply, comprehensively, quickly, and clearly the subject 

matter and his preliminary opinion. And ask questions to 

determine whether the expert can defend attacks on his 

competency, integrity, and potential bias.

Whether or not the expert has substantial experience tes-

tifying, you must evaluate the expert’s likely effect on a 

jury, including his appearance, demeanor, and manner of 

answering questions. Consider retaining an expert with a 

connection to the jurisdiction. If the expert lived or worked 

there, went to school there, has family there, etc., the ex-

pert is more likely to connect with the jurors. Keeping in 

mind that jurors make snap decisions about witnesses, 

evaluate whether your expert “looks” the part and whether 

he sounds credible explaining complex concepts. Ask the 

expert some relevant, substantive questions so that you 

can evaluate the expert’s ability to provide short, direct re-

sponses and to explain difficult concepts quickly and sim-

ply without being overly defensive, arrogant, pedantic, or 
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argumentative. The expert should also be able to concede 

obvious points in a manner that deflates their impact. If 

possible, obtain a transcript of recent prior testimony from 

your expert, which will help you evaluate his style and how 

he holds up under cross-examination. Ask the expert or 

lawyers he has worked with for a transcript of the expert’s 

best and worst testimony. With a few recent transcripts, 

you will get a sense of the expert’s style, clarity, and overall 

competency.

Finally, the choice of a testifying expert should also be an-

alyzed in the context of where the case is venued. Different 

jurisdictions and judges often have track records for ac-

cepting or rejecting certain types of experts. Accordingly, 

the choice of venue may be outcome-determinative as to 

whether your expert may be permitted to present his views 

to the trier of fact.

Using experts eFFeCtively
Of critical importance to the effective use of an expert is 

retaining the expert in the early stages of an investigation. 

Strategizing early with an expert can inform every aspect 

of the matter, including more strategic and less costly doc-

ument review and collateral investigation, development of 

case themes and damages theories, and strategic focus 

for interviews, depositions, and trial. If managed efficiently, 

the cost of engaging an expert early is no more than en-

gaging them late and will likely save money over the life of 

the case.

Ultimately, you should allow sufficient time: (i) to identify the 

right experts; (ii) to allow the consulting expert to perform 

analysis sufficient to show whether it will help or hurt your 

position; and (iii) for you potentially to modify your case 

strategy on the basis of the expert’s preliminary conclu-

sions. To accomplish these goals, give the expert access to 

relevant documents to the greatest extent possible, bear-

ing in mind the differing discovery rules pertaining to con-

sulting and testifying experts. An expert who studies and 

understands relevant pleadings and motions beyond those 
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case documents related to his area of expertise is likely 

to add more value during strategy sessions, interview or 

deposition preparation, and ultimately plea or settlement 

discussions or even trial.

For testifying experts, make sure he is conversant with the 

facts, and have him review the demonstrative exhibits you 

plan to have him use with the jury. The exhibits should be 

effective teaching aids that will communicate the facts ac-

curately and persuasively. The expert must be able to un-

derstand and defend the exhibits, as well as use them ef-

fectively during his testimony so that they aid his testimony 

rather than compete with it.

soMe UseFUl experts For Corporate 
investigations anD litigation
Many types of experts can provide valuable assistance to 

the legal team. Bear in mind, however, that the lawyers must 

retain and direct the expert’s work so that his analysis and 

opinions are protected by the work-product privilege to the 

greatest extent possible.

In the context of corporate investigations, forensic ac-

countants often are called upon as experts. Sometimes 

it is advisable to engage them when companies merely 

suspect they have a legal problem, particularly where the 

issue might involve accounting or financial-statement func-

tions. The forensic accountant can examine the compa-

ny’s books and records together with bank records to help 

unravel complex payments and money transfers, thereby 

tracing the money to further an investigation of fraud or 

malfeasance. Forensic accountants may also be a useful 

part of a corporate compliance program. More and more, 

companies must be proactive in preventing and detecting 

violations of the Foreign Corrupt Practices Act (“FCPA”) and 

other unlawful activity. A forensic accountant, or even an 

auditor, can come to the company on a regular basis (e.g., 

one or two times per year) to look for red flags of fraud 

by testing and examining accounting and banking records. 

If counsel limits the scope of the expert’s review for cost 

reasons, ensure nonetheless that this limited work will still 

produce reliable conclusions.

Economists also provide tremendous value in the context of 

investigations and litigation. Like accountants, economists 

can offer valuable assistance with document production, 

data collection and review, estimation of damages, review-

ing the opposing expert’s report, and developing lines of 

questioning for interviews and depositions. Economists also 

conduct “but for” analyses (i.e., if the event at issue had not 

occurred, what damages would result), evaluate concepts 

like fair market value, and analyze case information and data 

from a perspective that differs from the attorneys’. Econo-

mists can also evaluate the impact of potentially improper 

activities that may be relevant to future fines or damages.

The use of accountants and economists as experts often 

can overlap and/or can be complimentary. Economists typi-

cally are involved when the case requires economic model-

ing, forecasts, statistical analysis, and market assessments. 

Accountants may be more appropriate when the case in-

volves accounting data, cost analysis, and income taxes.

The services of an expert in computer forensics can also 

be exceptionally useful as the investigation is beginning. 

With so much company data and communication stored 

electronically, a computer forensic expert is usually the 

most proficient at quickly finding information critical to the 

investigation and scoping a work plan for the collection 

of electronically stored information that will be credible 

upon review by third parties. Such an expert can also help 

shape the investigation by working with the legal team to 

the forensic accountant can examine the company’s books and records together 
with bank records to help unravel complex payments and money transfers, 
thereby tracing the money to further an investigation of fraud or malfeasance.
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develop the best search terms, interview questions, and 

overall  investigative strategy.

Experienced investigators also can be valuable assets to 

legal teams. Investigators can find, for example, relevant 

background information on potential witnesses efficiently 

and cost-effectively. And, when all or part of an investiga-

tion will take place outside the United States, retaining an 

investigator with experience in foreign jurisdictions can 

be essential. Such investigative experts can provide guid-

ance on relevant regulations and unwritten rules that will 

affect the efficiency and success of the foreign investiga-

tion. These experts often have access to resources that the 

legal team does not have and are likely to have contacts 

and a cultural understanding of the foreign jurisdiction that 

are essential for getting information, finding witnesses, and 

otherwise developing case facts.

Finally, subject-matter experts can add value from the early 

stages of an investigation all the way through any ensuing 

litigation. For example, individuals with specialized knowl-

edge or expertise in esoteric financial products, industry 

compliance requirements, supply chain logistics, manufac-

turing quality control, or any industry-specific issues can 

help fine-tune a corporate investigation from the outset and 

provide ongoing advice and instruction to the legal team 

throughout any subsequent litigation.

In all, skilled experts provide a valuable service that helps 

produce favorable outcomes and increased efficiency in 

the investigation and in the case in its entirety.
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the Weight of 
the World: 

Meeting the 
challenges 

of global 
corporate 

investigations

Traveling the world to collect evidence and artifacts has 

long been romanticized in novels and movies, from Around 

the World in 80 Days to Raiders of the Lost Ark. The in-

ternational fact gatherer is a Hollywood archetype: in film, 

the protagonists’ journey is depicted by a moving line on 

a world map as the plane crosses oceans and continents. 

Most often, it is a journey to discover hidden truths in far-

away places.

Much less romantic than Phileas Fogg, Indiana Jones, or 

James Bond, but much more true to life these days, are 

the very real stories of international fact gathering that 

have become a growing part of the legal profession in the 

service of our corporate clients. Every day, in-house and 

outside attorney-investigators search the globe, collect-

ing facts and evidence for multinational clients in global 

investigations. Moviegoers might not find it fascinating 

to watch these women and men in business suits shuttle 

between airports and hotels and conference rooms, inter-

view witnesses with translators, and examine accounts in 

foreign currencies. But these real-life explorers also face 

traps and pitfalls, complex puzzles, and ticking clocks that 

test their skill and resolve in surprising ways, with stories 

and cliffhangers that many screenwriters would struggle 

to concoct. The needs of global corporations, more and 
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more, merit well-designed and well-implemented interna-

tional inquiries by trusted counselors and advocates, with 

the benefit of the attorney-client privilege, to discover and 

respond appropriately to the true and full facts from busi-

ness dealings overseas. And, frequently, companies rely on 

this work to show the enforcement community (e.g., the U.S. 

Department of Justice (“DOJ”), the Division of Enforcement 

at the Securities and Exchange Commission (“SEC”), and 

scores of other domestic and foreign regulators that have 

jumped into the act) that the company and its leaders “get 

it” and are committed to doing the right thing. 

Global investigations are a phenomenon, to be sure, one 

that occupies the minds and schedules of thousands of 

in-house and outside attorneys and their clients every day. 

This section summarizes the phenomenon and where it 

came from; discusses why, when, and how international in-

vestigations can benefit a corporation; and highlights cer-

tain best practices and pitfalls to avoid when conducting a 

privileged inquiry in a foreign country. 

tHe WeigHt oF tHe WorlD: tHe pHenoMenon 
oF gloBal internal investigations 

In the current era of the Foreign 

Corrupt Practices Act (“FCPA”), 

antitrust, export controls, insid-

er trading, earnings manage-

ment, and money-laundering 

enforcement (to name just a few 

of the “hot” areas of white- collar 

crime), the leaders of multinational corporations carry the 

weight of the world on their shoulders. Not only must CEOs, 

CFOs, and corporate general counsel assure their boards 

and shareholders that they are running a profitable and 

efficient global operation, but they must also devote sig-

nificant thought, time, and resources to the area of com-

pliance. The days are long gone when business leaders 

could simply rely on employees to adhere to the company’s 

written code of ethics. 

as ComplIanCe oBlIgatIons IntensIfy, 
InvestIgatIons RIse

Compliance is now viewed and understood as an elaborate 

activity unto itself. In addition to the never-ending require-

ment to generate revenue and grow the business, corporate 

leaders are now expected and required to build and main-

tain an intricate global ethics and compliance program and 

to affirmatively monitor and test that program to ensure its 

effectiveness. The compliance cycle never stops: 

• Assess the company’s compliance risks; 

• Devise and document clear and good rules; 

• Disseminate them widely and in the right languages; 

• Train and certify completion of training; 

• Monitor and test compliance around the world; 

• Punish and remediate violations; 

• Rinse and repeat.80 

In particular, being the general counsel of a multinational 

corporation in this era means that the sun never sets on 

your compliance responsibilities: during the night hours 

in the United States, the compliance program must work 

effectively during the workday in China, Russia, and India. 
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The program must effectively influence and govern the 

judgments, actions, communications, documents, and 

accounting entries created by people on different con-

tinents and raised in different cultures, most of whom 

the GC has never met. And, when evidence surfaces that 

something may not be working properly, or worse—that 

someone lied or acted unlawfully—the company and its 

leaders are expected to respond, swiftly and appropriate-

ly. Put another way, nighttime may come here in the United 

States, but for the GC of global corporations, there is little 

time to rest.

As compliance requirements and expectations have be-

come more detailed and onerous, privileged reviews con-

ducted by trusted advisors have become more and more 

important to a company’s ability to address those obliga-

tions. The symbiosis between compliance and investiga-

tions is clear: inquiries by counsel allow the company to 

gather and understand the facts in a confidential setting 

when a question arises about whether the compliance 

program is working effectively. Gathering the facts, and re-

sponding to them the right way, allows the company to say 

that the program is effective. 

The impetus to conduct an investigation can come from all 

kinds of different sources: whistleblowers on the compa-

ny’s anonymous reporting hotline, a red flag in acquisition 

due diligence, an unprompted inquiry from a government 

investigator, or the company’s own assessment of its com-

pliance program. Common to all of these is the need to 

determine the answers to two fundamental questions: (i) 

“What happened?” and (ii) “How should we respond?”

For a small, domestic company, where all of the employees 

and operations are in one place, answering these questions 

might be as simple as walking down the hall and speaking 

to someone informally. Even then, if the issue is sensitive 

or there is potential wrongdoing, the company might ask 

legal counsel to conduct a more formal investigation with 

the benefit of the attorney-client privilege (see introduction, 

“The Benefits of an Effective Corporate Internal Investiga-

tion”). This is particularly true if the company feels that it 

may be second-guessed later by outside parties (for in-

stance, a government enforcement agency or outside au-

ditor) about how it handled the matter. 

However, when a company stretches across multiple coun-

tries and continents, with hundreds or thousands of em-

ployees who speak different languages, and when the 

issue occurs overseas, determining what happened, and 

what to do next, can be much more complicated. But under 

the right circumstances, the benefits of conducting a priv-

ileged international review, when done the right way, are 

very real.

gloBal InvestIgatIons: not neW, But neveR thIs 
pRevalent

The device of global corporate investigations, of course, 

is not new. International companies have been looking at 

themselves with the assistance of counsel for decades. In 

1977, for instance, in the months leading up to the enact-

ment of the FCPA, the SEC reported that more than 400 

corporations, including Lockheed, Exxon, and Mobil Oil, 

identified (through international corporate reviews) ques-

tionable or illegal bribe payments to foreign government 

global investigations are a 

phenomenon, to be sure, one that 

occupies the minds and schedules of 

thousands of in-house and outside 

attorneys and their clients every day. 
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officials in amounts totaling over $300 million.81 In the 1980s, 

the concept of the global law firm began to take hold, to ad-

dress the international needs of large and growing corpo-

rate clients with business dealings in multiple countries.82 

International enforcement and the use of whistleblowers 

to make cases also are not new: in the 1990s, the Archer 

Daniels Midland price-fixing investigation crossed multiple 

continents and affected numerous multinational compa-

nies, culminating in one of the largest enforcement settle-

ments then known.83 While all of this has existed for many 

years, international corporate investigations have never 

been more prevalent than they are today. Why?

the Data ConunDRum:  
easy aCCess, moRe aCCountaBIlIty

The world is shrinking rapidly in a number of important 

ways, perhaps none more important than the real-time 

availability of data. Emails and instant text messages track 

and record business conversations for future review by 

insiders and outsiders. Many global communications are 

now not only instantaneous but visual and high-resolution, 

permitting businesspeople in different hemispheres to sit 

across the table from one another using life-size video and 

sound systems that capture the smallest furrow of an eye-

brow or clearing of the throat. For large companies, the 

monthly and quarterly financial close for an international 

division can reach headquarters in the U.S. in nanoseconds 

at the touch of a button. 

All of these innovations make information more accessible 

to leadership, which is good, but they also increase the (of-

ten unfair) perception by outsiders that leadership should 

be knowledgeable about and accountable for everything 

that happens, down to the finest detail, everywhere around 

the world. And the accessibility of the same data here in the 

U.S. makes our government feel that all of it is fair game for 

subpoenas and voluntary requests—even data that never 

crossed the U.S. border. Relatedly, prosecutors and regula-

tors are sometimes surprised or even appalled to learn that 

a large company maintains a manual system in a foreign 

location where some of that data may be difficult to access 

remotely.

CoRpoRate enfoRCement:  
feRtIle gRounD foR pRoseCutoRs

At the same time, the U.S. government has learned that 

corporate investigations and prosecutions are profitable, 

high-profile, and an endless and fruitful source of interest-

ing work. Prosecutors, like all participants in the economy, 
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have to find productive things to do with their time. For a 

prosecutor, that means finding fertile cases where people 

under pressure made bad and improper judgments to ben-

efit themselves or others. Of course, uncovering and punish-

ing wrongdoing is the mission of the prosecutors, but they 

need to know where to look. U.S. prosecutors have learned 

from experience that the world of business—and, in particu-

lar, the world of large corporations—presents stories where 

people under pressure to show results, in a competitive en-

vironment, have both access to funds and discretion over 

how to handle sensitive matters. When you add in an interna-

tional component, and local culture and business practices 

that sometimes condone conduct that the U.S. government 

would call fraud, prosecutors see the perfect recipe for a 

vibrant docket of corporate enforcement cases. 

Adding to the complexity is an age-old dynamic which 

can be found in many criminal cases, but which corporate 

 clients find endlessly frightening and frustrating: pros-

ecutors often see the world as black and white, right and 

wrong. Businesspeople, on the other hand, spend their 

lives and careers finding ways to succeed through nego-

tiation and pragmatic compromise, frequently in perfectly 

ethical and legitimate ways. Finding a common vocabu-

lary between these two world views is how a good corpo-

rate defense lawyer earns her keep.

BIg InteRnatIonal Cases leaD to moRe BIg 
InteRnatIonal Cases

Despite press reports about the DOJ’s supposed set-

backs in its FCPA enforcement program,84 the U.S. gov-

ernment has very successfully framed the dialogue about 

the punishment of international corporate crime with one 

big settlement after another: Siemens ($450 million for a 

global bribery scheme); Daimler AG ($93.6 million for the 

systematic bribery of foreign officials in more than 18 coun-

tries); Panalpina World Transport ($236 million for making 

illicit payments to public officials in Africa, Asia, and South 

America). While the FCPA grabs many of the headlines, in-

ternational enforcement of corporations continues to esca-

late in other areas: LG Display, AU Optronics, and Toshiba 

($571 million for artificially inflating the price of LCD panels); 

Barclays ($453 million to U.S. and British authorities to set-

tle charges of manipulating the LIBOR lending rate); ING  

($619 million for violating U.S. sanctions against Iran and 

Cuba). Additionally, numerous financial institutions are be-

ing investigated for potential money laundering in connec-

tion with international drug cartel activity. 

Corporate board members and executives read about 

these settlements and understand the playing field. 
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Compliance obligations are intense; the U.S. government 

wants to make cases (and big ones). Companies can best 

protect themselves by knowing the facts and responding to 

them appropriately, even if those facts are overseas. Hav-

ing trusted advisors gather those facts and advise what to 

do, in a confidential setting, is increasingly helpful. 

gloBal Corporate investigations:  
Best praCtiCes, pitFalls to avoiD
Books can be written on the best way to conduct a glob-

al corporate investigation. But the core ideas and pri mary 

pitfalls are relatively straightforward and should be remem-

bered and revisited as an investigation unfolds and be-

comes, as they always do, more and more complex.

When to InvestIgate anD Who shoulD ConDuCt 
the InvestIgatIon

The first and most important decision involves when to 

investigate an international matter. Corporations, for in-

stance, frequently receive whistleblower reports that relate 

to human resources issues which are more appropriately 

resolved through a process other than a privileged inter-

nal review. Or, if an allegation of wrongdoing is so vague 

or incredible that it does not merit follow-up, the company 

should document why it chooses to close the file without a 

formal inquiry. Conversely, when the company is presented 

with facts or allegations that are detailed and credible in 

an area of real risk, the company is well served to respond 

with an appropriately scoped internal review. Determining 

whether to use counsel, and whether outside or in-house 

counsel should lead, should be determined on the basis of 

the nature of the issues, the kind of expertise required, and 

the relevant experience of the potential investigator. Also, 

if the issue may come to the attention of the government, 

having an outside advocate who has credibility and who 

can attest to the validity of the investigative procedures 

can be helpful. 

have a WoRk plan, anD set the RIght sCope

All investigations should begin with a work plan, approved 

by the client, which defines the subject and scope of the 

review, the tasks to be performed, the timeline and, if any, 

the expected mode of reporting. The work plan should ad-

dress document collection (both hard copy and electronic, 

including emails) and review (including who will review and 

at what expense); interviews (including overseas interviews 

and whether they will occur in person, telephonically, or via 

video conference, as well as the need for translators for for-

eign-language interviews); whether forensic accountants or 

other consultants will be retained and what their work scope 

will be; and how and when the client expects to receive re-

ports of the results of the review. The scope of the review 

should be determined according to a careful assessment 

of the risks to the client, based on the impetus for the inqui-

ry, for instance, anticipating questions from the government 

about the allegation and related facts. A good work plan 

must be flexible enough to permit the investigation to go 

where the facts may lead, but defined enough that both the 

client and counsel understand what is being investigated. 

Clients despise “project creep,” the perception that lawyers 

and consultants are delving unnecessarily into areas that 

are unrelated to the subject of the review. Investigations are 

expensive and unsettling to business people, and the client 

decision makers must have confidence that the scope of 

the review is appropriate and being pursued in a deliberate, 

agreed-upon fashion.

the most important pointer for conducting international investigations is to know the 
territory where the investigation is being conducted. this includes not only the country 
(cultural and local business practices that present risk, which languages are spoken, what 
local laws may impact the review), but also as many background details about the local 
business as are possible to collect before the factual investigation begins.
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pRovIng a negatIve

Many investigations involve an effort to prove a negative: 

the company receives an allegation of wrongdoing and 

seeks to determine whether or not the wrongdoing oc-

curred. In some cases it is possible to prove a negative 

this way. In others, the company and counsel should agree 

on specific investigative tasks that are designed to provide 

reasonable assurances that relevant areas were searched 

and relevant issues were scoped.

knoW the teRRItoRy

The most important pointer for conducting international 

investigations is to know the territory where the investiga-

tion is being conducted. This includes not only the coun-

try (cultural and local business practices that present risk, 

which languages are spoken, what local laws may impact 

the review), but also as many background details about the 

local business as are possible to collect before the factual 

investigation begins. Reviewing organizational charts and 

understanding how the business functions, along with the 

reporting lines, streams of revenue, customer base, and ac-

counting systems, are important steps that frequently can 

occur before any kind of travel takes place (if travel and 

in-person interviews are contemplated as part of the re-

view). Identifying good local counsel, with knowledge of the 

law and language capability, is usually a critical step in any 

inquiry involving a foreign jurisdiction.

pRIvaCy

Another important consideration in conducting a glob-

al corporate investigation relates to local data protection 

law. Outside the U.S., many countries, particularly those 

that have a history of authoritarian rule, have enacted com-

prehensive data protection laws, such as European Union 

 Directive 95/46/EC on data protection (the “EU Directive”),85 

which regulate the collection, use, cross-border trans-

fer, and other “processing”86 of personal data in order to 

protect individual privacy. Unlike those in the U.S., which 

regulate specific categories of personal data,87 these com-

prehensive data protection laws, such as the EU Directive, 

define regulated personal data broadly to include any in-

formation that can be used to identify a natural person, 
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such as a name, email address, or employee identification 

number.88 Of course, other local laws, such as local labor 

and employment laws, or China’s state secrets laws, may 

impose additional relevant restrictions on internal investi-

gations or access to certain types of data.

 

Despite certain high-level similarities, each country’s laws 

are different, even within the European Union, where the 

individual Member States have enacted legislation im-

plementing the EU Directive.89 Enforcement mechanisms 

and enforcement activity also vary in this rapidly devel-

oping area of law. Each of the EU Member States has a 

data protection authority charged with the administration 

of the local legislation implementing the EU Directive. Other 

countries outside the EU also have designated regulatory 

bodies charged with and generally active in enforcing the 

local data protection law.90

 

Global investigations can become significantly bogged 

down by data privacy issues. The key is to have a prag-

matic and thoughtful approach to working through the is-

sues, often with the benefit of advice from a local attorney 

in the region. The DOJ and SEC generally express an un-

derstanding that data privacy laws must be considered, but 

prosecutors and regulators can become impatient if they 

feel that a foreign data privacy law is standing in the way 

of their timely receipt of relevant facts. Having a deliber-

ate approach to these issues is critical and should be ad-

dressed in the work plan at the outset of the global review.

RemeDIatIon, self-RepoRtIng,  
anD otheR ConsIDeRatIons

Another reason to use counsel in conducting global investi-

gations is to facilitate confidential discussion regarding the 

appropriate response to allegations and facts as they are 

uncovered. Good compliance requires good remediation, 

which can include employee discipline, altering or sever-

ing business relationships, internal control enhancements, 

and/or self-reporting. Each of these items should be con-

sidered and discussed at the outset of the review and 

throughout the investigative process.

ConClUsion
As with all legal work, the most important feature of an ef-

fective global corporate investigation is good judgment. As 

advisors and advocates for our clients, we must determine 

at each step of the review how the investigation and the 

company’s reactions to the facts are received by the in-

tended audiences. Making good judgments while search-

ing and traveling the world presents challenges that are 

unique and compelling, in areas of critical importance to 

our clients. The work we do overseas may not be the stuff 

of a novel or movie, but it is fascinating work. And, when 

the end credits roll, knowing that the work was done well, 

thoroughly, with good judgment, and in the client’s best in-

terests is a satisfying way to leave the theater.
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protecting 
a coMpany’s 

interests after 
self-disclosure

Once a company decides to self-disclose, it is quickly 

placed in an awkward position across the table from a De-

partment of Justice prosecutor, a Securities and Exchange 

Commission enforcement attorney, or a representative 

from another government agency that has the power to sig-

nificantly harm, if not destroy, the company. It must now bal-

ance two obligations that are in some ways contradictory: 

the company must share with the government confidential 

information that is both damaging to the company and often 

protected by the attorney-client privilege and work-prod-

uct doctrine, without characterizing the underlying facts in 

a way that makes the government doubt the accuracy or 

completeness of the company’s disclosure. At the same 

time, the company must attempt to avoid prosecution—or 

at least minimize the penalty and collateral consequences 

associated with any prosecution—and protect itself from 

broad waivers of the attorney-client privilege.

Some of the most important issues to consider in crafting 

post-disclosure strategy for protecting and defending the 

company are: (i) charges the company could face as a re-

sult of the disclosure; (ii) form of corporate resolution; (iii) 

potential criminal and civil fines and penalties; (iv) collat-

eral consequences of any future prosecution; and (v) terms 

of any post-resolution cooperation. A company that has 
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considered these five issues in the context of the facts that 

triggered the self-disclosure will be in the best position to 

protect itself from the direct and indirect consequences of 

a government investigation and prosecution.

potential CHarges
Before making a self-disclosure, a company should already 

have considered the potential consequences of the dis-

closure, including the criminal and civil laws it may have 

violated and the administrative actions to which it could be 

subjected as a result of the conduct being disclosed. The 

United States Attorneys’ Manual states that when criminal 

laws are violated, a prosecutor must charge the most seri-

ous crime that is likely to result in a sustainable conviction.91 

Notwithstanding this provision, a criminal prosecutor has 

significant discretion to choose what charges to file, and 

a company facing criminal liability can influence what—if 

any—charges are filed.

This concept is best illustrated through a review of two re-

cent Foreign Corrupt Practices Act (“FCPA”) resolutions. At 

its most basic level, the FCPA prohibits companies from 

providing anything of value to a government official for the 

purpose of assisting in obtaining or retaining business.92 The 

consequences of FCPA violations can be significant and 

 include debarment and suspension from U.S.  government 

programs,93 debarment and suspension from government 

programs in the European Union,94 and the public taint 

of being branded a corrupt organization.95 In a few large, 

high-profile prosecutions, the Department of Justice (“DOJ”) 

agreed to prosecute foreign bribery offenses without actu-

ally charging a substantive violation of the FCPA, due to the 

company’s self-disclosure and/or cooperation in the govern- 

ment investigation and the potential collateral conse- 

quences of filing such a charge. These cases are examples 

of how a company that has self-disclosed its own potential 

misconduct and/or cooperated with government investiga-

tions can influence the government’s charging decisions.

The Siemens case, in which one of Germany’s largest con-

glomerates admitted to paying more than $800 million in 

bribes across “literally thousands of contracts over many 

years” in many different countries,96 has been touted by 

the DOJ as its most significant FCPA prosecution in his-

tory, with the combined penalties constituting “the largest 

monetary sanction ever imposed in an FCPA case.”97 The 

facts in Siemens were among the more egregious of any 

corruption case prosecuted by the DOJ, including taking 

tax deductions for corrupt payments as “useful expendi-

tures” and maintaining a system of slush funds from which 

Siemens employees could withdraw up to €1 million at a 

time.98 Those facts ultimately led to a $1.6 billion criminal 

and civil resolution with the DOJ, the Securities and Ex-

change Commission (“SEC”), and the Munich Public Pros-

ecutor’s Office.99

Notwithstanding the scope of the bribery and the fact that 

this case generated the largest FCPA penalty in history, Sie-

mens never pled guilty to paying bribes. Instead, Siemens 

was allowed to plead guilty to maintaining inadequate in-

ternal accounting controls and false corporate books and 

records, offenses that carry far fewer collateral conse-

quences and sound much less serious to most investors 

and the public at large.100 The DOJ cited Siemens’ thorough 

internal investigation, self-disclosure, and cooperation as 

bases for allowing Siemens to plead guilty to nonbribery 

offenses and for paying a fine that was far below the range 

contemplated by the Sentencing Guidelines.101
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BAE Systems plc (“BAE”) was another high-profile FCPA 

matter in which the DOJ alleged that a major multinational 

company—in this case, a defense contractor—paid millions 

of dollars to third parties through a network of shell com-

panies, purportedly for the purpose of paying bribes.102 In 

2000, while undertaking a significant expansion into the 

U.S. market, BAE represented to the U.S. Departments of 

Defense and State that it would create compliance mecha-

nisms to ensure that its U.S. and non-U.S. businesses would 

comply with the FCPA.103 Subsequently, BAE won tenders in 

several Eastern European and Middle Eastern countries by 

making “undisclosed payments” to third parties, who used 

that money to influence government decision makers.104 Al-

though BAE admitted to making improper payments and 

failing to implement policies and procedures to comply 

with the FCPA, which formed the basis for the DOJ’s in-

vestigation, BAE negotiated a guilty plea to the charge of 

conspiracy to make false statements to the U.S. govern-

ment and to submit false export license applications to the 

United States.105 

The concept of leveraging an internal investigation and 

self-disclosure into lesser charges applies in all corpo-

rate criminal cases, not just FCPA cases. The DOJ has re-

cently targeted the health-care industry as a top priority 

for criminal and civil prosecution of both individuals and 

corporations.106 In a case touted as the largest DOJ health-

care resolution in U.S. history, on July 2, 2012, GlaxoSmith-

Kline LLC (“GSK”) pled guilty to a misdemeanor offense 

of violating the Food, Drug, and Cosmetic Act (“FDCA”) in 

connection with its improper marketing of the drugs Paxil 

and Wellbutrin and its failure to report information about 

Avandia to the U.S. Food and Drug Administration, and it 

agreed to pay $3 billion in criminal and civil penalties and 

fines.107 While GSK’s conduct likely constituted a felony of-

fense under the FDCA,108 those charges would have led 

to mandatory exclusion from the Medicare and Medicaid 

programs, which is the equivalent of the death penalty for 

companies in the health-care industry.109 The GSK case is 

not unique among large-scale FDCA prosecutions in which 

the company is allowed to plead guilty to a misdemeanor 

rather than a felony in order to avoid the harsh collateral 

consequence of exclusion from government health-care 

programs.

ForM oF Corporate resolUtion
Even if the conduct self-disclosed to the government 

amounts to a clear violation of federal laws, that does not 

necessarily mean the company will be compelled to plead 

guilty to any crimes. Instead, a guilty plea is only one of the 

three most common forms of corporate resolution: guilty 

pleas, deferred prosecution agreements (“DPAs”), and 

non-prosecution agreements (“NPAs”). The government’s 

decision of whether to insist on a guilty plea, as opposed 

to the lesser punishments of a DPA or NPA, is based on an 

analysis of nine factors: (i) seriousness of the conduct; (ii) 

pervasiveness of the wrongdoing within the company; (iii) 

history of similar misconduct within the company; (iv) dis-

closure of the misconduct to the authorities and willingness 

to cooperate with them; (v) pre-existence of a compliance 

program; (vi) undertaking of remedial actions; (vii) collateral 

consequences that could arise from prosecuting the com-

pany; (viii) adequacy of prosecution of individuals; and (ix) 

adequacy of civil or regulatory enforcement actions.110 After 

self-disclosing potentially criminal conduct, the company 

must be prepared to describe for the government why an 

analysis of these nine factors mitigates in favor of the least 

severe punishment possible.

the consequences of fcpa violations 
can be significant and include 
debarment and suspension from  
u.s. government programs, debarment 
and suspension from government 
programs in the european union,  
and the public taint of being branded 
a corrupt organization.
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The chart at right, which was 

prepared by the Government 

Accountability Office (“GAO”), 

illustrates how an analysis of 

these nine factors should im-

pact the form of corporate 

resolution.111

Described below are the dif-

ferences among the three 

forms of corporate resolution 

and the factors a company 

should consider in negotiat-

ing such resolutions.

guIlty plea

A guilty plea is the most se-

vere punishment that can 

result from self-disclosure 

and one a company typically 

seeks to avoid at all costs. The 

consequences of a guilty plea 

can be severe and can affect 

both the ongoing reputation 

and the viability of the busi-

ness.112 But not all pleas are 

created equal. For example, 

a company may plead guilty to a felony or a misdemean-

or. A misdemeanor is less damaging to a company than a 

felony because it carries lower financial penalties and less 

severe collateral consequences. And as discussed above 

in “Potential Charges,” because the penalties and collateral 

consequences associated with some felonies are more 

damaging than others, a company must consider the crimi-

nal laws that might be implicated by the conduct disclosed 

and must develop persuasive arguments for why the least 

damaging offenses are most appropriate.

DefeRReD pRoseCutIon agReement

DPAs have existed for many years but have become more 

prevalent since the 2002 criminal prosecution of Arthur An-

dersen, which resulted in the accounting firm’s collapse.113 A 

DPA allows the DOJ to file criminal charges against a com-

pany—typically through a criminal information114—but then 

defer the actual prosecution of the case for a period of time 

that typically ranges from two to four years. During the peri-

od in which prosecution is deferred, the company is prohib-

ited from engaging in further wrongdoing and usually must 

implement policies and procedures designed to prevent 

future violations of the law. If the company complies with 

the terms of the DPA, the DOJ dismisses the charges at the 

completion of the period of deferred prosecution. The end 

result to the company is no guilty plea, no criminal record, 

and fewer collateral consequences than those associated 

with a plea and criminal record.

While the end result is more favorable than a guilty plea, 

DPAs contain terms that are difficult for some companies to 

swallow. For example, before the DOJ agrees to file a DPA, 

the company must admit to facts that prove the company 

is guilty of the charges filed with the court. So, if the alle-

gations involve securities fraud, the company must admit 

that it engaged in securities fraud; if the allegations involve 

 
 

 
 

Figure 1: How the Principles of Federal Prosecution of Business Organizations Influence Prosecutors’ Decisions to Decline 
Prosecution, Enter into a DPA or NPA, or Prosecute of the offense 
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bribery, the company must admit that it paid bribes. The 

terms of the DPA allow a company to avoid pleading guilty 

to the charged offense, but admitting to these facts can 

harm a company’s reputation and may constitute admis-

sions that can be used by third parties in civil litigation 

against the company.115

Additionally, the DOJ will often require a mechanism by 

which a company’s compliance with the DPA will be mon-

itored and assessed. In some circumstances, to avoid a 

guilty plea, the company subject to the DPA agrees to re-

tain an independent compliance monitor who is tasked with 

monitoring the company’s compliance with the DPA and re-

porting its findings to both the company and the DOJ. The 

independent compliance monitor has been criticized as 

unreasonably expensive and overly intrusive, and compa-

nies negotiating resolutions with the DOJ seek to avoid—or 

to limit—such a monitorship and the consequences of the 

intense scrutiny it brings.116

A GAO review of 152 DPAs and non-prosecution agree-

ments entered into between 1993 and September 2009 

indicates that an independent compliance monitor was 

required in approximately one-third of these cases (48 of 

152, or 31.6 percent).117 Additionally, of the 32 corporate DPAs 

and NPAs executed in 2010, 10 of them (31.25 percent) re-

quired an independent compliance monitor.118 In the FCPA 

context, “[f]rom 2004 to 2010, more than 40 percent of all 

companies that resolved an FCPA investigation with [the 

DOJ or SEC] through a settlement or plea agreement re-

tained an independent compliance monitor as a condition 

of that agreement.”119

Due in part to the cost and intrusiveness of an indepen-

dent compliance monitor, there is a growing trend at 

the DOJ toward allowing corporate self-monitoring and 

self-reporting of compliance milestones and subsequent 

violations. For example, on November 4, 2010, both Pride 

International and Tidewater Marine International entered 

into DPAs to resolve allegations that the oil services and 

freight-forwarding companies had participated in a brib-

ery scheme which “paid thousands of bribes totaling at 

least $27 million to foreign officials in at least seven coun-

tries, including Angola, Azerbaijan, Brazil, Kazakhstan, Ni-

geria, Russia and Turkmenistan.”120 Specifically, the Pride 

International and Tidewater Marine International DPAs 

provided for “corporate compliance reporting” in lieu of 

mandating the appointment of an independent compli-

ance monitor.121

Likewise, in April 2011, Johnson & Johnson (“J&J”) paid  

$70 million to resolve an FCPA case in which the compa-

ny admitted to paying bribes to government officials in 

Greece, Poland, Romania, and Iraq.122 J&J and its subsid-

iaries entered into a three-year DPA that requires the com-

pany—rather than an independent compliance monitor—to 

report the results of its ongoing compliance efforts to the 

DOJ biyearly throughout the duration of the DPA.123 Similar-

ly, on August 7, 2012, Pfizer entered into a DPA and agreed 

to pay a $15 million criminal fine and $45 million in civil dis-

gorgements to resolve an FCPA case in which the company 

admitted that between 1997 and 2006, it paid more than  

$2 million in bribes to government officials in Bulgaria, Cro-

atia, Kazakhstan, and Russia.124 Like the J&J DPA,  Pfizer’s 

DPA allows the company, rather than an independent 

compliance monitor, to “report [evidence of further FCPA 

violations] to the Department in the course of periodic 

communication to be scheduled between Pfizer and the 

Department. The first such update shall take place within 

60 days after the entry of the Pfizer HCP DPA.”125

The trend toward allowing self-monitoring is not limited to 

cases involving large, publicly traded companies. On June 

18, 2012, Data Systems & Solutions LLC (“DS&S”) resolved an 

FCPA case in which the company must “report to the De-

partment periodically, at no less than twelve-month intervals 

during a two-year term, regarding remediation and imple-

mentation of the compliance program and internal controls, 

policies, and procedures” described in DS&S’s DPA.126 

A company that has self-disclosed facts that clearly 

demonstrate wrongdoing is often pleased to reach a DPA 

and avoid the harmful effects of a guilty plea. It should 

be careful, however, to consider what facts it must ad-

mit to demonstrate the company’s guilt, what charges it 

will be admitting (but not pleading guilty) to, the effects 

of those admissions on the company’s exposure to civil 

lawsuits (discussed in “Collateral Consequences” herein), 

and what form of monitorship—if any—will be required by 

the government.
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non-proseCUtion agreeMent
A prosecutorial decision not to prosecute or, alternatively, 

the decision to accept an NPA is the goal of any compa-

ny that self-discloses potential violations of criminal laws.  

The simplest form of a non-prosecution agreement is an 

oral or written statement by the DOJ indicating that it has 

decided not to prosecute the company for any offenses. It 

carries no financial penalties, no monitor, and no period of 

deferred prosecution. A recent example of the DOJ’s giv-

ing this type of non-prosecution agreement is the Morgan 

Stanley FCPA matter.127 This case involved a former man-

aging director of Morgan Stanley’s real estate business 

in China who engaged in a conspiracy to transfer a mul-

timillion-dollar ownership interest in a Shanghai building 

to an influential Chinese government official who in return 

steered business to Morgan Stanley.128 On April 25, 2012, 

the DOJ announced that Garth Ronald Peterson, the for-

mer managing director, pled guilty to conspiracy to violate 

the FCPA and also announced that it had declined to pros-

ecute Morgan Stanley.129

The DOJ’s decision not to prosecute Morgan Stanley for the 

criminal acts of one of its managing directors was based on 

the company’s robust system of internal controls, its deci-

sion to self-disclose the misconduct, and its cooperation 

during the DOJ’s investigation.130 The DOJ uncharacteristi-

cally went out of its way to recognize the internal controls 

Morgan Stanley had in place at the time Peterson engaged 

in his criminal act. In the criminal information filed against 

Peterson and in the press release announcing Peterson’s 

plea, the DOJ specifically cited the following about Morgan 

Stanley’s internal controls:

• Morgan Stanley maintained a system of internal controls 

meant to prevent employees from paying anything of val-

ue to foreign government officials;

• Morgan Stanley’s internal policies prohibited bribery and 

addressed corruption risks associated with the giving 

of gifts, business entertainment, travel, lodging, meals, 

charitable contributions, and employment;

• Morgan Stanley frequently trained its employees on its in-

ternal policies, the FCPA, and other anti-corruption laws;

• Morgan Stanley trained Peterson on the FCPA seven 

times and reminded him to comply with the FCPA at least 

35 times; and

• Morgan Stanley’s compliance personnel regularly mon-

itored transactions; randomly audited particular em-

ployees, transactions, and business units; and tested to 

identify illicit payments.131

If a company cannot obtain this form of non-prosecution, 

then the next-best option is an NPA. An NPA is a written 

agreement between the DOJ and a company in which 

the DOJ agrees not to file criminal charges against the 
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company for a set period of time (as with a DPA, the peri-

od is typically two to four years), and the company agrees 

to comply with certain conditions over that period of time. 

Because the DOJ does not file any charging documents 

with the court when an NPA is reached, the agreement it-

self is not filed with the court but is instead maintained by 

the DOJ and the corporation. Simply put, when a company 

enters into an NPA, unlike a DPA, there is typically no public 

record of the agreement. In some NPAs (but not all), the 

company is not required to admit any facts that can later 

be used against it.

An NPA differs from a simple non-prosecution because, 

with an NPA, there is a written agreement between the 

company and the government that includes terms the 

company must abide by to receive the benefit of a non- 

prosecution. The terms and requirements of NPAs vary, but 

the most common terms include: (i) a fine; (ii) a requirement 

that the company cooperate in an ongoing government in-

vestigation; (iii) a prohibition on future violations of the law 

for a set period of time;132 (iv) defined improvements in the 

company’s internal controls; and/or (v) some form of gov-

ernment oversight of the company’s compliance with the 

terms of the NPA.

CriMinal anD Civil Fines anD penalties
A plea, DPA, or NPA can carry significant fines and penal-

ties. One benefit of self-disclosure is that it leads to a ne-

gotiated settlement with the authorities and increases the 

likelihood of obtaining a reduced monetary penalty.133 One 

factor a prosecutor may consider in charging a company 

and negotiating a disposition is the company’s “timely and 

voluntary disclosure of wrongdoing and its willingness to 

cooperate in the investigation of its agents.”134 There is no 

formula, however, for calculating how much a corporate 

fine or penalty should be reduced for self-disclosure and 

cooperation, and several commentators have argued that 

there is little tangible evidence to support the DOJ’s ar-

gument that it rewards companies that self-disclose and 

cooperate with lower fines and penalties.135 Conversely, 

however, some commentators have indicated that self-dis-

closure may increase the likelihood of convincing the DOJ 

to enter into an NPA rather than a DPA136 and may increase 

the likelihood of convincing the DOJ to permit self-monitor-

ing rather than requiring the appointment of an indepen-

dent compliance monitor.

The starting point for determining any corporate fine for 

criminal conduct is the United States Federal Sentenc-

ing Guidelines (the “Guidelines” or “USSG”), which con-

tain complicated guidance about appropriate fine ranges, 

based on the facts underlying the wrongful conduct.137 The 

primary drivers in calculating a fine under the Guidelines 

are: (i) base offense level, which is determined on the ba-

sis of the criminal conduct the company admits to or is 

convicted of after trial; (ii) characteristics of the offense, 

like the monetary loss or gain related to the offense or the 

number of victims impacted by the offense; and (iii) the 

company’s culpability in the offense, which is calculated 

on the basis of factors like the company’s size, the effec-

tiveness of the company’s compliance program in place 

at the time the conduct occurred, whether the company 

self-reported the offense, and the company’s cooperation 

in the investigation.138

an npa is a written agreement between the doJ 
and a company in which the doJ agrees not to file 
criminal charges against the company for a set period 
of time (as with a dpa, the period is typically two to 
four years), and the company agrees to comply with 
certain conditions over that period of time. 
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A company that has self-disclosed its own misconduct and 

cooperated with the government should obtain lower fines 

and penalties than a company that has not self-disclosed 

or cooperated. The potential benefits here are twofold. First, 

there is a tangible benefit of self-disclosure and coopera-

tion under the advisory Guidelines. These tangible benefits 

are described in USSG § 8C2.5(g). The relevant portions of 

this Guideline provide as follows:

(1) If the organization (A) prior to an imminent threat 

of disclosure or government investigation; and 

(B) within a reasonably prompt time after be-

coming aware of the offense, reported the of-

fense to appropriate governmental authorities, 

fully cooperated in the investigation, and clearly 

demonstrated recognition and affirmative ac-

ceptance of responsibility for its criminal con-

duct, subtract 5 points; or

(2) If the organization fully cooperated in the inves-

tigation and clearly demonstrated recognition 

and affirmative acceptance of responsibility for 

its criminal conduct, subtract 2 points; or

(3) If the organization clearly demonstrated recog-

nition and affirmative acceptance of responsibil-

ity for its criminal conduct, subtract 1 point.139

Additionally, and more importantly, a company that has 

self-disclosed and cooperated with the government is 

often able to negotiate a fine that falls far below the fine 

range called for under the Guidelines.

These concepts are best illustrated by examining the fine 

paid in a recent high-profile corporate resolution negoti-

ated after the company cooperated significantly in the 

DOJ’s investigation. In the Siemens case discussed above, 

the company admitted to making $805.5 million in “cor-

rupt payments to foreign officials.”140 Of the $1.6 billion in 

fines and penalties Siemens paid to U.S. and German offi-

cials, $450 million was designated as a criminal fine to re-

solve the DOJ component of the prosecution.141 Although a  

$450 million criminal fine is a significant amount of money 

to most companies, it pales in comparison with the possi-

ble criminal penalty of $1.35 to $2.7 billion that the company 

faced under the Guidelines.142 This Guidelines fine range, 

while incredibly large, included the two types of benefits 

described above. First, Siemens received a two-point dis-

count from its culpability score due to its “full cooperation 

and acceptance of responsibility.”143 This resulted in a lower 

advisory Guidelines fine range than would have resulted 

without the cooperation. Second, and more importantly, the 

$450 million fine was a significant reduction from the bot-

tom of the advisory Guidelines range of $1.35 to $2.7 billion.

While Siemens demonstrates that cooperation with the 

government can lead to a significant benefit in the gov-

ernment’s recommended fine amount, there are many 

cases involving smaller companies and less-widespread 

misconduct that illustrate the same point. For example, in 

the  Nordam FCPA resolution, the DOJ agreed to an NPA 

that  included a downward departure from the advisory fine 

range called for under the Guidelines. In announcing the 

case’s resolution, the DOJ stated:

The department entered into a non-prosecution 

agreement with NORDAM as a result of NORDAM’S 

timely, voluntary and complete disclosure of the 

conduct, its cooperation with the department and 

its remedial efforts. In addition, the agreement rec-

ognizes that a fine below the standard range un-

der the U.S. Sentencing Guidelines is appropriate 

because NORDAM fully demonstrated to the de-

partment, and an independent accounting expert 

retained by the department verified, that a fine 
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exceeding $2 million would substantially jeopar-

dize the company’s continued viability.144

Accordingly, by self-disclosing its conduct and cooperating 

with the DOJ, Nordam appears to have avoided the risks 

associated with trial, including the potential for a significant 

criminal fine that could have destroyed the company and 

had severe collateral consequences.

The Nordam resolution also highlights how an “inabili-

ty to pay” argument can minimize fines called for under 

the Guidelines or even fines a prosecutor agrees to rec-

ommend that are well below those calculated under the 

Guidelines. When a company truly cannot pay a fine, it 

can argue that paying such a fine would effectively put the 

company out of business, risk putting the company out of 

business, or have some other severe consequence. Before 

accepting such an argument, the DOJ, the SEC, and other 

enforcement agencies will typically demand that a compa-

ny open its books and prove its inability to pay, a process 

that can be burdensome and time-consuming. But in some 

circumstances, this is an effective way to minimize criminal, 

civil, and administrative fines.

Another important consideration in negotiating a fine with 

the DOJ is what penalty or penalties will be assessed by 

other U.S. regulators and foreign law enforcement and/or 

regulators, as well as the likely collateral consequences of 

those penalties. Negotiating a plea, DPA, or NPA with the 

DOJ does not occur in a vacuum, and companies placed 

in the unfortunate position of self-disclosing wrongdoing to 

the DOJ are also likely self-disclosing to other regulatory 

bodies, both in the U.S. and abroad. So when negotiating 

the terms of any resolution, a company should consider 

keeping all investigations moving on track at the same 

pace (a Herculean task, should a company decide that do-

ing so would be beneficial), making sure each government 

and regulatory body knows about all of the other investiga-

tions the company is facing and making sure the DOJ and 

all other government entities consider the fines, penalties, 

and collateral consequences associated with resolving the 

other investigations.

Collateral ConseqUenCes
In most cases, a company’s decision to self-disclose po-

tential misconduct, cooperate with the government, and 

negotiate a resolution is driven by the need to minimize 

the potential “collateral consequences” of failing to do so. 

These collateral consequences can range from a prohi-

bition on conducting business with the U.S. government, 

to loss of investor and customer confidence (which, in the 

case of Arthur Andersen, led to the destruction of the com-

pany), to a barrage of civil lawsuits based on the conduct. 

A company that has self-disclosed its potential miscon-

duct and cooperated with the government is often in the 

best possible position to avoid or minimize these types of 
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collateral harm to the company and its “innocent” related 

parties, such as employees, shareholders, and customers.

DeBaRment anD suspensIon

One of the most severe collateral consequences of resolv-

ing a government investigation is the possibility of being 

debarred or suspended from federal procurement pro-

grams, which means that the company can no longer do 

business with the federal government. Federal procure-

ment rules provide for the debarment or suspension of a 

company from contracting with the U.S. government upon 

“a conviction of or a civil judgment for” various offenses, in-

cluding: (i) “embezzlement, theft, forgery, bribery, falsifica-

tion or destruction of records, making false statements, tax 

evasion, receiving stolen property, making false claims, or 

obstruction of justice”; and (ii) any “offense indicating a lack 

of business integrity or business honesty that seriously and 

directly affects the present responsibility of a Government 

contractor.”145 Similarly, companies in the health-care indus-

try, which rely on government dollars from the Medicare 

and Medicaid programs, are excluded from doing business 

with the federal government when convicted of a “criminal 

offense related to the delivery of an item or service” in con-

nection with a federal health-care program.146

Being debarred, suspended, or excluded from doing busi-

ness with one federal government entity can easily snowball 

into an exclusion from all government programs because a 

debarment, suspension, or exclusion order entered by one 

U.S. government agency has a government-wide impact 

once the party is added to the government’s “Lists of Parties 

Excluded from Federal Procurement and Nonprocurement 

Programs.”147 This list tracks entities and individuals who are 

debarred, suspended, proposed for debarment, excluded, 

or disqualified from participating in federal procurement.148 

Furthermore, many state and local governments operate 

debarment, suspension, and exclusion programs similar 

to those of the federal government.149 An adverse procure-

ment action at the federal level may prompt local and state 

officials to take similar action.150

Many international organizations have also adopted pro-

curement rules and guidelines that provide for suspen-

sion or debarment. For example, a corruption conviction 

may result in a prohibition on participating in any World 

Bank-financed projects.151 Similarly, a corruption conviction 

in the U.S. could trigger mandatory debarment in Europe 

pursuant to the European Union’s procurement rules.152

In some industries, such as health care, defense, and con-

struction, a debarment, suspension, or exclusion order could 

have a severe adverse impact upon the  company’s survival. 

In industries where the federal government accounts for a 

significant portion of a company’s revenues, it is particularly 

important for the company to avoid putting itself in a posi-

tion where there is even a small chance of being debarred, 

suspended, or excluded. Even outside these industries, the 

threat of debarment, suspension, or exclusion, and losing 

the federal government as a customer, is still a consequence 

to avoid at all costs. Therefore, the manner in which a com-

pany self-discloses its potential misconduct, cooperates 

with the government, and negotiates a resolution is partic-

ularly important, since the charges filed and the form of the 

resolution will dictate whether debarment, suspension, or 

exclusion is mandatory, optional, or unlikely to occur.

As discussed above, the recent blockbuster multibillion- 

dollar DOJ resolution with GlaxoSmithKline involved a 

misdemeanor plea, rather than a felony plea, primarily for 
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the purpose of allowing the pharmaceutical giant to avoid 

mandatory exclusion from the Medicare and Medicaid 

programs.153 Likewise, in the December 2008 resolution 

of the Siemens FCPA case, in which the engineering giant 

made $805.5 million in corrupt payments to foreign officials, 

the company was not charged with violating the FCPA’s 

 anti-bribery prohibitions because of the DOJ’s concern 

for the “risk of debarment and exclusion from government 

contracts.”154 These cases illustrate the importance of per-

suading the government that if charges must be filed and 

a plea, DPA, or NPA cannot be avoided, the charges and 

resolution should be crafted in a way that avoids the risk of 

debarment, suspension, and exclusion.

loss of InvestoR anD CustomeR ConfIDenCe anD 
exposuRe to CIvIl laWsuIts

When a company resolves a case through a guilty plea or 

a DPA (in which the company admits to criminal conduct), 

this can lead to a loss of confidence among the investing 

public and customers. As discussed above, the prosecu-

tion of Arthur Andersen and the post-conviction demise 

of the company demonstrate that the consequences of 

being convicted of criminal wrongdoing cannot be mini-

mized. This is particularly true when the case involves com-

panies, like accounting firms, where customer confidence 

is essential to business success. Every company that has 

self-disclosed potential misconduct must understand the 

consequences of admitting to criminal misconduct and be 

prepared to convince the government that those conse-

quences are real.

In addition to a loss of confidence, an admission of guilt 

through a plea or DPA can subject the company, and its 

officers and directors, to civil litigation. Typically, these 

civil actions fall into two categories: (i) shareholder class 

actions alleging that a company did not adequately dis-

close the facts which led to the plea or DPA; and (ii) de-

rivative actions against officers and directors alleging that 

they failed in their corporate duties.155 In most instances, 

civil litigants attempt to “piggyback” on government inves-

tigations and use a company’s admissions of guilt made 

in connection with resolving a government investigation to 

prove the conduct at issue in the civil case.156 For exam-

ple, a derivative complaint was filed against 11 members of 

J&J’s board of directors alleging breach of fiduciary duty, 

mismanagement, and violations of the federal securities 

laws on the basis of the company’s recent settlements with 

the DOJ and SEC regarding violations of the FCPA.157 The 

complaint relied on admissions made by J&J in its criminal 

and civil resolutions with the DOJ and SEC to support its 

allegations.158 In resolving a DOJ investigation or any other 

government investigation in which an admission of facts is 

required, a company should consider whether any required 

admissions can be used collaterally and offensively by civil 

plaintiffs. If the answer is “yes,” the company must consider 

how to minimize that risk.

terMs oF post-resolUtion Cooperation
Once a company resolves its case through a plea, DPA, or 

NPA, its work is usually not complete. This is because most 

corporate resolutions require ongoing “cooperation” with 

government investigations. Cooperation often includes 

agreeing to continue to produce documents requested by 

the government, making witnesses available to the govern-

ment, and generally allowing the government to continue 

to use the company as a resource in its ongoing investiga-

tion into other companies and/or individual defendants. A 

company should pay close attention to what cooperation 

in industries where the federal government accounts for a significant portion of a 
company’s revenues, it is particularly important for the company to avoid putting itself in 
a position where there is even a small chance of being debarred, suspended, or excluded. 
even outside these industries, the threat of debarment, suspension, or exclusion, and losing 
the federal government as a customer, is still a consequence to avoid at all costs.
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the government seeks and the terms of any cooperation 

language contained in a plea, DPA, or NPA.

One of the perils of overly broad post-resolution cooper-

ation is best illustrated through the notorious KPMG tax- 

shelter case. In this case, KPMG admitted to “assist[ing] 

high net worth United States citizens . . . evade United 

States individual income taxes on billions of dollars in capi-

tal gain and ordinary income by developing, promoting and 

implementing unregistered and fraudulent tax shelters.”159 

One section of KPMG’s DPA was titled “Cooperation” and 

required the company to:

• “[C]ompletely and truthfully disclos[e] all information in 

its possession” to the DOJ and the Internal Revenue 

Service (“IRS”), including “all information about activities 

of KPMG, present and former partners, employees, and 

agents of KPMG”;

• Provide the DOJ with “a complete and truthful analysis 

and complete detailed description of the design, mar-

keting and implementation” by KPMG of all the at- issue 

transactions;

• Volunteer and provide to the DOJ any relevant docu-

ments that come to KPMG’s attention and cooperate with 

future DOJ and IRS document requests pursuant to their 

ongoing investigation;

• Not assert any claim of privilege over documents re-

quested by the DOJ or IRS, subject to limited exceptions;

• Use “reasonable and best efforts to make available  

[KPMG’s] present and former partners and employees  

to provide information and/or testimony as requested  

by” the DOJ and IRS;

• Provide evidence or testimony in any criminal or other 

proceeding as requested by the DOJ or IRS; and

• Consent to the admission into evidence of all doc-

uments, disclosures, testimony, records, and other 

physical evidence provided by KPMG to the DOJ and/

or IRS in any proceeding as the DOJ or IRS deems 

appropriate.160

Subsequently, several KPMG employees who were also 

charged with crimes relating to the alleged illegal tax shel-

ters filed a motion to obtain discovery of KPMG documents 

from the government, on the theory that, according to 

the terms of KPMG’s DPA, all of KPMG’s documents were 

in the “constructive possession of the government”; the 

court agreed.161 This decision, which essentially found that 

the terms of KPMG’s DPA made the company an agent of 

the U.S. government, should make companies think twice 

about the far-reaching cooperation language contained in 

many corporate pleas, DPAs, and NPAs.
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A company should also be careful to ensure that any 

post-resolution cooperation does not waive the attor-

ney-client privilege or further waive the privilege beyond 

any waivers that have already occurred. While the DOJ 

can no longer consider waiver of the attorney-client priv-

ilege in assessing a company’s cooperation, waiver is of-

ten an unintended consequence of cooperation. Whether 

to waive, and how to limit waiver, is an important consid-

eration when deciding whether to self-disclose and how 

to share information with the government, but companies 

often forget that additional waivers can occur after a res-

olution has been reached. Post-resolution waiver may not 

impact the company’s dealings with the first government 

entity that resolved the case and required ongoing co-

operation, but it could impact the resolutions reached 

with other government entities investigating the company 

and the resolutions of civil lawsuits that are based on the 

same set of facts.

These are just a few illustrations of how the cooperation 

language in a company’s plea, DPA, or NPA can have un-

intended consequences that cost the company time and 

money. Cooperation language must be carefully written to 

minimize the risk of turning the company into an agent of 

the government and to prevent the company from waiv-

ing privileges beyond those already waived during the 

self-disclosure.

ConClUsion
Once a company walks into the offices of the DOJ, the 

SEC, or any other enforcement agency to disclose poten-

tial misconduct, it sets into motion a series of events that 

often leads to some combination of fines; attorney-client 

privilege waivers; monitorships; admissions of wrongdoing; 

threats of debarment, suspension, or exclusion; and other 

events that collectively amount to a corporate nightmare. 

The process is unpleasant and expensive. The only thing 

worse is the thought of what might happen if the govern-

ment found out that the company knew about the wrong-

doing, did not disclose the wrongdoing, and (most often, 

negligently) continued to engage in the wrongdoing. Once 

a company self-discloses, it places itself at the mercy of 

the government by showing that it is a good corporate citi-

zen intent on fixing any historic problems and working with 

the government to get past those problems. Well before 

the company discloses its misconduct, however, it must 

consider the series of events that is certain to transpire af-

ter the disclosure and must know how to influence those 

events to maximize the benefits of cooperation and mini-

mize the harm to the company. A thoughtful analysis of the 

issues discussed above, both before and after the disclo-

sure, will help the company frame the issues presented to 

the government in a manner that is most advantageous to 

the company and minimizes the potentially severe direct 

and collateral effects of a government resolution.
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enDnotes
1 Complex investigations are iterative processes, and for this 

reason, a key witness may need to be interviewed multiple 
times. Interviewers should anticipate this possibility and 
advise the witness of the same so that she can expect to be 
called back for additional questioning as the investigation 
progresses. Such a notification can also serve to let the wit-
ness know that her statements will be verified and that she 
may be re-questioned on discrepancies between her state-
ments and other evidence subsequently developed.

2 The documents should be marked or labeled for ease of 
identification, and enough copies should be made that each 
participant in the interview can refer to her own copy.

3 Notes may be taken by hand or electronically, but investi-
gators should be sensitive to how a witness may perceive 
the use of a computer for note taking. Some witnesses are 
chilled if they believe, despite representations to the con-
trary, that their statements are being transcribed verbatim. 
Of course, if a complete transcript of the interview is desired, 
a court reporter may be used, with the witness’s consent, to 
record and transcribe the interview, as in a court-reported 
deposition. It is important to note, however, that a verbatim 
transcription of an interview is much more easily discover-
able than a summary of the interview derived from attor-
ney notes and containing attorney mental impressions and 
thought processes (i.e., attorney work product). See, e.g. , 
Fed. R. CRim. P. 26.2.

4 The apparent reasonableness of such a belief should be 
tested against: (i) the possibility that the witness might have 
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and distraction from our mission to deliver on our promise to 
consumers—are far more serious.”).

96 U.S. v. Siemens Aktiengesellschaft, 08-CR-367-RJL (D.D.C. 
Dec. 12, 2008) (DOJ Sentencing Memorandum at 13), avail-
able at http://www.justice.gov/opa/documents/siemens- 
sentencing-memo.pdf.

97 Press Release, U.S. Dept. of Justice, Siemens AG and Three 
Subsidiaries Plead Guilty to Foreign Corrupt Practices Act 
Violations and Agree to Pay $450 Million in Combined Crimi-
nal Fines (Dec. 15, 2008), available at http://www.justice.gov/
opa/pr/2008/December/08-crm-1105.html.

98 U.S. v. Siemens Aktiengesellschaft, 08-CR-367-RJL (D.D.C. 
Dec. 12, 2008) (Statement of Offense at 7–8).

99 Siemens Press Release, supra n.97.

100 While the Siemens corporate parent avoided a bribery pros-
ecution, three of its subsidiaries—Siemens Argentina, Sie-
mens Bangladesh, and Siemens Venezuela—pled guilty to 
the offense. See U.S. v. Siemens S.A. (Argentina), 08-CR-368-
RJL (D.D.C. Dec. 12, 2008) (Plea Agreement); U.S. v. Siemens 
Bangladesh Ltd., 08-CR-369-RJL (D.D.C. Dec. 12, 2008) (Plea 
Agreement); U.S. v. Siemens S.A. (Venezuela), 08-CR-370-
RJL (D.D.C. Dec. 12, 2008) (Plea Agreement).

101 Siemens Sentencing Memorandum, supra n.96, at 15 (“The 
Department believes the above-proposed penalties are 
appropriate based on Siemens’ substantial assistance to 
the Department in the investigation of other persons and 
entities, its extraordinary efforts to uncover evidence of 
prior corrupt activities, and in its extensive commitment to 
restructure and remediate its operations to make it a world-
wide leader in transparent and responsible corporate prac-
tices going forward.”).

102 U.S. v. BAE Sys. plc, 1:10-cr-00035-JDB (D.D.C. Feb. 22, 2010) 
(Plea Agreement, Appendix B, Statement of Offense at 7). 
While BAE negotiated a criminal resolution that did not actu-
ally mention the word “bribe,” the nature of BAE’s conduct 
was clear. For example, in one portion of the Statement of 
Offense, BAE admitted that “[a]fter May and November 2001, 
BAES made payments to certain advisors through offshore 
shell companies even though in certain situations there was 
a high probability that part of the payments would be used 
in order to ensure that BAES was favored in the foreign gov-
ernment decisions regarding the sales of defense articles.” 
Id.

103 Id. at 3–4.

104 Id. at 9–13.

105 U.S. v. BAE Sys. plc , 1:10-CR-00035-JDB (D.D.C. Mar. 1, 
2010) (Plea Agreement). The charging decision in BAE 
was also likely influenced by a bizarre series of events 
that took place in the United Kingdom’s parallel investi-
gation into BAE’s alleged bribery scheme. Approximately 
one year before the DOJ and SEC resolved their cases, 
the U.K. dropped its foreign bribery investigation into BAE 
due to purported “national security” concerns. See James 
Lumley, BAE Probe Was Halted on Security Concerns , 
U.K. Says, BloomBeRg (July 7, 2008), available at http://
www.bloomberg.com/apps/news?pid=newsarchive&sid= 
aPVjiYMZoMQo&refer=uk; Jackie Bennion, BAE Will Pay 
$450 Million to Settle Long-Running Bribery Case, FRontline 
(Feb. 5, 2010), available at http://www.pbs.org/frontlineworld/
stories/bribe/2010/02/bae-to-pay-more-than-400-million-in-
us-and-uk-fines.html (“As allegations mounted against BAE, 
Britain’s Serious Fraud Office began investigating the arms 
deal in September 2003 but dropped the case in late 2006 
after then prime minister Tony Blair directly intervened. Blair 
defended his decision to shut down the inquiry for national 
security reasons on the grounds that the Saudis could stop 
cooperating with Britain on vital terrorism intelligence.”).

106 See, e.g., U.S. Dept. of Justice, Strategic Plan, Fiscal Years 
2012–2016, at 27 (2012), available at http://www.justice.
gov/jmd/strategic2012-2016/DOJ-Strategic-Plan-2-9-12.pdf 
(“Health care fraud is one of the most urgent, destructive, 
and widespread national challenges facing our country. Bil-
lions of dollars in public and private health care spending 
[are] lost each year to health care fraud. In addition to the 
losses to the federal health benefit programs Medicare and 
Medicaid, private insurance programs lose billions of dollars 
each year to blatant fraud schemes in every sector of the 
health care industry. The Department has responded, and 
will continue to fight this battle by aggressively investigating 
and litigating matters involving a variety of health care fraud 
schemes utilizing Department-wide task forces.”).

107 U.S. v. GlaxoSmithKline LLC, 12-CR-842 (D. Mass. July 2, 2012) 
(Criminal Information). GSK was charged with distributing 
misbranded drugs and failing to report data to the Food and 
Drug Administration in violation of 21 U.S.C. §§ 331(a), 331(e), 
333(a)(1), 352, and 355(k)(1). Id. Under the terms of the plea 
agreement, GSK agreed to pay a total of $1 billion, including 
a criminal fine of $956,814,400 and forfeiture in the amount 
of $43,185,600. GSK paid another $2 billion to resolve civil lia-
bilities under the False Claims Act. See Press Release, U.S. 
Dept. of Justice, GlaxoSmithKline to Plead Guilty and Pay 
$3 Billion to Resolve Fraud Allegations and Failure to Report 
Safety Data—Largest Health Care Fraud Settlement in U.S. 
History (July 2, 2012), available at http://www.justice.gov/opa/
pr/2012/July/12-civ-842.html.

108 The FDCA prohibits, among other things: (i) the introduction 
or delivery for introduction into interstate commerce of any 
food, drug, device, or cosmetic that is adulterated or mis-
branded; (ii) the adulteration or misbranding of any food, 
drug, device, or cosmetic in interstate commerce; (iii) the 
receipt in interstate commerce of any food, drug, device, or 
cosmetic that is adulterated or misbranded and the deliv-
ery or proffered delivery thereof for pay or otherwise; and 
(iv) the introduction or delivery for introduction into interstate 
commerce of any article in violation of Section 344 or 355 
of this title. 21 U.S.C. § 331 (2011). Where there are multiple 
violations of the FDCA or where there is an intent to defraud, 
violations of the FDCA are felonies. 21 U.S.C. § 333 (2011).

109 See Social Security Act, § 1128, 42 U.S.C. 1320a–7 (2011) 
(“Exclusion of Certain Individuals from Participation in 
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Medicare and State Health Care Programs”). At least two 
observers have calculated that federal-government health-
care spending accounts for 45 to 56 percent of the entire 
U.S. health-care market. Thomas M. Selden and Merrile Sing, 
The Distribution Of Public Spending For Health Care In The 
United States, 2002, HealtH aFF. (July 29, 2008), w349–
w359, available at http://content.healthaffairs.org/content/
early/2008/07/29/hlthaff.27.5.w349.full.pdf. Exclusion from the 
Medicare and Medicaid programs would prevent a health-
care company from selling its goods and services to the 
largest health-care customer in the world: the federal gov-
ernment of the United States of America.

110 United States Attorneys’ Manual, § 9-28.300 (2011).

111 United States Government Accountability Office, GAO-10-
110, Corporate Crime: DOJ Has Taken Steps to Better Track 
Its Use of Deferred and Non-Prosecution Agreements, but 
Should Evaluate Effectiveness, at 10 (Dec. 2009), available 
at http://www.gao.gov/new.items/d10110.pdf (the “2009 GAO 
Report”) (footnotes omitted).

112 The collateral consequences of a plea are discussed in 
“Collateral Consequences” herein.

113 See 2009 GAO Report at 1 (stating that the prosecution 
and conviction of the accounting firm Arthur Andersen for 
obstruction of justice and the firm’s subsequent high-profile 
collapse caused the DOJ to recognize the “potentially harm-
ful effects that criminally prosecuting a company can have 
on investors, employees, pensioners, and customers who 
were uninvolved in the company’s criminal behavior”).

114 A “criminal information” is “an accusation exhibited against a 
person for some criminal offense, without an indictment. An 
accusation in the nature of an indictment, from which it dif-
fers only in being presented by a competent public officer 
on his oath of office, instead of a grand jury on their oath. 
A written accusation made by a public prosecutor, without 
the intervention of a grand jury.” BlaCk’s law diCtionaRy 772 
(6th ed. 1990).

115 See, e.g., Wollman v. Coleman, No. 11-CV-02511 (D.N.J. May 
2, 2011) (Complaint) (citing admissions made by Johnson & 
Johnson in its criminal and civil resolutions with the DOJ and 
SEC in alleging that Johnson & Johnson’s board of directors 
failed to implement appropriate procedures to ensure FCPA 
compliance and wrongfully concealed FCPA violations from 
shareholders); see also “Collateral Consequences: Loss of 
Investor and Customer Confidence and Exposure to Civil 
Lawsuits” on p. 55 herein.

116 See ,  e.g . ,  Michael Freedman, Trust Us ,  FoRBes (Dec. 
25 , 2006), available at ht tp: //www.forbes .com/free_
forbes/2006/1225/132.html (“Cases like [Schnitzer Steel, 
whose negotiated resolution of corruption allegations 
included an independent compliance monitor] are prompt-
ing corporate defense lawyers to question the strategy of 
voluntary confessions. No one is condoning bribery, but 
companies are finding that by turning themselves in they are 
opening themselves up to years of negative publicity, fines, 
criminal investigations, indictments and highly intrusive com-
pliance monitors that have billed companies for as many as 
40,000 hours, at rates up to $700 an hour.”); David Kocie-
niewski, Usually on Attack, U.S. Attorney in Newark Finds 
Himself on the Defensive, n.y. times (Feb. 13, 2008), available 
at http://www.nytimes.com/2008/02/13/nyregion/13christie.
html?_r=1 (stating that then-U.S. Attorney Chris Christie had 
“dr[awn] the attention of the Justice Department’s criminal 
division and Congress after awarding tens of millions of dol-
lars in no-bid contracts to his friends and political allies” 

and that Christie “may face more scrutiny if the Govern-
ment Accountability Office, as requested, investigates one 
of those contracts, worth at least $28 million, awarded to his 
previous boss, John Ashcroft, the former United States attor-
ney general, to monitor a medical-prosthetics company after 
it acknowledged defrauding consumers.”).

117 Corporate Crime: Prosecutors Adhered to Guidance in 
Selecting Monitors for Deferred Prosecution and Non-Pros-
ecution Agreements, but DOJ Could Better Communicate Its 
Role in Resolving Conflicts: Hearing Before the Subcomm. 
on Commercial and Admin. Law of the H. Comm. on the 
Judiciary, 111th Cong. 11 (2009) (Statement of Eileen R. Lar-
ence, Director, Homeland Security and Justice, Government 
Accountability Office), available at http://judiciary.house.gov/
hearings/pdf/Larence091119.pdf.

118 F. Joseph Warin, Brian Bladrate, and Trent Benishek, The 
Expanding Role of Deferred and Nonprosecution Agree-
ments: The New Normal for Handling Corporate Misconduct, 
Bureau of Nat’l Affairs, 6 WCR 121 (Feb. 11, 2011).

119 F. Joseph Warin, Michael S. Diamant, and Veronica S. Root, 
Somebody’s Watching Me: FCPA Monitorships and How They 
Can Work Better, 13 u. Pa. J. oF Bus. l. Rev., 321, 322 (Winter 
2011).

120 Press Release, U.S. Dept. of Justice, Oil Services Companies 
and a Freight Forwarding Company Agree to Resolve For-
eign Bribery Investigations and to Pay More Than $156 Million 
in Criminal Penalties (Nov. 4, 2010), available at http://www.
justice.gov/opa/pr/2010/November/10-crm-1251.html.

121 U.S. v. Pride Int ’l, 4:10-CR-00766 (S.D. Tex. Nov. 4, 2010) 
(Deferred Prosecution Agreement at 13–14); U.S. v. Tidewa-
ter Marine Int’l, Inc., 4:10-CR-00770 (S.D. Tex. Nov. 4, 2010) 
(Deferred Prosecution Agreement at 14).

122 Press Release, U.S. Dept. of Justice, Johnson & Johnson 
Agrees to Pay $21.4 Million Criminal Penalty to Resolve For-
eign Corrupt Practices Act and Oil for Food Investigations; 
Company to Pay Total Penalties of $70 Million in Reso-
lutions with Justice Department and U.S. Securities and 
Exchange Commission (Apr. 8, 2011), available at http://www.
justice.gov/opa/pr/2011/April/11-crm-446.html; U.S. v. DePuy, 
1:11-CR-00099-JDB (D.D.C. Apr. 8, 2011) (Deferred Prosecution 
Agreement, Attachment A (Statement of Facts), at 16–28), 
available at http://www.justice.gov/criminal/fraud/fcpa/cases/
depuy-inc/04-08-11depuy-dpa.pdf.

123 See DePuy DPA, supra n.122, Attachment A (Statement of 
Facts), at 7.

124 United States v. Pfizer H.C.P. Corp., No. 1:12-CR-169 (D.D.C. 
Aug. 7, 2012) (DPA, Attachment A (Statement of Facts)), at 
A6–A15.

125 Id., Attachment C-3 (Corporate Compliance Reporting).

126 U.S. v. Data Sys. & Solutions LLC, 12-CR-00262-LO (E.D. Va. 
June 18, 2012) (Deferred Prosecution Agreement), at 9.

127 See Press Release, U.S. Dept. of Justice, Former Morgan 
Stanley Managing Director Pleads Guilty for Role in Evad-
ing Internal Controls Required by FCPA (Apr. 25, 2012), avail-
able at http://www.justice.gov/opa/pr/2012/April/12-crm-534.
html. Another recent example is the DOJ’s decision not to 
prosecute Goldman Sachs for allegedly engaging in finan-
cial fraud in connection with the sale of collateral debt 
obligations. See Reed Albergotti and Elizabeth Rappaport, 
U.S. Not Seeking Goldman Charges, wall st. J . (Aug. 9, 
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2012), available at http://online.wsj.com/article/SB10000872
396390443537404577579840698144490.html (reporting that  
“[a]fter a yearlong investigation, the Justice Department said 
Thursday that it won’t bring charges against Goldman Sachs 
Group Inc. or any of its employees for financial fraud related 
to the mortgage crisis”).

128 U.S. v. Peterson, 12-CR-224 (JBW) (E.D.N.Y. Apr. 25, 2012) 
(Criminal Information).

129 Morgan Stanley Press Release, supra n.127.

130 Id.

131 Peterson Information, supra n.128, at 5–9; see also Morgan 
Stanley Press Release, supra n.127. These are the types of 
facts companies can use to persuade the government to 
decline prosecution, even when there is no question that 
criminal misconduct occurred.

132 Companies are always prohibited from violating the law, 
but when this prohibition is included as a term of the NPA, 
a subsequent violation of the law may form the basis for the 
government’s prosecution of the company for the conduct 
that led to the NPA.

133 This section is based on the assumption that a self-disclo-
sure has already occurred, so it does not address the ques-
tion of whether the benefits of self-disclosure outweigh the 
risks. Persuasive arguments can and have been made that 
the fines companies are forced to pay after self-disclosure 
and cooperation are not significantly lower than the fines 
they would face without self-disclosure or cooperation and 
that in some instances, self-disclosure is not the best course 
of action.

134 United States Attorneys’ Manual, § 9-28.300(A)(4).

135 See, e.g., Samuel Rubenfeld, Study Says Voluntary Disclo-
sure Doesn’t Change FCPA Penalties, CoRRuPtion CuR-
Rents, wall st. J. (Sept. 6, 2012), available at http://blogs.wsj.
com/corruption-currents/2012/09/06/study-says-voluntary- 
disclosure-doesnt-change-fcpa-penalties/.

136 See, e.g., Melissa Aguilar, DPA-NPA Tally Marks Decade’s 
Second Highest, ComPlianCe week (Jan. 10, 2011) (stating 
“[r]oughly half of the NPAs entered into in 2010 involved 
self-disclosure, versus 35 percent of DPAs”); Lauren Giudice, 
Regulating Corruption: Analyzing Uncertainty in Current For-
eign Corrupt Practices Act Enforcement, 91 B.u. l. Rev. 347, 
373 (2011) (“NPAs are gaining in popularity: in 2008, only thir-
ty-two percent of the pre-trial diversion agreements were 
NPAs, while in 2009 that number increased to fifty percent. 
One potential explanation is that more corporations are 
self-reporting alleged violations of the FCPA, because Assis-
tant Attorney General Lanny A. Breuer indicated that the 
DOJ will give the company ‘meaningful credit for that disclo-
sure and that cooperation.’ ”) (citations omitted).

137 Since 2005, the Federal Sentencing Guidelines have been 
merely advisory, and neither the government nor the courts 
are required to follow them. U.S. v. Booker, 543 U.S. 220 (2005). 
In practice, however, the Guidelines are an important met-
ric used by the DOJ and the courts to determine a range of 
potentially appropriate punishments. “In fiscal year 2010, the 
courts imposed sentences within the applicable advisory 
guideline range or below the range at the request of the 
government in 80.4 percent of all cases: 55.0 percent of all 
cases were sentenced within the applicable guideline range, 
25.4 percent received a government sponsored below range 
sentence. In fiscal year 2010, the non-government sponsored 

below-range rate was 17.8 percent, and the rate of sentences 
imposed above the guidelines range was 1.8 percent.” Uncer-
tain Justice: The Status of Federal Sentencing and the U.S. 
Sentencing Commission Six Years After U.S. v. Booker, Hearing 
before the H. S. Comm. on Crime, Terrorism, and Homeland 
Security, 112th Cong. 20 (2011) (prepared statement of the Hon. 
Patti B. Saris, Chair, U.S. Sentencing Commission), available at 
http://judiciary.house.gov/hearings/pdf/Saris%2010122011.pdf.

138 See U.S. Sentencing Guidelines Manual (2011).

139 Id. § 8C2.5(g)(1)–(3).

140 Siemens Statement of Offense, supra n.98, at 22.

141 Siemens Press Release, supra n.97.

142 Siemens Sentencing Memorandum, supra n.96, at 12. The 
DOJ calculated that the amount of Siemens’ loss or gain was 
at least $843.5 million ($805.5 million in bribes and at least 
$38 million in illicit profits), which led to a total offense level 
of 44, and that Siemens had a total culpability score of 8. Id. 
Multiplying the improper payments by 1.6–3.2, as required by 
a culpability score of 8, yielded a Guidelines criminal fine of 
$1.35 billion to $2.7 billion. Id. This Guidelines fine range, as 
calculated by the DOJ, may have underestimated Siemens’ 
true exposure because according to the DOJ’s Sentencing 
Memorandum, calculating the appropriate fine under the 
Guidelines “would be overly burdensome, if not impossible,” 
given the “literally thousands of contracts over many years.” 
Id. at 13.

143 Id. at 12.

144 Press Release, U.S. Dept. of Justice, The Nordam Group 
Inc. Resolves Foreign Corrupt Practices Act Violations and 
Agrees to Pay $2 Million Penalty (July 17, 2012), available at 
http://www.justice.gov/opa/pr/2012/July/12-crm-881.html.

145 21 C.F.R. § 1404.800 (2012).

146 42 U.S.C. § 1320a-7(a) (2010). 

147 See United States Government Accountability Office, GAO-
09-174, Excluded Parties List System: Suspended and 
Debarred Businesses and Individuals Improperly Receive 
Federal Funds (Feb. 2009), at 1.

148 Id. The database of Parties Excluded is publicly available at 
https://www.sam.gov/portal/public/SAM/.

149 See, e.g., Texas Governor’s Office of Budget and Planning, 
Uniform Grant Management Standards (June 2004).

150 For example, the Texas Uniform Grant Management Stan-
dards reference the federal Lists of Parties Excluded. See 
id. at 80 (“Grantees and subgrantees must not make any 
award or permit any award (subgrant or contract) at any tier 
to any party which is debarred or suspended or is otherwise 
excluded from or ineligible for participation in federal assis-
tance programs under Executive Order 12549, ‘Debarment 
and Suspension.’ ”).

151 The World Bank , Guidelines: Procurement of Goods , 
Works, and Non-Consulting Services under IBRD Loans 
and IDA Credits & Grants by World Bank Borrowers 
(Jan. 2011), at § 1.16, available at http://web.worldbank.
org/WBSITE/EXTERNAL/PROJECTS/PROCUREMENT/0, ,  
contentMDK:20060840~menuPK:84282~pagePK:84269~ 
piPK:60001558~theSitePK:84266,00.html.

152 See supra n.94.
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153 See “Potential Charges” herein.

154 Siemens Sentencing Memorandum, supra n.96, at 11.

155 See, e.g., Strong, derivatively on behalf of Tidewater, Inc. v. 
Taylor, 2:11-CV-392 (E.D. La. July 2, 2012) (Order Dismissing 
Complaint) (dismissing derivative action seeking to recover 
damages against the defendant officers and directors 
for breaches of fiduciary duties, abuse of control, gross 
mismanagement, waste of corporate assets, and unjust 
enrichment and to enjoin Tidewater’s implementation and 
administration of a system of internal controls and account-
ing systems sufficient to satisfy the requirements of the 
FCPA).

156 Under the Federal Rules of Evidence, a guilty plea would 
be admissible evidence in a subsequent civil proceeding. 
See F.R.E. 803(22) (providing a hearsay exception for facts 
admitted pursuant to a guilty plea); F.R.E. 803(8)(A)(iii) (pro-
viding a hearsay exception in civil litigation for factual find-
ings of a legally authorized government investigation); F.R.E. 
801(d)(2)(A) (stating that statements and admissions made 
by a party or a party’s representative are not hearsay).

157 See Wollman v. Coleman, No. 11-CV-02511 (D.N.J. May 2, 
2011) (Complaint) (alleging that the board failed to imple-
ment appropriate procedures to ensure FCPA compliance 
and wrongful concealment of FCPA violations from the 
shareholders).

158 Id.

159 U.S. v. KPMG LLP, 5-CR-903(LAP) (S.D.N.Y. Aug. 29, 2005) 
(Statement of Facts), at 1.

160 U.S. v. KPMG LLP, 5-CR-903(LAP) (S.D.N.Y. filed Aug. 29, 
2005) (Deferred Prosecution Agreement), at 9–12.

161 U.S. v. Stein, 488 F. Supp. 2d 350, 362–64 (S.D.N.Y. 2007) 
(holding that the broad terms of the KPMG DPA render 
KPMG documents within the possession, custody, or control 
of the DOJ and ordering the production of those documents 
to the individual defendants).



ALKHOBAR

Oliver Passavant

Partner-in-Charge

+966.3.849.6606

AMSTERDAM

Luc Houben

Partner-in-Charge

+31.20.240.22.96

ATLANTA

Lizanne Thomas

Partner-in-Charge

+1.404.521.3939

BEIJING

H. John Kao

Partner-in-Charge

+86.10.5866.1111

BOSTON

Traci L. Lovitt

Partner-in-Charge

+1.617.960.3939

BRUSSELS

Bernard E. Amory

Partner-in-Charge

+32.2.645.14.11

CHICAGO

Daniel E. Reidy

Partner-in-Charge

+1.312.782.3939

CLEVELAND

Christopher M. Kelly

Partner-in-Charge

+1.216.586.3939

COLUMBUS

Elizabeth P. “Liza” Kessler

Partner-in-Charge

+1.614.469.3939

DALLAS

Patricia J. Villareal

Partner-in-Charge

+1.214.220.3939

DUBAI

Sheila Shadmand

Partner-in-Charge

+971.4.709.8484

DüSSELDORF

Sandra-Christiane Kamper

Partner-in-Charge

+49.211.5406.5500

FRANKFURT

Juergen Reemers

Partner-in-Charge

+49.69.9726.3939

HONG KONG

Robert L. Thomson

Partner-in-Charge

+852.2526.6895

HOUSTON

Nancy MacKimm

Partner-in-Charge

+1.832.239.3939

IRVINE

Richard J. Grabowski

Partner-in-Charge

+1.949.851.3939

JEDDAH

Fahad A. Habib

Partner-in-Charge

+966.2.616.3939

LONDON

John R. Phillips

Partner-in-Charge

+44.20.7039.5959

LOS ANGELES

Christopher Lovrien

Partner-in-Charge

+1.213.489.3939

MADRID

Mercedes Fernández

Partner-in-Charge

+34.91.520.3939

MEXICO CITY

Fernando de Ovando

Partner-in-Charge

+52.55.3000.4000

MILAN

Marco Lombardi

Partner-in-Charge

+39.02.7645.4001

MOSCOW

Vladimir Lechtman

Partner-in-Charge

+7.495.648.9200

MUNICH

Friederike Goebbels

Partner-in-Charge

+49.89.20.60.42.200

NEW YORK

Wesley Johnson

Partner-in-Charge

+1.212.326.3939

PARIS

Sophie Hagège

Partner-in-Charge

+33.1.56.59.39.39

PITTSBURGH

Laura E. Ellsworth

Partner-in-Charge

+1.412.391.3939

RIYADH

Yusuf Giansiracusa

Partner-in-Charge

+966.1.462.8866

SAN DIEGO

Karen P. Hewitt

Partner-in-Charge

+1.858.314.1200

SAN FRANCISCO

Aaron Agenbroad

Partner-in-Charge

+1.415.626.3939

SãO PAULO

Luis Riesgo

Partner-in-Charge

+55.11.3018.3939

SHANGHAI

Peter J. Wang

Partner-in-Charge

+86.21.2201.8000

SILICON VALLEY

Tharan G. “Greg” Lanier

Partner-in-Charge

+1.650.739.3939

SINGAPORE

Sushma Jobanputra

Partner-in-Charge

+65.6538.3939

SYDNEY

Chris Ahern

Partner-in-Charge

+61.2.8272.0500

TAIPEI

Jack J.T. Huang

Partner-in-Charge

+886.2.7712.3399

TOKYO

Masatomo Suzuki

Partner-in-Charge

+81.3.3433.3939

WASHINGTON

Gregory M. Shumaker

Partner-in-Charge

+1.202.879.3939

Jones day’s global presence





© 2013 Jones Day. All rights reserved. Printed in the U.S.A.

laWyer contacts
henry W. asbill
Washington
+1.202.879.5414
hasbill@jonesday.com

Jean-paul Boulee
Atlanta
+1.404.581.8456
jpboulee@jonesday.com

Charles m. Carberry
New York: +1.212.326.3920
Washington: +1.202.879.5453
carberry@jonesday.com

theodore t. Chung
Chicago
+1.312.269.4234
ttchung@jonesday.com

R. Christopher Cook
Washington
+1.202.879.3734
christophercook@jonesday.com

Roman e. Darmer
Irvine
+1.949.553.7581
rdarmer@jonesday.com

Richard h. Deane, Jr.
Atlanta
+1.404.581.8502
rhdeane@jonesday.com

James C. Dunlop
Chicago
+1.312.269.4069
jcdunlop@jonesday.com

Randy s. grossman
San Diego
+1.858.314.1157
rsgrossman@jonesday.com

Brian hershman
Los Angeles
+1.213.243.2445
bhershman@jonesday.com

karen p. hewitt
San Diego
+1.858.314.1119
kphewitt@jonesday.com

Beong-soo kim
Los Angeles
+1.213.243.2503
bkim@jonesday.com

henry klehm III
New York
+1.212.326.3706
hklehm@jonesday.com

Jonathan leiken
Cleveland: +1.216.586.7744
New York: +1.212.901.7256
jleiken@jonesday.com

harriet Beegun leva
Los Angeles
+1.213.243.2319
hleva@jonesday.com

Weston C. loegering
Dallas
+1.214.969.5264
wcloegering@jonesday.com

george t. manning
Dallas
+1.214.969.3676
gtmanning@jonesday.com

Joan e. mckown
Washington
+1.202.879.3647
jemckown@jonesday.com

thomas p. mcnulty
Chicago
+1.312.269.4142
tpmcnulty@jonesday.com

matthew D. orwig
Dallas: +1.214.969.5267
Houston: +1.832.239.3798
morwig@jonesday.com

Daniel e. Reidy
Chicago
+1.312.269.4140
dereidy@jonesday.com

peter J. Romatowski
Washington
+1.202.879.7625
pjromatowski@jonesday.com

kerri l. Ruttenberg
Washington
+1.202.879.5419
kruttenberg@jonesday.com

stephen g. sozio
Cleveland
+1.216.586.7201
sgsozio@jonesday.com

neal J. stephens
Silicon Valley
+1.650.687.4135
nstephens@jonesday.com

Brian a. sun
Los Angeles
+1.213.243.2858
basun@jonesday.com

hank Bond Walther 
Washington
+1.202.879.3432
hwalther@jonesday.com

James R. Wooley
Cleveland
+1.216.586.7345
jrwooley@jonesday.com

Jones day global locations
ALKHOBAR

AMSTERDAM

ATLANTA

BEIJING

BOSTON

BRUSSELS

CHICAGO

CLEVELAND

COLUMBUS

DALLAS

DUBAI

DüSSELDORF

FRANKFURT

HONG KONG

HOUSTON

IRVINE

JEDDAH

LONDON

LOS ANGELES

MADRID

MEXICO CITY

MILAN 

MOSCOW

MUNICH

NEW YORK

PARIS

PITTSBURGH

RIYADH

SAN DIEGO

SAN FRANCISCO

SãO PAULO

SHANGHAI 

SILICON VALLEY

SINGAPORE

SYDNEY

TAIPEI

TOKYO

WASHINGTON

mailto:rsgrossman%40jonesday.com?subject=


In recent years, federal and state enforcement efforts 
against corporate America have proceeded at a feverish 
pitch. As a result, familiarity with the nuts and bolts of 
internal investigations has become a key component of 
an in-house attorney’s repertoire, whether for purposes 
of skillfully managing outside counsel or for purposes 
of understanding how best to marshal internal per-
sonnel and resources to execute an investigation. Part 
one of this three-part series about the challenges fac-
ing in-house counsel engaged in internal investigations 
focuses on the unique demands posed by a lawyer’s 
representation of a corporate entity in these matters.

Challenge #1: The scope of representation and the 
corporation as client

Corporate internal investigations can be prompted by a 
wide variety of events — a government inquiry, an issue 
identified by a corporate audit, or a complaint lodged 
by an individual employee via a company’s compliance 
hotline, to name a few. But regardless of the origins 
of an investigation, the attorney handling the matter 
must keep in mind at all times that he represents the 
corporate entity and not any individual employee. The 
corporation’s counsel should strive to avoid situations 
that could raise questions about his duty of loyalty to 
the corporation and cast doubt on the objectivity of the 
investigation and its findings.

To that end, a lawyer handling an internal investigation 
must ensure that his actions never improperly subor-
dinate the corporation’s interests to the interests of 
management, the board of directors, or other power-

ful internal (or external) constituencies. For instance, 
an in-house lawyer should be cautious about becoming 
personally involved in fact-finding efforts that focus 
on the conduct of senior management at his company. 
The inherent nature of an internal investigation could 
lead an in-house attorney to find himself at odds with 
a senior manager whose actions are under review. This 
could place in-house counsel in a difficult situation and 
may, in turn, create the appearance — justified or not 
— that the attorney is at risk of compromising his duty 
of loyalty to the corporation.

Likewise, in-house counsel should carefully con-
sider the parameters of representation provided by 
any outside lawyers hired to assist in an investiga-
tion. Fidelity to this imperative may involve a delicate 
balancing of professional relationships. Among other 
things, an in house lawyer should consider whether 
asking the company’s usual outside law firm to con-
duct an internal investigation — possibly requiring 
the law firm to scrutinize the conduct of company 
employees with whom the law firm has a longstanding 
relationship — might place that firm in an uncom-
fortable position that hinders its ability to offer truly 
independent advice. To the same point, as much as 
a company might prefer to use an outside law firm 
that is already familiar with the company’s operations 
and personnel, it would not be prudent to ask outside 
counsel to investigate an issue with respect to which 
it has previously offered legal advice to the company. 
Such a scenario could give rise to a prior work conflict 
for outside counsel, thereby undermining the integ-
rity of the investigation.
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Finally, in the event that separate counsel are retained 
for individual employees, the lawyer representing the 
corporation must not allow those counsel to exercise 
outsized influence on the conduct of the internal inves-
tigation. This issue is especially likely to arise when 
the represented individuals are C-suite executives or 
other senior leaders. Although their separate counsel 
may become intimately familiar with the investigation 
and, pursuant to an appropriate joint defense or com-
mon interest agreement, may be helpful in considering 

the company’s strategic options, company counsel must 
not forget that the lawyers for individual employees 
ultimately do not represent the interests of the cor-
poration. If and when the company’s interests diverge 
from those of a represented employee, company coun-
sel must act for the welfare of his client — and those 
obligations will be more easily undertaken if appro-
priate professional boundaries between corporate and 
individual counsel have been established and adhered 
to from the start. n

About the Authors
Paul B. Murphy 
Paul B. Murphy is a partner in King & Spalding’s Special Matters and Government Investigations Group. 
He is experienced in a wide range of criminal and civil matters and has counseled clients on corporate 
compliance issues. Mr. Murphy previously served in a number of high-ranking government roles, includ-
ing as the United States Attorney for the Southern District of Georgia, Associate Deputy Attorney General 
for the United States Department of Justice, and Chief of Staff to the Deputy Attorney General.

Amelia R. Medina 

Amelia R. Medina is an associate in King & Spalding’s Special Matters and Government Investigations 
Group. Her practice focuses on white ctollar criminal defense, internal investigations, and complex 
civil litigation.

(#80261) Reprinted with permission from InsideCounsel.com. Copyright 2013 by The National Underwriter Company doing business as Summit Professional Networks. All Rights Reserved. 
For more information about reprints from InsideCounsel, visit PARS International Corp. at www.summitpronetsreprints.com.

This PDF is authorized for electronic distribution and limited print distribution through February 7, 2015.



This is the second in a three-part series about the 
challenges facing lawyers engaged in internal investi-
gations. Part one focused on the special considerations 
attendant to an attorney’s representation of a corpo-
rate entity in these matters. This installment focuses 
on best practices with respect to fact-finding efforts 
performed during an internal investigation.

Challenge #2: Fact-finding — Doing it the right way

An internal investigation must be both thorough and 
credible. Without those two features, its results will 
be of limited use to a company for purposes of inter-
nal diagnosis and remediation, much less for purposes 
of communicating with government prosecutors or 
regulators. Indeed, thoroughness and credibility are 
essential where the results of the investigation will be 
disclosed to the government. Disclosures to the govern-
ment that include inaccuracies or significant omissions 
may actually compound a client’s problems: The gov-
ernment may lose confidence in the reliability of the 
information — or worse, the candor of those provid-
ing it — perhaps placing the company at risk of an 
unfavorable exercise of prosecutorial discretion or a 
loss of cooperation credit in the process of achieving 
a resolution.

As a threshold matter, a key element of conducting a 
proper internal investigation is ensuring that relevant 
documents are located and made available for review. 
This means that appropriately targeted document 
preservation and retention procedures, which encom-

pass both hard copy and electronic records, should 
be implemented as quickly as possible, including the 
suspension of any procedures in place for routine doc-
ument destruction (an easily overlooked corollary). 
Speedy and thorough document preservation is impor-
tant for securing the evidence necessary to conduct 
witness interviews and make well-supported conclu-
sions about the conduct under investigation. It also 
serves as a prophylactic measure to limit the likelihood 
of document tampering or destruction by employ-
ees — and, if necessary, provides the company with a 
defense against allegations of spoliation or obstruc-
tion of justice.

A second key element of the fact-finding process is to 
correctly conduct interviews of employees and third 
parties who can shed light on the issues being evalu-
ated. Here arises yet another nuance of an attorney’s 
representation of a corporate entity in an internal 
investigation: namely, the need to administer an 
“Upjohn warning” (or “corporate Miranda warning”) 
at the beginning of an interview with an employee 
witness. The warning usually involves informing the 
employee of the following items: (1) The attorney 
represents the corporation and not the employee; 
(2) the interview is covered by the attorney-client 
privilege, which belongs to and is controlled by the 
company and not the individual employee or the 
lawyer; and (3) the company may decide, in its dis-
cretion, whether to waive the privilege and disclose 
information from the interview to the government or 
to other third parties.
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The administration of an Upjohn warning serves two 
goals. First, it provides an attorney with a means of ful-
filling his ethical obligation not to mislead an employee 
whose interests may be adverse to those of the corpo-
ration. In giving the warning, though, counsel must 
remain mindful of the delicate balance between satis-
fying his ethical obligations and unnecessarily chilling 
the employee’s willingness to provide information and 
cooperate in the investigation. 

Second, the warning is what enables counsel to cloak 
the interview with the attorney-client privilege and to 
prevent the individual employee from usurping con-
trol of that privilege. In the absence of a warning, the 
employee may reasonably believe that the company’s 
counsel is his own, potentially giving rise to an implied 
attorney-client relationship. The existence of that rela-
tionship provides the employee with what is effectively 
a veto power over the corporation’s ability to waive the 
privilege, if it so desires, with respect to the contents of 
the interview. Furthermore, the investigating attorney 

may find himself conflicted out of continuing to rep-
resent the company.

Finally, the fact-finding process requires counsel to be 
cautious about the ways in which his demeanor and 
approach to the interview may influence the responses 
of witnesses. An internal investigation should be 
viewed as an opportunity to collect and synthesize rele-
vant facts, not a chance to push a witness into adopting 
a particular version of events. This sounds simple in 
theory, yet in practice, it can be difficult for some attor-
neys to avoid the tendency to inadvertently transform 
the interview from an investigative mission into a wit-
ness preparation or “wood shedding” session. Tactics 
such as using leading questions, commenting on what 
other witnesses recall, or suggesting how a witness 
might respond to other evidence, though appropriate 
in other circumstances, should be employed sparingly 
and with caution in most internal investigations. When 
used, the objective of any such strategies should remain 
to facilitate a thorough and credible investigation. n
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This is the third in a three-part series about the 
challenges facing lawyers engaged in internal inves-
tigations. Part I focused on the special considerations 
attendant to an attorney’s representation of a corpo-
rate entity in these matters, and Part II discussed best 
practices with respect to fact-finding efforts. This 
installment focuses on a key concern of counsel as an 
internal investigation nears completion — namely, how 
to advise a client with respect to the possibility of mak-
ing a disclosure to the government about the results of 
the internal investigation.

Challenge #3: Determining whether to make a 
disclosure

The question of whether and to what extent a company 
should disclose the results of an internal investiga-
tion is a fact-specific inquiry that depends on the 
circumstances of each particular case, as well as the 
company’s appetite for risk, among other consider-
ations. Nevertheless, investigation attorneys are often 
confronted with the same basic issues in evaluating the 
risks and benefits associated with making a disclosure 
to the government. For instance, a corporation’s timely 
and comprehensive disclosure of information — espe-
cially when voluntarily and proactively made, but even 
when a government investigation is already underway 
— may militate in favor of the government’s exercise 
of its prosecutorial discretion.

Indeed, the Department of Justice’s Federal Principles 
of Prosecution of Business Organizations prescribe that 

one factor in a prosecutor’s assessment of the proper 
disposition of a case involving a corporate target is 
“the corporation’s timely and voluntary disclosure of 
wrongdoing and its willingness to cooperate in the 
investigation of its agents.” Furthermore, although 
the Principles of Prosecution do not explicitly address 
factors bearing upon the government’s discretion in 
the resolution of civil investigations, the timing and 
extent of a corporation’s disclosure of information is 
still frequently invoked by the corporation or by the 
government (or both) in support of their respective 
desired outcomes in a civil matter. This is especially 
so where the government’s investigation includes, or 
might expand into, a parallel criminal investigation.

Even if a disclosure to the government does not avert 
a criminal prosecution, it can substantially reduce a 
corporation’s sentence upon conviction. The Federal 
Sentencing Guidelines equate cooperation with, among 
other things, the disclosure to the government of “per-
tinent information;” that cooperation can affect a 
company’s “culpability score” and therefore the amount 
of the applicable fines to which it may be sentenced 
under the Guidelines (§ 8C2.5).

On the other side of the scale, an investigation law-
yer must advise his client with respect to the dangers 
inherent in making certain kinds of disclosures, such 
as those that may lead to a partial or complete waiver 
of the attorney-client privilege and work product pro-
tections. Although the Department of Justice issued 
a memorandum in 2006 eschewing a previous policy 
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pursuant to which a company’s willingness to waive the 
attorney-client privilege was a consideration in a pros-
ecutor’s determination of whether to pursue a criminal 
prosecution — and prosecutors are therefore unlikely 
to request such waivers — there may be situations in 
which a company, of its own initiative, is interested in 
disclosing privileged information. For more, see also 
the memorandum issued by Deputy Attorney General 
Mark R. Filip in 2008.

In some of those cases, the risks of a privilege waiver 
may pale in comparison to the risks of leaving the gov-
ernment “in the dark” about the information at issue. 
At the same time, however, a waiver of the attorney-
client privilege and work product protections may 
result in a host of collateral consequences with respect 
to ongoing or future legal proceedings, such as class 
actions and shareholder derivative suits in which the 
information (and any admissions it contains) may be 
used against the company. As a general matter, a waiver 
of the privilege is considered a waiver as to all materials 
relating to the same subject matter, so an investigation 
lawyer should strive to narrowly limit the divulgence 
of privileged information to no more than that which 
is absolutely necessary to achieve the goals of the dis-
closure. Still, counsel should carefully advise his client 
about the risks attendant to the potential receipt of that 

information by parties and attorneys in other proceed-
ings, as well as the risk that a court may interpret the 
scope of the privilege waiver more broadly than the 
company had anticipated.

Finally, completely apart from the risks of a privilege 
waiver, an investigation lawyer must prepare his cli-
ent for the possibility that a disclosure may have other 
negative repercussions. First, as some lawyers and com-
mentators have argued, a voluntary disclosure offered 
before the government has expressed an interest in the 
conduct at issue may, in effect, “wake a sleeping dog” 
— and may nevertheless fail to produce a favorable 
exercise of prosecutorial discretion. Second, the gov-
ernment may cite a disclosure that is determined to be 
(or, for whatever reason, merely believed to be) inaccu-
rate or incomplete as evidence of a lack of cooperation 
by the company, or even as grounds for attacking 
the credibility of the attorneys handling the internal 
investigation. Third, a disclosure that describes the 
wrongdoing of an individual employee may trigger a 
defamation action by that individual against the com-
pany or against counsel who handled the investigation; 
accordingly, an investigation attorney should use the 
utmost care to ensure that the assertions made pur-
suant to the process of disclosure are supported by a 
reliable and thorough fact-finding process. n
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How to Protect Attorney-client Privilege in Internal 
Investigations 

While attorney-client privilege can protect many internal documents, recent court 
decisions highlight the need to explicitly invoke this protection. 
As many US policies now require an increased level of internal investigations and self-reporting, 
companies should ensure their communications and documentation explicitly preserve their right to 
invoke the attorney-client privilege. Healthcare providers, financial institutions, public companies and 
organizations operating under Corporate Integrity Agreements or other government settlement terms that 
require mandatory disclosures should follow a few simple precautions to avoid becoming the targets of 
internal investigation related litigation.  

Introduction 
A cornerstone of the attorney-client privilege is that for the privilege to apply to a communication, the 
communication must have been made for the purpose of obtaining legal advice. Corporate internal 
investigations are routinely protected from disclosure under this principle. But when company counsel 
asserts the privilege to protect an internal investigation that was conducted under standing corporate 
policies or pursuant to certain regulatory requirements, the privilege assertion may be challenged in court. 
In these cases, civil litigants or other third parties who are trying to obtain company records regarding an 
internal investigation (such as emails, memos and other reports) contend that the investigation is not 
privileged because it was conducted for business purposes, and not for the purpose of obtaining legal 
advice. 

For a company to insulate against these challenges and to preserve the attorney-client privilege,1 
company counsel must be able to demonstrate that the internal investigation was conducted for the 
purpose of obtaining legal advice.  

There are three steps every company can take to accomplish this: 

• Update Corporate Policies and Procedures: Corporate policies and procedures should include a 
specific statement that all internal investigations are to be conducted for the purpose of obtaining 
legal advice.  

• Ensure Attorney Direction and Oversight: Attorneys, whether in-house or external counsel, should 
initiate and direct every internal investigation. Investigative work can be delegated to non-attorneys 
agents, as long as an attorney is directing and overseeing their work. 

http://www.lw.com/practices/WhiteCollarDefenseandInvestigations
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• Document and Communicate the Legal Purpose: Companies should memorialize in writing that 
the investigation is being conducted for the purpose of obtaining legal advice. The legal nature and 
purpose of the investigations also should be communicated to all witnesses and to all non-attorney 
personnel who are assisting company counsel. 

We expand on this guidance in the following sections. We also walk through a recent case that highlights 
why it is important for companies to take these measures, and that illustrates how this guidance can be 
applied in practice. 

Legal Framework 

Attorney-client Privilege 
As in other corporate contexts, for the attorney-client privilege to apply in an internal investigation the 
company must establish four elements: (1) the person who sought or received the legal advice is (or 
sought to become) a client of the attorney; (2) the person to whom the communication was made is a 
qualified attorney (e.g., a member of the bar) or is an attorney’s subordinate acting on the attorney’s 
behalf (e.g., a paralegal); (3) the communication at issue relates to the securing or rendering of legal 
advice; and (4) the communication was confidential.2 

The attorney-client privilege allows a client to seek and receive legal advice from an attorney in 
confidence. The purpose is to promote adherence to the law, by encouraging a client to seek legal advice 
in the first instance and by fostering full and frank discussions in the course of the attorney-client 
relationship. 

US courts have recognized that the privilege covers confidential communications between a company 
(through its employees) and its lawyers (whether in-house or external counsel) regarding legal advice. 
The resulting longstanding rule allows attorney-client privilege to protect confidential employee 
communications in internal corporate investigations.3 

Of central importance to company counsel is the distinction between legal advice (which is generally 
protected by the attorney-client privilege) and business advice (which is not).4 The line between business 
and legal advice is, however, neither clearly articulated nor consistently drawn by the courts.5 The line is 
particularly hard to draw with respect to in-house lawyers with dual roles in a company, who are more 
likely to mix legal and business functions.6 

Internal Investigations Pursuant to Corporate Policy or Regulatory Law 
In recent years, the number and frequency of internal corporate investigations, as well as in the likelihood 
that an investigation will be disclosed in some form to a third party has increased. These trends have 
helped to open the door for litigants to argue that an internal investigation is not covered by privilege 
because it was conducted for business purposes, and not for purposes of securing legal advice. 

This is a troubling development for company counsel in two respects. 

First, internal investigations are necessary to ensure a company’s compliance with laws and regulations. 
The attorney-client privilege, in turn, is critical to the integrity of internal investigations. Companies simply 
cannot conduct prompt, efficient and accurate investigations without this protection. Privilege creates a 
zone of confidentiality in which a company’s in-house lawyers and outside counsel can fully assess the 
facts, reach accurate conclusions about potential wrongdoing, and make informed decisions about 
disclosures to regulators, law enforcement authorities and shareholders. 
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Second, there are important policy reasons why companies now commonly conduct internal 
investigations pursuant to corporate policy or regulatory law. In fact, formal corporate policies and 
procedures regarding internal investigations generally are necessary components of an effective 
compliance program. Many companies have implemented such policies and procedures at the express 
encouragement of US law enforcement authorities and regulators. The U.S. Department of Justice, for 
example, may offer leniency to a company that has designed and implemented a compliance program 
that effectively prevents and detects violations of applicable law; the Justice Department likewise may 
reward a company that has conducted internal investigations and voluntarily disclosed violations. As 
another example, both importing and exporting companies often have strong regulatory incentives to 
investigate and voluntarily disclose customs and export controls violations to the relevant agencies in 
order to minimize penalty exposure. And pursuant to the “Mandatory Disclosure Rule” enacted in 
December 2008, any company contracting with federal agencies subject to the Federal Acquisition 
Regulations, such as the defense industry, are required to investigate and self-report any “credible 
evidence” of certain criminal violations, violations of the civil False Claims Act or a “significant 
overpayment.”7 Government contractors are additionally required to provide “full cooperation with any 
Government agencies responsible for audits, investigations, or corrective actions.”8  

In addition, in many instances the day-to-day investigative work is handled by personnel who themselves 
are not lawyers, but who report ultimately to the company’s in-house legal function. Although involving 
non-attorneys in conducting an internal investigation — subject to the parameters we discuss below in 
Section III — is perfectly appropriate, involving non-lawyers can add weight to a third party’s argument 
that the investigation was conducted for business (as opposed to legal) purposes. 

A Recent Illustration: Barko / In re KBR 
A recent case highlights the trends and challenges discussed above, and illustrates how companies can 
insulate themselves from attempts by third parties to compel disclosure of internal investigation materials. 

In United States ex rel. Barko v. Halliburton Co. (Barko), the U.S. District Court for the District of Columbia 
in March 2014 ordered Kellogg, Brown & Root (the Company) to turn over privileged communications to a 
plaintiff in civil litigation because the Company’s internal investigation was conducted “pursuant to 
regulatory law and corporate policy rather than for the purpose of obtaining legal advice.”9  

Three months later, the U.S. Court of Appeals for the District of Columbia Circuit reversed and vacated 
the district court’s controversial order on mandamus in In re Kellogg Brown & Root (In re KBR).10 The 
D.C. Circuit held that the materials were privileged because “one of the significant purposes of the 
[Company’s] internal investigation was to obtain or provide legal advice.”11 

Factual Background 
The Defense Department regulations then in place required government contractors, such as the 
Company, to implement a compliance program that would “[f]acilitate timely discovery and disclosure of 
improper conduct in connection with Government contracts.”12 The regulations also required the 
Company to have a “written code of business ethics,” as well as “[t]imely reporting to appropriate 
Government officials” and “[f]ull cooperation with any Government agencies.”13 The Company adopted a 
written Code of Business Conduct (COBC), which (in the district court’s view) “merely implement[ed] 
these regulatory requirements.”14  

The investigation at issue in Barko / In re KBR stemmed from allegations that one of the Company’s 
subcontractors in Iraq engaged in fraud and received kickbacks; the subcontractor had been performing 
work in connection with one of the Company’s contracts with the U.S. Department of Defense. 
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When the Company received reports in 2006 that the subcontractor in Iraq had engaged in fraud and 
received kickbacks, therefore, the Company triggered an internal investigation under the COBC. Like 
other COBC investigations, these reports were initially transmitted to designated attorneys in the 
Company’s legal department, who then coordinated and directed the investigation. As a fraud 
investigation, the COBC required involving certain non-attorney specialists outside of the Company’s 
legal department, including employees of the internal audit function.  

Because the investigation also necessitated in-country work in Iraq (which at the time was an active 
conflict zone), the Company’s legal department delegated certain investigative work, including witness 
interviews, to non-attorney investigators.15 The investigators asked interviewees to sign confidentiality 
forms, which informed the witness that the investigation was “sensitive” and advised that unauthorized 
disclosures could have an adverse impact on the Company’s work in the Middle East.16 At the end of the 
investigation the non-attorney investigators sent a final memorandum to the Company’s general counsel’s 
office.17 

District Court Order 
The plaintiff/relator in Barko filed an action in 2005 against the Company under the False Claims Act. In 
February 2014, nearly a decade into the litigation, the plaintiff/relator moved to compel the Company to 
produce the results of its internal investigation.18 

In March 2014 the district court granted the motion and ordered the Company to produce the results of 
the investigation. In the most surprising part of its order, the district court explained that the attorney-client 
privilege only applied where the communication at issue would not have been made but for the fact that 
legal advice was sought.19 Because the Company had conducted its investigation “pursuant to regulatory 
law and corporate policy [under the COBC] rather than for the [sole] purpose of obtaining legal advice” 
the investigation was not protected by the attorney-client privilege.20 

The Company had argued that the investigation was indistinguishable from the one the Supreme Court 
had found to be privileged in Upjohn Co. v. United States.21 The district court disagreed, finding that the 
Company’s investigation could be distinguished from Upjohn in three respects, in addition to the fact that 
it was conducted pursuant to a regulatory requirement. In the court’s view, these differences further 
supported its conclusion that the Company had conducted the investigation for business, not legal, 
purposes: 

• In Upjohn, the internal investigation began after in-house counsel conferred with outside counsel “on 
whether and how to conduct an internal investigation.”22 By contrast, in Barko non-lawyers conducted 
the investigation and did not consult with outside counsel. 

• In Upjohn, attorneys interviewed employees, whereas in Barko the interviews were conducted by 
non-lawyers and “employees certainly would not have been able to infer the legal nature of the inquiry 
by virtue of the interviewer, who was a non-attorney.”23  

• In Upjohn the interviewed employees were expressly informed that the purpose of the interview was 
to obtain legal advice. By contrast, the employees in Barko ”were never informed that the purpose of 
the interview was to assist [the Company] in obtaining legal advice,” and the confidentiality 
agreements which the employees signed did not mention the legal nature of the interview.24  

D.C. Circuit Opinion 
In In re KBR, the D.C. Circuit reversed the District Court’s decision in Barko, holding the District Court’s 
“‘but for’ test...[was] not appropriate for attorney-client privilege analysis.”25 Rather, the court articulated 
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the correct test as whether “one of the significant purposes of the [Company’s] internal investigation was 
to obtain or provide legal advice.”26  

Accordingly, that the Company had conducted the investigation pursuant to a regulatory requirement and 
its COBC program was not dispositive: 

In the context of internal investigations, if one of the significant purposes of the internal 
investigation was to obtain or provide legal advice, the privilege will apply. That is true regardless 
of whether an internal investigation was conducted pursuant to a company compliance program 
required by statute or regulation, or was otherwise conducted pursuant to company policy.27 

The D.C. Circuit also specifically rejected the considerations that the district court relied upon to 
distinguish Upjohn from the Company’s COBC investigation: 

• First, “Upjohn does not hold or imply that the involvement of outside counsel is a necessary predicate 
for the privilege to apply.”28 Indeed, the “lawyer’s status as in-house counsel ‘does not dilute the 
privilege.’”29 

• Second, non-attorneys may conduct interviews and other activities, as long as counsel oversee the 
overall investigation because “communications made by and to non-attorneys serving as agents of 
attorneys in internal investigations are routinely protected by the attorney-client privilege.”30  

• Third, interviewed employees need not be expressly informed that the purpose of the interview is to 
obtain legal advice; that is, “nothing in Upjohn requires a company to use magic words to its 
employees in order to gain the benefit of the privilege for the internal investigation.”31 

Maximizing and Maintaining Privilege in Investigations 
Company counsel can take a number of steps to maximize and preserve the applicability of the attorney-
client privilege to internal investigations. Some of these are measures that most companies already do 
very well, such as:  

• Marking written materials as “Privileged and Confidential”  

• Appropriately restricting the distribution of investigation materials, both outside and within the 
company  

• Delivering Upjohn warnings in connection with witness interviews32 

The opinions in Barko and In re KBR illustrate three additional steps that companies should take to 
ensure that internal investigations will be protected by the attorney-client privilege:  

• Update written corporate policies and procedures  

• Ensure attorney direction and oversight 

• Document and communicate the legal purpose of the investigation 

These steps are described in further detail below. 
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Update Corporate Policies  
Written corporate policies that govern internal investigations should include a specific statement that all 
investigations are to be conducted for the purpose of obtaining legal advice and at the direction of 
company counsel (whether in-house or external lawyers).  

Ensure Attorney Direction and Oversight 
Company counsel (whether in-house attorneys or external lawyers) should initiate internal 
investigations.33 In practice, however, a company’s lawyers are often not the first to learn of potential 
misconduct. For example, companies with standing compliance policies and personnel who are 
responsible for investigations may learn of misconduct through a hotline call or a non-attorney 
investigator. Thus, involving company counsel from the very moment the company learns of the need for 
an internal investigation may be difficult. In these situations, once apprised of misconduct, company 
counsel should formally initiate the investigation — even if non-attorneys have already gathered some 
facts — and document the investigation’s legal purpose.  

Company counsel should also take care to oversee each stage of the investigation, especially when non-
attorneys are involved. For reasons of cost and efficiency, it may make sense for many corporate 
compliance programs to allow non-lawyers to conduct investigative work. As the D.C. Circuit made clear 
in In re KBR, non-attorneys may conduct investigations without jeopardizing the attorney-client privilege if 
they are acting as agents of attorneys. From an organizational standpoint, non-attorney personnel (e.g., 
Internal Audit) should report to the company’s Legal department for the purposes of the internal 
investigation. 

Document and Communicate the Investigation’s Legal Purpose 
At the outset of an internal investigation, and in a contemporaneous writing, companies should document 
that the investigation is being conducted for the purpose of obtaining legal advice and at the direction of 
internal or outside counsel. This writing should include a statement, set forth as succinctly and as 
narrowly as possible, describing the specific issue(s) on which the company is seeking legal advice in that 
investigation. To the extent the precise issues may expand or otherwise shift over time, the company 
should update this document to reflect such changes. 

Companies should also take certain formal precautions to ensure the attorney-client privilege, which 
attached at the beginning of the investigation, continues to attach to every stage going forward by 
communicating the investigation’s legal purpose. Non-attorneys who are involved in conducting the 
internal investigation should be appraised of the investigation’s legal nature and general purpose. 
Companies should also inform witnesses — in writing — that the purpose of interviews is ultimately to 
obtain or render legal advice. As noted above, company counsel (or any non-attorneys working at 
counsel’s direction), should always deliver proper Upjohn warnings. 

Conclusion 
In hindsight, it is perhaps not surprising that privilege issues arose in Barko in connection with the 
Company’s internal investigation, which was initiated and conducted pursuant to Department of Defense 
regulations.34 Among other things, the existence of the investigation and certain of its results had to be 
disclosed under the Defense Department’s FAR rules and KBR’s compliance policies, and therefore may 
have been attractive targets for a plaintiff in civil litigation. Government contractors are particularly likely to 
confront these privilege issues, as the mandatory disclosure rules enacted in 2008 now require 
government contractors to investigate and self-report credible evidence of certain violations.35  
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In re KBR illustrates that corporate counsel in regulated industries with similar disclosure requirements 
should be especially mindful of privilege pitfalls in corporate internal investigations. Such industries 
include:  

• Healthcare providers that are subject to compliance program requirements under the Affordable Care 
Act36  

• Financial institutions which are required to design and implement compliance programs to prevent 
and detect potential violations of the Federal Bank Act and the Bank Secrecy Act37  

• Public companies 

• Organizations operating under Corporate Integrity Agreements or other government settlement terms 
that require mandatory disclosures 

Internal investigations in these industries are more likely to draw scrutiny, corporate counsel in these 
industries should be particularly vigilant in adhering to the principles and best practices outlined above. 
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1  The work product doctrine, which protects materials prepared in anticipation of litigation (including against government), is a 

separate and distinct doctrine. There is often an overlap between the work product doctrine and the attorney-client privilege, and 
in some circumstances a particular document may be protected by both. Although a full discussion of the work product doctrine 
is beyond the scope of this paper, we note that the guidance outlined above will help companies to ensure that materials 
generated in an internal investigation (such as reports, memos and other analyses) are covered by both the attorney-client 
privilege and the work product doctrine. 

2  See Upjohn Co. v. United States, 449 U.S. 383 (1981). 
3  Id. 
4  See Anaya v. CBS Broad., Inc., 251 F.R.D. 645, 650 (D.N.M. 2007) (holding that the attorney-client privilege does not attach 

due to the mere fact that an attorney was involved in the communication); United States ex rel. Baklid-Kunz v. Halifax Hospital 
Medical Center, 2012 WL 5415108 at *3-4 (M.D. Fla. Nov. 6, 2012) (holding that attorney-client communications about business 
matters or business advice are not privileged unless they solicit or predominantly deliver legal advice). 

5  Courts in the US have conducted fact-intensive inquiries and decided on a case-by-case basis whether an internal lawyer’s 
communications are privileged. See, e.g., TVT Records v. Island Def Jam Music Group, 214 F.R.D 143, 145 (S.D.N.Y. 2003) 
(considering both the job title of the attorneys in question and the content of communications (e.g., strictly legal advice versus 
corporate strategy or negotiations which may involve predominantly business matters); Bank Brussels Lambert v. Credit 
Lyonnais SA, 220 F. Supp. 2d 283, 286 (S.D.N.Y. 2002). 

6  See, e.g., TVT Records, 21 F.R.D. 143, 144 (observing that it is more complicated to apply privilege to communications from 
internal counsel as opposed to outside counsel because internal attorneys are more likely to mix legal and business functions). 

7  48 C.F.R. 52.203-13. This requirement applies only to government contracts with a value greater than US$5 million and more 
than 120 days duration, the “value [of which]...is expected to exceed $5,000,000 and the performance period [of which] is 120 
days or more.” 48 C.F.R. 3.1004. 

8  48 C.F.R. 52.203-13(c)(2). 
9  United States ex rel. Barko v. Halliburton Co., 2014 WL 1016784 at *3 (D.D.C. Mar. 6, 2014). 
10  In re Kellogg Brown & Root, 756 F.3d 754 (D.C. Cir. 2014) (“In re KBR”). 
11  Id. at 760. 
12  Barko at *3. While the relevant regulations have been amended since this time, these requirements are still in place. In fact, self-

reporting is now mandatory, at the risk of suspension or debarment from contracting with the government. 48 C.F.R. 52.203-13; 
48 C.F.R. 9.406-2, 9.407-2. 
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32  In certain circumstances, companies will need to take additional precautions to ensure that the attorney-client privilege 

continues to apply. When communicating with regulators regarding internal investigations, corporate counsel should take care to 
secure confidentiality or “no-waiver” agreements, and otherwise limit their discussions to non-privileged aspects of the 
investigation until such time as the company is prepared to waive the privilege and make a disclosure. Subject to limited safe 
harbor provisions (including, e.g., 12 U.S.C. § 1828(x), under which a disclosure to a banking regulator generally does not waive 
the attorney-client privilege), disclosing privileged materials to a regulator is generally considered a privilege waiver. 

33  In certain cases, it may also be appropriate for a company to set out some or all of these points in the company’s written policies 
and procedures. 

34  Barko, 2014 WL 1016784 at *3. 
35  48 C.F.R. 52.203-13. The prior regulations merely provided that defense contractors “should” have these investigation and 

disclosure requirements in place.  
36  For example, Medicare regulations require providers to maintain compliance programs to prevent and detect violations of 

federal law. See 42 C.F.R. §§ 422.503 (Medicare Advantage organizations), 423.504 (Part D providers).  
37  Regulations implementing the Federal Bank Act require “[e]ach banking entity [to] develop and provide for the continued 

administration of a compliance program reasonably designed to ensure and monitor compliance with the prohibitions and 
restrictions” under the Act. 12 C.F.R. § 44.20(a). The Bank Secrecy Act and its implementing regulations require banks to 
develop controls and monitoring programs to ensure compliance with the Act. Id. § 21.21. 
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CONDUCTING ETHICAL  
INTERNAL INVESTIGATIONS:

Considerations for Corporate Counsel

By Gemma Dreher, Kara Sweeney  
and Anthony Estee

I. INTRODUCTION
	 Board	members,	shareholders	and	governmental	agencies	often	
expect	 that	 corporations	 will	 conduct	 internal	 investigations	 upon	
the	discovery	of	circumstances	that	raise	concerns	over	potential	li‑
ability	or	corporate	misconduct.		Investigations	are	required	in	order	
to	determine	the	facts	and	recommend	a	response.	In‑house	counsel	
understands	that	internal	investigations	are	a	cost	of	doing	business	in	
the	current	regulatory	environment.		Last	year,	in	fact,	The Washington 
Post	reported	that	the	Department	of	Justice	(“DOJ”)	and	the	United	
States	Securities	and	Exchange	Commission(“SEC”)	are	relying	on	
internal	investigations	rather	than	conducting	their	own	investiga‑
tions	and	expect	organizations	to	share	the	results	of	those	conducted	
internally1.			
	 Since	 the	 enactment	of	 the	Sarbanes‑Oxley	Act	 in	2002,	more	
than	 2,500	 companies	 have	 retained	 external	 counsel	 to	 conduct	
internal	investigations	into	suspected	wrongdoing,	according	to	the	
American	College	of	Trial	Lawyers.2	Further,	2011	marked	the	largest	
number	of	enforcement	actions	brought	in	a	single	year	by	the	SEC	
in	the	agency’s	history.3	A	properly	conducted	internal	investigation	
may	help	minimize	regulatory,	civil	and	criminal	exposure	to	both	
the	company	and	its	senior	management.		A	well‑executed	internal	
investigation	will	allow	a	company	 to	maintain	 its	 reputation	and	
minimize	 damage	 to	 shareholder	 value	 and	 develop,	 if	 necessary,	
preventative	measures	 to	avoid	repeating	 the	same	mistakes.	 	 	The	
results	of	an	internal	investigation	will	equip	a	leadership	team	with	
the	information	necessary	to	make	solid	decisions	and	enable	them	
to	mitigate	loss	to	the	company	and	its	employees.
	 An	internal	investigation	can	be	triggered	for	a	number	of	reasons.		
Whether	it	arises	from	the	discovery	of	accounting	irregularities,	to	
internal	allegations	of	wrongdoing,	an	anonymous	whistleblowers’	
report	to	management	or	a	regulatory	agency,	media	reports	or	gov‑

ernmental	inquiries,	to	customer	or	vendor	complaints,	all	internal	
investigations	pose	ethical	and	practical	challenges.		Further,	a	gov‑
ernment	agency	may	request	that	a	corporation	disclose	the	results	of	
an	internal	investigation	to	government	prosecutors	or	regulators	to	
receive	leniency.4	Despite	these	challenges,	a	proper	and	ethically	run	
internal	investigation	may	be	the	corporation’s	best	opportunity	for		
defending	itself,	mitigating	losses	and	limiting	additional	liability.

II. CONDUCTING INTERNAL INVESTIGATIONS
	 An	internal	investigation	is	often	undertaken	to	avoid	or	resolve	
government	actions	or	 shareholder	 issues.	 	 It	 is	also	a	mechanism	
for	discovering	and	halting	misconduct	that	might	result	in	civil	or	
criminal	liability.		It	is	a	means	to	establish	cooperation	with	auditors	
and	regulators.	At	the	outset,	it	is	important	to	determine	whether	an	
internal	 investigation	is	warranted.	Factors	 to	consider	 include:	(i)
the	nature	of	the	allegations,	(ii)	the	role	of	senior	management,	(iii)	
government	inquiries,	(iv)	shareholder	interest,	(v)	a	report	from	an	
external	auditor,	or	(vi)	media	attention	to	the	issue.5	A	full‑blown	
investigation	is	not	required	for	every	complaint	or	incident.	Naturally,	
the	more	serious	the	allegation,	the	more	likely	an	investigation	will	
be	warranted.	While	an	investigation	should	uncover	and	stop	mis‑
conduct,	remedy	problems	that	might	exist,	help	formulate	a	defense	
to	potential	allegations	and	allow	the	organization	to	deal	with	the	
government	proactively,	 they	are	 costly	and	may	end	up	providing	
a	map	to	regulators	and	plaintiffs.	 	 	Therefore,	evaluating	whether	
an	internal	investigation	is	necessary	is	a	crucial	first	step.		In	order	
to	do	this	effectively	and	rapidly,	companies	must	have	policies	and	
procedures	for		making	a	determination	to	launch	an	investigation.		
Having	a	protocol	in	place	will	help	avoid	delay	in	developing	a	strategy	
to	remedy	or	ameliorate	the	circumstances	facing	the	company.
	 An	effective	protocol	will	include	substantial	involvement	by	in‑
house	counsel,	and	depending	on	the	nature	of	the	incident	triggering	
the	protocol,	in‑house	counsel	may	be	responsible	for	the	initial	assess‑
ment	of	the	matter.		Established	policies	and	procedures	can	not	only	
provide	a	road	map	for	the	internal	legal	team	to	respond	timely	and	
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effectively	to	an	incident,	but	they	can	also	aid	the	in‑house	attorneys	
in	meeting	their	professional	and	ethical	responsibilities	to	their	cli‑
ent.		New	Hampshire	Rules	of	Professional	Conduct	1.2(a)	requires	
that	counsel	determine	the	scope	of	an	investigation	and	determine	
the	objectives	of	the	investigation.6		This	will	allow	the	company	to	
establish	the	purpose	of	the	investigation	and	assess	when	that	purpose	
has	been	accomplished.			Furthermore,	Rule	1.3	requires	that	an	at‑
torney	act	with	reasonable	diligence	and	promptness.7		Policies	and	
procedures	will	aid	counsel	in	responding	promptly	to	an	allegation	of	
misconduct	and	execute	diligently	her	responsibilities	to	the	corpora‑
tion	in	commencing	an	internal	investigation.
	 On	an	elemental	level,	the	purpose	of	an	investigation	is	to	fairly,	
thoroughly	 and	 credibly	 find	 the	 truth	 and	 correct	 the	 problems.	
While	a	pre‑established	process	for	addressing	issues	of	misconduct	
or	whistleblower	complaints	will	foster	a	culture	of	compliance,	al‑
low	for	prompt	and	diligent	response,	and	enhance	internal	controls,	
each	investigation	is	unique.	Decisions	on	each	investigation	must	be	
made	case‑by‑case.	The	investigation	team	must	determine	whether	
the	purpose	of	the	investigation	is	to	position	a	company	to	defend	
against	 government	 inquiries	 and	 private	 litigation.	 Will	 informa‑
tion	from	the	investigation	be	shared	externally?		Outcomes	must	be	
anticipated	such	as	whether	the	investigation	will	lead	to	significant	
internal	changes,	and	how	senior	management	will	be	impacted.		The	
anticipated	end	product	must	be	identified	and	investigation	counsel	
and	 management	 must	 agree	 on	 the	 objectives.	 When	 responding	
to	a	whistleblower	complaint,	a	government	inquiry	or	independent	
auditors,	the	goal	of	the	investigation	will	be	to	demonstrate	that	the	
company	takes	compliance	seriously,	that	it	is	able	to	provide	accurate	
and	complete	information,		and	that	the	company	has	taken	steps	to	
avoid	a	reoccurrence	of	the	misconduct	in	the	future.			Understand‑
ing	how	the	end	product	might	be	used	will	govern	the	process	going	
forward.
	 At	the	start,	decide	on	the	time,	scope,	staffing	and	methods	of	the	
investigation.		These	factors	will	vary	depending	upon	the	nature	of	the	
matter	and	the	risk	to	the	corporation.		Keep	in	mind	a	company	may	
need	to	defend	its	decision	as	to	the	investigation’s	scope.		Shareholders	
and	other	interested	parties	will	want	to	know	that	the	investigation	
was	commenced	in	a	 timely	manner8,	 that	 it	 is	 thorough	and	that	
all	relevant	documents	and	witnesses	were	identified	and	obtained	or	
interviewed	by	investigators.	An	overbroad	scope,	on	the	other	hand,	
may	result	in	the	production	of	thousands	of	documents.	
	 The	scope	of	the	investigation	should	be	written	so	that	roles	and	
authority	are	understood.		A	concise	description	of	the	matter	to	be	
investigated	will	ensure	that	objectives	are	being	met	and	may	aid	in	
the	corporation’s	defense	if	there	is	a	question	over	the	corporation’s	
response	to	the	allegations.	This	is	critical	to	avoid	tangents	into	irrel‑
evant	inquiries,	as	facts	are	uncovered,	and	if	necessary,	this	description	
may	be	revised	if	discovery	reveals	additional	misconduct.
	 Documents	are	a	key	part	of	most	internal	investigations.		In	every	
instance,	a	first	step	in	an	internal	investigation	is	to	issue	a	docu‑
ment	hold	that	suspends	routine	document	destruction	and	advises	
all	relevant	parties	to	preserve	documents	related	to	the	allegations.		

Furthermore,	as	quickly	as	possible,	investigators	must	collect	relevant	
hard‑copy	and	electronic	documentation.		Preliminary	interviews	may	
help	identify	people	who	have	knowledge	of	locations	and	custodians	
of	relevant	documents.		The	investigation	team	must	identify	search	
terms.		This	process	is	typically	the	most	expensive	part	of	an	internal	
investigation.			It	is	important	to	execute	this	phase	properly	the	first	
time.		If	a	regulatory	agency	is	not	satisfied	with	an	initial	document	
review,	it	will	ask	a	company	to	go	back	and	redo	the	discovery.			Dur‑
ing	document	review	and	production,	it	is	also	important	to	take	steps	
to	avoid	an	inadvertent	waiver	of	the	attorney‑client	privilege,	as	is	
discussed	more	fully	below.
	 Following	a	review	of	relevant	documents,	witnesses	will	be	iden‑
tified	and	interviewed.		Interviews	must	be	conducted	in	an	effective	
and	unbiased	manner.	 Upjohn	warnings,	discussed	below,	must	be	
provided	prior	to	conducting	an	interview.			Best	practice	dictates	that	
a	second	person	participates	in	the	interview	process	in	order	to	take	
thorough	notes	and	create	an	interview	report.		It	is	important	to	note	
that	Rule	5.3	of	the	New	Hampshire	Rules	of	Professional	Conduct	
(“RPC”)	states,	in	part,	that	“[e]ach	lawyer	having	direct	supervisory	
authority	over	the	nonlawyer	shall	make	reasonable	efforts	to	ensure	
that	the	person’s	conduct	is	compatible	with	the	professional	obliga‑
tions	of	the	lawyer.”		Therefore,	any	individual	participating	with	an	
attorney	in	an	interview	is	bound	by	the	ethical	rules.		Furthermore,	
in	accordance	with	Rule	5.7	of	the	RPC,	it	is	important	that	the	in‑
terviewee	understands	that	the	individual	participating	with	counsel	
in	the	process	represents	the	company	and	is	not	providing	any	legal	
assistance	to	the	employee.	The	order	of	employee	interviews	and	the	
methods	to	be	used	should	be	determined	ahead	of	time.		This	will	
provide	for	consistent	interview	notes	and	memoranda.		In	establishing	
these	methods,	it	is	important	to	consider	company	policies,	govern‑
ment	regulators	and	other	stakeholders.	Memorializing	findings	for	
the	purpose	of	persuading	government	investigators	will	require	highly	
detailed	 documentation.	 	 If	 there	 is	 no	 government	 involvement,	
or	little	risk	of	litigation,	less	detail	will	be	sufficient.		In	any	event,	
consistency	and	factually	accurate	reporting	is	key.	The	corporation	
will	need	to	show	that	its	investigation	was	open	and	discovered	facts	
relating	to	the	alleged	misconduct.		A	catch‑all	question	at	the	conclu‑
sion	of	an	interview	provides	an	opportunity	for	a	witness	to	articulate	
concerns	related	to	the	investigation	or	otherwise,	and	demonstrates	
thoroughness.
	 An	investigating	attorney	must	treat	employees	being	interviewed	
fairly.			Rule	4.4(a)	of	the	RPC	reads	as	follows:		“In	representing	a	
client,	a	lawyer	shall	not	take	any	action	if	the	lawyer	knows	or	it	is	
obvious	that	the	action	has	the	primary	purpose	to	embarrass,	delay	
or	burden	a	third	person.”		Hence,	the	attorney	must	use	reasonable	
methods	when	conducting	an	interview.		She	is	ethically	bound	to	fol‑
low	the	process	determined	at	the	outset	of	the	investigation.		Further,	
Rule	1.4	of	the	RPC	pertaining	to	client	communication	mandates	
that	the	investigating	attorney	keep	the	corporation	informed	about	the	
progress	during	the	interview	process.		Previously	established	protocols	
for	recording	information	must	be	followed	in	conducting	an	ethical	
internal	investigation.
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III. RETENTION OF OUTSIDE COUNSEL
	 A	critical	decision	for	in‑house	counsel	is	whether	to	undertake	an	
investigation	with	the	internal	legal	team	or	resort	to	outside	experts.	
Cost,	the	subject	matter	of	the	investigation,	the	alleged	misconduct,	
the	extent	of	liability	and	how	results	of	the	investigation	will	be	shared	
are	 all	 important	 factors	 in	 making	 this	 decision.	 Small,	 straight‑
forward	issues	can	be	investigated	by	an	internal	legal	department.	
Matters	that	might	result	in	major	litigation	and/or	serious	regulatory	
violations	might	require	assistance	from	independent	special	counsel.	
Furthermore,	if	the	allegations	of	misconduct	involve	senior	manage‑
ment,	are	widespread	throughout	the	company,	or	are	prompted	by	
a	government	inquiry,	the	independence	provided	by	outside	special	
counsel	 is	probably	 required.	On	 the	other	hand,	 if	 the	problem	 is	
confined	to	a	small	number	of	or	 lower‑level	employees,	or	creates	
minimal	 liability,	 special	 counsel	 may	 not	 be	 warranted.9	 	 In	 this	
context,	in‑house	counsel	is	able	to	assess	her	department’s	expertise	
regarding	the	subject	matter	and	its	skill	in	conducting	investigations.	
A	successful	internal	investigation	requires	both	expertise	and	experi‑
ence	of	counsel.		Also,	while	internal	investigations	can	be	effectively	
conducted	by	non‑lawyers	(such	as	accountants	for	certain	financial	
investigations10)	protecting	the	attorney‑client	privilege	requires	at‑
torneys	to	be	involved	in	all	internal	investigations	and	decisions.11

With	pre‑existing	knowledge	of	the	corporation,	its	structure,	policies,	
culture	 and	 record‑keeping	 practices,	 in‑house	 counsel	 are	 better	
equipped	to	quickly	and	economically	conduct	an	investigation.12		In	
other	words,	an	internal	legal	department	is	able	to	begin	an	inves‑
tigation	immediately.		Furthermore,	this	preexisting	knowledge	will	
allow	a	more	efficient	gathering	of	the	documents	and	facts	from	the	
company’s	 employees.13	 Independent	 special	 counsel,	 on	 the	 other	
hand,	will	inevitably	have	a	staging	period	to	familiarize	themselves	
with	 the	 corporation’s	 personnel	 structure,	 practices,	 policies,	 and	
procedures.14	
	 However,	the	use	of	independent	outside	counsel	to	conduct	in‑
ternal	investigations	has	become	more	prevalent	in	the	last	ten	years.		
Independent	special	counsel	are	perceived	as	being	more	independent	
and	credible	by	prosecutors,	shareholders,	and	the	public	in	conducting	
internal	investigations.15	This	perception	of	independence	is	enhanced	
if	a	firm	with	the	relevant	legal	expertise	is	retained	that	has	little	or	no	
prior	involvement	with	the	company.	Also,	the	perception	of	conflicts	
of	interest	for	in‑house	attorneys	conducting	investigations	may	result	
in	in‑house	attorneys	becoming	targets	or	witnesses	in	investigation	by	
regulators.	16	Special	counsel	is	able	to	avoid	conflicts	because,	unlike	
inside	counsel,	they	do	not	have	to	balance	obligations	to	the	corpora‑
tion	and	relationships	with	employees.17	Special	counsel	will	not	face	
conflicts	when	interviewing	employees	of	the	corporation	about	their	
participation	or	knowledge	of	misconduct.			
	 “Choosing	independent	counsel	with	few,	if	any,	ties	to	the	com‑
pany	…has	become	commonplace	and	is	generally	regarded	as	the	
first	step	in	convincing	governmental	authorities	of	the	‘authenticity’	
of	cooperation.”18		Special	counsel	will	demonstrate	to	the	public	that	
a	company	has	“complete	integrity	and	a	commitment	to	uncovering	
the	facts.”19		Also,	in	the	last	decade,	corporations	have	been	under	

pressure	to	disclose	the	results	of	the	investigation	to	federal	agencies,	
regulators,	and	prosecutors.20	The	corporation	may	receive	cooperation	
credit	for	voluntary	disclosure	and	in	return	receive	lenient	treatment	
from	federal	prosecutors.	 21	With	 the	presence	of	 special	counsel,	a	
company	 may	 have	 a	 better	 chance	 to	 preserve	 the	 attorney‑client	
privilege	and	the	work‑product	privilege.
	 A	corporation’s	decision	to	retain	special	counsel	does	not	end	the	
involvement	of	an	internal	legal	team,	though.	In‑house	counsel	typi‑
cally	support	special	counsel	conducting	the	investigation	in	a	variety	
of	ways.22	Regular	counsel	can	shorten	the	staging	period	of	outside	
counsel	 through	 their	 knowledge	 of	 the	 corporation,	 its	 structure,	
and	employees.23	 	She	will	provide	 special	counsel	with	 the	known	
facts,	the	key	witnesses	and	other	relevant	background	information.	
The	investigating	attorney	also	relies	on	regular	counsel’s	familiarity	
with	corporate	document	storage,	document	retention,	accounting,	
and	other	policies.	Collaboration	between	regular	and	special	counsel	
is	 necessary	 to	 facilitate	 an	 efficient,	 accurate,	 and	 comprehensive	
investigation.	

IV. CONFLICTS OF INTEREST AND  
      ATTORNEY CLIENT PRIVILEGE
	 Employee	interviews	are	a	critical	element	of	an	internal	inves‑
tigation.		When	properly	conducted,	counsel	will	obtain	information	
in	order	to	provide	legal	advice	to	the	corporation	and	that	advice	will	
be	protected	by	the	attorney‑client	privilege.24	But	steps	must	be	taken	
to	ensure	the	privilege	applies	during	investigative	interviews.25		It	is	
incumbent	upon	in‑house	and	external	counsel	to	work	constantly	to	
ensure	that	the	attorney	client	privilege	is	preserved.		
	 Rule	502	of	the	New	Hampshire	Rules	of	Evidence	(the	“Privilege	
Rule”)	states	that	an	organization	that	has	retained	an	attorney	to	
render	 legal	 services	 may	 assert	 the	 privilege.	 	 Furthermore,	 Rule	
1.13	of	the	RPC	establishes	that	an	attorney	retained	or	employed	by	
a	business	organization,	is	counsel	to	the	organization	(and	not	to	
the	organization’s	constituents).	However,	the	lawyer	assists	the	client	
through	the	constituents,	and	by	virtue	of	corporate	counsel’s	multiple	
roles	within	a	business	organization—lawyer,	business	advisor,	man‑
ager	and	in	some	cases,	corporate	officer	or	director,	it	is	not	always	
clear	which	constituents	speak	for	the	client,	especially	in	the	context	
of	confidential	communications	protected	under	the	Privilege	Rule.		
Additionally,	 potential	 conflicts	 of	 interest	 resulting	 from	 counsel’s	
close	relationship	with	management	and	other	company	employees	
can	further	complicate	efforts	to	preserve	the	client’s	privilege.	For	these	
reasons,	corporate	counsel	should	closely	examine	the	circumstances	
and	answer	the	following	questions	before	taking	action	when	con‑
fronted	with	a	situation	in	which	the	privilege	rule	may	be	implicated.

 Who is my client?
	 In	the	case	of	a	business	organization	as	client,	the	privilege	ap‑
plies	to	the	organization	itself,	and	not	directly	to	the	organization’s	
directors,	officers,	managers,	shareholders	or	other	employees	or	affili‑
ates;	however,	the	organization	can	only	act	through	its	duly	authorized	
representatives.		In	instances	where	counsel	takes	his	or	her	direction	
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from	senior	management,	provides	business	and	legal	advice	to	senior	
management	on	behalf	of	the	organization,	or	otherwise	works	closely	
with	management	on	a	day‑to‑day	basis,	the	line	may	become	blurred	
as	to	whose	interests	the	lawyer	represents.		Under	most	circumstances,	
the	 interests	 of	 management	 personnel,	 the	 board	 and/or	 officers,	
and	the	interests	of	a	corporate	parent	and	its	affiliates,	are	aligned;	
however,	this	is	not	necessarily	the	case	during	an	investigation.		The	
general	rule	is	that	the	privilege	protection	is	implicated	immediately	
upon	the	formation	of	an	attorney‑client	relationship.		In	some	cases	
this	may	be	as	soon	as	the	lawyer	is	approached	by	the	“client”	for	
the	purpose	of	obtaining	legal	advice.		If,	during	an	investigation,	a	
witness	commences	an	interview	with	counsel	with	the	expectation	that	
counsel	will	provide	personal	legal	advice,	and	with	the	expectation	
that	the	communication	will	remain	confidential,	a	privilege	could	
arguably	attach,	thereby	causing	an	ethical	dilemma	for	counsel,	and	
a	waiver	of	the	organization’s	attorney‑client	privilege.			
	 From	an	ethical	perspective,	 it	 is	 imperative	 to	determine	who	
speaks	 for	 the	corporation.	 	Once	determined,	communication	will	
take	place	through	those	individuals	and	the	privilege	should	attach.		
As	discussed	more	fully	below,	a	determination	of	who	represents	the	
client	is	important	in	fulfilling	ethical	obligations	to	“report	up”	and	
“report	out”,	and	when	a	report	out	is	appropriate.		Knowing	the	client,	
and	who	speaks	for	the	client,	will	help	in	house	counsel	to	comply	
with	these	ethical	obligations.
	 Legal	 counsel	 must	 ensure	 that	 there	 are	 no	 conflicts	 for	 the	
company,	its	employees	and	its	directors.		In	the	course	of	conducting	
witness	interviews	during	an	internal	investigation,	the	interviewing	
attorney	must	provide	an	Upjohn	warning26,	also	known	as	“Corpo‑
rate	Miranda.”27	The	interviewing	attorney	is	required	to	explain	the	
identity	of	the	client,	the	organization,	when	the	attorney	knows	that	
the	organizations	interests	are	adverse	to	those	of	the	employees.28	In	
addition,	the	attorney	should	inform	the	employee	that	she	cannot	
provide	him	or	her	with	any	personal	legal	advice.		In	light	of	recent	
decision	on	the	administration	of	Upjohn	warnings,	a	written	record	
explaining	that	the	employee	is	not	represented	by	in‑house	counsel	
or	 outside	 counsel	 and	 that	 statements	 made	 during	 the	 interview	
may	not	be	protected	by	the	privilege	is	recommended.29	Counsel	must	
ensure	that	witnesses	understand	that	the	company	holds	the	privilege	
and	it	has	the	ability	to	waive	it.30

	 Which constituents are deemed to speak    
 confidentially on behalf of my client?
	 Because	corporate	counsel,	and	particularly	 in‑house	counsel,	
take	roles	as	both	business	advisers	and	co‑workers	to	other	employees	
of	the	client	(in	addition	to	their	work	as	lawyers),	it	is	generally	more	
difficult	for	the	client	to	assert	that	all	confidential	communications	are	
privileged.	Before	engaging	in	confidential	communications	relative	to	
an	internal	investigation,	the	lawyer	should	assess	whether	the	scope	of	
the	privilege	covers	the	communications	with	the	particular	corporate	
constituent,	as	well	as	whether	the	activity	of	the	lawyer	is	shielded	by	
privilege.	In	the	context	of	a	business	organization,	courts	generally	
apply	one	of	two	primary	tests	to	determine	the	scope	of	the	privilege:	

(i)	the	“control	group”	test;	and	(ii)	the	“subject	matter”	test.		The	
control	group	test	applies	privilege	to	confidential	communications	
between	legal	counsel	and	those	affiliated	with	the	corporation	who	
take	part	or	have	control	over	the	decision‑making	process	relative	to	
the	legal	issue	at	hand.31		The	subject	matter	test	extends	the	privilege	
to	communications	by	and	with	corporate	representatives	beyond	the	
“control	group,”	provided	that	such	individuals	were	communicat‑
ing	at	the	direction	of	a	supervisor,	and	on	condition	that	the	subject	
matter	of	the	communications	relate	to	the	employee’s	duties	with	the	
company.32	It	is	important	to	note	that	the	control	group	test	seems	
to	 govern	 corporate	 attorney‑client	 privilege	 in	 state	 courts	 and	 in	
federal	diversity	cases	applying	New	Hampshire	law.		As	such,	to	assert	
the	privilege	in	New	Hampshire,	the	communication	must	be	between	
the	lawyer	and	an	employee	who	is	authorized	to	act	on	or	take	part	in	
the	decision‑making	process	relative	to	the	legal	advice	or	legal	work	
rendered	by	counsel.	

 Are my confidential communications related to my  
 legal work for my client?
	 In‑house	attorneys,	in	their	day‑to‑day	activities	as	well	as	during	
an	internal	investigation,	will	provide	both	legal	assistance	and	busi‑
ness	assistance.33		Business	tasks,	including	compliance‑related	activi‑
ties,	are	generally	not	privileged.		For	example,	communications	with	
outside	accountants	in	connection	with	public	reporting	compliance	is	
generally	not	privileged,	and	the	disclosure	of	privileged	information	to	
auditors	may	waive	any	privilege	that	the	client	previously	enjoyed.34		
Conversely,	confidential	communications	in	the	context	of	litigation	
or	with	respect	to	certain	risk	management	matters	are	more	likely	
privileged.	Thus,	in‑house	counsel	must	be	mindful	of	legal	work	vs.	
business	advice.	It	is	important,	in	the	course	of	the	investigation,	to	
call	out	when	acting	in	the	capacity	as	legal	counsel.		When	reviewing	
and	marking	relevant	documents,	provide	evidence	that	reflects	the	
legal	work	and	analysis.35Also,	do	not	mark	every	document	worked	
on	as	“privileged”	or	as	work	product.		Such	a	practice	could	weaken	
the	protection	for	truly	sensitive	information.

	 What can I do to protect the privilege at the   
 commencement of an investigation?
	 Business	 organizations	 may	 conduct	 internal	 investigations	
to	learn	the	facts	giving	rise	to	a	legal	problem.	They	may	also	use	
internal	investigations	as	a	risk	management	technique	to	avoid	or	
defuse	events	resulting	in	legal	claims	or	enforcement	actions.		When	
in‑house	counsel	 investigates	an	internal	legal	problem,	disclosure	
risks	are	triggered	for	all	the	reasons	discussed	above.		A	court	could	
conclude	that	the	investigation	was	not	for	a	protected	purpose,	but	
rather	for	a	routine	business	reason.	Another	hazard	could	result	if	
involved	constituents	or	interviewees	misconstrue	the	lawyer’s	role—
thereby	causing	a	conflict	of	interest	and	adversely	affecting	the	client’s	
ability	to	self‑report	to	a	regulator,	or	adversely	affecting	the	lawyer’s	
ability	to	continue	to	represent	the	client.		After	the	privilege	is	waived,	
the	lawyer	investigating	the	matter	could	end	up	as	a	witness	in	the	
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litigation.		
	 Any	time	an	organization	embarks	on	an	internal	investigation,	
counsel	should	be	sensitive	to	preserving	the	client’s	confidentiality	
with	the	protections	of	attorney‑client	privilege	and	the	work‑product	
doctrine.	The	work‑product	doctrine	is	a	separate	protection	afforded	
the	lawyer,	and	comes	into	play	when	the	lawyer’s	duties	have	turned	
from	general	business	and	compliance	to	investigations	and	prepara‑
tions	for	litigation	or	other	adversarial	proceeding.	The	doctrine	gives	
the	lawyer	the	right	to	withhold	from	disclosure	tangible	materials	
developed	by	the	lawyer	in	the	context	of	preparation	for	litigation,	and	
confidential	communications	related	to	the	lawyer’s	representation	of	
the	client	in	the	adversarial	proceeding.36		Work‑product	protections	
are	important	shields	when	a	lawyer	is	working	in	the	context	of	a	
potential	litigation.		
	 If	an	internal	investigation	will	be	conducted	by	in‑house	counsel,	
it	is	particularly	important	to	document	the	investigation	throughout	
the	process.	 	Memorandum	should	be	marked	as	 confidential	 and	
should	reflect	the	mental	impressions	of	the	in‑house	attorney.		

 Is there a reason or requirement for my client to   
 waive the privilege?
	 If	regulatory	violations	are	at	issue,	the	client	may	have	good	rea‑
son	to	disclose	confidential	information	to	regulators.		In	determining	
whether	to	charge	a	business	organization	with	criminal	wrongdoing,	
the	government	may	consider	the	organization’s	cooperation	with	the	
government’s	investigations.37		The	downside	to	voluntary	disclosure	
is	the	potential	forfeiture	of	privilege	in	connection	with	subsequent	
civil	 claims	 from	 private	 litigants,	 after	 the	 information	 has	 been	
disclosed.38As	discussed	more	fully	below,	under	certain	circumstances,	
a	lawyer	has	no	choice	but	to	make	disclosures	as	required	pursuant	
to	Rule	1.6,	Rule	1.13	(c)	and	Rule	4.1	of	the	RPC	or	as	required	by	
applicable	federal	or	state	law.39			Pursuant	to	Rule	1.6	of	the	RPC,	a	
lawyer	may	not	reveal	information	relating	to	the	representation	of	
his	or	her	client,	unless	the	client	gives	his,	her	or	its	informed	con‑
sent,	or	if	applicable	law	otherwise	requires	the	lawyer	to	disclose	the	
information	to	prevent	a	crime	or	fraud.		As	with	the	Privilege	Rule,	
these	confidential	requirements	imposed	on	the	lawyer	are	intended	
to	instill	a	client’s	 trust	 in	his	or	her	lawyer	and	encourage	candid	
communication	 so	 that	 the	client’s	 interests	may	be	best	 served—
and	especially	in	the	corporate	context,	to	assist	the	client	with	legal	
compliance.		While	lawyers	are	bound	by	Rule	1.6,	the	Privilege	Rule	
confers	rights	on	the	client	to	protect	its	confidential	communications	
from	disclosure.	
	 In	most	 jurisdictions,	once	a	 corporation	voluntarily	discloses	
information	in	the	course	of	a	government	investigation,	the	privi‑
lege	is	waived	for	subsequent	or	parallel	proceedings.			In	Diversified 
Industries v. Meredith40,	 the	 Eighth	 Circuit	 held	 that	 a	 company	
may	voluntarily	disclose	privileged	information	to	an	investigating	
governmental	 agency	 without	 waiving	 the	 privilege	 in	 a	 parallel	
proceeding.		Other	circuits	have	rejected	this	approach	of	“selective	
waiver”.41	Federal	Rule	of	Evidence	502	states	that	agreements	on	the	
effect	of	disclosure	in	federal	proceedings	are	binding	on	the	parties	

to	the	agreement.		FRE	502(e)	states	that	agreements	on	waiver	and	
disclosure	may	bind	third	parties	if	incorporated	into	a	court	order.		
Further,	FRE	502	(d)	allows	that	a	court	may	order	that	privilege	is	
not	waived	by	a	disclosure	in	connection	with	litigation	pending	before	
a	court.	 	 	In	light	of	uncertainty	in	this	area,	corporations	are	best	
served	by	cooperating	with	government	 investigations	by	providing	
non‑privileged	materials.	 	 	 	 If	a	corporation	determines	 to	disclose	
privileged	information,	counsel	should	obtain	a	confidentiality	agree‑
ment	that	limits	the	use	of	privileged	information,	contains	claw‑back	
provisions,	imposing	requirements	on	the	receiving	agency	to	maintain	
confidentiality,	exempts	the	materials	from	the	Freedom	of	Information	
Act	and	similar	state	statutes,	and	expressly	states	that	the	disclosure	
is	not	a	waiver	of	the	privilege.
	 As	mentioned	above,	interviewers	should	provide	employees	with	
Upjohn/Corporate	Miranda	warnings.42	When	applicable,	label	docu‑
ments,	“Privileged	Attorney‑Client	Communications”	and/or	“Attorney	
Work	Product	in	Preparation	for	Litigation”,43	and	keep	confidential	
communications	physically	protected/locked;	and	mark	confidential	
emails	and	papers	as	“confidential.”			

III. REPORTING MISCONDUCT
	 When,	during	an	internal	investigation,	corporate	counsel	dis‑
covers	misconduct	by	managers	or	officers	of	its	client,	the	business	
organization,	her	ethical	duties	run	to	that	client	and	not	its	constitu‑
ents.		In	this	instance,	counsel	must	take	action	and	she	must	make	
it	clear	to	the	offender	that	she	represents	the	business	organization	
to	avoid	a	conflict	scenario,	as	highlighted	above.		Rule	1.13	of	the	
RPC	requires	reporting	up	the	corporate	chain	of	command	in	order	
to	protect	the	entity.			Additionally,	in	some	instances,	it	may	be	neces‑
sary	for	the	in‑house	attorney	herself	to	seek	input	from	her	own	legal	
advisors	on	these	decisions.	The	ethics	rules	provide	that	an	attorney	
may	reveal	information	relating	to	the	representation	to	the	extent	
necessary	to	secure	independent	legal	advice	about	compliance	with	
the	rules	of	professional	conduct.		Furthermore,	an	attorney	may	reveal	
information	relating	to	her	representation	of	an	organization	to	the	
extent	she	reasonably	believes	necessary	to	establish	a	claim	or	defense	
in	a	controversy	between	herself	and	the	client,	to	establish	a	defense	
to	a	criminal	charge	or	civil	claim	based	upon	conduct	in	which	the	
client	was	 involved,	or	 to	respond	 to	allegations	 in	any	proceeding	
concerning	the	representation.44

 Reporting Up:
	 A	key	role	for	investigation	counsel	is	reporting	to	senior	man‑
agement	or	the	board.		If	mis‑reporting	occurs,	or	even	if	reporting	is	
not	done	in	a	timely	manner,	it	may	have	personal	consequences	for	
counsel	including	allegations	of	professional	misconduct,	professional	
negligence	or	violations	of	civil	or	criminal	law.	Both	in‑house	and	
outside	counsel	must	stay	current	and	be	fully	informed	of	what	is	
transpiring	in	the	investigation.	The	Rules	of	Professional	Conduct	
state	that	an	attorney	must	report	up	if	she:

“knows	that	an	officer,	employee,	or	other	person	associated	with	
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the	organization	is	engaged	in	action,	intends	to	act,	or	refuses	to	
act	in	a	matter	related	to	the	representation		that	is	a	violation	of	
the	employee’s	legal	obligation	to	the	organization,	or	in	violation	
of	a	law	that	might	reasonably	be	imputed	to	the	organization	and	
is	likely	to	result	in	substantial	harm	to	the	organization.”45

	 However,	if	the	attorney	“reasonably	believes	that	it	is	not	necessary	
in	the	best	interest	of	the	organization”	the	attorney	is	required	to	refer	
the	matter	to	a	higher	authority,	including	the	highest	authority	that	
can	act	on	behalf	of	an	organization.46	Failure	to	report	conduct	up	
to	higher	authority	may	open	the	attorney	up	to	professional	liability.	
	 The	rule	assists	counsel	in	determining	what	might	be	necessary	
in	the	best	interest	of	the	organization.		The	attorney	should	consider	
“the	seriousness	of	the	violation	and	its	consequences,	the	scope	and	
nature	of	the	lawyer’s	representation,	the	responsibility	in	the	organiza‑
tion	and	the	apparent	motivation	of	the	person	involved,	the	policies	
of	the	organization	concerning	such	matter	s	and	any	other	relevant	
considerations.”47		The	rule	also	states	that	counsel	must	“minimize	
disruption	 to	 the	organization	and	minimize	 the	risk	of	disclosing	
confidential	 information.”	 Remedial	 measures	 are	 also	 suggested,	
including	asking	for	an	independent	 legal	opinion,	and	asking	for	
reconsideration	of	the	matter,	and	going	above	the	higher	authority	
to	the	“highest	authority”	including	independent	directors.		If	all	of	
this	fails,	the	rule	provides	that	the	attorney	may	resign	in	accordance	
with	Rule	1.16.48

	 For	 public	 companies,	 under	 the	 authority	 of	 Sarbanes‑Oxley	
Act	of	2002,	Rule	1.13	reporting	up	requirements	have	been	codified	
with	additional	specificity.	Standards	of	professional	conduct	became	
effective	on	August	5,	2003	that	set	forth	procedures	for	“up	the	lad‑
der”	reporting	of	corporate	misconduct.	49	Under	these	rules,	in‑house	
counsel	and	outside	attorneys	have	the	same	responsibilities	if	they	
represent	public	companies.	Therefore,	attorneys	who	become	aware	
of	“evidence	of	a	material	violation”	must	report	that	violation	“up	
the	ladder”.		This	duty	arises	as	soon	as	the	attorney	becomes	aware	
of	evidence	of	a	material	violation.50		Once	aware,	the	attorney	“shall	
report	such	evidence	to	the	issuer’s	chief	legal	officer	…or	both	the	
issuer’s	chief	legal	officer	and	its	chief	executive	officer	…forthwith.”51	
Once	the	Chief	Legal	Officer	receives	a	report,	s/he	must	conduct	an	
inquiry	into	the	possible	violations.		If	it	is	determined	that	there	are	
no	violations,	the	reporting	attorney	must	be	so	informed.		If	a	mate‑
rial	violation	is	found,	reasonable	steps	must	be	taken	to	stop	viola‑
tions,	prevent	violations	and	remedy	the	consequences.52		These	rules	
demonstrate	that	it	is	critical	for	Chief	Legal	Officers	to	have	processes	
and	procedures	in	place	to	ensure	that	information	is	reported	up	and	
that	it	is	dealt	with	expeditiously.
	 The	Dodd‑Frank	Wall	Street	Reform	and	Consumer	Protection	
Act	(“Dodd‑Frank”),	enacted	in	July,	201053,	creates	new	whistleblower	
incentives	and	protections	to	encourage	reporting	of	regulatory	viola‑
tions.	Additionally,	the	SEC	issued	a	policy	statement	that	set	out	its	
analytical	framework	for	evaluating	cooperation	by	individuals.54	This	
policy,	with	Dodd‑Frank,	provides	significant	incentives	for	individuals	
to	provide	information	to	the	SEC	regarding	security	laws	violations.		
To	 minimize	 risk	 under	 this	 new	 regulatory	 scheme,	 companies	

must	examine	their	policies	and	procedures	for	when	counsel	and/or	
compliance	officers	should	report	up	the	chain	of	command.		Under	
SEC	rules,	compliance	personnel	are	exempted	from	receiving	rewards	
as	 whistleblowers	 under	 Dodd‑Frank	 and	 therefore,	 organizations	
are	able	to	require	internal	reporting	by	key	personnel.	 	Any	policy	
that	 improves	 internal	procedures	 for	 the	 reporting	and	 correcting	
of	misconduct	will	help	minimize	whistleblower	opportunities	under	
the	Dodd‑Frank	regulatory	scheme.		Furthermore,	it	is	incumbent	on	
companies	to	foster	a	culture	where	internal	reporting	is	encouraged.			
Company	values	should	be	emphasized	and	ethical	behavior	rewarded.			
Allegations	of	misconduct	must	be	handled	quickly	and	effectively.

 Reporting Out:
	 In	today’s	regulatory	environment55,	it	is	common	for	in	house	
counsel	to	share	the	results	of	an	investigation	with	law	enforcement	
or	regulatory	agencies	in	order	to	obtain	credit	for	cooperation	and	to	
impact	the	imposition	of	sanctions	or	avoid	indictment.56		Ethically,	
corporate	counsel	has	the	ability	to	report	out	in	certain	circumstances.		
Rule	1.13(c)	reads	as	follows:

Except	as	provided	in	paragraph	(d),	if(1)	despite	the	lawyer’s	
efforts	in	accordance	with	paragraph	(b)	the	highest	author‑
ity	that	can	act	on	behalf	of	the	organization	insists	upon	or	
fails	to	address	in	a	timely	and	appropriate	manner	an	action,	
or	a	refusal	to	act,	that	is	clearly	a	violation	of	law,	and(2)	
the	lawyer	reasonably	believes	that	the	violation	is	reason‑
ably	certain	to	result	in	substantial	injury	to	the	organization,	
	
then	the	lawyer	may	reveal	information	relating	to	the	representa‑
tion	whether	or	not	Rule	1.6	permits	such	disclosure,	but	only	if	
and	to	the	extent	the	lawyer	reasonably	believes	necessary	to	prevent	
substantial	injury	to	the	organization.57

The	rule	continues	by	stating	that	reporting	out	is	not	permitted	with	
respect	to	information	relating	to	an	attorney’s	representation	of	an	
organization	to	investigate	an	alleged	violation	of	law,	or	to	defend	the	
organization	or	an	officer,	employee	or	other	constituent	associated	
with	the	organization	against	a	claim	arising	out	of	an	alleged	viola‑
tion	of	the	law.		Every	lawyer	has	an	obligation	not	to	assist	a	client	
in	a	crime	or	fraud.58		An	obligation	also	exists	to	disclose	material	
facts	to	avoid	assisting	in	a	criminal	or	fraudulent	act	by	a	client.59

	 One	of	the	outcomes	of	reporting	out	is	the	probable	waiver	of	
the	 attorney‑client	 privilege.	 The	 basic	 rule	 is	 that	 once	 attorney‑
client	privileged	materials	are	disclosed	to	a	third	party,	the	privilege	
is	lost.60		The	federal	courts	have	ruled	inconsistenly	on	whether	the	
privilege	is	waived	upon	disclosure	of	material	during	a	government	
investigation.	In	Diversified Indus., Inc. v. Meredith,	572	F.2d	596	
(8th	Cir.	1977),	the	Eighth	Circuit	determined	that	“selective	waiver”	
was	possible.		The	defendant	provided	privileged	communications	to	
the	SEC.	In	subsequent	litigation,	an	opponent	argued	that	the	SEC	
disclosure	waived	the	attorney‑client	privilege.	The	court	held	that	the	
waiver	of	the	privilege	was	only	effective	for	actions	initiated	by	the	
SEC	and	that	the	corporation	could	assert	the	attorney‑client	privilege	
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to	protect	those	released	documents	in	subsequent	litigation	involving	
other	parties.			This	is	the	minority	view.	Several	other	jurisdictions	
have	adopted	a	broad	waiver	when	privileged	information	is	disclosed	
to	the	government.61		Furthermore,	some	courts	have	determined	that	
waiver	of	the	attorney‑client	privilege	may	be	avoided	with	the	use	of	
a	restrictive	confidentiality	agreement.62

	 It	is	critical	for	counsel	to	consider	the	implications	of	potential	
disclosure	to	a	third	party,	such	as	the	federal	government,	at	the	outset	
of	an	investigation.			Furthermore,	as	part	of	the	investigative	strategy,	
counsel	must	consider	the	interplay	between	the	attorney‑client	privi‑
lege	and	the	work‑product	doctrine.		There	have	been	decisions	where	
the	court	has	determines	that	the	attorney‑client	privilege	was	waived,	
but	the	work‑product	doctrine	preserved.		In In re Martin Marietta 
Corp,	the	court	held	that	the	attorney‑client	privilege	was	waived	when	
the	corporation	disclosed	results	of	an	internal	 investigation	to	 the	
government,	but	that	the	disclosure	did	not	remove	the	protection	of	
the	work‑	product	doctrine.63		The	request	for	a	legal	inquiry	must	be	
well‑documented	at	the	outset	of	an	internal	investigation,	contained	
in	 the	 letter	of	 engagement	 for	outside	 counsel,	 or	 in	a	memo	 for	
in‑house	counsel.	Investigation	counsel	must	document	that	inves‑
tigative	notes,	and	other	documents	generated	during	the	course	of	
the	investigation	are	confidential	and	marked	as	privileged.			Mental	
impressions,	 legal	 theories	 on	 discovered	 facts	 and	 recommended	
outcomes	should	be	memorialized	in	order	to	preserve	work	product.		
Prior	to	any	third‑party	disclosure,	the	impact	on	these	doctrines	must	
be	considered	and	appropriate	steps	taken	to	attempt	to	preserve	them	
prior	to	release.

IV. CONCLUSION
	 This	article	seeks	to	highlight	the	importance	of	the	ethical	im‑
plications	of	conducting	internal	investigations	for	attorneys	working	
for	or	with	New	Hampshire	companies.	Compliance	and	ethics	pro‑
grams	are	essential	for	both	public	and	private	companies.	Having	a	
structure	in	place	in	order	to	quickly	launch	an	internal	investigation	
is	fundamental.	In	the	current	environment,	counsel	must	be	able	to	
quickly	respond	to	allegations	and	ethically	to	maintain	credibility	
with	customers,	employees,	government	regulators,	and	shareholders.		
Those	responsible	for	making	decisions	on	whether	to	launch	investi‑
gations	must	have	sufficient	resources,	authority	and	access	to	senior	
management	and	the	board	of	directors.	Standards	and	procedures	
must	be	established	for	 internal	 investigations	and	the	board	must	
be	educated	generally	and	specifically	when	the	need	for	one	arises.		
Privilege	and	work‑product	issues	must	be	considered	throughout	the	
process.		Counsel	must	be	involved	in	each	step	of	the	investigation	
process.
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the	attorney-client	privilege	rule	that	communications	with	third	parties	constitutes	waiver.		
However,	the	employee	must	know	that	he	is	not	the	client	and	that	the	privilege	belongs	to	
the	organization	alone.

27.	 N.H.	Rules	of	professional	conduct	§1.13	(Comment	10).	

28.	 N.H.	Rules	of	professional	conduct	§1.13(f).

29.	 Steinert,	Eric	M.,	Managing	Internal	 Investigations:	Lessons	from	U.S. v. Ruehle,	
Bloomberg	Law	Reports,	Vol	4,	No.	43	2010.

30.	 Id.

31.	 See City of Philadelphia v. Westinghouse Electric Corp.,	210	F.	Supp.	483	(E.D.	Pa.	
1962).

32.	 See Harper & Row Publishers, Inc. v. Decker,	423	F.2d	487	(7th	Cir.	1970);	see alsoUpjohn 
Co. v. United States,	449	U.	S.	383	(1981)	(rejecting	the	control	group	test	as	too	narrow	with	
regard	to	business	organizations,	and	extending	the	scope	of	privilege	to	communications	
by	lower	level	employees	who	provide	information	to	corporate	counsel	in	furtherance	of	the	
counsel’s	legal	work).

33.	 See	Restatement	(Third)	of	The	Law	Governing	Lawyers	§68	(2000).

34.	 See	id.	at	§	73	cmt.	i.

35.	 See	below	discussion	pertaining	to	the	work	product	doctrine	which	applies	in	the	
context	of	litigation.

36.	 See Hickman v. Taylor,	329	U.S.	495	(1947)	(seminal	U.S.	Supreme	Court	case,	on	
the	work	product	doctrine);	see also	NH	Sup.	Ct.	R.	35	(governing	the	rules	of	discovery	and	
work	product).	

37.	 See e.g.	Memorandum	of	Deputy	Attorney	General	Larry	D.	Thompson,	United	States	
Dept.	of	Justice,	Federal	Prosecution	of	Business	Organizations,	(Jan.	20,	2003)	available 
at http://www.justice.gov/dag/cftf/corporate_guidelines.htm	(discussing	federal	sentencing	
guidelines	for	organizations);	see also	Memorandum	from	Paul	J.	McNulty,	Deputy	Attorney	
General,	to	Heads	of	Department	Components	and	United	States	Attorneys,	Principles	of	
Federal	Prosecution	of	Business	Organizations	(December	12,	2006),	available at http://
www.justice.gov/dag/speeches/2006/mcnulty_memo.pdf.	

38.	 See generally,	InfoPak-Attorney-Client Privilege,	Assn of corPorAte counsel	(2006)	
available	at	http://www.acca.com	(discussing	voluntary	and	selective	waiver	of	privilege	in	
the	face	of	allegations	of	wrongdoing).

39.	 See e.g. 17	C.F.R.	Part	205	(2005)	(	The	rules	prescribing	standards	of	professional	
conduct	for	lawyers	practicing	before	the	SEC	on	behalf	of	issuers	require	a	lawyer	to	“report	
up	the	ladder”	any	violation	of	securities	laws.		If	management	fails	to	act	appropriately,	then	
the	lawyer	may	go	to	the	organization’s	audit	committee	or	the	full	Board.);	see alsoAssn 
of corPorAte counsel,	supra	note	38	at	29	(“[Model]	Rule	1.6	permits	attorneys	to	report	
evidence	of	a	client’s	ongoing	or	future	financial	fraud	if	the	fraud	is	reasonably	likely	to	have	
a	significant	financial	impact	on	third	parties	and	if	lawyers’	services	have	been	used	by	the	
client	in	the	commission	of	such	fraud.”)

40.	 	572	F.2d	596,	611	(8th	Cir.	1977)

41.	 	See	In re Columbia/HCA Healthcare Corp. Billing Practices Litig., 293	F.3d	289,	295-
302	(6th.	Cir	2002)(discussing	cases).

42.	 	Importantly,	the	NH	courts	have	not	adopted	the	Upjohn	test	relative	to	privilege,	and	
therefore	communications	with	lower-level	employees	may	not	be	privileged	in	any	event.		

43.	 Work-product	doctrine	is	a	separate	protection	that	shields	litigation	preparation	ma-
terials	from	discovery.		The	protected	materials	must	be	(i)	documents	or	tangible	materials;	
(ii)	prepared	in	anticipation	of	litigation;	and	(iii)	prepared	or	created	by	or	for	a	party	or	by	
or	for	an	agent	of	the	party.		See Hickman v. Taylor,	supra,	note	36;	Fed.	R.	Civ.	P.	26(b)	
(3);	because	in	house	counsel	perform	both	legal	and	non-legal	functions,	the	work	product	
doctrine	will	not	apply	in	all	cases.		Moreover,	work	product	protections	are	not	absolute	and	
under	certain	circumstances	may	be	overcome	by	a	showing	of	necessity	or	hardship.

44.	 N.H.	Rules	of	professional	conduct	§1.6(b)(3)

45.	 N.H.	Rules	of	professional	conduct	§1.13(b)

46.	 Id.

47.	 Id.

48.	 N.H.	Rules	of	Professional	Conduct	1.13(c)

49.	 SEC	Final	Rule:		Implementation	of	Standards	of	Professional	Conduct	for	Attorneys,	
17	C.F.R.	pt.	205	(2002_	available	at:		http//www.sec.gov/rules/final/33-8185.htm.		Note	that	
where	state	standards	conflict	with	SEC	regulations,	the	SEC	regulations	will	preempt	the	state	
standard.		SEC	§205,1	provides	in	part:		“These	standards	supplement	applicable	standards	
of	any	jurisdiction	where	an	attorney	is	admitted	or	practices	and	are	not	intended	to	limit	the	
ability	of	any	jurisdiction	to	impose	additional	obligations	on	an	attorney	not	inconsistent	with	
the	application	of	this	part.		Where	the	standards	of	a	state	or	other	United	States	jurisdiction	
where	an	attorney	is	admitted	or	practices	conflict	with	this	part,	this	part	shall	govern.”

50.	 17	C.F.R.	pt	207,	§205.3(b)(3)

51.	 Id.	at	§205.3(b)(1)

52.	 Id.	at	§205(b)(2)

53.	 Dodd-Frank	Wall	Street	Reform	and	Consumer	Protection	act,	Pub.L.No.111-203,	124	
Stat.	1376(July	21,	2010).

54.	 SEC.	Policy	Statement	Concerning	Cooperation	by	Individuals	in	its	Investigations	and	
Related	Enforcement	Actions,	17	C.F.R.	§202.12,	Release	No.	34-61340	(Jan.	19,	2010)

55.	 Under	the	authority	of	the	Sarbanes-Oxley	Act	of	2002,	the	SEC	has	regulations	with	
specific	requirements	on	reporting	up	and	reporting	out.		A	detailed	discussion	of	these	
regulatory	disclosure	requirements	is	beyond	the	scope	of	this	paper.			

56.	 The	N.H.	Rules	of	professional	conduct	do	not	mandate	reporting	out	of	information.		
See		Rule§1.6(b)	and§1.13(c).

57.	 N.H.	Rules	of	professional	conduct	§1.13(c).

58.	 N.H.	Rules	of	Professional	Conduct	1.2(d).

59.	 N.H.	Rules	of	Professional	Conduct	4.1(b).

60.	 See	In	re	John	Doe	Corp.,	675	F.2d	482	(2d	Cir.	1982)	(sharing	internal	investigation	
with	accountant	to	resolve	audit	issues	waives	privilege	and	consequently,	materials	produced	
to	government);	In re Horowitz,	482	F.2d	72,	80-82	(2d.	Cir	1973)	(disclosure	to	accountant	
waives	privilege).

61.	 See, e.g., United States v. Massachusetts Inst. Of Tech.,	129	F.3d	681	(1st	Cir.	1997);	
In re Martin Marietta Corp.,	856	F.2d	619	(4th	Cir.	1988).

62.	 See In re Steinhard Partners,	L.P.	9	F.3d	230	(2d	Cir.	1993);	In re Qwest Commc’ns 
Int’l, Inc.,	450	F.3d	1179,	1182	(10th	Cir.	2006).

63.	 In re Martin Marietta Corp.,	856	F.2d	619,	625-26	(4th	Cir.	1988).
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