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Tab 1 – Biographies or CVs

Jessica A. Massey
Jessica A. Massey is Associate General Counsel at Wal-Mart Stores, Inc., the world’s largest
publicly traded employer. As part of the Global Security, Aviation/Travel, and Ethics team, she
conducts legally privileged, internal FCPA and financial integrity investigations primarily in
Latin America and Asia; additionally, she provides daily legal advice to Walmart’s Global Ethics
& Compliance Department on various topics including global company policies and procedures,
monitoring, and associate messaging and training worldwide. Prior to joining Wal-Mart, Jessica
was a criminal prosecutor for over eleven years. At the Massachusetts Attorney General’s
Office, she investigated, indicted, and tried a variety of fraud, corruption, and narcotics
trafficking cases as an Assistant Attorney General in the Criminal Bureau. Before joining the
AG’s Office, Jessica prosecuted a wide range of matters as an Assistant District Attorney at the
Suffolk County District Attorney’s Office in Boston. She has held numerous leadership
positions in legal and civic organizations, and has been honored several times for her leadership
and volunteerism. Jessica received her J.D. from Suffolk University Law School and her B.A.
from the College of the Holy Cross.

Kim Nemirow
Kim Nemirow is a partner of Ropes & Gray in Chicago and Hong Kong and advises
multinational companies and individuals on a wide variety of U.S. DOJ and SEC investigations,
internal investigations, and compliance matters. As a Chambers-ranked expert and Ropes &
Gray’s first government enforcement partner resident in Hong Kong, Kim is widely recognized
as having particular expertise advising clients on anti-corruption and other investigations arising
out of conduct in China and throughout the world. Having recently relocated to Chicago, Kim
brings a global perspective on investigations and effective compliance programs to client’s
activities around the world.

Tony Viera. Assistant General Counsel and Regional Compliance Director for Latin
America, Microsoft Corp. Focus on driving Anti-Corruption programs and training,
leading compliance investigations, and providing guidance to senior management and
employees on a variety of legal and policy issues. Formerly Director of AntiCounterfeiting and of Corporate & Government Affairs for Microsoft Latin America;
Partner, Brown & Bain law firm in Phoenix, Arizona, practicing in the area of intellectual
property litigation. Education: Yale Law School, J.D., Stanford University, B.A.

Luis Kolster
Vice President, Deputy Chief Ethics & Compliance Officer – International
Luis Kolster is the Deputy Chief Ethics & Compliance Officer for Walmart International, a rapidly
expanding division supporting 26 countries outside the United States. In this role, he oversees
the design, development and implementation of Walmart’s Ethics & Compliance program in all
international markets. As part of his responsibilities, he manages and executes the company’s
strategic efforts and implements standards across all the Ethics & Compliance subject-matter
areas. As part of his wide-ranging responsibilities, Luis leads the Ethics & Compliance training
strategy, risk assessment program, and monitoring and response teams.
Prior to Walmart, Luis spent over 12 years with Schlumberger, a leading supplier of technology,
integrated project management, and information solutions for customers in the oil and gas
industry in more than 85 countries. During his time with the company, he served as Legal
Counsel for Latin America South, Senior Compliance Counsel for Latin America, General
Counsel for Russia and Central Asia, and as the Legal Department Process Manager.
Originally from Caracas, Venezuela, Luis also lived in Brazil, Argentina, Russia and France
before relocating to the U.S.A. in June of 2013 as a member of the Walmart team. He obtained
his Law Degree from Universidad Católica Andrés Bello, where he founded the Latin American
Council of Students of International Law, and went on to complete his LL.M. at Temple
University School of Law. He is currently a member of the Caracas Bar Association.
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The next best thing
Brazil’s heralded Clean Companies Act came into force just two months before the launch of Operation
Car Wash, making it a largely ineffective tool in the country’s mammoth corruption probe. What other
options do the authorities have, ask partner Asheesh Goel and associates A Samad Pardesi and Charles
Zagnoli of Ropes & Gray LLP

B

razilian authorities launched Operation Car Wash, the
largest corruption investigation in the nation’s history, just
two months after Brazil’s heralded Clean Companies Act
took effect. Ironically, this landmark anti-corruption legislation
may only play a small role in the investigation of corruption at
Brazil’s state-owned oil company; most of the misconduct alleged
to this point predates the act, and Brazilian law bars the retroactive
application of civil sanctions. Without the act, investigators must
look to older, less potent anti-bribery laws to prosecute a scandal
that has politically and economically destabilised a nation – all
while the administration faces mounting pressure to end the
country’s endemic corruption. Prosecutors have sought to
compensate for the Clean Companies Act’s inapplicability, but the
extent to which they will succeed remains unclear.
Operation Car Wash was launched in early 2014, when
Brazilian authorities began investigating gas stations and
laundromats they suspected of money laundering in southern
Brazil. The investigation’s scope has since expanded rapidly: instead
of a regional money laundering ring, investigators have allegedly
discovered a well-organised and long-running bribery scandal
at Petrobras, a state-owned oil company and major player in the
global energy industry. According to investigators, a large group of
executives, suppliers, construction contractors and politicians rigged

Petrobras’s procurement process so that preselected construction
firms would win inflated contracts. Funds thus diverted became
bribes for politicians or executives. The politicians in turn appointed
favourable procurement personnel to Petrobras to keep the scheme
running. In the shadows ran a cast of payment intermediaries who
obscured the money trail. The scheme may have started as early as
2003, and it presumably ended when authorities made a wave of
arrests in March 2014.
The investigation continues, but the fallout is already severe.
To date, over 200 individuals have been investigated, over 100
have been arrested or indicted and approximately 80 have
been convicted. The list of arrests includes numerous Petrobras
executives, politicians, and executives from major Brazilian
construction companies. Other notable figures remain under
investigation, including former president Luís Inácio Lula da Silva,
the treasurer of the ruling Workers Party, João Vaccari Neto, and
the speaker of the Brazilian chamber of deputies, Eduardo Cunha.
The scandal’s effects have even reached beyond Brazil, implicating
multiple foreign companies.
The economic consequences have been equally damaging.
With annual revenue of approximately US$130 billion as of 2013,
Petrobras is the largest company in Brazil and among the largest
in the Southern Hemisphere. But its stock price has dropped by
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two-thirds in the past three years, and the company wrote off
US$17 billion in over-valued assets in 2015. Petrobras has also
been forced to lay off significant portions of its workforce, divest
US$13.7 billion in assets over the coming years, and abandon a
number of major development projects. The low price of oil may
further worsen the company’s prospects.
An economic recession partly resulting from Petrobras’s struggles,
and other high-profile investigations (such as the so-called Operation
Zealots, which alleges that companies bribed administrative judges
in the tax authority to secure favourable decisions), have prompted
Brazilians to increasingly voice their discontent, including through
large-scale protests. President Rousseff and her Workers Party are
the main subjects of these protests. The president campaigned on
a promise to grow the economy and combat corruption. Instead,
she finds herself presiding over a sliding economy and a corruption
scandal that has overrun the country’s largest company and the
president’s former employer, and implicated senior officials within
her own party. Her approval rating has sunk in recent months, and an
overwhelming 70 per cent of Brazilians believe she is at fault for the
scandal. Brazilians have even demanded her impeachment.
In response, President Rousseff has reaffirmed her commitment
to fighting corruption, pledging support to Operation Car Wash
and other ongoing investigations.
Prosecutors and lawmakers
have also responded. Authorities
have launched an aggressive
anti-corruption campaign that
includes several large-scale
investigations and a number of
high-profile arrests. Lawmakers
have supported this campaign
with a battery of new anticorruption laws, most prominent
among them the Clean
Companies Act, enacted just
before the scandal was exposed.

to qualify for a leniency agreement, a company must cease its
misconduct, admit to the violations and voluntarily cooperate
with the investigation. Cooperation has other benefits: a company
that self-discloses violations could reduce its fine by up to two
percentage points, and one that cooperates with investigators could
reduce its fine by up to one-and-a-half points. Similarly, an effective
anti-corruption compliance programme could reduce a fine by as
much as four percentage points.
These new enforcement tools will positively affect Brazil in
coming years, but they will likely play a small role in Operation Car
Wash: the corruption scheme alleged by the investigation largely
predates the Clean Companies Act’s January 2014 effective date, and
Brazilian law prohibits the retroactive application of civil sanctions.
Thus, prosecutors are likely to be able to charge only a small
number of defendants under the Clean Companies Act – and only
for a small piece of the scheme.
Instead, prosecutors will have to rely principally on Brazil’s
older anti-corruption laws, but only two of these laws apply to
corporations, and both have their limitations. The 1993 Public
Procurement Law punishes certain misconduct in public tenders,
but the act defines the most serious misconduct only as criminal
offences, for which companies generally bear no liability under
Brazilian law. The 1992
Administrative Misconduct Law
punishes any person who induces,
assists in, or benefits from a
public official’s corruption, and
it carries penalties comparable to
those of the act. But the law also
requires prosecutors to present
more difficult cases: prosecutors
must prove the public official’s
violation to make their case
against a private defendant, and
they must show the company
acted wilfully and intentionally.
Moreover, neither law expressly
authorises prosecutors to negotiate leniency agreements, casting
doubt on their authority to do so in a pre-Clean Companies Act
world. And companies have little incentive to cooperate or to
voluntarily overhaul internal controls when they can expect no
benefit in return. These older laws thus offer more limited tools
than the act.

Prosecutors likely will be able
to charge only a small number
of defendants under the Clean
Companies Act – and only for a
small piece of the scheme

Brazilian anti-corruption law
The Clean Companies Act took effect on 29 January 2014, a
mere two months before Operation Car Wash began. The act
holds companies doing business in Brazil strictly liable for their
representatives’ and agents’ corrupt misdeeds – punishing not only
companies that bribe but also those that commit procurement
fraud, finance illegal acts, use intermediaries to disguise illegal acts
and obstruct investigations. An offender faces fines of up to 20 per
cent of its gross revenue in the prior fiscal year, or up to 60 million
reais (US$16 million) if revenues are difficult to calculate. Liable
defendants must publish the decision in several outlets, including
on the company’s website. Defendants also may be required to
disgorge their ill-gained profits, suspend operations or even dissolve
if the company has repeatedly been used to facilitate illegal acts.
And the government may debar a defendant from public funding
programmes and from borrowing from public financial institutions
for up to five years.
A company can mitigate and even avoid some of these penalties
if it cooperates with investigators and takes steps to prevent future
misconduct. The act authorises prosecutors to sign leniency agreements that reduce fines by up to two-thirds and exempt defendants
from the publication requirement and threat of debarment. But

A pressing mandate, a lagging legal regime
Prosecutors’ inability to fully utilise the Clean Companies Act in
Operation Car Wash puts them in a difficult position. The public
has issued a strong mandate to end corruption in Brazilian business
and government, but the law has been somewhat slow to respond.
Now, the Clean Companies Act’s sideline role in Operation Car
Wash weakens prosecutors’ ability to threaten meaningful corporate
liability and to promise leniency. This limits the investigation’s
effectiveness in two important ways.
First, companies have less reason to cooperate with the government’s investigation by, for instance, giving authorities access to
files and personnel, identifying individual wrongdoers and sharing
information from the companies’ own investigations. Such cooperation makes the government’s work more efficient and effective. It
can also quickly expand an investigation beyond domestic borders,
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to overseas offices or even foreign distributors or agents. Without a
company’s help, diplomatic hurdles or jurisdictional limitations may
put overseas information beyond prosecutors’ reach. But companies
have little reason to voluntarily cooperate when they face no
meaningful threat of liability and a dubious prospect of leniency.
Second, prosecutors lose leverage they could use to push for
changes in compliance programmes. Effective programmes often
prevent corruption before it starts, and they greatly increase the
chance that a company will detect corruption should it occur.
The programmes can also change company cultures by sensitising
employees to the importance of ethical business practices. When
these changes are aggregated across an economy, the effects can be
significant. But the effects are difficult to create when prosecutors
can only indict individual employees, without any means of
pushing for systemic changes across the business. From this position,
prosecutors can treat the symptoms but not the disease.
Prosecutors involved in Operation Car Wash have sought to
compensate for these limitations. Notably, Brazilian authorities have
extensively cooperated with prosecutors in countries such as the
United Kingdom and the United States. These countries’ laws were
in force during much or all of the Petrobras scheme and may cover
some multinational companies at the scandal’s centre. To the extent
foreign prosecutors can bring charges or negotiate settlements that
Brazil’s cannot, the limited role of the Clean Companies Act may
not be as keenly felt. In a similar vein, domestic prosecutors have
found creative ways to aid each other; for example, some leniency
agreements negotiated by Brazil’s antitrust authority under Law No.
12,529/11 arguably helped to develop facts in Operation Car Wash.

Brazilian authorities have also tried to maximise the act’s effect
by threatening companies with charges based on the act even
when the charges would retroactively apply the act. Observers
doubt that courts would support this position, and authorities may
privately agree: when a would-be defendant refuses to negotiate
in the face of such threats, prosecutors generally file charges under
the Administrative Misconduct Law instead. But authorities are
nonetheless trying to press as many companies as possible to
negotiate leniency agreements. It is unclear, however, whether
prosecutors have the power to negotiate agreements in cases
outside the act. The government has passed a provisional measure
authorising the agreements in Operation Car Wash, but the measure
is controversial, leaving its future uncertain. Critics note that it
retroactively applies Clean Companies Act provisions that benefit
defendants while leaving dormant those provisions that would
punish them.
This focus on the legal tools prosecutors lack should not detract
from their accomplishments to date. Operation Car Wash has
resulted in charges against numerous individuals, sparked parallel
investigations in other countries, and brought a massive corruption
ring to light. But the late timing of the act’s passage raises the
question of whether the investigation will ultimately prove a missed
opportunity. Prosecutors have found ways to answer the public
mandate despite the lagging legal regime, but the challenges they
face without the act are considerable. Time will tell whether this
unprecedented investigation will ultimately change the business and
government culture. Such a movement has already begun in Brazil,
but much work remains to be done.
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[1]

FCPA internal investigations are a hot topic today

in Latin America. The region is seeing a dramatic
increase in focus on investigating potential
wrongdoing within large organizations. Indeed,
companies throughout the region are conducting
internal reviews of significant FCPA compliance
questions, including headline cases like Petrobras,
Embraer, Eletrobras, and SQM. The U.S.
Department of Justice’s recent announcement of its FCPA pilot program

[2]

also serves to

elevate the emphasis on internal investigations. This is because a key component of credit
under the program is cooperation, which often means conducting one’s own internal
investigation and reporting the findings to the authorities.
FCPAméricas has written previously about important features of internal investigations, such
as the rationale
privilege

[4]

[3]

behind a company investigating itself, maintaining the attorney-client

, establishing credibility

investigations are so expensive

[6]

[5]

with FCPA enforcement officials, the reasons

, best practices for conducting investigation interviews

and voluntary disclosure considerations

[7]

,

[8]

. Here are other key issues that companies

conducting internal investigations in Latin America are facing today:
Determining whether an issue is serious enough to warrant an independent
investigation. FCPAméricas has written previously about when to use outside counsel

[9]

for

FCPA investigations. Companies working in Latin America continue to struggle with this
question. When doing so, they consider factors like the financial significance of the potential
misconduct; whether the allegations touch top management or include structural issues that
would make an in-house investigation inappropriate or conflicted; whether the magnitude of
an investigation would swamp in-house resources; and whether there are technical or other
issues that would challenge in-house ability.
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Scoping the investigation appropriately. One of the biggest challenges to investigations is
designing the scope of the review so that it is sufficiently thorough while not overly broad. This
effort can have serious implications on the credibility of the investigation, as well as the costs.
When the U.S. government is involved, companies must make sure they reach agreement with
authorities on a reasonable strategy.
Preserving documents at the right time. In Latin America, many companies face the
reality that, as soon as they issue a document hold request, employees are likely to start
destroying documents. At the same time, without directives to employees to preserve
documents, companies leave themselves vulnerable to inadvertent destruction of key
materials. Companies must also put their employees on notice as to company policy so they
can hold responsible any employees who do engage in destruction. Finding the right balance
on timing can be tricky.
Cost-effective collecting, hosting, and searching electronic documents. The most
expensive aspect of an internal investigation is usually the review of documents and
associated technology costs. Oftentimes this is an unavoidable reality of an investigation – to
understand the full story of what occurred, a company must reconstruct the history of
communications and activities. To make this process more manageable, companies in Latin
America are learning that not all information that is preserved needs to be collected, and not
all information collected must be reviewed.
Immediate remediation. The highest priority when a company receives a credible allegation
of an FCPA violation is to make sure the violations cease – to “stop the bleeding.” As the
investigation unfolds and findings come to light, companies must also take steps to start
remediating evident compliance failures in real time. No longer is it sufficient to wait until the
investigation is complete to begin remediation.
Managing external audiences. During internal investigations, companies must often
manage the expectations and requirements of outside audiences. FCPA authorities might be
involved who give input and require periodic updates. Publicly-traded companies must
consider securities disclosure issues carefully. In doing so, they should consult with disclosure,
not investigative, counsel. How disclosures are made to external auditors must also be
considered carefully, especially at a time when auditors are increasingly aggressive in their
FCPA investigation oversight.
The opinions expressed in this post are those of the author in his or her individual capacity,
and do not necessarily represent the views of anyone else, including the entities with which
the author is affiliated, the author`s employers, other contributors, FCPAméricas, or its
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advertisers. The information in the FCPAméricas blog is intended for public discussion and
educational purposes only. It is not intended to provide legal advice to its readers and does
not create an attorney-client relationship. It does not seek to describe or convey the quality of
legal services. FCPAméricas encourages readers to seek qualified legal counsel regarding anticorruption laws or any other legal issue. FCPAméricas gives permission to link, post,
distribute, or reference this article for any lawful purpose, provided attribution is made to the
author and to FCPAméricas LLC.
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DOJ Announces Bigger Stick, Carrot, in FCPA Enforcement
Yesterday, the Fraud Section of the Department of Justice (“DOJ”) issued its Foreign Corrupt
Practices Act (“FCPA”) Enforcement Plan and Guidance (the “Guidance”). The Guidance
announces the DOJ’s commitment to intensify even further its campaign to detect and prosecute
FCPA violations, along with newly articulated incentives for business organizations that selfreport violations.

Attorneys
Ryan Rohlfsen
Timothy Farrell
Dante Roldan

Key Takeaways
In short, the DOJ is “substantially increasing” its FCPA law enforcement resources domestically and strengthening
its coordination with foreign anti-bribery law enforcement. The DOJ’s message is that it is now better positioned to
detect wrongdoing “that might have gone uncovered in the past.”
Critically, along with its enhanced enforcement measures, the DOJ is launching a yearlong pilot program that offers
“significant credit” to business organizations that promptly disclose violations, cooperate in any investigation, and
remediate their compliance issues. The pilot program offers a substantial reduction in fines, the potential for no
corporate monitor, and even a declination of prosecution—credits that reach beyond what is available under the
United States Attorneys’ Manual (“USAM”) and the United States Sentencing Guidelines (“USSG”). Further, the
DOJ clarified its policy for how a business organization’s voluntary self-reporting will yield significantly reduced
sanctions. The Guidance provides the clearest prescription yet of exactly what kind of disclosure, cooperation, and
remediation will earn leniency, and exactly what form a resolution – or declination – will take.
Of course, it remains to be seen how the pilot program, and its guidelines, will be applied in practice. However,
today’s announcement clearly will change the risk analysis for many business organizations weighing the likelihood
that an internal FCPA compliance issue will be detected and the relative costs and benefits of self-reporting.
The Stick – Details on the DOJ’s Enhanced FCPA Enforcement
The Guidance announces three key initiatives that will enhance the DOJ’s ability to detect and prosecute individuals
and companies that violate the FCPA. First, the DOJ is substantially increasing its enforcement resources, appointing
ten new dedicated FCPA prosecutors—a 50% increase—and adding three new squads of Federal Bureau of
Investigation (“FBI”) special agents devoted to FCPA investigations. Second, due to the international nature of
FCPA violations, the DOJ is enhancing communication and coordination with foreign counterparts. In its selfdescribed “international approach,” the DOJ is increasing efforts to share leads, witnesses, and other evidence with
foreign anti-bribery enforcement agencies. Third, the Guidance establishes an FCPA enforcement pilot program to
“promote greater accountability for individuals and companies that engage in corporate crime.” As discussed below,
the pilot program seeks to incentivize business organizations to self-police and self-report FCPA violations by
offering more clearly articulated benefits for such cooperation and providing greater clarity about what kind of
cooperation is required.
The Carrot – Details on the DOJ’s FCPA Enforcement Pilot Program
Effective April 5, 2016, the pilot program is a yearlong initiative applicable only to matters investigated by the Fraud
Section’s FCPA Unit. The program’s objective is to promote self-disclosure and cooperation by offering business
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organizations the opportunity to earn bonus mitigation credit if they can meet the pilot program’s heightened
standards for (1) voluntary self-disclosure; (2) full cooperation; and (3) timely and appropriate remediation. 1
Although the Government historically has provided guidance regarding credit for self-reporting and cooperation in
the USAM and the USSG, the pilot program offers even greater benefits for FCPA-specific matters. 2 When a
company voluntarily self-discloses, fully cooperates, and timely and appropriately remediates, it can expect “up to a
50% reduction off the bottom end of the Sentencing Guidelines fine range.” 3 Further, the Guidance states that a
Monitor will not likely be necessary if an effective compliance program has been implemented and is functioning.
And critically, if all of the pilot program’s preconditions are met, the DOJ “will consider a declination of
prosecution.”
The Guidance also provides the most specific instruction yet on what is required to merit such mitigation credits. The
Guidance acknowledges the past lack of clarity on what constituted adequate disclosure, cooperation, and
remediation, noting that its aim is to provide “greater transparency” on what is expected. For the self-reporting prong
to be met, for example, a company must make its voluntary self-disclosure “within a reasonably prompt time,” and
the burden is on the company to prove timeliness. Further, a “disclosure that a company is required to make, by law,
agreement, or contract” will not qualify. The Guidance also lists several factors required for a business organization
to meet the cooperation requirement, including proactive (rather than reactive) cooperation, rolling disclosure of
information and documents, employee and former employee interviews, and provision of third-party documents and
witnesses. Finally, while the Guidance notes that the sufficiency of remediation “can be difficult to ascertain and
highly case specific,” it details a number of baseline requirements, including a sufficiently resourced and
independent compliance program, effective risk assessment and audit functions, and an overall culture of compliance.
The Guidance notes that further details on what DOJ considers an adequate compliance program are being developed
and benchmarked.
As noted above, measuring the full implications of the Guidance is impossible until the DOJ rolls out its plan in
practice. However, the Guidance’s stated purpose of changing the calculus for business organizations as to the
relative costs and benefits of self-reporting (or not) is worth careful consideration.
For more information please feel free to contact a member of Ropes & Gray’s leading anti-corruption and
international risk team.

1

As stated in the Guidance, a company also must disgorge all profits resulting from the FCPA violation to be eligible for any
such credit.
2
The DOJ states that the Guidance was not intended to supplant the USAM or the USSG—rather, those standards must likewise
be met as a prerequisite to earning the enhanced mitigation credits available under the pilot program.
3
If a company has fully cooperated and timely and appropriately remediated, but did not voluntarily self-disclose, then it can
expect “at most a 25% reduction off the bottom of the Sentencing Guidelines fine range.”
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U.S. Department of Justice
Criminal Division

Fraud Section

Washington, D.C. 20530

The Fraud Section's Foreign Corrupt Practices Act
Enforcement Plan and Guidancel

Bribery of foreign officials to gain or retain a business advantage poses a serious
systemic criminal problem across the globe. It harms those who play by the rules, siphons
money away from communities, and undermines the rule of law.
Accordingly, the Department of Justice (Department) is committed to enhancing its
efforts to detect and prosecute both individuals and companies for violations of the Foreign
Corrupt Practices Act (FCPA), which criminalizes various acts of bribery and related accounting
fraud. This memorandum sets forth three steps in our enhanced FCPA enforcement strategy.
As the first and most important step in combatting FCPA violations, the Department is
intensifying its investigative and prosecutorial efforts by substantially increasing its FCPA law
enforcement resources. These new resources will significantly augment the ability of the
Criminal Division's Fraud Section and the Federal Bureau of Investigation (FBI) to detect and
prosecute individuals and companies that violate the FCPA. Specifically, the Fraud Section is
increasing its FCPA unit by more than 50% by adding 10 more prosecutors to its ranks. At the
same time, the FBI has established three new squads of special agents devoted to FCPA
investigations and prosecutions.2 The Department's demonstrated commitment to devoting
additional resources to FCPA investigations and prosecutions should send a message to

This memorandum is for internal use only and does not create any privileges, benefits, or rights,
substantive or procedural, enforceable by any individual, organization, party or witness in any
administrative, civil, or criminal matter.
2 The Fraud Section of the Criminal Division has been given the authority to investigate and
prosecute criminal violations of the FCPA, see USAM 9-47-110, exclusively administers the
FCPA Opinion program and, together with the Securities and Exchange Commission, publishes
comprehensive centralized guidance on the FCPA. As recognized by theDepartment, FCPA
investigations involve unique challenges that present a compelling need for centralized
supervision, guidance, and resolution, including complex issues involving transnational
detection, collection of evidence, and enforcement. The Fraud Section, however, will frequently
partner with the United States Attorneys' Offices on such matters.

1

1
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wrongdoers that FCPA violations that might have gone uncovered in the past are now more
likely to come to light.
Second, the United States is not going at this alone. The Department is strengthening its
coordination with foreign counterparts in the effort to hold corrupt individuals and companies
accountable. Law enforcement around the globe has increasingly been working collaboratively
to combat bribery schemes that cross national borders. In short, an international approach is
being taken to combat an international criminal problem. We are sharing leads with our
international law enforcement counterparts, and they are sharing them with us. We are also
coordinating to more effectively share documents and witnesses. The fruits of this increased
international cooperation can be seen in the prosecutions of both individuals and corporations, in
cases involving Archer Daniels Midland, Alcoa, Alstom, Dallas Airmotive, Hewlett-Packard,
IAP, Marubeni, Vadim Mikerin, Parker Drilling, PetroTiger, Total, and VimpelCom, among
many others.
Third, as set forth below, the Fraud Section is conducting an FCPA enforcement pilot
program. The principal goal of this program is to promote greater accountability for individuals
and companies that engage in corporate crime by motivating companies to voluntarily selfdisclose FCPA-related misconduct, fully cooperate with the Fraud Section, and, where
appropriate, remediate flaws in their controls and compliance programs. If successful, the pilot
program will serve to further deter individuals and companies from engaging in FCPA violations
in the first place, encourage companies to implement strong anti-corruption compliance
programs to prevent and detect FCPA violations, and, consistent with the memorandum of the
Deputy Attorney General dated September 9, 2015 ("DAG Memo on Individual
Accountability"), increase the Fraud Section's ability to prosecute individual wrongdoers whose
conduct might otherwise have gone undiscovered or been impossible to prove.
We aim to accomplish this goal of greater accountability in part through the increased
enforcement measures discussed above — adding additional agents and prosecutors to investigate
criminal activity, and enhancing our cooperation with foreign law enforcement authorities where
possible. And we also aim to accomplish the same goal by providing greater transparency about
what we require from companies seeking mitigation credit for voluntarily self-disclosing
misconduct, fully cooperating with an investigation, and remediating, and what sort of credit
those companies can receive if they do so consistent with these requirements. Mitigation credit
will be available only if a company meets the mandates set out below, including the disclosure of
all relevant facts about the individuals involved in the wrongdoing. Moreover, to be eligible for
such credit, even a company that voluntarily self-discloses, fully cooperates, and remediates will
be required to disgorge all profits resulting from the FCPA violation.
The balance of this memorandum sets forth the Fraud Section's guidance ("Guidance") to
our FCPA attorneys about how the Fraud Section will pursue the pilot program. The Guidance
first sets forth the standards for what constitutes (1) voluntary self-disclosure of criminality, (2)
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full cooperation, and (3) remediation by business organizations, for purposes of qualifying for
mitigation credit from the Fraud Section in an FCPA matter. Next, the Guidance explains the
credit that the Fraud Section will accord under this pilot to business organizations that
voluntarily self-disclose, fully cooperate, and remediate. As set forth below, that credit may
affect the type of disposition, the reduction in fme, or the determination of the need for a
monitor.
By way of background, the Principles of Federal Prosecution of Business Organizations
(the "USAM Principles") have long provided guidance on whether a criminal disposition against
a company is appropriate and what form that disposition should take. See USAM 9-28.000. In
addition, the United States Sentencing Guidelines ("Sentencing Guidelines") provide for reduced
fines for business organizations that voluntarily disclose criminal conduct, fully cooperate, and
accept responsibility for the criminal conduct. To provide incentives for organizations to selfdisclose misconduct, fully cooperate with a criminal investigation, and timely and appropriately
remediate, the Fraud Section has historically provided business organizations that do such things
with a reduction below the low end of the Sentencing Guidelines fine range. These fine
reductions and other incentives have not previously been articulated in a written framework. By
setting forth this Guidance, we intend to provide a clear and consistent understanding of the
circumstances in which the Fraud Section may accord additional credit in FCPA matters to
organizations that voluntarily disclose misconduct, fully cooperate, and timely and appropriately
remediate.
The Guidance does not supplant the USAM Principles. Prosecutors must consider the ten
factors set forth in the USAM when determining how to resolve criminal investigations of
organizations. Prosecutors must also calculate the appropriate fine range under Chapter 8 of the
Sentencing Guidelines. This Guidance, by contrast, sets forth the circumstances in which an
organization can receive additional credit in FCPA matters, above and beyond any fine reduction
provided for under the Sentencing Guidelines, and the manner in which that additional credit
should be determined, whether it be in the type of disposition, the extent of reduction in fine, or
the determination of the need for a monitor. Organizations that voluntarily self-disclose, fully
cooperate, and remediate will be eligible for significant credit in all three categories. But, as
noted above, to receive this additional credit under the pilot program, organizations must meet
the standards described below, which are more exacting than those required under the Sentencing
Guidelines.
The pilot program will be effective April 5, 2016 as part of a one-year program
applicable to all FCPA matters handled by the Fraud Section. The Guidance is being applied by
the Fraud Section to organizations that voluntarily self-disclose or cooperate in FCPA matters
during the pilot period, even if the pilot thereafter expires. By the end of this pilot period, the
Fraud Section will determine whether the Guidance will be extended in duration and whether it
should be modified in light of the pilot experience. The Guidance applies only to the Fraud
Section's FCPA Unit and not to any other part of the Fraud Section, the Criminal Division, the
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United States Attorneys' Offices, any other part of the Department of Justice, or any other
agency.
Nothing in the Guidance is intended to suggest that the government can require business
organizations to voluntarily self-disclose, cooperate, or remediate. Companies remain free to
reject these options and forego the credit available under the pilot program.
This Guidance first sets forth the requirements for a company to qualify for credit for
voluntary self-disclosure, cooperation, and timely and appropriate remediation under this pilot
program, including exceptions to the general rules. It then sets forth the credit that should be
accorded if a company meets these criteria.
A. Requirements
1. Voluntary Self-Disclosure in FCPA Matters
Voluntary self-disclosure of an FCPA violation is encouraged. Indeed, in implementing
the DAG Memo on Individual Accountability, the Department recently revised the USAM
Principles to underscore the importance of voluntary self-reporting of corporate wrongdoing.
Under the current USAM Principles, prosecutors are to consider a corporation's timely and
voluntary self-disclosure, both as an independent factor and in evaluating the company's overall
cooperation and the adequacy of the company's compliance program. USAM 9-28.900.
In evaluating self-disclosure during this pilot, the Fraud Section will make a careful
assessment of the circumstances of the disclosure. A disclosure that a company is required to
make, by law, agreement, or contract, does not constitute voluntary self-disclosure for purposes
of this pilot. Thus, the Fraud Section will determine whether the disclosure was already required
to be made. In addition, the Fraud Section will require the following items for a company to
receive credit for voluntary self-disclosure of wrongdoing under this pilot:
The voluntary disclosure qualifies under U.S.S.G. § 8C2.5(g)(1) as occurring "prior to
an imminent threat of disclosure or government investigation";
• The company discloses the conduct to the Department "within a reasonably prompt
time after becoming aware of the offense," with the burden being on the company to
demonstrate timeliness; and
• The company discloses all relevant facts known to it, including all relevant facts about
the individuals involved in any FCPA violation.
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2. Full Cooperation in FCPA Matters
In addition to the USAM Principles, the following items will be required for a company
to receive credit for full cooperation under this pilot (beyond the credit available under the
Sentencing Guidelines)3:
• As set forth in the DAG Memo on Individual Accountability, disclosure on a
timely basis of all facts relevant to the wrongdoing at issue, including all facts
related to involvement in the criminal activity by the corporation's officers,
employees, or agents;
• Proactive cooperation, rather than reactive; that is, the company must disclose
facts that are relevant to the investigation, even when not specifically asked to do
so, and must identify opportunities for the government to obtain relevant evidence
not in the company's possession and not otherwise known to the government;
• Preservation, collection, and disclosure of relevant documents and information
relating to their provenance;
• Provision of timely updates on a company's internal investigation, including but
not limited to rolling disclosures of information;
• Where requested, de-confliction of an internal investigation with the government
investigation;
• Provision of all facts relevant to potential criminal conduct by all third-patty
companies (including their officers or employees) and third-party individuals;
• Upon request, making available for Department interviews those company officers
and employees who possess relevant information; this includes, where appropriate
and possible, officers and employees located overseas as well as former officers
and employees (subject to the individuals' Fifth Amendment rights);
• Disclosure of all relevant facts gathered during a company's independent
investigation, including attribution of facts to specific sources where such
attribution does not violate the attorney-client privilege, rather than a general

3 If a company claims that it is impossible to meet one of these requirements, for example
because of conflicting foreign law, the Fraud Section should closely evaluate the validity of that
claim and should take the impediment into consideration in assessing whether the company has
fully cooperated. The company will bear the burden of establishing why it cannot meet one of
these requirements.
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narrative of the facts;
• Disclosure of overseas documents, the location in which such documents were
found, and who found the documents (except where such disclosure is impossible
due to foreign law, including but not limited to foreign data privacy laws);
o Note: Where a company claims that disclosure is prohibited, the burden is
on the company to establish the prohibition. Moreover, a company should
work diligently to identify all available legal bases to provide such
documents.
• Unless legally prohibited, facilitation of the third-party production of
documents and witnesses from foreign jurisdictions; and
• Where requested and appropriate, provision of translations of relevant documents
in foreign languages.
Cooperation comes in many forms. Once the threshold requirements of the DAG Memo
on Individual Accountability have been met, the Fraud Section should assess the scope, quantity,
quality, and timing of cooperation based on the circumstances of each case when assessing how
to evaluate a company's cooperation under this pilot. For example, the Fraud Section does not
expect a small company to conduct as expansive an investigation in as short a period of time as a
Fortune 100 company.4 Nor do we generally expect a company to investigate matters unrelated
in time or subject to the matter under investigation in order to qualify for full cooperation credit.
An appropriately tailored investigation is what typically should be required to receive full
cooperation credit; the company may, of course, for its own business reasons seek to conduct a
broader investigation.5
As set forth in USAM 9-28.720, eligibility for full cooperation credit is not predicated
upon waiver of the attorney-client privilege or work product protection and none of the
requirements above require such waiver. Nothing in the Guidance or the DAG Memo on
Individual Accountability alters that policy, which remains in full force and effect. Furthermore,
not all companies will satisfy all the components of full cooperation, either because they decide

Where a company of any size asserts that its financial condition impairs its ability to cooperate
more fully, the company will bear the burden to provide factual support for such an assertion.
4

5 For

instance, absent facts to suggest a more widespread problem, evidence of criminality in one
country, without more, would not lead to an expectation that an investigation would need to
extend to other countries. By contrast, evidence that the corporate team engaged in criminal
misconduct in overseeing one country also oversaw other countries would normally trigger the
need for a broader investigation. In order to provide clarity as to the scope of an appropriately
tailored investigation, the business organization (whether through internal or outside counsel, or
both) is encouraged to consult with Fraud Section attorneys.
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to cooperate only later in an investigation or they timely decide to cooperate but fail to meet all
of the criteria listed above. In general, such companies should be eligible for some cooperation
credit under this pilot if they meet the DAG Memo on Individual Accountability criteria, but the
credit generally will be markedly less than for full cooperation, depending on the extent to which
the cooperation was lacking.
3. Timely and Appropriate Remediation in FCPA Matters
Remediation can be difficult to ascertain and highly case specific. In spite of these
difficulties, encouraging appropriate and timely remediation is important to reducing corporate
recidivism and detecting and deterring individual wrongdoing. The Fraud Section's Compliance
Counsel is assisting us in refining our benchmarks for assessing compliance programs and for
thoroughly evaluating an organization's remediation efforts.
In evaluating remediation efforts under this pilot program, the Fraud Section will first
determine whether a company is eligible for cooperation credit; in other words, a company
cannot fail to cooperate and then expect to receive credit for remediation despite that lack of
cooperation. The following items generally will be required for a company to receive credit for
timely and appropriate remediation under this pilot (beyond the credit available under the
Sentencing Guidelines):
• Implementation of an effective compliance and ethics program, the criteria for which will
be periodically updated and which may vary based on the size and resources of the
organization, but will include:
o Whether the company has established a culture of compliance, including an
awareness among employees that any criminal conduct, including the conduct
underlying the investigation, will not be tolerated;
o Whether the company dedicates sufficient resources to the compliance
function;
o The quality and experience of the compliance personnel such that they can
understand and identify the transactions identified as posing a potential risk;
o The independence of the compliance function;
o Whether the company's compliance program has performed an effective risk
assessment and tailored the compliance program based on that assessment;
o How a company's compliance personnel are compensated and promoted
compared to other employees;
o The auditing of the compliance program to assure its effectiveness; and
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o The reporting structure of compliance personnel within the company.
Appropriate discipline of employees, including those identified by the corporation as
responsible for the misconduct, and a system that provides for the possibility of
disciplining others with oversight of the responsible individuals, and considers how
compensation is affected by both disciplinary infractions and failure to supervise
adequately; and
Any additional steps that demonstrate recognition of the seriousness of the
corporation's misconduct, acceptance of responsibility for it, and the implementation
of measures to reduce the risk of repetition of such misconduct, including measures to
identify future risks.
B. Credit for Business Organizations under the Pilot Program
1. Limited Credit for Full Cooperation and Timely and Appropriate Remediation in
FCPA Matters Without Voluntary Self-Disclosure
If a company has not voluntarily disclosed its FCPA misconduct in accordance with the
standards set forth above, it may receive limited credit under this pilot program if it later fully
cooperates and timely and appropriately remediates. Such credit will be markedly less than that
afforded to companies that do self-disclose wrongdoing, as described immediately below in
category B.2. Specifically, in circumstances where no voluntary self-disclosure has been made,
the Fraud Section's FCPA Unit will accord at most a 25% reduction off the bottom of the
Sentencing Guidelines fine range.
2. Credit for Voluntary Self-Disclosure, Full Cooperation, and Timely and
Appropriate Remediation in FCPA Matters
When a company has voluntarily self-disclosed misconduct in an FCPA matter in
accordance with the standards set forth above; has fully cooperated in a manner consistent with
the DAG Memo on Individual Accountability and the USAM Principles; has met the additional
stringent requirements of the pilot program; and has timely and appropriately remediated, the
company qualifies for the full range of potential mitigation credit.
In such cases, if a criminal resolution is warranted, the Fraud Section's FCPA Unit:
o may accord up to a 50% reduction off the bottom end of the Sentencing Guidelines fine
range, if a fine is sought; and
o generally should not require appointment of a monitor if a company has, at the time of
resolution, implemented an effective compliance program.
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Where those same conditions are met, the Fraud Section's FCPA Unit will consider a
declination of prosecution.6 As noted above, this pilot program is intended to encourage
companies to disclose FCPA misconduct to permit the prosecution of individuals whose criminal
wrongdoing might otherwise never be uncovered by or disclosed to law enforcement. Such
voluntary self-disclosures thus promote aggressive enforcement of the FCPA and the
investigation and prosecution of culpable individuals. Of course, in considering whether
declination may be warranted, Fraud Section prosecutors must also take into account
countervailing interests, including the seriousness of the offense: in cases where, for example,
there has been involvement by executive management of the company in the FCPA misconduct,
a significant profit to the company from the misconduct in relation to the company's size and
wealth, a history of non-compliance by the company, or a prior resolution by the company with
the Department within the past five years, a criminal resolution likely would be warranted.
As stated above, this Guidance applies only to the Fraud Section's FCPA Unit during the
term of this pilot program. It does not apply to any other part of the Fraud Section, the
Criminal Division, the United States Attorneys' Offices, any other part of the Department of
Justice, or any other agency.

Andrew Weissmann
Chief, Fraud Section
Criminal Division

As noted above, to qualify for any mitigation credit under this pilot (whether in categories B.1
or B.2), the company should be required to disgorge all profits from the FCPA misconduct at
issue.
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In the wake of the
“Panama Papers”
What multinational corporations need to know to
identify and mitigate corruption, fraud, money
laundering, and sanctions-related risks

Background

Panama Papers by the numbers

On May 9, 2016, the International Consortium of Investigative Journalists
(ICIJ) released a searchable database of the over 2.6 terabytes of internal
data files (consisting of more than 11.5 million records dating back nearly
40 years) from Panama-headquartered law firm Mossack Fonseca (MF).
The data files were leaked to a German newspaper and shared via the ICIJ.
These records (collectively referred to as the “Panama Papers”) are reported
to contain confidential information on over 210,000 offshore companies
allegedly formed with the assistance from MF, as well as hundreds of
associated corporations (including banks and law firms) and high-profile
individuals (including political figures, athletes, and celebrities).
Aside from the data security-related implications of the release of the
Panama Papers, these events could raise corruption, fraud, money
laundering, and sanctions compliance concerns and risks for individuals
and commercial entities. They could also require attention from various
corporate units, including compliance, legal, and internal audit, as well
as the business. While there may be legitimate reasons for establishing
offshore companies and subsidiaries, and the release of the documents
alone does not establish wrongdoing on the part of any of the named
individuals or entities, the Panama Papers have:
• Highlighted the corruption and fraud-related risks associated with
conducting business with foreign offshore holding companies, as well
as payments in and out of offshore locations such as Panama, British
Virgin Islands, and the Bahamas—potentially placing companies “on
notice” to review their own books and records for indicators of such
concerns and risks
• Increased the importance of having visibility into the ultimate corporate
ownership structure of customers, vendors, and other third-party
business partners
• Highlighted potential money laundering and sanctions-related risks, as
the leaked documents contain information that may help regulators
broaden sanctions designations and expand restricted/prohibited
entities lists1
Such risks are not new by any means. In fact, investigations into offshore
entities and shell companies have become more common at US authorities
such as the Securities and Exchange Commission (SEC) and Department of
Justice (DOJ)—as evidenced by the DOJ’s Offshore Compliance Initiative
and Swiss Bank Program. In late 2015, executives at a US-based global
logistics company pled guilty to Foreign Corrupt Practices Act (FCPA) and
money laundering-related charges after the DOJ alleged the company had
made over $2 million in bribe payments to Russian government officials
through offshore bank accounts in Cyprus, Latvia, and Switzerland.2 In
another case, the SEC charged a US-based pharmaceutical company with
FCPA-related violations for a scheme in which the company allegedly

Source: International Consortium of Investigative Journalists (as of May 9, 2016)

funneled payments to government officials and other third parties
through various offshore “marketing” companies. In its complaint, the
SEC specifically noted that “transactions with offshore or governmentaffiliated entities did not receive specialized or closer review for possible
FCPA violations,” and that “little was done to assess whether the terms
or circumstances surrounding a transaction suggested the possibility of
foreign bribery.”3
Regulatory scrutiny and enforcement around the use of offshore entities
is not unique to the United States. Over the past several years, numerous
authorities around the world (including Latin America and Europe) have
brought allegations of bribery, corruption, and money laundering against a
multinational energy corporation, as well as numerous related individuals
and entities. Specifically, authorities are investigating allegations that, for
almost a decade, potentially billions of dollars of bribes and kickbacks were
provided to government officials and other individuals. Authorities have
alleged most of these funds flowed through a vast network of offshore
entities and shell companies located in jurisdictions such as Panama,
Switzerland, Austria, and the British Virgin Islands.4
These enforcement trends, coupled with the high publicity and wealth of
information obtained through the Panama Papers leak, make it clear that
interactions and payments with offshore entities may continue to be a
focus for both US and global regulators.

Under US sanctions regulations, assets that are majority-owned by any sanctioned entity or individual are automatically deemed “blocked.” Due to the Panama Papers leak, US regulators
may be able to identify additional corporate ownership structures and assets held by those under sanctions, potentially expanding the list of restricted/prohibited entities.
US Department of Justice, “Russian Nuclear Energy Official Pleads Guilty to Money Laundering Conspiracy Involving Violations of the Foreign Corrupt Practices Act,” August 31, 2015
(https://www.justice.gov/opa/pr/russian-nuclear-energy-official-pleads-guilty-money-laundering-conspiracy-involving).
3
US Securities and Exchange Commission, “SEC Charges Eli Lilly and Company with FCPA Violations,” December 20, 2012 (https://www.sec.gov/News/PressRelease/Detail/PressRelease/1365171487116).
4
International Bar Association, “Brazil’s ‘Operation Car Wash’,” April 8, 2015 (http://www.ibanet.org/Article/Detail.aspx?ArticleUid=7960b146-65c4-4fc2-bb6a-c6fbb434cd16).
1
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Red flags and other risks of non-compliance
The Panama Papers leak is likely to have many compliance officers revisiting
their respective companies’ exposure to relationships with third parties
that utilize offshore entities. Companies eventually disclosed in the press
may face increased scrutiny of their overall corruption, fraud, anti-money
laundering (AML), and sanctions compliance programs. In anticipation
of this increased scrutiny, companies seeking to understand the scope of
their potential exposure may begin by identifying relationships with third
parties (e.g., consultants, sales agents) who may have banking operations
or fiduciary oversight (e.g., power of attorney) in foreign jurisdictions. The
ability of companies to identify these relationships quickly is dependent
on numerous factors, such as the quality of accounting and vendor
management systems, as well as the degree to which payment processes
are centralized. Once identified, for each of these relationships, companies
may then wish to identify all associated payments/transactions, review
the extent of due diligence previously performed, assess the business
rationale for maintaining the relationship, and then determine the need for
additional investigation. Some potential red flags would include:
• Inadequate, inconsistent, or unformulated third-party due diligence
policies and procedures
• Inadequate client/vendor selection processes when engaging third
parties
• Lack of visibility into the ultimate beneficial ownership structure of
companies and potentially restricted entities (particularly with respect to
offshore shell companies)
• Limited use of advanced analytics to monitor payments to thinly
capitalized holding companies in offshore locations (e.g., Panama,
British Virgin Islands, Bahamas) and potentially restricted entities—
including those that may be made through third parties
Given the breadth, depth, and complexity of the potential implications
surrounding the Panama Papers leak (as well as other similar existing
regulatory enforcement trends), it is critical that companies consider a
risk-based, tailored approach to proactively assess any corruption, fraud,
money laundering, and sanctions compliance risks to which they may
be subject (either through direct association with the Panama Paper’s
leak, or through separate regulatory inquiries resulting from the large
number of global regulatory actions that have been—and will continue to
be—announced).

Our solutions and approach
Deloitte’s forensic and risk practitioners have supported companies in
assessing and mitigating the range of corruption, fraud, money laundering,
and sanctions-related risks that have been highlighted as a result of the
release of the Panama Papers. Recognizing there is no “one size fits all”
approach to accomplishing this, examples of solutions we offer include:
Anti-corruption/fraud/AML/sanctions compliance program risk assessment
Deloitte has the knowledge and experience to provide an overall
assessment (or health check) of your existing anti-corruption, anti-fraud,
AML, and sanctions compliance program. Specifically, we can assess your
program (including policies, procedures, training, internal controls, and
monitoring) to help determine the level of potential risk exposure facing
your business. This assessment will be based on regulatory guidance, as
well as leading industry practices we have seen and helped companies

establish. We can work with you to develop various quantitative and
qualitative risk models (specifically covering areas such as anti-corruption,
anti-fraud, AML, and sanctions) that may then be integrated across the
broader compliance function to provide a holistic view of potential risks
inherent in your operations.
Customer/vendor due diligence
Deloitte’s automated customer/vendor screening tool can help screen
counterparty databases in an efficient manner to identify risk-relevant
connections to sanctioned entities and individuals. Specifically, our
automated solution is designed to efficiently identify shareholders of a
potential customer/vendor (including through a chain of intermediary
companies or directorship) using global corporate registries and other
sources of information.
Should automated screening flag certain customers or vendors, Deloitte
offers a suite of more traditional business investigative services to help
further verify the ultimate corporate structure/beneficial ownership, as well
as the potential reputational risks of a given relationship. Specifically, we
may search global corporate records databases, which draw information
from a number of key local government agencies (including, using Russia
as an example, the Federal Tax Service and the Federal State Statistics
Service). In addition, we would conduct searches of local press and
online sources to seek to establish the ultimate beneficial owners behind
offshore holding companies, which are often used to obscure shareholding
structures. Moreover, we would rely on corporate records and locallanguage press in developing backgrounds and corporate affiliations for
principals of the subject company, revealing any risk-relevant connections.
Transaction monitoring and data analytics
Systems implemented by institutions are only as good as the analytics
that support them. Deloitte’s corruption, fraud, AML, and sanctions
capabilities combine analytics technology and techniques with human
interaction to help detect potentially improper transactions—either
before the transactions are completed or after they occur. This process
involves gathering and storing relevant data and mining it for patterns,
discrepancies, and anomalies (e.g., payments to offshore jurisdictions,
potentially restricted entities, or other high-risk entities). Furthermore,
Deloitte’s non-rules-based analyses can uncover new patterns, trends,
fraudulent schemes, and scenarios that traditional approaches may
miss. These findings are then translated into insights that can help you
manage potential threats before they occur, as well as develop a proactive
corruption, fraud, AML, and sanctions detection environment. Here,
analytics will have both a forward- and backward-looking perspective. It
will be useful to understand the transaction patterns, transacting parties,
and related parties to the offshore companies interacting with your
organization. It will be beneficial in planning to spot other companies
that may pose similar issues but may not be on current lists. It will also be
helpful in determining whether exposure and/or reporting obligations may
exist regarding prior events.
Internal reviews and investigations
Should the analysis render findings that should be investigated, Deloitte
assists companies in conducting retrospective reviews and investigations
to help answer the who, what, when, where, why, and how questions
that give rise to an inquiry—whether self-initiated or as a result of

a regulatory, judicial, or law enforcement request. From an AML/
sanctions perspective, our lookback analyses include identifying relevant
transactions that exhibit potentially suspicious activity, which additionally
may help modify and improve ongoing transaction monitoring and
management reporting practices.

Why companies need to act now
It is difficult to understand the potential impact of the release of the
Panama Papers, as analysis is completed on the available database
and further disclosures (potentially identifying additional companies
involved) are expected over the coming weeks and months. What
seems clear is that business interactions with offshore holding
companies are, at least for the time being, at the forefront of the daily
business headlines and likely top-of-mind for US and global regulators.
As rules and regulations continue to evolve, corporate boards and
governance committees will likely shift (or increase) their focus on
their respective companies’ exposures to these types of relationships.
Companies may wish to act quickly to assess the nature and extent of
any corruption, fraud, money laundering, and sanctions-related risks
within their operations. To the extent any potential gaps are identified,
companies should take action and implement policies, procedures,
controls, and other corrective measures to mitigate the risk of
non-compliance going forward.
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