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Client Update 
SEC Exams Focus on 
Whistleblower Compliance by 
Investment Advisers and 
Brokers 

 

This week, the U.S. Securities and Exchange Commission’s (the “SEC”) Office of 

Compliance Inspections and Examinations (“OCIE”) published a Risk Alert 

entitled “Examining Whistleblower Rule Compliance.” The OCIE Risk Alert 

notifies registered investment advisers (including advisers to private equity and 

hedge funds) and registered broker-dealers that OCIE staff is reviewing 

registered entities for compliance with whistleblower protection regulations. 

Specifically, OCIE is looking for violations of Rule 21F-17, which prohibits “any 

action to impede an individual from communicating directly with the 

Commission staff about a possible securities law violation, including enforcing, 

or threatening to enforce, a confidentiality agreement . . . .”1 For example, OCIE 

staff examining an investment adviser may examine employment agreements, 

severance agreements, and ethics and compliance policies to ensure that they do 

not inhibit potential whistleblowers. 

OCIE’s focus on whistleblower issues follows on the heels of several recent SEC 

enforcement actions alleging violations of Rule 21F-17 and whistleblower 

protection more broadly, underscoring the heightened attention the agency is 

placing on the whistleblower provisions in the Dodd-Frank Wall Street Reform 

and Consumer Protection Act of 2010 (the “Dodd-Frank Act”).  

BACKGROUND  

The Dodd-Frank Act expanded whistleblower incentives and protections in three 

key areas: first, it sought to protect would-be whistleblowers from actions to 

impede or interfere with their whistleblowing; second, it created a bounty 

program for individuals that provide original information that leads to successful 

                                                             
1
  See OCIE, SEC, Risk Alert: Examining Whistleblower Rule Compliance (Oct. 24, 2016), 

available at: https://www.sec.gov/ocie/announcement/ocie-2016-risk-alert-examining-
whistleblower-rule-compliance.pdf.  
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enforcement actions over a $1 million threshold; and third, it enhanced anti-

retaliation protections for whistleblowers.2  

According to this week’s OCIE Risk Alert, exam staff will focus on the first key 

area: protecting would-be whistleblowers that are employed by SEC-registered 

entities from attempts by those entities to interfere (and from policies and 

agreements that have the effect of interfering) with the employees’ 

whistleblowing. The protection of potential whistleblowers has also been a 

recent focus of the SEC’s Division of Enforcement, which has brought actions 

against employers challenging employment and severance agreements that 

could be read to dissuade whistleblowers (e.g., by denying severance benefits) or 

prevent whistleblowers from reporting to the SEC (e.g., by prohibiting disclosure 

altogether). As part of settling these actions, companies have agreed to remediate 

the issue by, among other things, revising their agreements going forward and 

providing notice to current and past employees that the company does not 

prohibit them from communicating with the SEC. It is likely that the same 

regulatory priorities behind these enforcement actions are driving the OCIE 

exam scrutiny.  

WHAT IS OCIE LOOKING FOR? 

The OCIE Risk Alert advises that, in addition to reviewing employment and 

severance agreements, the exam staff will review registered entities’ compliance 

manuals and codes of ethics for provisions that: 

 Purport to limit the types of information that the employee can provide to 

the SEC; 

 Require departing employees to waive their rights to monetary recovery in 

connection with reporting wrongdoing; 

 Require an employee to represent that he or she has not assisted in any 

investigation involving the registrant; or  

                                                             
2
  Earlier this month, the SEC brought its first stand-alone whistleblower retaliation case 

against a gaming manufacturer. See Debevoise & Plimpton LLP, Client Update: SEC Brings 
First Stand-Alone Anti-Retaliation Enforcement Action Under Dodd Frank (Oct. 4, 2016), 
available at http://www.debevoise.com/insights/publications/2016/10/sec-brings-first-stand-
alone-anti-retaliation; see also Debevoise & Plimpton LLP, Client Update: SEC Brings First 
Anti-Retaliation Enforcement Action Under Dodd-Frank (June 19, 2014), available at 
http://www.debevoise.com/insights/publications/2014/06/sec-brings-first-antiretaliation-
enforcement-act__. 

http://www.debevoise.com/insights/publications/2016/10/sec-brings-first-stand-alone-anti-retaliation
http://www.debevoise.com/insights/publications/2016/10/sec-brings-first-stand-alone-anti-retaliation
http://www.debevoise.com/insights/publications/2014/06/sec-brings-first-antiretaliation-enforcement-act__
http://www.debevoise.com/insights/publications/2014/06/sec-brings-first-antiretaliation-enforcement-act__


 

Client Update 

October 26, 2016 

3 

 

www.debevoise.com 

 Prohibit disclosure of confidential information without prior consent of the 

registrant or without an exception for voluntary communications with the 

SEC concerning wrongdoing. 

The OCIE Risk Alert warns entities that if the exam staff finds documents 

containing any of the above provisions, it will cite exam deficiencies and 

potentially refer the matter to the Division of Enforcement. 

KEY TAKEAWAYS 

We have previously advised employers to review all contracts with their current 

and former employees to ensure that they do not contain provisions which could 

be read to discourage or interfere with protected whistleblowing activities;3 we 

reiterate that advice here for registered entities, including private equity and 

hedge fund advisers, in light of the increased exam scrutiny discussed in the 

OCIE Risk Alert. We encourage employers also to review personnel policies, 

employee handbooks and the like for provisions that may be problematic. As 

recent enforcement actions make clear, the SEC is willing to enforce the 

whistleblower protection provisions of the Dodd-Frank Act even absent a 

substantive violation of the securities laws. The OCIE Risk Alert should put 

registered entities on special notice that the OCIE exam staff will be reviewing 

these agreements and other policies and procedures for prohibited provisions, 

with an eye toward referring any problematic findings to the Division of 

Enforcement. 

* * * 

Please do not hesitate to contact us with any questions. 

                                                             
3
  See, e.g., Debevoise & Plimpton LLP, Client Update: SEC Brings Action Against Employer 

for Agreements Requiring Employees to Waive Recovery if They Blow the Whistle (Aug. 11, 
2016), available at http://www.debevoise.com/insights/publications/2016/08/sec-brings-
action-against-employer-for-agreements; Debevoise & Plimpton LLP, Client Update: SEC 
Brings First-of-Its-Kind Action for Confidentiality Agreements that Discourages 
Whistleblowing (Apr. 6, 2015), available at 
http://www.debevoise.com/insights/publications/2015/04/sec-brings-first-of-its-kind. 

http://www.debevoise.com/insights/publications/2016/08/sec-brings-action-against-employer-for-agreements
http://www.debevoise.com/insights/publications/2016/08/sec-brings-action-against-employer-for-agreements
http://www.debevoise.com/insights/publications/2015/04/sec-brings-first-of-its-kind
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By the Office of Compliance Inspections and Examinations1 

VOLUME VI, ISSUE 1                                  OCTOBER 24, 2016 
   

EXAMINING WHISTLEBLOWER RULE COMPLIANCE 

Staff in the Office of Compliance Inspections and Examinations (the “Staff”) 
is examining registrants’ compliance with key whistleblower provisions arising out 
of the Dodd-Frank Wall Street Reform and Consumer Protection Act (the “Dodd-
Frank Act”).  The Commission has brought several enforcement actions recently 
charging violations of Rule 21F-17 of the Commission’s whistleblower regulations.2 
The Staff is examining registered investment advisers and registered broker-dealers, 
reviewing, among other things, compliance manuals, codes of ethics, employment 
agreements, and severance agreements to determine whether provisions in those 
documents pertaining to confidentiality of information and reporting of possible 
securities law violations may raise concerns under Rule 21F-17.  This review is 
included in examinations as staff deem appropriate. 

I. BACKGROUND 

The Dodd-Frank Act amended the Securities Exchange Act of 1934 (“Exchange Act”) by adding Section 
21F, entitled “Securities Whistleblower Incentives and Protection.”  To implement Section 21F, among other 
things, the Commission adopted Rule 21F-173 under the Exchange Act, which provides that “no person may take 
any action to impede an individual from communicating directly with the Commission staff about a possible 
securities law violation, including enforcing, or threatening to enforce, a confidentiality agreement . . . with 
respect to such communications.”  Rule 21F-17 became effective on August 12, 2011. 

Recent Enforcement actions have identified certain provisions of confidentiality or other agreements 
required by employers as contributing to violations of Rule 21F-17 because they contained language that, by itself 
or under the circumstances in which the agreements were used, impeded employees and former employees from 

                                                      
1  The views expressed herein are those of the staff of OCIE, in coordination with other staff of the Securities and Exchange 

Commission (“SEC” or “Commission”), including staff of the Division of Investment Management and the Division of Enforcement.  
The Commission has expressed no view on the contents of this Risk Alert.  This document was prepared by the SEC staff and is not 
legal advice. 

2  See, e.g., In the Matter of KBR, Inc., Release No. 34-74619 (April 1, 2015), https://www.sec.gov/litigation/admin/2015/34-74619.pdf; 
In the Matter of Merrill Lynch, Pierce, Fenner & Smith Incorporated et al, Release No 78141, (June 23, 2016), 
https://www.sec.gov/litigation/admin/2016/34-78141.pdf; In the Matter of Health Net, Inc. Release No 78590 (Aug. 16, 2016), 
https://www.sec.gov/litigation/admin/2016/34-78590.pdf; In the Matter of BlueLinx Holdings Inc., Release No. 78528 (Aug. 10, 
2016), https://www.sec.gov/litigation/admin/2016/34-78528.pdf; In the Matter of Anheuser-Busch, Release No. 78957 (Sept. 28, 
2016), https://www.sec.gov/litigation/admin/2016/34-78957.pdf. 

3  “Implementation of the Whistleblower Provisions of Section 21F of the Securities Exchange Act of 1934,” Release No. 34-64545, 
http://www.sec.gov/rules/final/2011/34-64545.pdf. 

In this Alert:  

Topic:  Examinations of 
investment advisers’ and 
broker-dealers’ compliance 
with Whistleblower Rules.  

Key Takeaways:  OCIE is 
including in certain 
examinations a review of 
registrants’ compliance 
with rules impacting 
whistleblowers and 
potential whistleblowers 
that arose out of the Dodd-
Frank Act. 

https://www.sec.gov/litigation/admin/2015/34-74619.pdf
https://www.sec.gov/litigation/admin/2016/34-78141.pdf
https://www.sec.gov/litigation/admin/2016/34-78590.pdf
https://www.sec.gov/litigation/admin/2016/34-78528.pdf
https://www.sec.gov/litigation/admin/2016/34-78957.pdf
http://www.sec.gov/rules/final/2011/34-64545.pdf
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communicating with the Commission concerning possible securities law violations.4  This potential chilling effect 
can be especially pronounced when such documents (e.g., severance agreements) provide that an employee may 
forfeit all benefits if he or she violates any terms of the agreement.  

Remedial actions taken in recent Enforcement actions have included: 

• revising documents on a going-forward basis to make it clear that nothing contained in those documents 
prohibits employees or former employees from voluntarily communicating with the Commission or other 
authorities regarding possible violations of law or from recovering a Commission whistleblower award;5 

• providing general notice to employees, or notice to employees who signed restrictive agreements, of their 
right to contact the Commission or other authorities;6 and 

• contacting former employees who signed severance agreements to inform them that the company does not 
prohibit them from communicating with the Commission or seeking a whistleblower award.7 

II. EXAMINATIONS 

In examinations where the Staff includes a review of registrants’ compliance with Rule 21F-17, the Staff 
is analyzing a variety of documents, including: 

• Compliance Manuals;  
• Codes of Ethics;  
• Employment Agreements; and 
• Severance Agreements. 

In this review, the Staff assesses whether these documents contain provisions similar to those in 
agreements that the Commission has found to violate Rule 21F-17, including provisions that: (a) purport to limit 
the types of information that an employee may convey to the Commission or other authorities;8 and (b) require 
departing employees to waive their rights to any individual monetary recovery in connection with reporting 
information to the government.9 

                                                      
4  See In the Matter of Health Net, Inc. (respondent’s severance agreements included language requiring the signatory to waive his or her 

right to any monetary recovery pursuant to Section 21F of the Exchange Act); In the Matter of BlueLinx Holdings Inc. (respondent’s 
severance agreements included language requiring the signatory to waive his or her right to any monetary recovery related to any 
government investigation); In the Matter of Merrill Lynch, Pierce, Fenner & Smith Incorporated et. al. (language found in 
Respondent’s form severance agreement limited the types of disclosures that the employees could make to the Commission or 
government authorities); In the Matter of KBR, Inc. (before interviewing employees in internal investigations into possible securities 
law violations, Respondent required witnesses to sign a confidentiality statement agreeing that they would not discuss the subject 
matter of the interview without prior approval of the Law Department);  In the Matter of Anheuser-Busch (respondent’s separation 
agreement contained language that impeded an employee of respondent’s wholly owned subsidiary from communicating directly with 
Commission staff). 

5  See, e.g., In the Matter of BlueLinx Holdings Inc.; In the Matter of KBR, Inc.; see also In the Matter of Merrill Lynch, Pierce, Fenner 
& Smith Incorporated et al. 

6  See, e.g., In the Matter of KBR, Inc.; see also In the Matter of Merrill Lynch, Pierce, Fenner & Smith Incorporated et al.  
7  See, e.g., In the Matter of Health Net, Inc.; In the Matter of BlueLinx Holdings Inc. 
8  See, e.g., In the Matter of Merrill Lynch, Pierce, Fenner & Smith Incorporated et al. 
9  See, e.g., In the Matter of Health Net, Inc.; In the Matter of BlueLinx Holdings Inc.  
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The Staff also assesses whether these documents contain other provisions that may contribute to 
violations of Rule 21F-17 in circumstances where their use impedes employees or former employees from 
communicating with the Commission, such as provisions that: 

(a) require an employee to represent that he or she has not assisted in any investigation involving the 
registrant; 

(b) prohibit any and all disclosures of confidential information, without any exception for voluntary 
communications with the Commission concerning possible securities laws violations; 

(c) require an employee to notify and/or obtain consent from the registrant prior to disclosing confidential 
information, without any exception for voluntary communications with the Commission concerning 
possible securities laws violations; or 

(d) purport to permit disclosures of confidential information only as required by law, without any exception 
for voluntary communications with the Commission concerning possible securities laws violations.10 

When examining registrants’ compliance with Rule 21F-17, the Staff is citing deficiencies and making 
referrals to the Division of Enforcement where appropriate. 

III. Conclusion 
 

Registrants are encouraged to consider the issues identified in this Risk Alert to evaluate whether their 
compliance manuals, codes of ethics, employment agreements, severance agreements, and other documents 
contain language that may be inconsistent with Rule 21F-17.   

The Staff welcomes comments and suggestions about how the Commission’s examination program can 
better fulfill its mission to promote compliance, prevent fraud, monitor risk, and inform Commission policy.  If 
you suspect or observe activity that may violate the federal securities laws or otherwise operates to harm 
investors, please notify us at http://www.sec.gov/complaint/info_tipscomplaint.shtml. 

 

                                                      
10  See, e.g., In the Matter of KBR, Inc.; see also In the Matter of Merrill Lynch, Pierce, Fenner & Smith Incorporated et al. 

This Risk Alert is intended to highlight for firms risks and issues that the staff has identified.  In addition, this Risk Alert describes 
risks that firms may consider to (i) assess their supervisory, compliance and/or other risk management systems related to these 
risks, and (ii) make any changes, as may be appropriate, to address or strengthen such systems. Other risks besides those described 
in this Risk Alert may be appropriate to consider, and some may not be applicable to a particular firm’s business.  The adequacy of 
supervisory, compliance and other risk management systems can be determined only with reference to the profile of each specific 
firm and other facts and circumstances. 

http://www.sec.gov/complaint/info_tipscomplaint.shtml
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Client Update 
SEC Brings First Stand-Alone 
Anti-Retaliation Enforcement 
Action Under Dodd-Frank 

 

Last week, the U.S. Securities and Exchange Commission (the “SEC” or the 

“Commission”) announced its second whistleblower retaliation case since the 

enactment of Dodd-Frank’s anti-retaliation provisions in 2011. The In the Matter 

of International Game Technology1 case is also the first enforcement action to 

allege retaliation based on whistleblower activity that did not lead to a 

settlement of a substantive violation of the securities laws. The case is a stark 

reminder of the importance of implementing robust anti-retaliation policies that 

are consistently applied to alleged whistleblowers, even in those cases where the 

claims raised by the whistleblowers turn out to have not been well-founded.  

BACKGROUND 

International Game Technology (“IGT”), a manufacturer and distributor of slot 

machines and other casino gaming equipment, agreed to pay $500,000 to settle 

allegations that it terminated a high-performing employee for raising concerns 

about the company’s cost accounting methodology with senior management and 

the SEC. In particular, the whistleblower reported to his managers, the 

company’s internal complaint hotline and the SEC that IGT’s public financial 

statements might have been misstated because IGT applied inflated estimates to 

account for the cost of refurbished parts that were used in the gaming 

equipment that IGT leased. The settlement order emphasizes the whistleblower’s 

glowing performance evaluations in the years leading up to his complaint, noting 

that he had high potential to become one of IGT’s vice presidents. 

Immediately after IGT received the complaint through its internal hotline, IGT 

retained outside counsel to conduct an internal investigation. The SEC’s order 

states that the whistleblower was removed from two of IGT’s significant 

                                                             
1
  In the Matter of International Game Technology, Exchange Act Release No. 78991 (Sept. 29, 

2016). 
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business opportunities while this investigation was pending. The internal 

investigation ultimately found that IGT’s cost accounting model was appropriate 

and that its financial statements did not contain misstatements. According to the 

SEC’s order, the whistleblower, who is not an accountant, was terminated by 

IGT when the investigation concluded. 

ANALYSIS 

Section 21F of the Securities Exchange Act of 1934 (the “Exchange Act”), which 

was enacted pursuant to Dodd-Frank, provides various whistleblower 

protections and incentives, including a bounty program for individuals who 

report original information to the SEC and anti-retaliation provisions to protect 

individuals who report wrongdoing. Specifically, Exchange Act Section 21F(h) 

prohibits an employer from discharging, demoting, suspending, threatening, 

harassing or in any other manner discriminating against a whistleblower in the 

terms of employment because the whistleblower engaged in protected 

whistleblowing activities, including providing information to the employer or 

the SEC concerning a violation of the securities laws.2 In its press release 

announcing the settlement with IGT, the Commission stated that IGT violated 

Section 21F(h) because the whistleblower “was removed from significant work 

assignments within weeks of raising concerns about the company’s cost 

accounting model” and “was terminated approximately three months later.”3 

In 2014, the SEC brought its first case alleging improper retaliation under 

Section 21F(h) against investment adviser Paradigm Capital Management, Inc. 

and its owner, Candace Weir.4 In that case, the SEC alleged that Paradigm and 

Weir retaliated against a whistleblower who had reported trading violations 

under the Investment Advisers Act. The SEC’s charges against Paradigm and 

Weir involved both substantive violations of the Investment Advisers Act and 

retaliation charges under Exchange Act Section 21F(h). More recently, the 

Commission has brought two enforcement actions against employers for 

                                                             
2
  15 U.S.C. 78u-6(h)(1)(A). 

3
  Press Release, SEC: Casino-Gambling Company Retaliated Against Whistleblower (Sept. 29, 

2016), available at https://www.sec.gov/news/pressrelease/2016-204.html. 

4
  See Debevoise & Plimpton LLP, Client Update: SEC Brings First Anti-Retaliation 

Enforcement Action Under Dodd-Frank (June 19, 2014), available at 
http://www.debevoise.com/insights/publications/2014/06/sec-brings-first-antiretaliation-
enforcement-act__. 

http://www.debevoise.com/insights/publications/2014/06/sec-brings-first-antiretaliation-enforcement-act__
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entering into contracts that can be read to impede their employees from 

reporting wrongdoing to the SEC.5 

The enforcement action against IGT is unique because it is the first 

whistleblower retaliation case that did not also include a settlement of 

substantive violations of the securities laws, reflecting the SEC’s continued 

commitment to making enforcement of these provisions a priority. When 

announcing the IGT enforcement action, Jane A. Norberg, the new Chief of the 

SEC’s Office of the Whistleblower, stressed that “[b]ringing retaliation cases, 

including this first stand-alone retaliation case, illustrates the high priority we 

place on ensuring a safe environment for whistleblowers.” She reiterated that the 

SEC “will continue to exercise our anti-retaliation authority when companies 

take reprisals for whistleblowing efforts.”6  

KEY TAKEAWAYS 

As the IGT and Paradigm decisions make clear, employers must act cautiously 

and should consult with counsel before taking any adverse employment action 

against an employee who has reported wrongdoing, even if a determination is 

made that a whistleblower complaint is unsupported. Additionally, employers 

should avoid any activities that seek, or could be seen as seeking, to prevent or 

discourage whistleblowing complaints.  

* * * 

Please do not hesitate to contact us with any questions. 

                                                             
5
  See Debevoise & Plimpton LLP, Client Update: SEC Brings Action Against Employer for 

Agreements Requiring Employees to Waive Recovery if They Blow the Whistle (Aug. 11, 
2016), available at http://www.debevoise.com/insights/publications/2016/08/sec-brings-
action-against-employer-for-agreements; Debevoise & Plimpton LLP, Client Update: SEC 
Brings First-of-Its-Kind Action for Confidentiality Agreement that Discourages 
Whistleblowing (Apr. 6, 2015), available at 
http://www.debevoise.com/insights/publications/2015/04/sec-brings-first-of-its-kind. 

6
  Press Release, SEC: Casino-Gambling Company Retaliated Against Whistleblower (Sept. 29, 

2016), available at https://www.sec.gov/news/pressrelease/2016-204.html. 

http://www.debevoise.com/insights/publications/2016/08/sec-brings-action-against-employer-for-agreements
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Client Update 
SEC Brings Action Against 
Employer for Agreements 
Requiring Employees to 
Waive Recovery if They Blow 
the Whistle  

 

This week, the U.S. Securities and Exchange Commission (“SEC” or the 

“Commission”) announced its second major enforcement action against an 

employer for using contracts with employees that seek to impede employees 

from engaging in protected whistleblowing activity. Under rules that went into 

effect five years ago pursuant to Dodd-Frank, such employment contracts are 

prohibited.  

In its settlement order, the SEC faulted BlueLinx Holdings, Inc., an Atlanta-

based building supply distributor, for various severance agreements that it has 

used over the past five years, which could have the effect of limiting the 

whistleblowing activities of its former employees.1 In particular, earlier versions 

of the agreements prohibited disclosure of BlueLinx confidential information or 

trade secrets except as required by law and only following written disclosure to 

the BlueLinx Legal Department. Subsequent versions permitted disclosure to 

certain regulators, including the Equal Employment Opportunity Commission, 

the National Labor Relations Board, the Occupational Safety and Health 

Administration, and the SEC, but required the employee to agree to “waive[] the 

right to any monetary recovery in connection with any such complaint or charge 

that the Employee may file with an administrative agency.”2 

Section 21F of the Exchange Act, a provision of Dodd-Frank, provides for various 

whistleblower protections and incentives, including a bounty program for 

individuals that report original information to the SEC. Exchange Act Rule 21F-

                                                             
1
 In re BlueLinx Holdings, Inc., Exchange Act Release No. 78528 (Aug. 10, 2016). 

2
 Id. 
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17, which the SEC passed implementing the provision, prohibits “any action to 

impede an individual from communicating directly with the Commission staff 

about a possible securities law violation, including enforcing, or threatening to 

enforce, a confidentiality agreement.”3 In its order, the SEC argued that the 

BlueLinx severance agreements “undermine the purpose of Section 21F, which is 

to ‘encourage individuals to report to the Commission’ and violate Rule 21F-17(a) 

by impeding individuals from communicating directly with the Commission 

staff about possible securities law violations.”    

Last year, following several public statements warning against employee 

contracts or other measures that seek to limit employees’ ability to report 

wrongdoing to the Commission,4 the SEC brought its first case against an 

employer for a confidentiality agreement that it claimed did just that. In that 

enforcement action, KBR, a technology and engineering firm, settled SEC 

allegations that confidentiality agreements it used in internal investigation 

interviews might be interpreted to limit employees’ ability to report wrongdoing 

to regulators, including the SEC.5 As part of settling the matter, KBR agreed to a 

$130,000 penalty and to amend its confidentiality agreement language.  

The $265,000 penalty for BlueLinx, more than double that for KBR, likely 

reflects the egregiousness of its violation. Whereas the confidentiality agreement 

in KBR contained a blanket prohibition on disclosing the substance of internal 

investigation interviews without prior approval of the KBR legal department, 

some of the BlueLinx severance agreements explicitly discouraged 

whistleblowing to regulators by requiring employees that did so to waive 

potential monetary recoveries.  

In addition to the monetary penalty, BlueLinx agreed to amend its severance 

agreement to allow employees to report to regulators with impunity and agreed 

to contact former employees that had signed the old agreements, notifying them 

of their right to do the same. 

                                                             
3
 17 C.F.R. § 240.21F-17(a). 

4
 See Debevoise & Plimpton LLP, Client Update: Head of SEC Whistleblower Office Warns 

against Interference with Potential Whistleblowers (Apr. 24, 2014), available at 
http://www.debevoise.com/insights/publications/2014/04/head-of-sec-whistleblower-
office-warns-against-i__ (The SEC was “actively looking for examples of confidentiality 
agreements, separation agreements, [and] employee agreements” that condition certain 
benefits on not reporting activities to regulators, including the SEC.). 

5
 See Debevoise & Plimpton LLP, Client Update: SEC Brings First-of-Its-Kind Action for 

Confidentiality Agreement that Discourages Whistleblowing (Apr. 6, 2015), available at 
http://www.debevoise.com/insights/publications/2015/04/sec-brings-first-of-its-kind.  

http://www.debevoise.com/insights/publications/2014/04/head-of-sec-whistleblower-office-warns-against-i__
http://www.debevoise.com/insights/publications/2014/04/head-of-sec-whistleblower-office-warns-against-i__
http://www.debevoise.com/insights/publications/2015/04/sec-brings-first-of-its-kind
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The BlueLinx enforcement action represents an important reminder for 

employers to review all agreements that they have with current and former 

employees to ensure that the confidentiality provisions do not explicitly or 

implicitly prohibit protected whistleblowing activities. To the extent past 

agreements contain prohibited language, the employer should consult with 

counsel about whether and how to address the matter. 

* * * 

Please do not hesitate to contact us with any questions. 
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Client Update 
Recent Decisions Create 
Further Uncertainty on 
Question of Whether Internal 
Reporting Triggers Dodd- 
Frank Whistleblower Anti-
Retaliation Protection 

 

There is uncertainty under the law on an important question relating to the anti-

retaliation provision of the Dodd-Frank Act. Specifically, the courts have 

disagreed about whether a purported whistleblower must report wrongdoing to 

the U.S. Securities and Exchange Commission (“SEC”) in order to be protected, 

or, instead, whether internal reporting within a company or reporting to a 

different regulator is sufficient. As we noted in a previous Client Update, the 

Second Circuit1 held in September that the Dodd-Frank anti-retaliation 

provision protects whistleblowers who complain only to their employers, while 

the Fifth Circuit,2 and a minority of district courts to have considered this issue, 

have held that the anti-retaliation provision of Dodd-Frank is limited to those 

who provide information to the SEC and does not extend to protect those who 

report internally or to another regulator or law enforcement agency.  

Two federal district courts recently issued decisions on this important question. 

Both courts—one in the Eastern District of Tennessee and one in the Eastern 

District of Virginia—sided with the Fifth Circuit. The decision in the Eastern 

District of Tennessee has already been appealed to the Sixth Circuit Court of 

Appeals, which inevitably will deepen the circuit split and perhaps make review 

of this issue by the U.S. Supreme Court more likely.  

                                                             
1
  See Berman v. Neo@Ogilvy LLC, 801 F.3d 145 (2d Cir. 2015). 

2
 Asadi v. G.E. Energy (USA), LLC, 720 F.3d 620 (5th Cir. 2013). 
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The dispute centers on whether Dodd-Frank’s definition of a “whistleblower” as 

someone who reports a potential violation to the SEC limits the scope of 

individuals who are protected under the law’s anti-retaliation provision. Dodd-

Frank’s anti-retaliation provision prohibits an employer from taking adverse 

employment action against a whistleblower who either (i) provides information 

to the SEC; (ii) testifies in or assists in an SEC investigation or action based on 

information provided; or (iii) makes disclosures that are required or protected 

under the Sarbanes-Oxley Act (“SOX”), the federal securities laws and rules, or 

section 1513(e) of title 18.3  

EASTERN DISTRICT OF TENNESSEE DECISION 

In Verble v. Morgan Stanley Smith Barney, LLC,4 an investment advisor alleged 

that he was placed on leave and eventually terminated for assisting federal 

authorities, including the FBI, with respect to several alleged frauds, including a 

scheme against the government and insider trading by colleagues at his 

employer, Morgan Stanley Smith Barney (“MSSB”). Plaintiff was placed on 

temporary leave and eventually terminated. Three months after termination, the 

Plaintiff filed a complaint with the SEC regarding the underlying activity. 

Plaintiff brought retaliation claims under Dodd-Frank and SOX,5 as well as other 

claims. 

Plaintiff claimed that his termination violated the Dodd-Frank anti-retaliation 

provision, which prohibits an employer from terminating a whistleblower for 

any lawful act done by the whistleblower “in making disclosures that are 

required or protected under . . . section 1513(e) of Title 18 . . .”6 Section 1513 

criminalizes retaliation against a witness, victim or informant who provides 

information to a law enforcement officer.7 Plaintiff alleged his reporting to the 
                                                             
3
  See 15 U.S.C. § 78u-6(h)(1)(A). The anti-retaliation provision creates a cause of action for 

any individual who is improperly discharged or discriminated against, allowing that 
individual to seek reinstatement, two times back pay, and costs. Id. § 78u-6(h)(1)(B). 

4
  No. 3:14-CV-74, 2015 WL 8328561 (Dec. 8, 2015 E.D. Tenn.). 

5
  Plaintiff’s SOX claims were dismissed by the court because he failed to follow a 

statutorily imposed administrative procedure, which requires employees to file a 
complaint with the Occupational Safety and Health Administration (“OSHA”) within 
180 days of the violation and another 180 days for OSHA to resolve the complaint 
administratively. Id. at *3 (citing 18 U.S.C. 1514A(b)). If the plaintiff had followed this 
procedure, his SOX claim may have been allowed to proceed because SOX’s anti-
retaliation provision does not require reporting to the SEC and expressly protects 
whistleblowers who report certain wrongdoing to law enforcement or internally. See 18 
U.S.C. 1514A(a). 

6
  15 U.S.C. § 78u-6(h)(1)(A)(iii). 

7
  See 18 U.S.C. 1513(e).  
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FBI fell within this provision and thus also the anti-retaliation provision of 

Dodd-Frank. 

The district court disagreed. It found the plain language of Dodd-Frank’s 

statutory definition of a “whistleblower” limits protection to “any individual who 

provides  . . . information relating to a violation of the securities laws to the 

Commission.”8 “Because plaintiff did not provide information to the SEC before 

his termination, he does not qualify as a whistleblower as defined in Dodd-Frank, 

and has no protection under §78u-6(h)(1)(A).” Verble, at *10.  

The Verble court thus rejected the Second Circuit’s reasoning in Berman, which 

found the anti-retaliation provision and definition sections of Dodd-Frank in 

tension, and thus gave “Chevron deference to the reasonable interpretation of 

the agency charged with administering the statute.” Berman, at 155. The Berman 

court found that the SEC’s Rule 21F-2, implementing the anti-retaliation 

provision of Dodd-Frank, does not require reporting to the SEC to qualify for 

protection.9 By contrast, the judge in Verble found the statutes were not in 

tension (and thus not deserving of Chevron deference); the two provisions could 

be read together to protect a narrow group of whistleblowers who “provide[] 

information to both the SEC and the FBI, but [the employer] was only aware of 

the disclosure to the FBI and terminated plaintiff for that reason.” Verble, at *8.  

EASTERN DISTRICT OF VIRGINIA DECISION 

In Puffenbarger v. Engility Corp.,10 a director of payroll raised concerns to the 

company’s Chief Accounting Officer (“CAO”) about the payment of cash 

(approximately $850) to a coworker for personal time off accrued, in alleged 

contravention of company policy. One week later, the company announced a 

restructuring of the Payroll Department, which plaintiff alleged reduced her 

duties and the number of people reporting to her, in alleged retaliation for her 

complaint to the CAO (the company disputed that the changes were related to 

the plaintiffs’ complaint, and argued the restructuring had been planned for 

months). Plaintiff brought retaliation claims under SOX11 and Dodd-Frank. 

                                                             
8
  15 U.S.C. § 78u-6(a)(6).  

9
  See Securities Whistleblower Incentives and Protections, 76 Fed. Reg. 34300, 34304 (June 

13, 2011). 

10
  No. 1:15-cv-188, 2015 WL 9686978 (E.D. Va. Dec. 31, 2015). 

11
  The court granted defendant’s motion for summary judgment on the SOX claim, which 

in the Fourth Circuit requires a plaintiff to show both a subjectively and objectively 
reasonable belief that the conduct complained of constituted a violation of one of the 
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In addressing the Dodd-Frank claim, the Puffenbarger court reached the same 

conclusion as the Fifth Circuit and the Verble court. Namely, “the statutory 

definition of ‘whistleblower’ for purposes of a Dodd-Frank retaliation claim is 

plain and unambiguous insofar as it is limited to individuals who provide the 

specified information to the SEC.” Puffenbarger, at *9. Since, the plaintiff had 

never reported anything to the SEC—only internally—the court granted 

defendant’s summary judgment motion.12 

CONCLUSION 

Both recent decisions highlight the legal uncertainty around the question of who 

is a protected whistleblower under Dodd-Frank’s anti-retaliation provision. 

These decisions also underscore the importance of ensuring robust policies and 

procedures relating to internal reporting of whistleblower concerns and 

protections of potential whistleblowers from retaliation. Since the 

implementation of Dodd-Frank, every year has seen a rise in the number of 

whistleblower complaints the SEC receives.13 This is an area of particular focus 

for the SEC as well as private litigants and a trend that we see continuing into 

the foreseeable future. Companies should regularly monitor and test the 

effectiveness of their whistleblower policies and procedures in order to mitigate 

risks associated with potential whistleblower retaliation claims. 

* * * 

Please do not hesitate to contact us with any questions. 

                                                                                                                                                         
laws listed in the retaliation provision of SOX (18 U.S.C. §1514A). Puffenbarger, at *5. 
The court found the latter lacking: “no reasonable juror could conclude that a reasonable 
person in plaintiff’s position would have believed that the [personal time off] cash out 
constituted a violation of any of the fraud-related laws and regulations referenced in 
[SOX].” Id. Nor was it reasonable for plaintiff to believe that the cash payout had a 
material effect on the financial statements of the company. Id. at 6. 

12
  The court also noted that plaintiff’s claim would fail under any reading of the statute 

because she was attempting to seek protection under the Dodd-Frank anti-retaliation 
provision that protects whistleblowers whose activity was “protected under SOX,” and 
the plaintiff could not prove her activity was. Id. at *9. 

13
  See SEC, 2015 Annual Report to Congress on the Dodd-Frank Whistleblower Program 

(Nov. 16, 2015), available at: http://www.sec.gov/about/offices/owb/annual-report-
2015.pdf.  

http://www.sec.gov/about/offices/owb/annual-report-2015.pdf
http://www.sec.gov/about/offices/owb/annual-report-2015.pdf
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Client Update 
Second Circuit Creates 
Circuit Split on the Question 
Of Whether Internal 
Reporting Triggers 
Whistleblower Anti-
Retaliation Protection under 
Dodd-Frank 

 

In a much-anticipated decision, a divided panel of the Second Circuit Court of 

Appeals yesterday held in Berman v. Neo@Ogilvy LLC1 that internal reporting of 

alleged wrongdoing to an employer is sufficient to trigger protection under 

Dodd-Frank’s anti-retaliation provision and that whistleblowers need not report 

externally to the U.S. Securities and Exchange Commission (“SEC”) in order to 

be afforded such protection. In so holding, the Second Circuit created a circuit 

split with the Fifth Circuit, whose 2013 decision in Asadi v. G.E. Energy (USA), 

LLC2 held that, under the plain language of the statute, the anti-retaliation 

provision covers only those who blow the whistle externally by providing 

information to the SEC. With this circuit split, it seems likely that the question 

will ultimately be addressed by the U.S. Supreme Court. 

BACKGROUND 

The Berman v. Neo@Ogilvy LLC case involved the former finance director of 

Neo@Ogilvy LLC (“Neo”), who was terminated in April 2013 after he reported a 

number of alleged violations of GAAP, Sarbanes-Oxley and Dodd-Frank 

internally at Neo. Following his termination, he reported his allegations to the 

Audit Committee of Neo’s parent company, WPP Group USA, Inc., in August 

2013, and to the SEC in October 2013. In January 2014, Berman sued Neo and 

                                                             
1
 No. 14-4626, slip. op. (Sept. 10, 2015) (“Second Circuit Decision”). 

2
 720 F.3d 620 (5th Cir. 2013). 
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WPP alleging retaliation in violation of Dodd-Frank. Dodd-Frank provides a 

private cause of action to an individual who is retaliated against for engaging in 

whistleblowing activity, allowing the whistleblower to seek reinstatement, 

double back pay, and litigation costs and attorneys’ fees.3 The District Court, 

agreeing with defendants, dismissed Berman’s complaint, reasoning that Berman 

did not meet the Dodd-Frank statutory definition of a whistleblower because he 

had not reported externally to the SEC before the alleged retaliation occurred.4 

THE SECOND CIRCUIT OPINION 

The issue on appeal to the Second Circuit in Berman v. Neo@Ogilvy LLC was 

whether an individual must report wrongdoing to the SEC, or whether internal 

reporting is sufficient to meet the statutory definition of “whistleblower” for the 

purposes of triggering the protections of the anti-retaliation provision of Dodd-

Frank. 

The legal uncertainty arises from what the Second Circuit found to be 

ambiguous Dodd-Frank statutory language on the definition of a 

“whistleblower” for purposes of the anti-retaliation provisions of the Act. 

Specifically, Dodd-Frank Section 21F(a)(6)’s definition of “whistleblower” 

appears to require “voluntarily provid[ing] original information to the 

Commission,” but Section 21F(h)(1)(A)—the anti-retaliation provision—states 

that an employer may not retaliate against a whistleblower who makes 

disclosures required or protected by Sarbanes-Oxley, the Exchange Act, 18 U.S.C. 

§1513(e) and other laws and rules subject to SEC jurisdiction.5 Since Sarbanes-

Oxley contains several provisions requiring internal reporting of securities law 

violations or improper practices, the SEC and plaintiffs have argued that the two 

sections appear to be in tension, creating ambiguity in the definition. 

Importantly, the SEC’s rules implementing the whistleblower provisions, issued 

in 2011, take a broad view of who qualifies as a “whistleblower” for purposes of 

the anti-retaliation provision, and they do not require reporting externally to the 

SEC.6 

                                                             
3
 15 U.S.C § 78u–6(h)(1)(C). 

4
 Berman v. Neo@Ogilvy LLC, No. 1:14-cv-523, 2014 WL 6860583 (S.D.N.Y. Dec. 4, 2014). 

5
 See 15 U.S.C. § 78u-6(h)(1)(A)(iii). 

6
 Securities Whistleblower Incentives and Protections, 76 Fed. Reg. 34300, 34304 (June 13, 

2011). 
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The Fifth Circuit was the first circuit court to consider the issues in Asadi v. G.E. 

Energy (USA), LLC.7 The Fifth Circuit in that case expressly “reject[ed] the SEC’s 

expansive interpretation of the term ‘whistleblower’ for purposes of the 

whistleblower-protection provision” and held that the plain language of the 

statute provides protection only to whistleblowers who provide information to 

the SEC.8 The Fifth Circuit reasoned that an individual who simultaneously 

reported internally and to the SEC would satisfy both the definitional provision 

21F and the anti-retaliation provision, so the two provisions were not necessarily 

in conflict.9 

The Second Circuit rejected the Fifth Circuit’s reading of the statute, finding that 

requiring reporting to the SEC would significantly limit the scope of the anti-

retaliation provision for two reasons. First, few whistleblowers are likely to 

report wrongdoing to the government simultaneously with reporting internally 

because “reporting to a government agency creates a substantial risk of 

retaliation,” but “reporting only to their employer offers the prospect of having 

the wrongdoing ended.”10 Second, several Sarbanes-Oxley provisions prohibit 

auditors and attorneys from reporting wrongdoing to the SEC until after they 

have reported the wrongdoing to their employer, so requiring simultaneous 

reporting would prevent them from obtaining the protections of the anti-

retaliation provision.11 

Citing its view of the ambiguity presented by the two Dodd-Frank sections and 

the lack of legislative history to provide guidance, the Second Circuit 

concluded—after a lengthy analysis of the statutory language—that it was 

obliged “to give Chevron deference to the reasonable interpretation of the 

agency charged with administering the statute.”12 Under the SEC’s broad 

interpretation, as articulated in its interpretive rule, whistleblower Berman 

would be allowed to pursue Dodd-Frank remedies for alleged retaliation even 

though he did not report to the SEC before the alleged retaliation occurred.  In 

reversing and remanding the case for further proceedings, the Second Circuit 

                                                             
7
 720 F.3d 620 (5th Cir. 2013). 

8
 Id. at 630. 

9
 Id. at 627-28. 

10
 Second Circuit Decision, at 17. 

11
 Id. at 18-19 (citing 15 U.S.C. §§ 78j-1; 7245) (also noting that the SEC’s Standards of 

Professional Conduct Rule 3 would prohibit simultaneous reporting). 

12
 Id. at 28. 
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noted that its analysis was consistent with the majority of district courts which 

have considered the question. 

CONCLUSION 

The Second Circuit’s decision is a strong reminder to companies of the perils of 

potential retaliation against employees who report alleged wrongdoing. 

Companies should take care to monitor and test the effectiveness of their 

policies and procedures around internal reporting of alleged misconduct. It is 

imperative to evaluate carefully and thoughtfully internal whistleblower 

complaints before taking any action that could be perceived as retaliatory against 

the employee raising the complaints. SEC Chair Mary Jo White has advised 

companies to “embrace [whistleblowers] as a constructive part of the process to 

expose the wrongdoing that can harm a company and its reputation.”13 

Companies should take note that the SEC continues to devote significant 

attention to whistleblower retaliation and protection issues, a trend we do not 

anticipate will slow any time soon. 

* * * 

Please do not hesitate to contact us with any questions. 

                                                             
13

 See Mary Jo White, Chair, SEC, Address at Ray Garrett, Jr. Corporate & Securities Law 
Institute- Northwestern University School of Law: The SEC as the Whistleblower’s 
Advocate (Apr. 30, 2015). 
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Client Update 
SEC Brings First-of-Its-Kind 
Action for Confidentiality 
Agreement that Discourages 
Whistleblowing 

 

Approximately a year ago, Debevoise & Plimpton LLP issued a client update 

regarding statements made by the Chief of the SEC’s Office of the 

Whistleblower, Sean McKessy, in which he warned companies and their counsel 

against drafting contracts that attempt to dissuade would-be whistleblowers 

from reporting company wrongdoing to the SEC.1 Mr. McKessy specifically 

noted that his office was “actively looking for examples of confidentiality 

agreements, separation agreements, [and] employee agreements” that condition 

certain benefits on not reporting activities to regulators, including the SEC. Last 

week, the SEC held true to its word and announced a first-of-its-kind 

enforcement action against Houston-based technology and engineering firm, 

KBR, Inc., in which KBR agreed to settle allegations that certain of its 

confidentiality agreements could be read to impede employees from reporting 

wrongdoing to the SEC.2 While neither admitting nor denying the findings, KBR 

agreed to pay a $130,000 penalty and to amend its confidentiality agreement 

language.  

When implementing the whistleblower provisions of Dodd-Frank, the SEC 

broadly interpreted the anti-retaliation protections of the Act when issuing 

Exchange Act Rule 21F-17, which—among other protections—prohibits “any 

action to impede an individual from communicating directly with the 

Commission staff about a possible securities law violation, including enforcing, 

                                                             
1
  See Debevoise & Plimpton LLP, Client Update: Head of SEC Whistleblower Office Warns 

against Interference with Potential Whistleblowers (Apr. 24, 2014), available at 
http://www.debevoise.com/insights/publications/2014/04/head-of-sec-whistleblower-
office-warns-against-i__ 

2
  In re KBR, Inc., Exchange Act Release No. 74619 (Apr. 1, 2015). 
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or threatening to enforce, a confidentiality agreement.”3 The KBR action is the 

first time the SEC has sought to enforce that provision. 

The SEC order alleges that KBR regularly conducts internal investigations of 

potential wrongdoing at the company, and as part of these investigations, 

typically interviews KBR employees. At the start of the interviews, internal 

investigators ask the employees to sign confidentiality statements regarding the 

interview and the information provided. Specifically, the SEC alleges, KBR 

witnesses had to agree to the following contractual provision:  

I understand that . . . I am prohibited from discussing 
any particulars regarding this interview and the subject 
matter discussed during the interview, without the prior 
authorization of the Law Department. I understand that 
unauthorized disclosure . . . may be grounds for 
disciplinary action up to and including termination of 
employment.4 

According to the SEC, such language could discourage a witness-employee from 

bringing wrongdoing to the attention of the SEC without approval from KBR’s 

law department. Even though the SEC acknowledged that it knew of no 

instances when a KBR employee was, in fact, prevented from communicating 

with the SEC, or when KBR sought to enforce the confidentiality agreement or 

prevent such communications, the SEC found the potential for such interference 

sufficient to bring the action. 

In light of the KBR action, public companies and regulated entities should avoid 

broad confidentiality language in contracts with employees that do not contain 

an express carve out for reporting to governmental entities.5 Specifically, Mr. 

McKessy advises employers to “review and amend existing and historical 

agreements that in word or effect stop their employees from reporting potential 

                                                             
3
  17 C.F.R. § 240.21F-17(a). 

4
  In re KBR, Inc., at 2, ¶6. 

5
  By example, the KBR Confidentiality statement now contains the following language:  

 Nothing in this Confidentiality Statement prohibits me from reporting possible 
violations of federal law or regulation to any governmental agency or entity, including 
but not limited to the Department of Justice, the Securities and Exchange Commission, 
the Congress, and any agency Inspector General, or making other disclosures that are 
protected under the whistleblower provisions of federal law or regulation. I do not need 
the prior authorization of the Law Department to make any such reports or disclosures 
and I am not required to notify the company that I have made such reports or 
disclosures. 
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violations to the SEC.”6 This includes not only confidentiality agreements or 

statements like the one KBR used for internal investigations, but also 

employment agreements, Codes of Conduct, and – perhaps most significantly – 

separation agreements or settlements with departing employees, including those 

who have threatened or filed employment-related litigation. 

While employers should follow this advice, they do not need to be concerned 

that all agreements to maintain confidentiality with employees may run afoul of 

SEC rules. In particular, provisions which seek to maintain confidentiality for 

the purpose of preserving the attorney-client privilege are permitted specifically 

by the SEC’s rules.7 For example, if during an internal investigation, an attorney 

conducts an interview of a company employee, the company may request that 

the employee treat confidential information discussed at the meeting to preserve 

the attorney-client privilege. While not explicitly required under the plain 

language of the SEC’s whistleblower rules, companies should consider whether 

to expressly inform the employee that reporting to the government any 

independent knowledge of wrongdoing (known apart from the privileged 

conversation) is always permitted.  Until this area of the law develops more fully, 

this precautionary step appears to be the safest course to ensure that that the 

SEC cannot allege any interference with would-be whistleblowers. 

While the KBR action may be the first action brought under Rule 21F-17, it is 

unlikely to be the last.  As widely reported in the media earlier this year, the SEC 

has sent inquiries to numerous companies requesting a wide range of non-

disclosure, employment and other agreements, presumably to review whether 

these agreements contain overly broad provisions that may chill whistleblower 

reporting. We expect the SEC’s focus on whistleblower issues to continue and 

perhaps even intensify over the near term.  

* * * 

Please do not hesitate to contact us with any questions. 

                                                             
6
  Press Release, SEC, SEC: Companies Cannot Stifle Whistleblowers in Confidentiality 

Agreements, Apr. 1, 2015, available at http://www.sec.gov/news/pressrelease/2015-
54.html (emphasis added). 

7
  Rule 21F-17 specifically excludes from its prohibitions “agreements dealing with 

information covered by § 240.21F-4(b)(4)(i) and § 240.21F-4(b)(4)(ii) of this chapter 
related to the legal representation of a client.” Rule 21F-4(b)(4)(i) states that “original 
information”—required for a whistleblower to be eligible for an SEC award—excludes 
“information [obtained] through a communication that was subject to the attorney-
client privilege.” 

http://www.sec.gov/news/pressrelease/2015-54.html
http://www.sec.gov/news/pressrelease/2015-54.html
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Understanding the Global Reach of U.S.
Whistleblower Anti-Retaliation Protections
By William McLucas, Laura Wertheimer and Arian June, of
WilmerHale, Washington.

As the Securities and Exchange Commission’s Whistle-
blower Program continues to gain traction, reports of
compliance concerns are likely to increase. Created
under the Dodd-Frank Wall Street Reform and Con-
sumer Protection Act (‘‘Dodd-Frank’’), the SEC’s
Whistleblower Program authorizes payment of boun-
ties to qualified whistleblowers who report ‘‘original in-
formation’’ regarding possible violations of the federal
securities laws to the SEC.1 Dodd-Frank also includes
broad protections against retaliation for whistleblowers
who 1) provide information to the SEC, 2) assist in any
SEC investigation or action relating to such informa-
tion, or 3) make disclosures that are ‘‘required or pro-
tected’’ under various securities laws, including the
Sarbanes-Oxley Act (‘‘SOX’’).2

U.S. data shows that retaliation claims are on the rise:
The Equal Employment Opportunity Commission
(‘‘EEOC’’) reports that retaliation charges filed with
the EEOC under all statutes which it enforces
amounted to 41.1 percent of the total charges filed for
FY 2013,3 and the Occupational Health and Safety Ad-
ministration (‘‘OSHA’’), which receives and investi-
gates whistleblower retaliation claims under more than
20 U.S. laws, including SOX, reports that the total
number of whistleblower retaliation claims increased
in FY 2013, as did SOX retaliation claims.4

As for foreign whistleblowers, nearly 12 percent of the

whistleblower tips received by the SEC during FY 2013
came from employees working outside the U.S., and an
unknown number of additional employees working
outside the U.S. reported concerns about potential vio-
lations of law only to their employers.5 That number
represents nearly a 1 percent increase compared to FY
2012.6

Given the increasing trend of foreign whistleblower
tips received by the SEC, this article explores whether
employees working outside the U.S. who report poten-
tial violations of the securities laws, either internally or
externally, are protected by the anti-retaliation provi-
sions under either SOX or Dodd-Frank.

Extraterritorial Reach of SOX Whistleblower
Protection Provisions

Section 806 of SOX provides protection from retalia-
tion for employees of entities subject to the registration
or reporting requirements of the Securities Exchange
Act of 1934 (‘‘Exchange Act’’).7 Specifically, Section
806 protects any employee of a publicly traded com-
pany from discharge or other discriminatory conduct
by his or her employer because of ‘‘any lawful act done
by the employee to provide information, cause infor-
mation to be provided, or otherwise assist in an inves-
tigation regarding any conduct which the employee
reasonably believes constitutes a violation’’ of the fed-
eral securities laws or any federal statute relating to
fraud against shareholders or any SEC rule or regula-
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tion ‘‘when the information or assistance is provided to
or the investigation is conducted by (A) a Federal regu-
latory or law enforcement agency; (B) any Member of
Congress or any committee of Congress; or (C) a person
with supervisory authority over the employee (or such
other person working for the employer who has the au-
thority to investigate, discover, or terminate miscon-
duct).’’8 By its express terms, SOX does not condition
protection from retaliatory conduct upon the external
reporting of information to the SEC, another federal
regulator, or to Congress.

The text of Section 806 is silent on its extraterritorial ap-
plication. The legislative history of Section 806 reflects
that Congress was primarily concerned about the lack of
adequate, uniform state law protections for whistleblow-
ers even though many publicly traded companies did
business across the U.S.9 Where Congress intended
SOX provisions to apply extraterritorially, it made its in-
tent clear. For example, in Section 1107 of SOX, Con-
gress amended 18 U.S.C. § 1513, which makes it a crime
to retaliate against a witness, victim or informant, to in-
clude an express provision of extraterritoriality.10

The U.S. Court of Appeals for the First Circuit, which is
the only court of appeals to date to address the question,
held that there is no extraterritorial reach of Section
806.11 That court found no mention of extraterritorial-
ity in the language of Section 806, and its lengthy review
of the legislative history of Section 806 found no indica-
tion that Congress considered, much less intended, Sec-
tion 806 to apply outside the U.S.12 It recognized the
presumption announced by the U.S. Supreme Court
that, where Congress ‘‘includes particular language in
one section of a statute but omits it in another section
of the same Act, it is generally presumed that Congress
acts intentionally and purposely in the disparate inclu-
sion or exclusion.’’13 The Court found that Congress
provided for extraterritorial reach in the SOX criminal
whistleblower provision, Section 1107, but did not do so
in the civil whistleblower provision, Section 806, which
reflected that Congress knew how to expressly provide
for extraterritorial application where it so intended.14

For those reasons, the First Circuit concluded that Sec-
tion 806 had no extraterritorial application.15

The U.S. Department of Labor Administrative Review
Board (‘‘ARB’’) and administrative law judges have
reached the same conclusion, and dismissed complaints
where the complainants were foreign residents working
for foreign subsidiaries of U.S. companies outside the
U.S. and the retaliation complaint was grounded in ad-
verse actions taking place outside the U.S.16 In a hand-
ful of situations, a significant ‘‘nexus’’ between the al-
leged wrongful conduct, the complainant, and the U.S.
caused the tribunal to conclude that Section 806 protec-
tions attached to an employee working outside the
U.S.17

In June 2010, the U.S. Supreme Court issued its decision
in Morrison v. National Australia Bank18 (see WSLR, July
2010, page 9). There, the Court considered whether Sec-
tion 10(b) of the Exchange Act allowed Australian inves-
tors to recover for securities fraud that inflated the value
of shares traded on Australian exchanges where a por-

tion of the fraud involving a U.S. subsidiary took place
in the U.S. The Court dismissed plaintiffs’ claims, hold-
ing that the antifraud provisions of Section 10(b) of the
Exchange Act did not provide a cause of action to for-
eign plaintiffs suing foreign and American defendants
for misconduct in connection with securities traded on
foreign exchanges, even if the losses could have arisen
from fraudulent conduct in the U.S.

In its opinion, the Court set forth the framework for de-
termining the extraterritorial application of federal stat-
utes. First, the Court reaffirmed the ‘‘longstanding prin-
ciple of American law that legislation of Congress, unless
a contrary intent appears, is meant to apply only within
the territorial jurisdiction of the United States.’’19 In
the Court’s view, this principle ‘‘rests on the perception
that Congress ordinarily legislates with respect to domes-
tic, not foreign matters.’’20 According to the Court,
courts must ‘‘apply the presumption in all cases,’’
thereby ‘‘preserving a stable background against which
Congress can legislate with predictable effects.’’21 The
presumption that a statute’s reach ends at the U.S. bor-
der can be overcome only where ‘‘the affirmative inten-
tion of the Congress [is] clearly expressed to give a stat-
ute extraterritorial effect.’’22 The Court succinctly in-
structed: ‘‘When a statute gives no clear indication of an
extraterritorial application, it has none.’’23 After exam-
ining the language of Section 10(b) and its legislative
history, the Court concluded there was no clear congres-
sional intent to apply the statute extraterritorially.24 The
Court declined to infer a congressional intent to create
extraterritorial application from a different section of
the Act that has some limited applicability to transac-
tions in other countries.25

The Solicitor General in Morrison argued that no extra-
territorial application of Section 10(b) was warranted
because the fraud at issue involved significant conduct
in the U.S. that was material to the fraud’s success. The
Court rejected that argument, explaining that it would
effectively nullify the presumption against extraterritori-
ality because it ‘‘is a rare case of prohibited extraterrito-
rial application that lacks all contact with the territory of
the United States.’’26

To determine whether the domestic activity in Morrison
was sufficient to cause the Section 10(b) cause of action
to fall outside the presumption against extraterritorial-
ity, the Court looked at the text and structure of the Ex-
change Act to find the ‘‘focus’’ of congressional concern.
Finding that the ‘‘focus’’ was not on the ‘‘the place
where the deception originated,’’ but rather on ‘‘the
purchase or sale of a security listed on an American
stock exchange and the purchase or sale of any security
in the United States,’’ the Court concluded that the pe-
titioners could not escape the presumption because the
shares were not listed on an American exchange and the
petitioners had not purchased the shares in the U.S.27

Shortly after the June 2010 Morrison decision, Congress
apparently intended to partly overrule Morrison by in-
serting Section 929P(b), captioned ‘‘Extraterritorial Ju-
risdiction of the Antifraud Provisions of the Federal Se-
curities Laws,’’ into Dodd-Frank in an effort to provide
federal courts with jurisdiction to hear cases brought by
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the SEC or the Department of Justice (‘‘DOJ’’) under
Section 10(b) that involve extraterritorial elements.28 It
also added Section 929Y, titled ‘‘Study on Extraterritorial
Private Rights of Action,’’ to Dodd-Frank, which directs
the SEC to ‘‘solicit public comment and thereafter con-
duct a study to determine the extent to which private
rights of action’’ should be extended to transnational se-
curities frauds29 (see analysis at WSLR, October 2010, page
23).

To be sure, there is disagreement whether Section
929P(b) overturns Morrison and enlarges the scope of
the government’s enforcement powers with respect to
Section 10(b) cases with extraterritorial elements, or
whether its use of jurisdictional language fails to expand
the substantive reach of Section 10(b).30 There should,
however, be no disagreement that Congress understood,
from Morrison and other Supreme Court cases, that it
needed to make ‘‘a clear statement that a statute applies
overseas’’31 : It sought to provide such a statement in
Section 929P(b) and asked the SEC, in Section 929Y, to
evaluate the merits of extraterritorial private rights of ac-
tion.

Contemporaneous with its adoption of these sections of
Dodd-Frank, Congress adopted Section 929A, which
amended Section 806 to clarify that it reaches employ-
ees of a company’s subsidiaries and affiliates. Had Con-
gress intended Section 806 to have extraterritorial appli-
cation, it could have made that intent clear in this
amendment. It did not. As the Supreme Court in-
structed in Russello v. United States, when Congress ‘‘in-
cludes particular language in one section of a statute but
omits it in another section of the same Act, it is gener-
ally presumed that Congress acts intentionally and pur-
posely in the disparate inclusion or exclusion.’’32 Be-
cause Congress expressly provided for limited extraterri-
torial jurisdiction in Section 929P(b) of Dodd-Frank, it
is reasonable to presume that it intentionally excluded
employees outside the U.S. from the protections of Sec-
tion 806.

Applying Morrison, the ARB, in a 3-2 en banc decision is-
sued in December 2011, held that the anti-retaliation
protections in Section 806 have no extraterritorial appli-
cation, and dismissed a retaliation complaint filed by a
Colombian employee working in Colombia for a Colom-
bian company that was an indirect subsidiary of a Dutch
company whose shares traded on the New York Stock
Exchange.33 The complainant alleged that he had sent
e-mails to corporate executives in Houston reporting on
tax avoidance schemes outside the U.S. and claimed that
executives in the U.S. determined to fire him as a result
of those e-mails in violation of Section 806. He main-
tained that his claim did not require an extraterritorial
application of Section 806 because the accounting prac-
tices that led to the alleged tax fraud occurred in the
U.S. and that the allegedly fraudulent scheme he dis-
closed and the retaliatory termination of his employ-
ment were perpetrated by American executives within
the U.S. The ARB rejected that argument.34

The ARB then examined whether Section 806 included
extraterritorial application. Reviewing the text of the
statute and the legislative history, the ARB found no in-

dication that Congress intended Section 806 to apply
outside the U.S. It recognized that Congress, in passing
Dodd-Frank, vested federal courts with extraterritorial
jurisdiction over government enforcement proceedings
in Section 929P and provided extraterritorial effect to
the criminal sanctions for retaliation against a whistle-
blower who provides information to a law enforcement
officer in Section 1107(d), and found that the silence of
Section 806 ‘‘as to its extraterritorial application re-
quires that we not extend it in that way.’’35 On appeal
to the U.S. Court of Appeals for the Fifth Circuit, the
parties asked the court to determine whether Section
806 applies outside the U.S. The Fifth Circuit concluded
that it was unnecessary for it to reach the extraterritori-
ality question.36 Instead, the court found that the com-
plainant failed to show that he was providing informa-
tion that he reasonably believed violated any of the six
categories of U.S. law enumerated in Section 806 — as
opposed to violations of Colombian law.37

Lower courts that have explored the limits of extraterri-
torial jurisdiction since Morrison have applied the Su-
preme Court’s framework to dismiss civil actions against
foreign companies under the securities laws and to a
number of other federal statutes providing civil rem-
edies to private plaintiffs outside the securities laws.38

Last term, the Supreme Court, in Kiobel v. Royal Dutch Pe-
troleum Co., applied the Morrison framework to analyze
the extraterritorial reach of the Alien Tort statute
(‘‘ATS’’), which creates federal jurisdiction for civil ac-
tions brought by aliens for torts committed in violation
of the law of nations or a U.S. treaty.39 The Court af-
firmed the dismissal of an ATS complaint alleging viola-
tions of international law in Nigeria, holding that the
presumption against applying federal statutes extraterri-
torially applied to the ATS. The Court explained that
nothing in the text or history of the ATS overcomes the
presumption against construing statutes to reach ‘‘con-
duct in the territory of another sovereign.’’ Because ‘‘all
the relevant conduct’’ in Kiobel ‘‘took place outside the
United States,’’ the Court held that dismissal of the case
was required. The Court added that, ‘‘even where the
claims touch and concern the territory of the United
States, they must do so with sufficient force to displace
the presumption against extraterritorial application.’’40

It cautioned that a defendant’s ‘‘mere corporate pres-
ence’’ in the United States would not suffice because
‘‘[c]orporations are often present in many countries.’’41

Extraterritorial Reach of Dodd-Frank’s
Whistleblower Protection Provisions

Section 922(a) of Dodd-Frank amended the Exchange
Act to add a new provision, Section 21F, entitled ‘‘Secu-
rities Whistleblower Incentives and Protection.’’42 Sec-
tion 21F(b)(1) of Dodd-Frank permits bounties to be
paid to ‘‘whistleblowers.’’ Section 21F(a)(6) defines a
‘‘whistleblower’’ as any individual or group of individu-
als ‘‘who provide[] . . . information relating to a viola-
tion of the securities laws to the Commission, in a man-
ner established, by rule or regulation, by the Commis-
sion.’’

To enforce this protection, Section 21F(h)(1)(B) cre-
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ates a private right of action in federal court for indi-
viduals alleging unlawful retaliation without first ex-
hausting administrative remedies with the Department
of Labor.43 Dodd-Frank provides a generous limitations
period for retaliation claims, authorizing an individual
to file suit up to six years after the violation occurs, or
three years after material facts were known or reasonably
should have been known, provided that the claim is
brought within 10 years of the violation,44 while the
SOX limitations period is 180 days. Both Dodd-Frank
and SOX permit a successful claimant to recover costs
and attorneys’ fees. SOX, however, limits damages for re-
taliation claims to reinstatement and actual back pay,
while damages under Dodd-Frank can include double
back pay.45

As with the statutes at issue in Morrison and in Kiobel, Sec-
tion 922(a) of Dodd-Frank is silent on its extraterritorial
reach. The Court has been unequivocal that, ‘‘[w]hen a
statute gives no clear indication of an extraterritorial ap-
plication, it has none.’’ It has instructed that, where a
statute is silent on extraterritoriality, ‘‘silence means no
extraterritorial application.’’46 Other provisions of
Dodd-Frank, like Sections 929P(b) and 929Y, make ex-
press references to extraterritoriality. While an argu-
ment could be made that Congress, by providing for ex-
traterritorial jurisdiction in Section 929P(b), evidenced
its intent to protect foreign whistleblowers from retalia-
tion because such whistleblowers could provide informa-
tion to the SEC that could be used in enforcement ac-
tions, such an argument runs afoul of Morrison’s clear in-
struction: ‘‘[W]hen a statute provides for some
extraterritorial application, the presumption against ex-
traterritoriality operates to limit that provision to its
terms.’’47

As of this writing, two district courts have addressed
whether Dodd-Frank’s protection against retaliation ap-
plies extraterritorially, and both have concluded that it
does not.48 While it is too soon to draw conclusions on
whether federal courts will permit Dodd-Frank retalia-
tion claims brought by non-U.S. residents working out-
side the U.S. to go forward, these decisions cast signifi-
cant doubt on the viability of such claims.

Recognizing the hurdles imposed by Morrison and Kiobel,
foreign whistleblowers are likely to attempt to plead
around the presumption against extraterritoriality by al-
leging a sufficient amount of conduct in the U.S. to jus-
tify application of U.S. law. The quality and extent of
conduct in the U.S. required to nullify the presumption,
however, is an open question. In Morrison, the Court de-
termined that the defendant’s registration of American
Depository Receipts for trade on the New York Stock Ex-
change, which subjected the defendant to application of
the U.S. securities laws, was not sufficient to overcome
the presumption against extraterritorial application of
U.S. securities laws to foreign conduct.49 The Court cau-
tioned that the presumption ‘‘would be a craven watch-
dog indeed if it retreated to its kennel whenever some
domestic activity is involved in the case.’’50

While the Court found that the particular ‘‘domestic ac-
tivity’’ of the defendants was not enough to displace the
presumption, it did not define what conduct would suf-

fice. In Kiobel, the ‘‘domestic activity’’ amounted to the
‘‘mere’’ corporate presence of a defendant, which the
Court determined was not a sufficient nexus with the
U.S. to trigger application of U.S. law. Kiobel suggests
that something more than the domicile of the defen-
dant corporation is required to overcome the presump-
tion: The claims themselves must ‘‘touch and concern
the territory of the United States . . . with sufficient force
to displace the presumption against extraterritoriality.’’
Exactly how much ‘‘domestic activity’’ will be sufficient
to overcome the presumption against the extraterritorial
application of Section 922 remains to be seen.

Conclusion

Retaliation claims — whether filed as Section 806 claims
with the Department of Labor or as Section 922 claims
in federal court — can pose significant risks for employ-
ers.

While it remains to be seen whether the increasing
trend of reports from foreign whistleblowers will ulti-
mately lead to an increase in the number of successful
retaliation claims, employers should take steps to miti-
gate the potentially increased risks and costs of defend-
ing against retaliation generally.

Most organizations have adopted anti-retaliation policies
that are provided to employees, as well as hotlines,
whether through a third party vendor, web channel, or
intranet link, where employees can report retaliation
concerns. In our experience, these policies and hotlines
can create a sense of complacency that can be danger-
ous.

We recommend a number of complimentary strategies
for organizations to consider adapting into existing pro-
grams, controls and crisis response plans to reduce the
risk that retaliatory conduct will occur and to detect and
remediate retaliatory conduct if it does occur.
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stantive . . . until a further statute were enacted.’’) Genevieve Beyea,
Morrison v. National Australia Bank and the Future of Extraterritorial Appli-
cation of the U.S. Securities Laws, 72 OHIO ST. L. J. 537, 570-71 (2011)
(‘‘the language of the Act as drafted . . . may not have any effect on
the application of Section 10(b), depending on the willingness of the
courts to overlook the plain language of the statute’’); George Conway,
Memorandum on the Extraterritoriality of the Federal Securities Laws After
Dodd-Frank: Partly Because of a Drafting Error, the Status Quo Should Re-
main Unchanged (July 21, 2010), available at http://www.wlrk.com/
webdocs/wlrknew/WLRKMemos/WLRK/WLRK.17763.10.pdf.

A federal district court in Illinois recently reviewed the ambiguity of
Section 929P(b) and questioned whether that provision could be in-
terpreted to nullify Morrison’s bright line rule on the extraterritorial
reach of the Exchange Act. SEC v. A Chicago Conv. Ctr., LLC, 961
F. Supp. 2d 905, 911-12 (N.D. Ill. 2013). The Second Circuit, in United
States v. Vilar, 729 F.2d 62 (2d Cir. 2013), held that Section 10(b) of
the Exchange Act does not apply to extraterritorial conduct, whether
liability is sought civilly or criminally, but found that the record at trial
‘‘confirms that [defendants] did perpetrate fraud in connection with
domestic securities transactions’’ and affirmed the convictions. Id. at
70. Because defendants’ misconduct and conviction occurred prior to
the passage of Dodd-Frank, the Second Circuit did not address the ap-
plicability of Section 929P(b).
31 EEOC v. Arabian Am. Oil Co., 499 U.S. 244, 258 (1991).
32 464 U.S. 16, 23 (1983). See also Morrison, 130 S. Ct. at 2883
(‘‘[W]hen a statute provides for some extraterritorial application, the
presumption against extraterritoriality operates to limit that provision
to its terms.’’).
33 Final Decision and Order of the Department of Labor’s Adminis-
trative Review Board, Villanueva v. Core Labs. NV, ARB Case No. 09-108,
ALJ Case No. 2009-SOX-006, 2011 WL 6981989, at *1 (Dep’t of Labor,
Dec. 22, 2011) (en banc).
34 The ARB identified four factors in cases involving potential extra-
territorial application of Section 806 to consider whether the quality
and quantity of contacts with the U.S. were sufficient to void the pre-
sumption of extraterritoriality: 1) the location of the protected activ-
ity; 2) the location of the job and the company the complainant is
fired from; 3) the location of the retaliatory act; and 4) the nationality
of the laws allegedly violated that the complainant has been punished
for reporting. Because Mr. Villaneuva worked in Colombia and submit-
ted his internal report in Colombia regarding violations of foreign laws
and did not identify any violations of U.S. law, the ARB concluded that
the quality and quantity of domestic contacts were not sufficient to
overcome the presumption. In Dos Santos v. Delta Airlines, Inc., 2012-
AIR-20 (ALJ Jan. 11, 2013), the ALJ applied these four factors to the
facts alleged by the complainant, a U.S. citizen working for Delta Air-
lines in Paris, France, who complained of unlawful retaliation under
the Ford Aviation Investment and Reform Act for the 21st Century af-
ter he reported that his supervisor falsified safety clearance docu-
ments. Because the ALJ concluded that the complaint fell within the
activity protected by statute, the ALJ found that the alleged facts did
not require extraterritorial application of the statute.
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35 Final Decision and Order of the Department of Labor’s Adminis-
trative Review Board, Villanueva v. Core Labs. NV, ARB Case No. 09-108,
ALJ Case No. 2009-SOX-006, 2011 WL 6981989, at *9 (ALJ Dec. 22,
2011). In an amicus brief filed by the U.S. Department of Labor in the
ARB proceeding, the Department of Labor argued that ‘‘SOX Section
806 does not have extraterritorial reach over alleged acts of employer
retaliation occurring in a foreign nation.’’ Brief for the Assistant Sec-
retary of Labor for Occupational Safety and Health as Amicus Curiae,
Villanueva v. Core Labs NV, ARB Case No. 09-108, ALJ Case No. 2009-
SOX-006 (Dep’t of Labor Aug. 23, 2011), available at http://
www.dol.gov/sol/media/briefs/main.htm.
36 Villanueva v. United States Department of Labor, 743 F.3d 103 (5th Cir.
2014).
37 Id.
38 Applying Morrison in securities law cases, courts have found that the
presence of one or more connections to the U.S. has not been suffi-
cient to overcome the strong presumption against extraterritoriality.
E.g., Quail Cruise Ship Management Ltd. v. Agencia de Viagens CVC Tur
Limitada, No. 09-23248-CIV (S.D. Fla. Aug. 6, 2010) (closing of a trans-
action in the United States that otherwise has no connection to this
country does not overcome the Morrison presumption); In re Alstom SA
Sec. Litig., No. 03 Civ. 6595 (VM) (S.D.N.Y. (Sept. 13, 2010) (dismiss-
ing claims even though a ‘‘buy order’’ was placed in the U.S. by U.S.
citizens); Plumbers’ Union Local No. 12 Pension Fund v. Swiss Reinsurance
Co., No. 08 Civ. 1958 (JGK), at 20-22 (S.D.N.Y. Oct. 4, 2010) (‘‘the
mere act of electronically transmitting a purchase order from within
the United States’’ to a foreign exchange is ‘‘insufficient to subject the
purchase to the coverage of Section 10(b)’’); Absolute Activist Value Mas-
ter Fund Ltd. v. Florian Homm, No. 09 CV 08862, at 10 (S.D.N.Y. Dec. 22,
2010) (‘‘mere fact that a stock is listed on a domestic exchange does
not give rise to a claim under domestic securities laws when the shares
are purchased elsewhere’’); Elliott Associates v. Porsche Automobil Holding
SE, No. 10 Civ. 0532 (HB) (S.D.N.Y. Dec. 30, 2010) (choice of U.S. law
and forum in a stock purchase contract insufficient to overcome the
presumption); In re Royal Bank of Scotland (RBS) Group PLC Securities
Litigation, No. 09 Civ. 300 (S.D.N.Y. Jan. 11, 2011) (allegation that
plaintiffs are U.S. residents who were in the U.S. when they purchased
foreign securities insufficient to overcome Morrison presumption); In
re Vivendi Universal, S.A. Securities Litigation, No. 02-CV-05571, at 17, 19
(S.D.N.Y. Feb. 22, 2011) (even though American investors purchased
foreign shares ‘‘listed’’ on the NYSE and ‘‘registered’’ with the SEC, the
court found that such listing and registration alone ‘‘cannot carry the
freight that plaintiffs ask it to bear’’ because it is ‘‘contrary to the
spirit’’ of Morrison, and threw out most of a securities class action jury
verdict).

Courts have also used the Morrison framework to analyze whether the
Racketeer Influenced Corrupt Organizations Act (RICO) should be
applied extraterritorially. Guided by the Court’s announcement that,
‘‘[w]hen a statute gives no clear indication of an extraterritorial appli-
cation, it has none,’’ lower courts have recognized that RICO is silent
as to any extraterritorial application and contains no evidence of Con-
gressional intent to apply it extraterritorially. These courts have sought
to determine the location of the enterprise, as demonstrated by the
quality and quantity of contacts, to determine whether it falls within
the ambit of the civil RICO statute. E.g., Norex Petroleum Ltd. v. Access
Indus., Inc., 631 F.3d 29, 30–31 (2d Cir. 2010) (per curiam) (affirmed
dismissal of civil RICO claim on the grounds that civil RICO does not
reach the alleged conduct of an enterprise ‘‘to take over a substantial
portion of the Russian oil industry,’’ notwithstanding statute’s express

reference to ‘‘foreign commerce’’ and explicit extraterritorial effect of
certain predicate acts in the RICO statute); European Community v. RJR
Nabisco, Inc., 2011 U.S. Dist. LEXIS 23538, at *23 (E.D.N.Y. March 8,
2011) (dismissing plaintiffs’ RICO complaint because, ‘‘when read as a
whole, [the complaint] strongly suggests [that] the money laundering
cycle [engaged by the alleged enterprise] was directed by South
American and European criminal organizations, . . . [and] not [by]
Defendants in the United States’’), recons. denied, 2011 U.S. Dist. LEXIS
41219 (E.D.N.Y. April 14, 2011), dismissed by 2011 U.S. Dist. LEXIS
51651 (E.D.N.Y. May 12, 2011); Cedeño v. Intech Grp., Inc., 733 F. Supp.
2d 471, 472 (S.D.N.Y. 2010) (dismissing RICO claims by a foreign
plaintiff against a RICO enterprise comprised of the ‘‘[t]he foreign ex-
change regime of the government of Venezuela’’ where predicate acts
of money laundering involved transfers into and out of the district by
U.S. banks), aff’d, 457 F. App’x 25 (2d Cir. 2012). Indeed, the District
Court for the District of Columbia nullified its prior decision granting
prospective injunctive relief against British American Tobacco Com-
pany (‘‘BAT’’) where it found that the sole basis for BAT’s RICO liabil-
ity was its foreign conduct and where the intervening Supreme Court
decision in Morrison invalidated that basis for liability. United States v.
Phillip Morris USA, Inc., 783 F. Supp. 2d 23 (D.D.C. 2011).

One court has applied Morrison to narrow the reach of the Robinson-
Patman Act. See Newmarket Corp. v. Innospec, Inc., 2011 U.S. Dist LEXIS
54901, at *12 (E.D. Va. May 20, 2011) (dismissing a claim concerning
payments made to Iraqi and Indonesian officials because ‘‘the lan-
guage of [that Act] contains no intention that it is to apply extraterri-
torially’’).
39 Kiobel v. Royal Dutch Petroleum Co., 133 S. Ct. 1659 (2013).
40 133 S. Ct. at 1666, 1669.
41 Id. at 1669.
42 15 U.S.C. § 78u-6.
43 15 U.S.C. § 78u-6(h)(1)(B)(i) (2010). Individuals bringing Section
806 SOX retaliation claims must first file their claims with the Dep’t of
Labor. 18 U.S.C. § 1514A(b). In the event that a final administrative
determination is not made within 180 days, the individual can remove
his or her retaliation claim to federal court.
44 Compare 18 U.S.C. § 1514A, with 15 U.S.C. § 78u-6(h).
45 Compare 18 U.S.C. § 1514A(b)-(c), with 15 U.S.C. § 78u-6(h).
46 Morrison, 130 S. Ct. at 2881.
47 Id. at 2883.
48 Liu, 2013 WL 5692504; Asadi v. G.E. Energy (USA), LLC, No. 12-345,
2012 WL 2522599, at *7 (S.D. Tex. June 28, 2012), aff’d on other
grounds, 720 F.3d 620 (5th Cir. 2013).
49 Morrison, 130 S. Ct. at 2875, 2883, 2888.
50 Id. at 2884.
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CLIENT UPDATE
SDNY HOLDS ANTI-RETALIATION PROVISION
OF DODD-FRANK DOES NOT APPLY
EXTRATERRITORIALLY

On October 21, 2013, the Southern District of New York weighed in

on the scope and applicability of the anti-retaliation provision of the

whistleblower protections of the Dodd-Frank Wall Street Reform and

Consumer Protection Act of 2010 (“Dodd-Frank”), holding that the

provision does not apply to protect whistleblower conduct outside

the United States. In Liu v. Siemens A.G., No. 13-317, 2013 WL

5692504 (S.D.N.Y. Oct. 21, 2013), Judge William Pauley applied the

presumption against extraterritoriality articulated by the Supreme

Court in Morrison v. Nat’l Austl. Bank Ltd., to hold that nothing in the

plain language of Dodd-Frank’s anti-retaliation provision suggests

that it should apply extraterritorially and, accordingly, the provision

does not extend to protect “overseas whistleblowers.”

THE LIU V. SIEMENS DECISION

In Liu, the court considered whether the anti-retaliation provision of

Dodd-Frank applied extraterritorially to cover a Taiwanese resident

bringing a claim against a German corporation for its Chinese

subsidiary’s allegedly corrupt actions in China and North Korea. The

plaintiff alleged that he was terminated in retaliation for reporting a

potential violation of the Foreign Corrupt Practices Act (“FCPA”) to

the SEC.
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In addressing the extraterritorial reach of the anti-retaliation provision, Judge Pauley noted

that absent a clearly expressed congressional intent to give a statute extraterritorial effect, a

court must presume it is primarily a domestic concern. Because the language of Dodd-

Frank’s anti-retaliation provision is silent on whether it applies extraterritorially, that

silence “invokes a strong presumption against extraterritoriality.” Judge Pauley also noted

that other provisions of Dodd-Frank explicitly provide for extraterritorial application, such

as Section 929P(b), which allows the SEC to bring enforcement actions outside the U.S.

This fact “reinforces” the court’s conclusion that the anti-retaliation provision was “purely

a domestic concern.” Ultimately, the court found “simply no indication that Congress

intended the Anti-Retaliation Provision to apply extraterritorially” and rejected the

plaintiff’s attempt to expand the provision’s protections to foreign whistleblowers.

Judge Pauley also rejected the plaintiff’s argument that he should be afforded protection

under the anti-retaliation provision of Dodd-Frank because his disclosures were “required

or protected” by Section 806 of the Sarbanes-Oxley Act (“SOX”). The court found—and

plaintiff had already conceded—that Section 806 of SOX did not apply extraterritorially.

Therefore, the plaintiff’s disclosures were not protected disclosures and Dodd-Frank

would not protect the plaintiff from retaliation for making those disclosures. The court

further held that, regardless of the extraterritorial application of Section 806 of SOX,

disclosure of potential FCPA violations—such as plaintiff’s disclosure—was not a

“required or protected” disclosure under Dodd-Frank.

Finally, the court turned to whether the plaintiff qualified as a “whistleblower” for

purposes of the anti-retaliation provision of Dodd-Frank. The court acknowledged an

“apparent incongruity” between the definition of “whistleblower” under certain

provisions of Dodd-Frank—which explicitly require disclosure to the SEC—and the anti-

retaliation provision—which does not explicitly require disclosure to the SEC. Judge

Pauley noted that the majority of courts to address the “incongruity” have harmonized the

provisions to include within the definition of “whistleblower” those who may not have

reported to the SEC. Judge Pauley acknowledged the appeal of the Fifths Circuit’s

interpretation of the conflicting language as articulated in the recent decision Asadi v. G.E.

Energy, LLC (USA), 1 where that court held that that the plain language of Dodd-Frank’s

whistleblower protection provision applied only to individuals who report information

relating to a violation of the securities laws to the SEC. Although the definition of

“whistleblower” in Asadi was “appealing in that it avoids rewriting the statute,” Judge

Pauley expressed concern about the Fifth Circuit’s interpretation because “it rejects the

1 720 F.3d 620 (5th Cir. 2013). See also Debevoise & Plimpton LLP Client Update, Circuit Court Adopts Narrow Interpretation

of Anti-Retaliation Provision of Dodd-Frank Whistleblower Rules, July, 19, 2013.
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SEC’s interpretation of a statute it is charged with enforcing.” Judge Pauley ultimately

declined to weigh in on the question of whether the plaintiff qualified as a whistleblower

under Dodd-Frank, finding “no need for this Court to wade into this debate,” as the

plaintiff’s complaint failed for other reasons.

POTENTIAL IMPACT OF LIU DECISION

With the decision in Liu, the Southern District of New York became the second district

court to hold that the anti-retaliation provision of Dodd-Frank does not apply to conduct

outside the United States. By adding its voice to the extraterritoriality question, the Liu

decision is significant in that it appears to signal a growing consensus around at least one

open issue with respect to Dodd-Frank’s whistleblower provisions. The decision is also

noteworthy for Judge Pauley’s dicta implicitly criticizing the Fifth Circuit’s narrow

interpretation of the scope of the statutory definition of “whistleblower” under Dodd-

Frank. It remains to be seen whether other judges in the Southern District of New York

will concur with Judge Pauley’s critical view of the strict statutory construction advocated

by the Fifth Circuit.

* * *

Please do not hesitate to contact us with any questions.

October 24, 2013



CLIENT UPDATE
DODD-FRANK’S NEW WHISTLEBLOWER
PROTECTIONS: GUIDANCE ON
EXTRATERRITORIALITY AND RETROACTIVITY

Courts in the Southern District of New York and the Southern

District of Texas recently have ruled on important aspects regarding

the scope and applicability of new whistleblower protection rules

enacted by the Dodd-Frank Wall Street Reform and Consumer

Protection Act of 2010 (“Dodd-Frank”). In Asadi v. G.E. Energy

(USA), LLC, No. 120345, 2012 WL 2522599 (S.D. Tex. June 28, 2012),

Judge Nancy F. Atlas held that Dodd-Frank’s Anti-Retaliation

Provision does not apply to conduct outside the territorial United

States. Then Judge J. Paul Oetken held in Leshinsky v. Telvent GIT,

S.A., No. 10 Civ. 4511, 2012 WL 2686111 (S.D.N.Y. July 9, 2012) that

Dodd-Frank’s amendment to the whistleblower protections in the

Sarbanes Oxley Act of 2002 (“SOX”), which protect employees of

public companies’ nonpublic subsidiaries, can apply retroactively to

claims that arose before the passage of Dodd-Frank in 2010. Both

cases have implications for companies that are considering how to

address potential whistleblower issues under SOX and Dodd-Frank.

THE LESHINSKY DECISION

As enacted in 2002, Section 806 of SOX provided whistleblower

protections “for employees of publicly traded companies” who

provide information concerning “fraud against shareholders” to their

supervisors, any government enforcement agency or Congress or

who file or otherwise participate in or assist a lawsuit alleging fraud

against shareholders. In the years following passage of SOX, courts
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reached divergent conclusions on whether Section 806 reached employees of a company’s

wholly owned subsidiaries. Compare Rao v. Daimler Chrysler Corp., No. 06-13723, 2007 WL

1424220, at *4-5 (E.D. Mich. May 14, 2007) (holding that SOX’s whistleblower protections

did not cover a subsidiary of a public company) with Morefield v. Exelon Servs, Inc., No.

2004 SOX 2, 2004 WL 5030303, at *4 (Dep’t of Labor, Jan. 28, 2004) (holding that

“employees of non-public subsidiaries of publicly traded companies are covered by the

whistleblower protection provisions of Sarbanes-Oxley”). To clarify this ambiguity,

Congress included an amendment to SOX in Dodd-Frank specifying that the

whistleblower provisions extended to “any subsidiary or affiliate whose financial

information is included in the consolidated financial statements of such company.” See

Dodd-Frank, Section 929A.

In Leshinsky, Judge Oetken considered the “novel question” of whether the Dodd-Frank

amendment, Section 929A, applied retroactively to claims that arose prior to the

amendment taking effect. Finding that the amendment was merely a “clarification of

Congress’s intent,” as expressed in an existing statute (i.e., SOX), Judge Oetken concluded

that the amendment did not raise a retroactivity issue that precluded its application to the

case. Accordingly, Judge Oetken ruled that the amendment applied to conduct that pre-

dated Dodd-Frank’s enactment, and thus the plaintiff, as an employee of a foreign

subsidiary whose financial information was included in the consolidated financial

statements of the public company, was covered by SOX’s whistleblower protections.

Judge Oetken noted that in passing SOX, Congress was concerned with addressing

corporate malfeasance that “can – and often does – occur within subsidiaries of a public

company,” and, therefore, it was “reasonable to infer” that Congress intended to protect

employees of a corporation’s subsidiary when it enacted the whistleblower protections as

part of SOX.

THE ASADI DECISION

At issue in Asadi was whether Dodd-Frank’s Anti-Retaliation Provision applied

extraterritorially to cover a plaintiff who was a dual Iraqi-U.S. citizen employed in Jordan

by a U.S. subsidiary of the General Electric Company. The plaintiff alleged that he was

terminated in retaliation for reporting a potential violation of the Foreign Corrupt Practices

Act (“FCPA”). As an initial matter, Judge Atlas found that the plaintiff did not qualify as a

“whistleblower” because Dodd-Frank defines “whistleblower” as an individual who

provides information relating to securities law violations “to the [Securities and Exchange]

Commission [“SEC”], in a manner established, by rule or regulation, by the Commission.”

15 U.S.C. § 78u-6(a)(6). The plaintiff had reported the alleged violations to his supervisor
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and the company’s ombudsperson, but not to the SEC. Thus, Judge Atlas concluded that

he did not fit within the statute’s definition of a whistleblower.

The plaintiff, however, maintained that he could qualify as a whistleblower under Dodd-

Frank’s Anti-Retaliation Provision, which prohibits an employer from retaliating against

an employee for making disclosures that are “required or protected” under SOX. 15 U.S.C.

§ 78u-6(h)(1)(A)(iii). Judge Atlas did not reach the merits of the plaintiff’s argument on

this point, instead ruling on whether the Anti-Retaliation Provision had extraterritorial

effect. In considering this issue, Judge Atlas relied on the Supreme Court’s decision in

Morrison v. Nat’l Australia Bank, Ltd., 130 S. Ct. 2869, 2877 (2010) and the “longstanding”

principle of statutory construction that statutes will not be applied extraterritorially unless

a “contrary intent” is evident. The court observed that unlike Section 929P(b) of Dodd-

Frank, which explicitly grants district courts jurisdiction over an action or proceeding

brought by the SEC or the Department of Justice involving conduct outside the United

States, the Anti-Retaliation Provision lacks an express grant of extraterritoriality.

Judge Atlas also rejected the plaintiff’s argument that the Anti-Retaliation Provision

should apply to him because he was “terminated in the U.S. ‘as an at-will employee, as

allowed under U.S. law.’” The court noted that the majority of events giving rise to the

suit occurred outside of the United States and therefore the facts were insufficient to bring

the plaintiffs’ claim within the Anti-Retaliation Provision’s ambit. Again relying on

Morrison, Judge Atlas concluded that the Anti-Retaliation Provision did not protect his

“extraterritorial whistleblowing activity.”

Finally, the plaintiff argued that even if the Anti-Retaliation Provision was not per se

extraterritorial, the provision’s incorporation of SOX and FCPA reporting protections or

requirements served to extend the Anti-Retaliation Provision’s reach to protect

extraterritorial disclosures. Judge Atlas rejected this argument on the grounds that SOX

does not expressly provide for extraterritorial effect and the FCPA does not contain any

provisions protecting or requiring disclosure of alleged violations of the FCPA.

Although the Asadi decision is the first to address the extraterritorial reach of Dodd-

Frank’s Anti-Retaliation Provision, its analysis is consistent with rulings that have

addressed the extraterritoriality issue in the context of the whistleblower protections under

SOX. During the past few years, several courts held that SOX did not have extraterritorial

effect. The most significant of these was Carnero v. Boston Scientific Corp., where the First

Circuit concluded that SOX did not provide for its extraterritorial application and

therefore did not protect a foreign whistleblower working outside of the United States, 433

F.3d 1, 18 (1st Cir. 2006). Similarly, in Villanueva v. Core Labs. NV, a Department of Labor
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Administrative Review Board considered whether a foreign whistleblower who worked

for a Colombian company in Colombia was covered by SOX’s whistleblower protections.

ALJ Case No. 2009-SOX-006, 2011 WL 6981989, at *1 (Dep’t of Labor, Dec. 22, 2011) (en

banc). The Board considered the effect of Dodd-Frank’s amendment to SOX’s

whistleblower protections and noted that there was nothing in the amendment specifying

that the protections would have extraterritorial effect. Applying Morrison and relying

upon Carnero, the Board ruled that SOX’s whistleblower protections did not apply

extraterritorially.

POSSIBLE TENSION BETWEEN LESHINSKY AND ASADI DECISIONS

In interpreting the retroactive applicability of SOX to a foreign subsidiary, the Leshinsky

court did not address the larger issue of whether SOX or Dodd-Frank were intended to

apply to extraterritorial conduct in private causes of action at all. It remains to be seen

how courts will reconcile Congress’ amendment to SOX clarifying that the whistleblower

provisions extend to “any subsidiary or affiliate whose financial information is included in

the consolidated financial statements of such company” with the extraterritorial

limitations imposed by the Supreme Court’s decision in Morrison as interpreted by the

Asadi court. Although the novelty and difficulty of these issues likely means that other

District and Circuit courts may reach different decisions on the retroactive and

extraterritorial applicability of SOX and Dodd-Frank’s Anti-Retaliation Provision, the

Leshinsky and Asadi cases provide some useful guidance for companies regarding the

potential scope and reach of the whistleblower provisions. Undoubtedly, companies and,

eventually, courts will continue to wrestle with the applicability of these whistleblower

provisions to particular facts and circumstances of each case.

Please do not hesitate to contact us if you have any questions.

* * *

July 17, 2012
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Practical Guidance for Managing and
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Dodd-Frank Whistleblower Protections
Section 922

The Dodd-Frank whistleblower bounty program expanded
on existing SOX 806 Protections:

• Allows whistleblowers to go directly to the SEC

• Offers confidentiality protections

• Broadly protects whistleblowers from retaliation
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Whistleblower Protection Statute

Broad Application:
“Employers may not discharge, demote, suspend, harass,
or in any way discriminate against you…”

SEC Enforcement Authority:
Dodd Frank anti retaliation provisions “shall be enforceable
in an action or proceeding brought by the Commission.”

Whistleblowers Need Not Be Right:
Protection applies if person possesses a “reasonable belief”
of a possible violation.



Federal courts are divided:

• Asadi v. G.E. Energy (USA), LLC: Dodd-Frank affords retaliation
protection only to whistleblowers who report to the SEC

• Berman v. Neo@Ogilvy LLC and Somers v. Digital Realty
Trust Inc.: Dodd-Frank protects whistleblowers who only report
internally, even if they do not report to the SEC

Federal Court Rulings on Anti-Retaliation
Protection for Internal Reporting



Whistleblower Protection Statute



Let’s talk about

Overview of Dodd-Frank Whistleblower
Program

Practical Guidance for Handling
Whistleblower Complaints

Global Reach of Dodd-Frank
Whistleblower Provisions

Hypothetical Whistleblower Scenarios



SEC Whistleblower
Rule 21F-17

Rule 21F-17 prohibits “tak[ing] any action to impede an individual

from communicating directly with the Commission staff about a

possible securities law violation, including enforcing, or

threatening to enforce, a confidentiality agreement . . .

with respect to such communications.”



In the Matter of KBR, Inc.

Confidentiality statement at issue:
“I understand that in order to protect the integrity of this review,
I am prohibited from discussing any particulars regarding this interview
and the subject matter discussed during the interview, without the prior
authorization of the Law Department.”

SEC cited potential chilling effect

Enforcement action, plus $130,000 penalty



BlueLinx Holdings Inc., Health Net, Inc.,
and Anheuser-Busch InBev, and Blackrock, Inc.

BlueLinx’s problematic language:
“Employee has not and in the future will not use or disclose to any
third party Confidential Information, unless compelled by law
and after notice to BlueLinx.”

BlueLinx, Health Net, BlackRock, and HomeStreet
had SEC recovery waivers

AB InBev had liquidated damages penalty for non-disclosure violations

Enforcement action, plus $265,000, $340,000, $3 million,
and $340,000 in penalties



Compliance with Rule 21F-17

Confidentiality provisions in employee agreements.

Code of conduct and employee compliance manuals

Benefit plan documents

Severance and settlement agreements



Upjohn warnings in light of whistleblower rules

Maintaining whistleblower confidentiality

Caution during internal reviews involving current employees

Identifying actions that may constitute retaliation

Practical Considerations for
Legal and Compliance



Considerations before taking any adverse employment action

Whistleblowers who disclose or take privileged information

Indemnification and advancement for whistleblowers

Other Considerations for
Legal And Compliance



Let’s talk about

Overview of Dodd-Frank Whistleblower
Program

Practical Guidance for Handling
Whistleblower Complaints

Global Reach of Dodd-Frank
Whistleblower Provisions

Hypothetical Whistleblower Scenarios



Whistleblower tips increasingly coming from outside the U.S.

FY 2016 – SEC received tips from whistleblowers in 67 countries

Highest number of tips from Canada, UK and Australia

International Whistleblowers



Dodd-Frank silent on extraterritorial application

Presumption against extraterritorial application under Morrison

No extraterritorial application of anti-retaliation provisions under
Liu Meng-Lin v. Siemens AG

SEC’s territorial nexus theory to determine extraterritorial application
of bounty provisions

Global Reach of Dodd-Frank’s
Whistleblower Protections



Let’s talk about

Overview of Dodd-Frank Whistleblower
Program

Practical Guidance for Handling
Whistleblower Complaints

Global Reach of Dodd-Frank
Whistleblower Provisions

Hypothetical Whistleblower
Scenarios



Scene 1: Jane & Joey



What should Jane Do?

A. Investigate the ACME numbers on her own.

B. Ask other employees if they have noticed discrepancies.

C. Do nothing; there has been no official report.

D. Immediately call the Chief Legal Officer.



What Does
A Complaint
Look Like?

Ithinkitisam istake
thatw eare/are
notdoingthis.

Isthisabove
board?

Iw anttotalktoyou
aboutsom ething

serious.

T hislookslike
creative

accounting.

T hiserroris
m aterial.

T hisisa
violationoflaw .

T hereisaproblem that
couldlead toahuge

m ess.

I’m concerned about
acertainpractice.

Ithinkthism ight
beim portant.

N oonehasbeen
listeningtom e.



Scene 2: Jane & Joey



Was there Unlawful Retaliation

A. Yes

B. No



What Does
Retaliation Look Like?

Few erw orkhours Heightened scrutiny
ofperform ance

N olongerinvited
tom eetings

Deskm oved
tothe

basem ent

Denialoffam ily
m edicalleave

Firingreporter’s
fiancé,aco-w orker

R eassignedtoless
m eaningfulw ork

U njustified negative
evaluations



Scene 3: Jane & Joey



What did Jane do wrong?



Scene 4: Jane & Joey



How You Can Mitigate Risk

Ensure consistent treatment of reporting employee

Maintain confidentiality

Avoid abrupt changes to previously unenforced policies

Model a culture of compliance

Monitor for retaliation from others

Consult Legal before taking any adverse action



Compliance
is an ongoing
concern

Arian June
ajune@debevoise.com

If you have questions please contact:



This material is for general informational purposes only and does not represent

our legal advice as to any particular set of facts; nor does it represent any

undertaking to keep recipients advised of all relevant legal developments.

© 2017 Debevoise & Plimpton LLP
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Client Update 
Ninth Circuit Widens Split 
Over Application of  
Dodd-Frank’s Whistleblower 
Protections  

 

The U.S. Court of Appeals for the Ninth Circuit ruled on March 8 in Somers v. 

Digital Realty Trust Inc.1 that an employee’s internal reporting of alleged 

wrongdoing to his or her employer entitles the employee to protection under 

Dodd-Frank’s whistleblower anti-retaliation provisions.  In so holding, the Ninth 

Circuit sided with the Second Circuit and rejected the Fifth Circuit’s 2013 

opinion that the anti-retaliation provisions only cover whistleblowers who 

provide information to the U.S. Securities and Exchange Commission (the 

“SEC”).  As we noted in a previous client update,2 two federal district courts 

adopted the Fifth Circuit’s view in December 2015, but the majority of district 

courts that have considered the issue agree with the SEC’s broader reading of the 

statute, which has now been adopted by both the Second and Ninth Circuits.   

BACKGROUND 

In Somers v. Digital Realty Trust Inc., Paul Somers, a former Vice President at 

Digital Realty Trust Inc. (“Digital Realty”), was fired after making several reports 

of potential securities law violations to the company’s senior management.  

Somers did not report his concerns to the SEC before he was terminated.  After 

he was fired, Somers sued Digital Realty, alleging that his termination violated 

various state and federal laws, including Dodd-Frank’s anti-retaliation provisions.  

Digital Realty moved to dismiss the complaint, arguing that Somers was not 

entitled to protection under the anti-retaliation provisions because, while he had 

reported his concerns internally, he did not report them to the SEC and 

therefore did not meet the statute’s definition of a “whistleblower.”  The district 

                                                             
1
  No. 15-17352, slip op. (9th Cir. Mar. 8, 2017) (“Ninth Circuit Decision”). 

2
  Debevoise & Plimpton LLP, Client Update: Recent Decisions Create Further Uncertainty 

on Question of Whether Internal Reporting Triggers Dodd-Frank Whistleblower Anti-
Retaliation Protection (Jan. 20, 2016), available at http://www.debevoise.com/insights/
publications/2016/01/recent-decisions-create-further-uncertainty.   
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court denied Digital Realty’s motion and deferred to the SEC’s broader 

interpretation of the anti-retaliation provisions, holding that the SEC was 

entitled to such deference because the statute’s application is ambiguous. 

THE NINTH CIRCUIT OPINION 

The issue on appeal to the Ninth Circuit in Somers v. Digital Realty Trust Inc. was 

whether a whistleblower’s internal reporting of suspected wrongdoing qualifies 

for protection under Dodd-Frank’s anti-retaliation provisions, or whether the 

protections are only triggered when an employee reports wrongdoing to the SEC. 

This legal uncertainty arose from the ambiguous use of the term “whistleblower” 

in Dodd-Frank.  Specifically, Dodd-Frank Section 21F(a)(6) defines a 

“whistleblower” as “any individual who provides . . . information relating to a 

violation of the securities laws to the Commission.”3  However, a later subsection 

– Section 21F(h)(1)(A) – prohibits retaliation against a whistleblower who 

makes disclosures that are required or protected by Sarbanes-Oxley and the 

Exchange Act.4  Sarbanes-Oxley protects from retaliation employees who report 

securities law violations to “a person with supervisory authority over the 

employee.”5   

In the SEC’s view, the apparent tension between Section 21F(a)(6) and Section 

21F(h)(1)(A) creates an ambiguity in the statute’s application.  When the SEC 

issued rules implementing Dodd-Frank’s whistleblower provisions in 2011, it 

sought to resolve that ambiguity and adopted a broad view of who qualifies as a 

“whistleblower” under the statute.  In doing so, the SEC specifically included 

within the “whistleblower” definition employees who report internally under 

Sarbanes-Oxley.6  The SEC filed an amicus brief in Somers v. Digital Realty Trust 

Inc., as it did in other cases addressing the issue, urging the court to adopt this 

broader reading of the statute.7   

                                                             
3
  15 U.S.C. § 78u-6(a)(6) (emphasis added). 

4
  15 U.S.C. § 78u-6(H)(1)(A). 

5
  18 U.S.C. § 1514A(a). 

6
  See Exchange Act Rule 21F-2, 17 C.F.R. § 240.21F-2. 

7
  Brief of the Securities and Exchange Commission, Amicus Curiae in Support of the 

Appellee, Somers v. Digital Realty Trust Inc., No. 15-17352, slip op. (9th Cir. Mar. 8, 2017).  
See also Brief of the Securities and Exchange Commission, Amicus Curiae in Support of 
the Appellant, Berman v. Neo@Ogilvy LLC, 801 F.3d 145, 151-52 (2d Cir. 2015) (No. 14-
4626). 



 

Client Update 

March 13, 2017 

3 

 

www.debevoise.com 

The Fifth Circuit was the first appellate court to consider this issue in Asadi v. 

G.E. Energy (USA), LLC.8  In that case, the court expressly “reject[ed] the SEC’s 

expansive interpretation of the term ‘whistleblower’ for purposes of the 

whistleblower-protection provision” and held that the plain language of the 

statute provides protection only to whistleblowers who provide information to 

the SEC.9  The Fifth Circuit reasoned that an employee who simultaneously 

reported internally and to the SEC would satisfy both Section 21F(a)(6) and 

Section 21F(h)(1)(A), so the two provisions are not necessary in conflict. 

The Second and Ninth Circuits rejected this narrow reading of the statute, 

finding that the scope of the anti-retaliation provisions would be significantly 

limited if external reporting to the SEC were required.  In particular, the Ninth 

Circuit echoed the Second Circuit’s finding that internal auditors and in-house 

attorneys would be left with virtually no Dodd-Frank anti-retaliation protection 

under this reading because Sarbanes-Oxley requires them to report internally 

before reporting to the SEC, and any retaliation would typically precede external 

reporting.  Referring to the Second Circuit’s analysis in Berman v. Neo@Ogilvy 

LLC10, the Ninth Circuit emphasized that under the narrow reading of the 

statute, Section 21F(h)(1)(A)’s anti-retaliation provision would be “narrowed to 

the point of absurdity” because it would only protect employees who reported 

both internally and externally, meaning that a company  would not be subject to 

potential anti-retaliation liability under Dodd-Frank were it to fire an employee 

who reported internally before he or she could report to the SEC.11 

CONCLUSION 

The Ninth Circuit’s decision widens an already existing circuit split on the 

question of whether internal whistleblowers can avail themselves of the anti-

retaliation provisions of Dodd-Frank.  While this issue will not likely be resolved 

unless and until the Supreme Court takes it up, the Ninth Circuit’s decision is a 

stark reminder to companies of the perils of retaliation against employees who 

report alleged wrongdoing, whether internally or externally.  Companies should 

take care to monitor and test the effectiveness of their policies and procedures 

around internal reporting of alleged misconduct.  It is imperative to evaluate 

carefully and thoughtfully any internal whistleblower complaints before taking 

                                                             
8
  720 F.3d 620 (5th Cir. 2013). 

9
  Id. at 630. 

10
  801 F.3d 145, 151-52 (2d Cir. 2015). 

11
  Ninth Circuit Decision, at 10. 
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any action that could be perceived as retaliatory against the employee raising the 

complaints.   

Companies should note that the SEC continues to devote significant attention to 

whistleblower retaliation and protection issues, a trend we do not anticipate 

slowing any time soon.  As we have discussed in other client updates,12 the SEC 

has recently focused on agreements with current and former employees that 

could be read to interfere with potential whistleblowers.  Accordingly, 

companies should review all such agreements, including severance and 

confidentiality agreements, to ensure they do not contain provisions that can be 

read as prohibiting, discouraging or interfering with protected whistleblowing 

activities. 

* * * 

Please do not hesitate to contact us with any questions. 

                                                             
12

  See Debevoise & Plimpton LLP, Client Update: SEC Brings Two Enforcement Actions 
Against Employers for Taking Steps to Impede Whistleblower Activity (Jan. 20, 2017), 
available at http://www.debevoise.com/insights/publications/2017/01/sec-brings-two-
enforcement-actions.  See also Debevoise & Plimpton LLP, Client Update: SEC Exams 
Focus on Whistleblower Compliance by Investment Advisers and Brokers  (Oct. 26, 
2016), available at http://www.debevoise.com/insights/publications/2016/10/sec-exams-
focus-on-whistleblower-compliance.   

http://www.debevoise.com/insights/publications/2017/01/sec-brings-two-enforcement-actions
http://www.debevoise.com/insights/publications/2017/01/sec-brings-two-enforcement-actions
http://www.debevoise.com/insights/publications/2016/10/sec-exams-focus-on-whistleblower-compliance
http://www.debevoise.com/insights/publications/2016/10/sec-exams-focus-on-whistleblower-compliance
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Client Update 
SEC Brings Two Enforcement 
Actions Against Employers 
for Taking Steps to Impede 
Whistleblower Activity 

 

The U.S. Securities and Exchange Commission (“SEC” or the “Commission”) this 

week announced two enforcement actions against employers for taking steps to 

impede protected whistleblower activity. Both cases involved the use of 

separation agreements that required departing employees to waive their ability 

to recover whistleblower awards for reporting alleged misconduct to the SEC; 

the SEC also alleged that one of the firms took other actions to impede its 

employees from communicating with SEC staff. According to the Commission, 

such separation agreements and actions violate Section 21F of the Dodd-Frank 

Act and Exchange Act Rule 21F-17 by, among other things, “removing the 

critically important financial incentives” intended to encourage individuals to 

report possible securities law violations to the SEC.  

JANUARY 19 SETTLEMENT ORDER 

On January 19, 2017, a Seattle-based financial services company agreed to pay a 

$500,000 penalty to settle charges that it applied improper hedge accounting and 

took steps to impede whistleblower activity after the hedge accounting errors 

were discovered.1 The company’s treasurer also agreed to pay a $20,000 penalty 

to settle allegations that he caused the accounting violations.  

The company publicly disclosed the accounting errors in its Form 10-Q for the 

third quarter of 2014, and received a voluntary document request from the SEC’s 

Division of Enforcement in mid-2015. The SEC order states that the company 

assumed this request could have been prompted by a whistleblower complaint, 

and alleges that HomeStreet began taking steps to identify the presumed 

whistleblower and, in the process, impeded whistleblower activity in violation of 

Exchange Act Rule 21F-17. In particular, the SEC alleged that company 
                                                             
1
  In the Matter of HomeStreet, Inc. and Darrell Van Amen, Exchange Act Rel. No. 79844 (Jan. 

19, 2017). 
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executives repeatedly asked two employees who had been close to the hedge 

accounting issue whether they were whistleblowers. The company also hesitated 

to honor an indemnification agreement for one of these employees, who had 

since left the company but was still responding to SEC requests. While the SEC’s 

order states that Commission was unaware of any current or former employee 

who did not communicate directly with Commission staff about the company’s 

hedge accounting errors, the Commission found that the company nonetheless 

“acted to impede individuals from communicating directly with the Commission 

staff about a possible securities law violation.” Additionally, the SEC order states 

that one form of the company’s separation agreements required departing 

employees to waive “any damages or monetary recovery” from “any government 

agency.”  

In accepting the company’s settlement offer, the SEC considered certain 

remedial measures taken, including that the company disclosed its hedge 

accounting errors and revised its separation agreements to clearly state that its 

employees are entitled “to receive an award for information provided to any 

Government Agencies.”  The company also agreed to make reasonable efforts to 

notify former employees who signed the problematic severance agreements that 

the company does not prohibit former employees from reporting information to 

the SEC or from seeking and obtaining an SEC whistleblower award. 

JANUARY 17 SETTLEMENT ORDER 

On January 17, 2017, a New York-based asset manager agreed to pay a $340,000 

penalty to settle allegations that it required more than 1,000 departing 

employees to sign separation agreements under which the employees could only 

receive severance payments if they agreed to “waive any right to recovery of 

incentives for reporting of misconduct, including, without limitation, under the 

Dodd-Frank Wall Street Reform and Consumer Protection Act and the Sarbanes-

Oxley Act of 2002.”2 According to the SEC order, the asset manager added this 

provision to its separation agreements in October 2011, two months after the 

SEC adopted Rule 21F-17, and the firm continued to use the provision until 

March 2016, when it was removed as part of a regular periodic review. The SEC 

order also notes that the asset manager’s separation agreements did not prohibit 

departing employees from communicating with the Commission or other 

government agencies, and that the Commission is not aware of instances in 

which the agreements indirectly prevented such communications. 

                                                             
2
  In the Matter of BlackRock, Inc., Exchange Act Rel. No. 79804 (Jan. 17, 2017). 
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In accepting the settlement, the SEC considered the asset manager’s voluntary 

decision to revise its separation agreements before the firm was contacted by the 

Commission. Additionally, the order recognizes certain remedial measures that 

the asset manager has taken, including the implementation of mandatory 

training sessions that explain employees’ rights under the SEC’s whistleblower 

program. The firm has also updated its code of ethics and other relevant 

agreements, policies, and procedures to further communicate these rights, and it 

agreed to notify former employees who signed the prior separation agreements 

that they are not prohibited from seeking or obtaining an SEC whistleblower 

award.  

ANALYSIS 

Section 21F of the Securities Exchange Act of 1934 (“Exchange Act”) and rules 

promulgated thereunder provide whistleblower protections and incentives, 

including a bounty program for individuals that report original information to 

the SEC. One such rule, Exchange Act Rule 21F-17(a), specifically prohibits “any 

action to impede an individual from communicating directly with the 

Commission staff about a possible securities law violation, including enforcing, 

or threatening to enforce, a confidentiality agreement.”3 In the January 17 

settlement order, the SEC alleged that the asset manager’s prior separation 

agreements “undermine the purpose of Section 21F and Rule 21F-17(a), which is 

to ‘encourag[e] individuals to report to the Commission’ and violate Rule 21F-

17(a) by impeding individuals from communicating directly with the 

Commission staff about possible securities law violations.” 

In August 2016, the SEC brought its first two enforcement actions—against 

BlueLinx Holdings, Inc. (“BlueLinx”) and Health Net, Inc. (“Health Net”)4—

alleging violations of Rule 21F-17 based on separation agreements that 

prohibited former employees from collecting whistleblower awards. In both, the 

SEC alleged that the defendants’ separation agreements required departing 

employees to waive their right to obtain whistleblower awards from the SEC and 

other federal agencies. Additionally, Health Net made such waivers a condition 

of receiving severance payments and other benefits from the company. As part 

of their settlements with the SEC, both BlueLinx and Health Net revised their 

                                                             
3
  17 C.F.R. § 240.21F-17(a). 

4
  In the Matter of BlueLinx Holdings, Inc., Exchange Act Release No. 78528 (Aug. 10, 2016); 

In the Matter of Health Net, Inc., Exchange Act Release No. 78590 (Aug. 16, 2016). See also 
Debevoise & Plimpton LLP, Client Update: SEC Brings Action Against Employer for 
Agreements Requiring Employees to Waive Recovery if They Blow the Whistle (Aug. 11, 
2016), available at http://www.debevoise.com/insights/publications/2016/08/sec-brings-
action-against-employer-for-agreements. 

http://www.debevoise.com/insights/publications/2016/08/sec-brings-action-against-employer-for-agreements
http://www.debevoise.com/insights/publications/2016/08/sec-brings-action-against-employer-for-agreements
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severance agreements and agreed to pay civil penalties of $265,000 and $340,000, 

respectively. The companies also agreed to notify former employees who had 

signed the firms’ prior agreements that they are not prohibited from seeking or 

obtaining a whistleblower award from the Commission.   

Relatedly, in October 2016, the SEC’s Office of Compliance Inspections and 

Examinations (“OCIE”) published a risk alert notifying registered investment 

advisers and registered broker-dealers that OCIE exams will be focusing on 

violations of Rule 21F-17.5  The risk alert specifically referred to the BlueLinx 

and Health Net enforcement actions described above, noting that the OCIE staff 

will be reviewing a variety of documents, including: 

 Compliance manuals; 

 Codes of ethics; 

 Employment agreements; and 

 Separation agreements. 

The alert states that, in their review of these documents, OCIE staff will assess 

whether these documents restrict current or former employees’ ability to 

communicate with the Commission.6 OCIE’s new focus on Rule 21F-17, coupled 

with this week’s whistleblower enforcement actions, underscores the heightened 

scrutiny that asset managers should expect under this area of the whistleblower 

provisions.  

KEY TAKE-AWAYS 

This week’s whistleblower actions are yet another reminder for employers to 

take the following actions to comply with the SEC’s whistleblower rules: 

 Avoid any activities that seek, or could be seen as seeking, to prevent or 

discourage whistleblowing complaints. 

 Review all agreements with current and former employees to ensure that 

they do not contain provisions that can be read as prohibiting, discouraging 

                                                             
5
  OCIE, SEC Risk Alert: Examining Whistleblower Rule Compliance (Oct. 24, 2016), 

available at http://www.sec.gov/ocie/announcement/ocie-2016-risk-alert-examining-
whistleblower-rule-compliance.pdf. 

6
  See Debevoise & Plimpton LLP, Client Update: SEC Exams Focus on Whistleblower 

Compliance by Investment Advisers and Brokers (Oct. 26, 2016), available at 
http://www.debevoise.com/insights/publications/2016/10/sec-exams-focus-on-
whistleblower-compliance. 

http://www.sec.gov/ocie/announcement/ocie-2016-risk-alert-examining-whistleblower-rule-compliance.pdf
http://www.sec.gov/ocie/announcement/ocie-2016-risk-alert-examining-whistleblower-rule-compliance.pdf
http://www.debevoise.com/insights/publications/2016/10/sec-exams-focus-on-whistleblower-compliance
http://www.debevoise.com/insights/publications/2016/10/sec-exams-focus-on-whistleblower-compliance
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or interfering with protected whistleblowing activities, including 

communication with the SEC and the collection of whistleblower awards. If 

prior agreements are found to contain such restrictions, firms should consult 

with counsel on the appropriate steps to address these agreements.  

 Review confidentiality agreements, codes of conduct and compliance 

manuals for similar restrictive language. 

 Review and amend personnel policies, employee handbooks, training 

materials, and other similar documents to ensure that employees clearly 

understand their rights under Dodd-Frank’s whistleblower rules.   

* * * 

Please do not hesitate to contact us with any questions. 
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